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ASGEEYN T {E bash(1) shell S HlIFRIBEZE A INRIBHES,
# <A root BRPETHIGRZS>
$ <U\EBRERFETHGRS>
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A “ps2=’ , EEIEBRERNFMHERN shell RAFRETEERE,
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EXARESEPS| AR ERE AR ARSI HE 5 [ SRIEERINITEN FI8ETIZR, #& deb-src”,

mEMEMREEMNERESRANFMEELE (FIHE ), BITFHRFIBETIERL, MR bash(l), FMIBRICER BB
AT @RS RESES.
$ man 1 bash
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B/
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$ info make

XHZAGHE5| SRIERRMITEMEFIREITIRG, #KR/etc/passwd”, BIREEEXM, (REILAEA T IIRIHSRIE
HENER.

$ sensible-pager "/etc/passwd”

B %2 ASH eS| SRR RAVFTEN R EITIZEE, FifR”/etc/init.d”, {ReJBAEGA FIIMGHSRKEEEIFHNAR,
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http://www.debian.org
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$ zcat "/usr/share/doc/sysv-rc/README.runlevels.gz” | sensible-pager
$ sensible-browser "/usr/share/doc/base-passwd/users-and-groups.html”
$ sensible-browser "http://www.debian.org”

RIGE GRS SRIEERVITEMEFIBETIRG, LHHE"S” Ak, B STERM”, (Re]LABA T o< RENE
E’J  HME,

$ echo "$TERM”

popcon R{TRE

popconEiE K AR EZHihEE SREBMRITE, ENTEHMSBEE 2017-05-07 12:05:21 UTC, B1& 7218 161289 @ —
HIEVEEF0 26 (EZEERI2ER 197536 1IR3,

B
FEE amde4 NIEERBRIER B ESFEEMNERIE. popcon BB SHSERATRERE.

A “V:" BEEEZRR “votes” f popcon E{EETESRE “1000 * ( EFHEITIE PC LHIEIRY popcon 323X ) / ( 42849 popcon
B,

A “I.” BEEERT “LHEE” B popcon BUESTEARE “1000 * ( BRILEAE PC LHIEAY popeon 183X ) / (4K
popcon },—.E Y

FE

iRITEEELE popcon %SG%T\F— ?E%i]‘@ﬂ’]i%’tiﬂ’]ﬁ HES, BFSEXTUSZERTEE, fl, SERITETL
EE R RAETEER®E “/bin” BB, BEHNEHES “hoatime” BIELMEFA R AL, EEMNAAKENIE
BT “$&Z (vote ) INEE,

BRI

BNRTEIERERAEHSEENZEEE, ©SEMR “apt-cache show” B “aptitude show” &% ( ERITE
amd64 PR EERHIEEE ) RSN “TEX), HREMRTHENR KiB (Kibibyte= 7R 1024 Bytes BJEE{T ),

IR
BXNE—ENSENERIERETTEEE “TEE BHNER—EERE, c8SMRKEBENEEZNT,
ERRAEMME, EREFEETEAERDE—EE,

IES=}
BARIMRERE"(*)" RIPEERMG BENBEREPRRENEFER T ERIERERERAEBRNRENR,

AR S Bug

BRIB I N ER T EER, BiRES debian-reference EMIEEER, FH reportbug(l), F3BA”diff -u” BB F
HRBIFEIERIRE,



http://popcon.debian.org/
https://zh.wikipedia.org/wiki/Kibibyte
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—LHFERERSIE

{it Debian B 7| RRE)—LHFMW5IX, HAETUNEPHEREER.

« S8R Unix, BHAMRELIMMLZERBIEIREC,  --- Miquel van Smoorenburg <miquels at cistron.nl>

- “Unix RAF R EEERIZEEREMAIKR,” - Tollef Fog Heen <tollef at add.no>

HEBRXE Unix H2” 5|H T - EHBHEE,



http://en.wikipedia.org/wiki/Unix_philosophy
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Chapter 1

GNU/Linux #F2

BRBEE—EtERALR, MESE-FIFMOINGE, BHARENXERRTENN, BMRYEBCKRE. BT EIMR
ERES, BEFMSA—LERERS,

DebianGNULinuxH £ 58 KBVE&ET R B UnixIRIE R 4R, — B AESEMMIRER R, MYESZRABELSHLAKR
Unix 1 GNU/Linux B9%8{0 14,

BUIEEE S Unix BISCHE, ANERZMRIAI GNU/Linux X1g, ERMEHEMRBBETSERANGEE.

xR
WMRIREEFTEE UnixRAPERB—IRIFENGSITLIE, (R EKEETEMXETHNAS, BPHEIEEEM—
EEEEERTEE,

1.1 ITHISER

1.1.1 shell R

HMRFEZE, MRMFRBLREX BORXGNBAREES (FII0 gdn3), BREGHEEHFNERAE. RERMFHE
WREE foo, MEBHRRERFTHITR,

foo login:

MNRMREZET —(E GUI IRIE, 5190 GNOME % KDE, IBER{REELSA Ctl-Alt-F1 EA BRI RE, BIFFRE BB
Alt-F7 02| GUI IRIE ( ESFBERE2RETXE 1.16 1),

EESRRRAE T, MBARNAFR, flI penguin, ARIXEIERE, FFREAMRHZBLBXROER,

JED=
1B Unix 84, Debian 24 FHAFBMZWEN/NEHREN., AFREEH/NSFEEM. F—(ERFRKRE
BHERKIEETAR, 58\HIAFERIRHA root BF A adduser(8) RI&,

RIGFLAMRIFTE”/etc/motd” FRYERD{SE ( Message Of The Day ) REH%8, EFEER—(EH SRR,

Debian GNU/Linux jessie/sid foo ttyil

foo login: penguin

Password:

Last login: Mon Sep 23 19:36:44 JST 2013 on tty3

Linux snoopy 3.11-1-amd64 #1 SMP Debian 3.11.6-2 (2013-11-01) x86_64



http://www.debian.org
https://zh.wikipedia.org/wiki/GNU
https://zh.wikipedia.org/wiki/Linux
https://zh.wikipedia.org/wiki/Unix
https://zh.wikipedia.org/wiki/Multi-user
https://zh.wikipedia.org/wiki/Computer_multitasking
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/X_Window_System
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
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The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
foo:~$

HEEE, BOEENETER DB BLmEE"/etc/motd. tail” XERBER., £—1T2EAuname -snrvm” &
RIS B RERMM,
IRTE, {REATE shell T, shell BT {RAIARZ,

1.1.2 X R4 TH shell I27R5F

MRMFRE T HEREREIERIIX Window System, FIG1EBE L Debian FHEE “REIRIR" PTLEGNOMER
gdm3, MEAGEZBZGREERBELERRE, BARHNAFZMZEEIAEREREHERAFRSR. £/ tab AIB
ERFRNEBZERE, el MERARFELE,

EE X BOTFIER shell IBRFF, RN BEHEN—E x KRIniREEETER, 190 gnome-terminal(1), rxvt(1) 2% xterm(1), £
GNOME RHEIRIET, {ReIASLE: “ERER" - “FHE" - “LLim” RITHKLIR,

RERTAE T FTEMNE 1.1.6 HTEE,
FHE-LREAM (W fluxbox) T, FIEESHERRBEMNREBRIEALD, RZEEERN, A TABRRERSLA
ERRELRE,

1.1.3 root BRF
root REF B IEBABAFPSISERFE, BEERFE, REEAEIT NEHNAREIREF,

- . BAMERRSZ LEUEMXH, TEEMMXXAEZR
- SRERMS LEMXAIRBEEFER

- SREZRG LEMIFSERFNENS

- RAFEBEREMAR

EREIN root BRF, ERMRIEEMATERIER.

&
JhA
)\

H
(=]
RAFEMWAHE root 8,

IED=}

—{EX % (BIEEHERME, W CD-ROM %, 5L# Debian RARME IR — B ) FIREFRFTAEE B ELIE root
RAFEAERANGEE. HATEERFRT, £ root IRFZ—ERERTIE, EEMIMRT EZRZEH X HIE
RAMAFANMEETEENGRE (2R% 123 T),



https://zh.wikipedia.org/wiki/Shell_(computing)
https://zh.wikipedia.org/wiki/X_Window_System
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Superuser
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1.1.4 root shell R
EEF—LEARMAETCLERTEERE A root ZH512IE1S root A9 shell IRR .

- EFAEREREFEA root (FEAFRER,
- 7£ GNOME R ERIE T HE “BAIEE" - “MH” - “Root Terminal”,
- EEEAFH shell BRF @A “su -17,
- BEAERFERAFPNIRIERE,
- EEEAFH shell BRFFEA “su”,

- EERTFEMAFPN—LIRITRE,

1.1.5 GUI Z4EIETHE

MRFHEEXRELZEEENERZHNAAETIETER, ReIAE X LiniE#EES (H190 gnome-terminal(1), rxvt(1) 3%
xterm(1) ) F root B shell IR/ R FEENE, 2R%E 1.14 BFE 785 1,

B
7K

H
ERZURIESREA root 7£ gdm3(1) BYIRRAFSR T RIEN X BE/RER.

5 A=
Z25

KIERNEAERRRIE SR X Window FTETAREERIETE GUI 27, ARETREEERREMIN X BR.

1.1.6 EBIZHIE

TEFRFBHY Debian RARH, B 6 B NIRAYEE VT100FFFZHIIE, BJCAEIEAE Linux E# EE) shell, BRIE(REERS GUI
RIET, SARAIMERHE TE ALt $#F7 F1—F6 2 —HREERETIERGR, S—EFFEMHESAFEIIE
EIRFIREZSAFRE. SE2AFREREAN Unix W, RESLLE.

WMRFREER X Window System F, fREJLAE® Ctrl-Alt-FiBEIEFAHISEHE 1, hFEREHETE ctrl #. &
Alt $BF0 F1 #, {ROJAIRT Alt-F7 B2 X Window System, ©—HIB{TIEREERIZHIE 7,

R e] LAE AR SITIIIRE S —EEEIZEIE, GIaNtNRINIZEIE 1,
# chvt 1

1.1.7 EEEREGSITRRA

EmSIT#MA Ctrl-D, BNEIRHEZTAZRI-Ctrl1-#F0 d-5, BNoIRART shell jZE), WRIRIEEMNFFRIZHIE, (RiF
RO EHRRRT. BEELEHFR “contol D” EATABFE, MURFERE shift-i#, Ctrl-D thaJbARH
BE "D, &, fREFTEBAN" exit” BH&H ST,

FARARAIAL x & IRIREERS () 1, RRILMEREERE x KinRESEE .



https://zh.wikipedia.org/wiki/VT100
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1.1.8 ERERR%K

BRI EMAIRICIRMER R —R, Debian ZEBNFHIEFEIBE TXHRFEUESE, RLAESREZ
FARA Rl 2@ E MIREIE, EIRAFAEHREIREHI R AR R AR XA B, MRRGNERZGTA, B
B BRENESEHMARKRER. (TR, (FrIREFEAMRAEZRIXTRBEDIE. )
TEESAFPERIVENT, IUERGLITHARR,

# shutdown -h now

EERFPENT, FJMERGLITRERR,
# poweroff -i -f

S, MR “/etc/inittab” FEF “ca:12345:ctrlaltdel:/sbin/shutdown -t1 -a -h now”, FBEE
fREJLAFRF Ctrl-Alt-Delete (ERFHETFA Ctrl i &£ Alt %0 Delete) JREAH, £ R inittab(c) BENES
Amef.

28%F 696 T,

1.1.9 KIE—EIEEIZEFIE

ST —LBRENE (A0 “cat<TERIXE >7) %, RRERIE, (MOIUERSITHEA “reset”, (RuJEEATE
RELBIRBANGS., RBAILEA “clear” RKiEHF,

1.1.10 ZEBEHFHVEEINERGE

ANREFIREIRIR, FMEEFIT Debian IR/NEKEFHI, BHEBEMER me 7 vim A apt-get(8), HYIREMS, HEE
%E"JO

# apt-get update

# apt-get install mc vim sudo

MRMFERLRZRTELERHE, BEFNSERNWREBRETE,

[REZ)] mITE KN | FRER
mc V:69, 1:237 1431 | XAEBRANEEXEEIESR
sudo V:347,1:708 | 3033 | ZAAEBERAFE T root EERRIVER
v z A N —
vim V:118, 1:393 | 2374 ;g“)x XA Rk, —fE
i UmEEEs Vi UIERR, —BEREFENN A MmiEes (fam
vim-tiny V:65,1:967 | 1067 }%m)x XA ViGEs, —BEFR At e (FR 0
emacs25 V2, 1:4 19225 | GNU IEE R/ Emacs, %52 Lisp FITERE X 2~ 4w iH 28
w3m V212, 1:813 | 2294 | NAERNRBEFZES
gpm V:13,1:21 489 XATEFITE Unix eI FLEEEE (T:8)

Table 1.1: HEHIXARNIEFEIIR

RRE-EERXE, R —EFNESR.
Re] A T ENGSZERELE,

# apt-get install package_name



https://zh.wikipedia.org/wiki/Cache
http://packages.debian.org/sid/mc
http://qa.debian.org/popcon.php?package=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon.php?package=sudo
http://packages.qa.debian.org/s/sudo.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon.php?package=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon.php?package=vim-tiny
http://packages.qa.debian.org/v/vim-tiny.html
http://packages.debian.org/sid/emacs25
http://qa.debian.org/popcon.php?package=emacs25
http://packages.qa.debian.org/e/emacs25.html
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon.php?package=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon.php?package=gpm
http://packages.qa.debian.org/g/gpm.html
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e ATE NI L

doc-debian 1:856 166 Debian JEE X#&, (Debian & RIERE ) MEEXia
debian-policy 1:107 3744 | Debian RIEFMAITERRIE

deve lopers- 17 1299 | Debian BIEEEIEE S EHAIEE

maint-guide 1.4 1005 | Debian FiZEzE&

debian-history | L1 5034 | Debian IEEESE

debian-faq 1:843 1277 | Debian & ERRE

Table 1.2: MHFEUE B XIETIR

1.1.11 ZESNFEFERSE

MRGANERIFECHERPRFRET FTHRNKRE RS, RAUUERTENARIZ—BERERAFERFS, LR,
RlZ—{ERFRE fish MERSK.

# adduser fish

1 & R & R,
ERRIE—ERRE fish BIFERSR. ERRBTME, RRIER TENGSMRERERFERRNENAFERR,
#

deluser --remove-home fish

1.1.12 sudo fi2E&

HRABEBE AP TFIL, BIMETEELAEM LAYSRE Debian R4, BEMEBEMEE sudo(8) RIEBIFFERF
(BINAF penguin) RFWMARFZMEMIE root ZIBFEEESEE SR,

# echo ”"penguin ALL=(ALL) ALL"” >> /etc/sudoers

H, FIMER TGS EIRFERR (FISAF penguin) EFZWEMEBSEIESER,
# echo ”"penguin ALL=(ALL) NOPASSWD:ALL"” >> /etc/sudoers

BERIREHFERNERF TFEHIEE—FNAFER.

Es
EZAF TR R BRSNS ERSRS, RECRERESRENZARLHE,

O
orn
O

£ LidflFH, BF penguin HEZISLERSEE B root BRIFZMBRIE S HIIRE,

VAV
EiEEER T, SEEEREE TRLEEES THFNETRAEEIHBIA. KEAZRMHNLEITHRERE
PSRRI ZBREIEITER (FIN4A T FIERR ), FRIEMFIERS TIRELBGIERIVEES.,



http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon.php?package=doc-debian
http://packages.qa.debian.org/d/doc-debian.html
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon.php?package=debian-policy
http://packages.qa.debian.org/d/debian-policy.html
http://packages.debian.org/sid/developers-reference
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon.php?package=developers-reference
http://packages.qa.debian.org/d/developers-reference.html
http://packages.debian.org/sid/maint-guide
http://qa.debian.org/popcon.php?package=maint-guide
http://packages.qa.debian.org/m/maint-guide.html
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon.php?package=debian-history
http://packages.qa.debian.org/d/debian-history.html
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon.php?package=debian-faq
http://packages.qa.debian.org/d/debian-faq.html
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R
BTHZEMNREBNXEHRHESEER, MEZERER BEARMIVEARBIMARER root #FR, KA
sudo(8),

JED =)
fE &t R AR B E ZRYECE , sudo(8) FIAR F—EHERM LHHEECAFBMRMNEEERMAHE root B, 5
AUEHESEEREMNEMETEMER, (FrIURMBRZHMIE, Z—7HHE, RN REAARERD
RERR,

1.1.13 InAYRFRS

RAEMRELERITIN Debian KR T, REMEREHERFRBMAEEER,

IERER Debian 4% (EERMABLER ) TREBEE NI SUHERRLLIHERFHAMSAMIR, 22, 7J8NA
BF-LERATUNA, EELOELEENANEZREE—E, MEZERE Debian KEF,

HFIERTERIAIN, € Debian RAREF—E 48 Unix RIRREBE,

#
—
N

T (BAHE)
T (EFAR)
T (EEAR)
I (shell #4i)
T (XAEERN)

=
w

WOW oW oW
PN

=
o))

1.2 #8 Unix XHEZR4&%

£ GNU/Linux FIE {08 UniiBERATR, EHRAME BixP, FIBEMNXGMBERHIREN “/" BRINEAMEER,
WHWERRRRMRMELXHRE, EBERME—IRE, BRE2EEBRE,

B HFN B #% 7] LA ERAE 2 (B B, mount(8) ARIER BB LRI H R AMERIEXRBIIMAHE £, BRI,
umount(8) EEEX 7 B, EERIRY Linux NIZE mount(8) FRLESE, sJUMEX G —MOMER HIMIT, =X
EPJMEX R ARBEHZN. FARH. A ATHER, HEEXGRASIFHESEIR]UE/ share/

doc/linux-doc-*/Documentation/filesystems/#%Zl,

Unix R4 E#B &%, FLHMARE EIMXER, FERKES, EEF Unix R L, RBMNERENRZHME, FIa
‘A, BRE—EXMGRS, LEHMERAHESEN. SHEEI Windows RiRZ—EEXIIEE,

1.2.1 Unix SXHEER
THRE L Unix SXEER,

s XHEBR ENKNER, tHEiEiR, "MYFILE” #1”"MyFile” B2 RRIIINX K.
- REHREREXERANR, BENEE “/", FEIETR root HEMNZXRBEH “/root” BET.

- BEEHREE—EEF, ERINEEERFEHRT /" UIIMIFR. REFZEF., ENEFR /7 (BF “®
B = “RER”) LHETERERS.

- BEXASEFRTREE —ELREXHR, BHXHR, HBE, RIEFALCELENRFEMEERRE .
1E={EE R E &,



http://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
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- FTBMSREXMGRL “/" Bigkh, TEESERSSIXHRZEE—E “/". £—@ /" RRIEER%, H
ffy “/" ARDIREENFER, HBIFESREMAD, NERXXEHMNERE, ELETREESARDR, ATHEHERE
2REXHRIEEBHF: “/usr/share/keytables/us.map.gz”, A, AMBIEENESR “us.map.gz” &
BEEREXHGAE.

- REFBERS O, HlI0 “/etc/” M “/usr/”, BEFEHMKANHESHFEE, FII0 “/etc/init.d/” F
“/usr/local/”, ZEEEMM “BERE", FRIME—EBHXHERBRAMMK “/" ERENEIEES X (—EX
) MERH—IRIRE, MHEIAFMREEE, MIFREE—EESAEERERN "RE" #1—E , &
EEBEES (“/7): BEtFRFERBHK, It —IREERART —EXHTENEL, hERHNRSIEE i
7R, MARKRER, MEZELFER . ./" EAREB#K. SEMELERNEGEBRNEE, NoE
IR,

- HR—EYIEREB BRE - ERENBERKRERRBEIEMIES. EARRIRT-11, CP/M,OpenVMS,MS-
DOS,AmigaOS, LA KM EXHY Windows, BLRJEFE—EBREEE T —ERERF, tbarc:\, (EEWILL,
RIFEREFES ATYIERBFRESNXGR AN —27. 28% 122 7, )

EE

AN UEXHGBFERIENFERE NS EREERBATERMERE—EEEXE RIFERER—LES
PITEASBIIHRERNFRN, LIS, R, BITHF MEEMS®RFEF {0 () L] 7~ " \/><] ;!
#&" * % 0% MRMGEE—EENERFNG R, LLEFIEZERRN HSH, EFHMTEI4R. (Rtir] A EEE
HWEFEKE, EIXEEGRE LLINiERE LikeThis”. LEBEEM Linux AEEBENREXGHIFNMERATIE.

==
=)

{8 root” AJREERZRR" AR root” NRR" IRE R (root) . BZRIR LT XEEERNAE.

==
=]

E:d path MERTES2RENM R, LAIEERRGIERAMEE. BEERTCEENSEEFTEER L T URARE.

BN NERBANRIEFAERENGRAEB RIZE (*/usr/share/doc/debian-policy/fhs/fhs-2.3. txt.
gz” 0 hier (7)). {REZEEU T — IR E/ESRHIRE BN TR,

k3 S35

/ RE &k

/etc/ ABEENEEXHF
/var/log/ RBEHEXH

/home/ FrEIESERFMEFE R

Table 1.3: EE B RV ARIIR

1.2.2 XHERGIRNREN

288 UNIX R4EHV{EHE, Debian GNU / Linux HIERA K REVIEERRFEEZ NSRS EMFEEFERESE £, Mg
HENGH), NIEFIETIRIGRINERIGEHRUNE—NAREIRE “/dev /7 TH,

BEXH, Bk, SREE (—EMEREFERZEEUENTE ), X Debian GNU/Linux £t _ERI4IEE&EEE —E
8 inodeFIENIRAEHE, WA T EHMEEBM, GIUNMBEENEFE (FiE& ) eEBiRE, B —KHBESEE, F5, R
{REE#RAEE, BIUAFTRE Debian GNU/Linux REAEEEY “/usr/include/linux/fs.h” HE—TE “inode %5
B MERTEE, BEEXGRAEERRATERANAIER Unix RAMNAIF, IBMX Linux RIZE—S 2R TiEER
B, IRE, EEEIEHETIERENEEE T UEXGRAEmILE,
EEEEERINISERNA—NMRERETERN, AEEAFHKMBRENGSEHHTZS T2 NRIMNREETRE
BRiRE, EEvJLABEBEMEREEETERNER NGB A RNENZIETAR.



https://zh.wikipedia.org/wiki/RT-11
https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/AmigaOS
https://zh.wikipedia.org/wiki/Microsoft_Windows
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
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B
WRIRE

BRI XA EAYIRER 2 BN EERER, NE2EE

mount(8),

1.2.3 NHEHRGER

18 Unix R RIS R RIEIR I E AR = R ENAR,

- BREENANAF (u)
- EEXHAEAENEMER (g)
- FPEEBHAF (o) EHEE "®HR" 1 “AMEA"

SRR, SEBERERE T IIEMF.

- 75 (r) ERAAEEREXMHNAR.
- AR (w) ERAFAMBEEIXXERE,
« [T (x) ERAFBEEEXHEM— (B ET,

HIRBIRRR, SEBEERLET FIEIF,

758 (r) ERAFAEETL B FRANAS,
- A1 (w) EMRAFFAEERNMPRE FEE@RIX M.
« ATEIT (x) REFRRAFFAR B &I B BRI,

TER,

Is(1) ARBERXHNBRNERER (B3 ), EETHE

- XHEE (F—EFR)

« XHFRIELFERER (9 [BFF,
o HEREINFRIRE IR Y

- XHFTBEENARR

- EEXHFTEIAER

« LUFFF (FE ) BEMIXXMGERN
o XHHY B EAFNRERS (mtime )

- XFHBF

={EF T4 —

chown(1) F3H2 root R EAXHRIFTBEE,

XAHIFR B EEL root BRFIETSUF I A SREVEHFEERR, 1RIF—

# chown <newowner> foo
# chgrp <newgroup> foo

# chmod [ugoa][+-=][rwxXst][,...] foo

g, fReJCAIRER T EE—E B FERAFE foo FAE, WH

BIZIBAF,

chgrp(1) AR HERIFTB &L root BREIEIEFRERIAE,

—@Eﬁ%ﬂﬂﬁ%ﬁ%%%*%ﬁ%ﬁﬁﬁ%%ﬁ# BAFFRRRMINENE, FIEXK/NFIECRESRE.

-17 218, ERRAEIRRRER FIIEER.

H., HthIEFRT)

chmod(1) AR
1@ foo SZ#FE’JEZKHEIE;ZD—F

t=4548 bar,



https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions
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Bz
EBXHF
Hix
TToEsEE
FrIREEEE
RERIEETEE
e =P
EEF

-
L

(n'OO‘OI—'Q.:L_N}

Table 1.4: “1s -1" EHME—EFHIIR

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rXx .

B = EE S REIRERR AL

« Set_User_ID {i (s B S ZfHFMN x)
+ Set_Group_ID fif (s =% S &AM x )
s FHEM (tH T EBEREMAFMX)

R “1s -1" HELUMNBHEXRFE, RRESLHD TEMMITURRE,

B EFT T ER E Set-User-ID % o5t — B F LA B S8 ID E1TIEE AT MITXE (F140 root ), FEURY, 45
—{E R ITXAFRRE T Set-Group-ID (A% SR 5T — B F ASCAHRYAE 1D EITa2 X1, (I3 root 4 ), FAMELLERER]
fEslER =Rk, FEREMIHEFEERIIMER.

HE—EB# LRE “Set-Group-ID” 7§$TRFIE BSD X4 AIZSEI, FTEEE HREEAIZM XS B AT ERIA.

H—EBEFRE WM BREZEBNNERTREMEEZIMN—EEREMR. 27T RE—EESKR “/tmp”
ERMBARNRHEHEIENER TERATNES, MEBERROISRIE, ERAREMERRREMTI. TR,
ZIERATURER B EME B IR E R eI B EAE MR ZEY —ER R HESR,

ERBLVEFBIMHERDIF.
$ 1s -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, 0 Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ 1s -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) B » —EEEEIURBIMERFAIIE, ERHFENER 3 B 4 A1/ \EAH (K% 8) B,
SIS R RS MEIR LEEME, NRMFIE “1s -17 HSHHMaIRS] (2-10), B TEMH] (K% 2) RNER

RUFRIRE (-7 &AL O, “rwx” BAL 1), fREZFIAIERARFRIVENRE 3 URFEERF TN/ \EBURRTR,
EFATFEF

$ touch foo bar

$ chmod u=rw,go=r foo

$ chmod 644 bar

$ 1s -1 foo bar

-rw-r--r-- 1 penguin penguin 0 Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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EES Bz
E—EERF set user ID (=4), set group ID (=2) F[ sticky bit (=1) ZF
F_EHF read (=4), write (=2), ¥ execute (=1) #EfE ZF, user HF
E=E&F [ E, group
FEIEERF AL [ E, other
Table 1.5: chmod(1) S XA HERIEFIENX
RBR

WMRIRFEEE shell IESBFHM “1s -1" BERMNEN, REEFERAERRGS, W test(1), stat(l) F0 readlink(1),
shell BE&a<, 0 “[” =X “test”, “JEEthE AT,

1.2.4 EHIFTEERFFEIE: umask

+EERT o] RS FE PR B F 2 AE IR = shell W< umask BIPRHI, £ R dash(1), bash(1), FIAEHS (7)
(1ERFTEIHE) = (FKRAVEESRETAIRE) & ~(umask {&)

umask & By RER I eI Sk =3
0022 rW-r--r-- STWXT-XT-X EfEERETS
0002 “rwW-rw-r-- S rWXIWXT - X ErEBHETE

Table 1.6: umask {22

Debian FE:R{ERFEREFAALE (UPG), BE—BEMERAENLI AKX ZTEIL—(E UPG, UPG MIRFHE
MNenERERRE, EEERERERE UPG ME—mMNE, BREEEREEHEECHMAEZE, £ umask :REM
0002 BBERLT, (EFL Unix 25EH, IEMELEFEAERES—EM users WAERIFEERWME, EiETR
BRT, HIRLLEREIE umask 384 0022 2—EFEE)

BR
BB “umask 002" BA ~/.bashrc &R UPG,

1.2.5 —4EEREFFIE (H)

AT EEETEERAR —EREERE, SEEAEFEEAEEMA “sudo vigr” #k#E /etc/group LURMEM “sudo
vigr -s” 48 /etc/gshadow iAZAEMME, MEEZTHZREREAN (HMIT “exec newgrp”) PARFH
HAEECE.

=S
&, ReILAB@HIE—1T “auth optional pam_group.so” Z| “/etc/pam.d/common-auth” LARECE
“/etc/security/group.conf” , {EEESNEREFBIEEREINILERERE, (BRE 4 &,)

£ Debian R4EH, WERKER S —BER, WRMFIE—(EERAERFIBRLEREHIRERE, 30 CD-ROM 1 USB
ISR, MEEEEEERAENRERANMNE,

—EZRNHRRRENERTEMERTE root FFAENRIRELNEMERIIRE,
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@A D GIEESNE S 5k

dialout R hEENERIIEER (“/dev/ttyS[0-3]7)

dip EIRVEARIRINIE, EMXFEEEEAESE 1P ER

cdrom CD-ROM, DVD+/-RW ERE/)Z%

audio ERIE

video HEEE

scanner FEsE

adm RREREHR

staff —ERRYIREETFIER: /usr/local”, “/home”

Table 1.7: BRI IEREIFEMA R FIRHBIZRETIR

"R

REZBMN dialout AFEBAINEREALMEAR, BRIEEMS, FE, BUNR root FHEE “/etc/
ppp/peers/” BREEMHEN TIETELEERMGE, MRAFTEZEHN dip A, FTLLEBER pppd(8). pon(l),
MR poff(l) SpS ISR IP B4R ELZ SR,

RLEZL2HNHARREMNERTEMNMERT root FFEMERITRHENG S,

48 BEIGEES
sudo AFEEMRZE#HIT sudo
lpadmin HITHRSCAIRENRESHERIE, Bk, BIRENRE

Table 1.8: ERZMHRARRYUAIFEGLSHITIAETIR

HAGRIRENERSANTEYIR, 28 H base-passwd BIRHEH “/usr/share/doc/base-passwd/users-
and-groups.html” B, ERIRAN “ERAEMA",

EREFHERGNEIERS, 28 passwd(5), group(5), shadow(5), newgrp(1), vipw(8), vigr(8), Az pam_group(8),

1.2.6 BSREE

GNU/Linux X5 =fE3R rIASRE &,

¥R Z5AA
mtime N BIRAERE (1s-1)
ctime NXETRREIECREFRE (1s -1c)
atime X REWAEIRESEE (Is -1u)
Table 1.9: RS B{FERIGIZR
EE

ctime NEX{HRIZAE,

- BEEXH, BENEZRXHFFTER mtime, ctime, F] atime Ei4,
- REXHHFMEENEER, A9cXE 3 ctime #] atime B,
- B EXE, ASEXHERY atime,
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-
PENSY

Whte R 2R EHEEEY Debian %E?.%J:E’J {&

= “noatlme" & “relatime”

AR,

.
CEN

BEEHES|E—(EERZIRFEEEH inode 2EHAY atime &3
RIEHE —EIERA ﬁ%"ﬁ%%ﬁﬂ%LC)iﬂ’F TEREIRIERS
BEAECALETEZEERN, BAEESEAEE SERSE,

B RE] H&E’J’f?-?%
iXEIR, 258 mount(8),

A touch(1) AR HHECY EF IR RAVBSREIRL,

HRRSRB, 1s MoWMHMAIEIEREES (“fr_FR.UTF-8") HEME (“C”) RE.

$ LANG=fr_FR.UTF-8 1s -1 foo
-rw-rw-r-- 1 penguin penguin 0 oct.
$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

16 21:35 foo

TN
2E% 925 TAEE “1s -17 @,

1.2.7 E4E

BEMEAEE—(EER “foo” E&ZI—ELRREMNER “bar”

Eﬁ n\l:l
- HIBEREERE

- “1n foo bar”
o TFSEEAEEY symlink

BRFIER 57— (EE R IRIES
- ”1In -s foo bar”

B2 TEAR, rmHSERPESER

$ umask 002

$ echo "0Original Content” > 1 foo

$ 1s -1i foo

1449840 -rw-rw-r-- 1 penguin penguin
$ 1n foo bar # hard link

$ 1n -s foo baz # symlink

$ 1s -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin penguin
1450180 lrwxrwxrwx 1 penguin penguin
1449840 -rw-rw-r-- 2 penguin penguin
$ rm foo

$ echo "New Content” > 3 foo

$ 1s -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin penguin
1450180 lrwxrwxrwx 1 penguin penguin
1450183 -rw-rw-r-- 1 penguin penguin
$ cat bar

Original Content

$ cat baz

New Content

S
g

17

17

17

12

Oct

Oct
Oct
Oct

Oct
Oct
Oct

16

16
16
16

16
16
16

21:

21:
21:
21:

21:
21:
21:

)

LA RIEIZ Bl

42

42
a7
42

42
a7
48

foo

bar
baz
foo

bar
baz
foo

-> 2 foo

-> 4 foo



https://zh.wikipedia.org/wiki/Hard_link
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EEARIATER —EERRMPELL, WHARE—E inode 3%, W is(1) F “-1" EIRRATH.
FERESMRERELRSE “rwxrwxrwx” PIERSREFFIE, MEEGIFAR, BRNENGEHTEEEMEE

TEREE,

( : ) NEy
PRAEFBIEFFIER, BRAZERI —EERNTREANEESBEERETFEE, FRELNEEES
AIREEHIER AR ESMAVERIEE,

Gl

ES
BEERTREGILEMEEEESE, RIHFE—(EFEREREERLS,

“7 BRESITHRENBE, EIEFHEERMEARIE 25K, . .7 BRELIIREEK, FItBHRMESE
hE= ¥y F B skeZILmiE M,

INRARMITE Windows BFEE] Linux, fRRRAZER Unix A S BB Windows BABIER) “RIEFN” BRZENE
DERETE), HREREERARPEIRN, BREFEINEGERRFERERZENER, EEESSERL, EE
MmREEZEH,

1.2.8 #mBEE (FELL)

mREEE—EREE—RNER, MICRBTKETESR, S5 —kmdR, B, EWBER FIFO, BILESLL: /R
REBEERTHEENRAESES —iRTHR,

MRH—EAGRBEEETEBAERE, BANBREASHRELL, EIBANEMREETHEINLR, BERBIERERH
B2 BEMMERSLE. EENXKNMNARET, EANEEEN, ERRERMEIRTE, & shell RBER” 1] 27 5F
EINEE—1R, M, —BEERTREE, EMERFRAITUANLER—EG<SY, EEHE—EERERT. EER
UNIX —{BIFERRENNRIH.

EATFEF

$ cd; mkfifo mypipe

$ echo "hello” >mypipe & # put into background

[1] 80622

$ 1s -1 mypipe

prw-rw-r-- 1 penguin penguin 0 Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello” >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.2.9 EEF

ERFHEZERNRENAEREREN, ENETFERRAS., EEUNRGREE (FIFO) THAKEFRZEE
ENEFEMZEETENR R, HNERT, SLEFAEECR—BENT, UAFERA—EREFNFRER.
EREFEBEH (IPC) HW—(EETE, EMMNRIRTESEERARBEERNRDTHE, RERVMER HERERE
EF f UNIX I EIEE,

"R
Bi@'netstat -an” LA URAENBRARELI TR T HRLEERET,



https://zh.wikipedia.org/wiki/Named_pipe
https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
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1.2.10 :REXHE
BB EERGINYIZRETIEER G, MRR. BT, BRF. 28, BERAH—ENTREIE B "/dev/

console R,

S e SRR,

- PHRE
- BRHE—EFH
- —EFHSR—EFE
- mgems, B0

- AR

- BBEAMET- R, EITH

- —{Ei% > —EFE

- IR

(RETAER R, MERKATEES TEHEE, EVARREEAERNES, FXERARE, S

CABIBNTE MIRE M HEEIRE, EEON, RIS AXHENITENERE “/dev/1pe”, SEMARMBAGSHEIEE
FIERO “/dev/ttyse”. BR, MRIFELRIFE DT, BRIFTREEEN—ISAKE, FRUZREID,

JED=}
FERRMETENE, £/ Ip(1),

ARBHVETRAE P BOEIBIT Is(1) 1530, WTFAR.

$ 1s -1 /dev/sda /dev/sr@ /dev/ttyS@ /dev/zero
brw-rw---T 1 root disk 8, 0O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, O Oct 16 21:53 /dev/sro0
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

- 7/dev/sda” FIEREIRZ 8, KERERZ 0, EFJUK disk BHENAFES,

« 7/dev/sr0” FIEREIRZ 11, KERERZ 0, EFJUHE cdrom BHENAFERS.

« 7/dev/ttySO” MERERR 4, KiREFRZ 64, EFILAH dailout BHEMAFE
- 7/dev/zero” FERMBIRE 1, KiBHRE 5. EFIUREEAFE

EIRNK Linux REEF, RBE”/dev’ ZTHIXGRASTBENHK udev() HHIETE,

1.2.11 $ERIERIEX G

BE LSRR B M.
BRI EEH shell MIBEERMSER (285 158 W),



https://zh.wikipedia.org/wiki/Device_file
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RIEXHF S EERA

/dev/null SEEY RO “XHLEREFR (EOF) ©

/dev/null BEA HRO (—EREENSEEEERM)

/dev/zero B 5@”\0 =EFF( éﬁi ASCII EPE’J%FE' 0 7Fﬂ )
/dev/random FBHY r;t) e
/dev/urandom AN REDNEZENZRN I BREEESEE RO —EREEERT
/dev/full BEA REREEC ™ (ENOSPC) #Hix

Table 1.10: #5RIERME TR

1.2.12 procfs F sysfs

procfsFlsysfsMEB X R4, 2RI/ proc” F17/sys” 2 £, BAZPNHBEERBLAFTHE, HER,
BEFERERN, MR T RABRBRRERRETHHEZM,

B#%”/proc” BEEEMEITIEIREM T — flﬁl?ﬁ&i, BB FIEEEZZHN (PID), FEBIEREREENR
MIE, WpsO, ATMEEERFEBESES.

”/proc/sys” Z FTHIE#k, B8 TRIUERELANLE TS8RO, (R UEREFIRY sysctl() LN, HE
{EREEME/BEXE"/etc/sysctl.conf”, )

BEANFIBRIEER KRB /proc/keore” By, BEEEREAE. EEXHRMEHNERATFRNNMEERS, E
WARRERAZ, ER—EERXH, EEARKEAT, MUTBEOEHKAN,

»/sys” U TFHB#HREE T AZBENEEERE, EfNEYE, URefizEiEE, cRStEs TIRERLERZ
BITR28REO.

2% proc.txt(.gz)”,”sysfs.txt(.gz)”, BAKREMIERAIY Linux RIZXHE ( ”/usr/share/doc/linux-doc-
*/Documentation/filesystems/*”), iEYEX#H linux-doc-* BXEEIIR{E,

1.2.13 tmpfs

tmpfs@—EERIF X4 R4, ENXEHEBREFEERNEFR, LER, URAFEZFH umpfs BRPIRER R EIER
YL }ﬁnlu__n

RIREENRHAPEER, »/run” Bk EES tnpfs, EREE/ HEHERE, EHETURKBAN, EEBERNHIRE
T HFRHTE, ERFtEX T Filesystem Hierarchy Standar2.3 kR PR BRI B $RAI & :

« ”/var/run” - ”/run”

« ”/var/lock” - ”/run/lock”

« ”/dev/shm” - ”/run/shm”

2& tmpfs. txt(.9z)”, XHAIfR Linux ZXHE (”/usr/share/doc/linux-doc-*/Documentation/file
systems/*”) BigZF, HEMHEE linux-doc-* &2,

1.3 Midnight Commander (MC)

Midnight Commander (MC) & — 1Bl Linux iR EELIRIRIZE T GNU R LT ET])” . EAMFMARERET —EEE
VRIARIREREE, EESNEEEREEN Unix %,

R e ERE T EMNB S RLEIFES” mc ” B Midnight Commander 1.
$ sudo apt-get install mc



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander
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£ mc(1) AF L ARMEIZKBIEE Debian 4%, ERFRIFNSE LN, FEMAFTENDEREREE - LREBIAE,

- 7/etc” REFHE

«” /var/log” REFB%

« ” /usr/share/doc ” REFHi%
«” /sbin” #1” /bin”

1.3.1 HTEE MC

ATHERH MC MBHRENB &I cd RIHEB, FEZEENR~/.bashrc” 88 —{EH mc B2 HEIIESTE,
. /usr/lib/mc/mc.sh

1818 me(1) (727 -P” HIEHE) MRE, (IRFAEEMIGEEHRABERN, RAIUHEERRLERSES)

1.3.2 BEY&Eh MC
MC 5] BASKERREN A2 3K,

$ mc

MC E@REEE T BEMERERESE, ALtMREREETEL0EN, RAFER F1 HrIAERENNE. FREER
IR INRER A P AER MC,

R
R L4&UmEEUN gnome-terminal(1), THRESRAVIZEREIE R PTRESWALIRIZNREEL, £ gnome-terminal #F]LAE
i@"Edit” ~ "Keyboard Shortcuts” JRIE:R E K24 |FEHEN S,

MRIRBENFIohmiBERE, BRLREZENS, BEBHIE"-a” 2 MC s 7IsET B BNIE R ERERE,
NRIERAEEMR MC PHFERMERE, PJMA2EE 9.4.6 7.

1.3.3 MC XH4&EE

AREMEEFEREEE THERIIR, Z—EEANRARRERERER” Eill” RKEBBERDEFIEEN. &
'FJIEzE LENERVIRIER, TREIEF gpm(8) MITHIEHER, (RLRTUEF Ta<I AR RRIRME, (FE MC BE&1T1E
Hl 0BG CIRIERIRHR —EZEIRME shift . )

TRIZHE EHTEINEE

F1 EZEE

F3 RESEES YR

Fa RGBS

F9 R FROEE

F10 1Bt Midnight Commander

Tab EmEE OERE

Insert % Ctrl-T AR ZEFRRENFLESR, MEIR

Del MRER (E=---:8E MC AZEMIRELR)
DS 2 BREE

Table 1.11: MC R¥ERLE
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1.3.4 MC s 515

- cd SLERFNERPRER IR,

* Ctrl-Enter or Alt-Enter HEERR&GH LI, M cp(1) A mv(1) MBS RETRIE,
« Alt-Tab BERIERBEIWEIRER,

- BB MC s L5 BRI AFSERIR B #%; 140, "mc /etc /root”,

« Esc +n-key - Fn (i.e, Esc +1 - F1,etc.; ESC+0 - F10)

« J5i% Esc MERHE ALt —#; B0, #A Esc + c FTIERS Alt-C 2 —#&kRY, Esc #MA meta i, BIFERHIE
ZRM-7,

1.3.5 MC RZR4mEE28

EENEmERE —EEERNBLEAR. # F3 MREEER,, B8 F3 E%&%ﬁf{tﬁiﬁﬁlﬁo LEZI R =T BA
BENREVIEIR, (£ F6 S REBEMZIE/FER F, FSRSERERAZRHE . F2 #FER, Fl0 Bh. 2
KRR L E B TAE.,

MC #r¥523 7] BA\E #2 A F EVE < 73 TURRED,

$ mc -e filename_to_edit
$ mcedit filename_to_edit

EAR—ESRERER, BREEBEAKRREIFRNMRE. EMEREHER, FEAZ Al-F <n > R
= #% 4%t {5 A3 File - Insert file” 3{7#& "File — Copy to file” RIBEINF,

MERHREE 28 7] CA#R /) B A EE 23 B X,

Ekk, FSENERRIEEE SEDITOR 3¢ $VISUAL RRTE4REEESAVEER, WRIREMER vim(1) & nano(1) 3R
BtR, (REFEES TEMEXBINA~/ . bashrc” K mcedit EITRE,

export EDITOR=mcedit
export VISUAL=mcedit

YR T REREE R R A vim”,
NERARER vim(1) WRIEFE, (RETATEAIBS Z 4 P4 & A meedit(1) 2RMETT TIE,
1.3.6 MC AZRiftH 28

MC B—EIFEE2MEER, ER—EEXHTERNFNFIE, REEFERTERE/usr/share/doc B#HES
fER, ERABAE Linx BEFMIRRA, EERIERE7] BB T 58S PR —ERE ZRED,

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 HEHEIREI MC

EEFRTEADE, AEENENREEERNAR (BRE 9.3.11 ), ER MC —EIEEHEMAE,

DR LISA R FERERSHEN, MRRNERTEAWRERTHNIT. EA chmod(1) FiEiA MC fEREENE
fiFIBIARRE,
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(CEF HOoBRER
ATRITIES RiTL
EEIXH EENE IR e fA e

EENTHE S Eas

”* tar.gz” #1”* .deb” X&F

ABERNETREREFEF—&

Table 1.12: MC H¥i [0 E5 iR AV L fE

1.3.8 MC Y FTP ERIERAMK

MC RE#a{EF FTP BBEYFAHEHEIES, TEEER Fo, AR "p” KA FTP EEHER R M. ¥’ username: passwd@
hostname.domainname” BIFZNEI A URL, i @G A B % — & RIERRimHE i%,

i1 & FIRL[deb.debian.org/debian]” 3R2|E Debian FIIESRAA M 4ENE,

1.4 %8 Unix T{FIRIEEM

#A MC ZER S ] UGRIREMNSE, B2E]

Unix T{EIRIE,

1.41 ZE A shell

{RETLAIEIB chsh(1) BIZ(RRIZ A shell,

shell RN MEAGLINTERIEEERN, vJURREFNTHE

TER FTE K/\v | POSIX shell | 77208
bash V:853,1:999 | 5799 | Yes Bash: GNU Bourne Again SHell (B8 LHUIZ®E)
tcsh V11, 41 1306 | No TENEX C Shell: —{& Berkeley csh FIEi&RRZ
dash V:914,1:980 | 204 Yes Debian Almquist Shell, £ shell {5515
zsh V:34, 1:67 2150 | Yes Z shell: BT ZIZERTIZZE shell
mksh V:3,1:13 1281 | Yes Korn shell BJ—{&RR 7
csh V:2, 1:12 336 No OpenBSD C Shell, Berkeley csh FJ—{E[RR &
2> /N[5 _ = I g;
sash V0, 15 969 Yes Eyl:'/ﬁénp 3 E’?’ Stand-alone shell (i A& IR E 1= 2
#9”/bin/sh”)

ksh V:5,1:23 3277 | Yes Korn shell ' E1EHY AT&T FRZA
rc V:0, I:4 154 No AT&T Plan 9 rc shell FJ—EEIR

. Policy-compliant Ordinary SHell ZREEMEEFIIE @
posh V:0, I:0 187 Yes shell(pdksh JE4)

Table 1.13: shell F2X %I

VN

HEA%E POSIX HERAGEL, BMFIE shell EHFMSBMBEREGSELSHE L, TRAIUARE, BEFER

PRI,

EAIET, BT shell 48235 bash.

1.4.2 EH bash

eI B EUY bash(1) 174, {EF”~/.bashrc”,

EATFABIF,



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon.php?package=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/wiki/Bash
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon.php?package=tcsh
http://packages.qa.debian.org/t/tcsh.html
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon.php?package=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon.php?package=zsh
http://packages.qa.debian.org/z/zsh.html
https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon.php?package=mksh
http://packages.qa.debian.org/m/mksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon.php?package=csh
http://packages.qa.debian.org/c/csh.html
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon.php?package=sash
http://packages.qa.debian.org/s/sash.html
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon.php?package=ksh
http://packages.qa.debian.org/k/ksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon.php?package=rc
http://packages.qa.debian.org/r/rc.html
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon.php?package=posh
http://packages.qa.debian.org/p/posh.html
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# enable bash-completion
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then
. /usr/share/bash-completion/bash_completion
elif [ -f /etc/bash_completion ]; then
. /etc/bash_completion
fi
fi

# CD upon exiting MC
. /usr/lib/mc/mc.sh

# set CDPATH to a good one
CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin”
# set PATH so it includes user’s private bin if it exists
if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}"
fi
export PATH

EDITOR=vim
export EDITOR

PN
A A$REIEfMh bash FELETT, #HWE 9.2.7 71, EH 9 BEZA,

<IN
bash-completion EREZEIHELTZR bash EITHTHZ.

1.4.3 FiRiRiE

£ UnixiRlR, B —LABEFRSEMNKRE, FHI8, T8I Linux FAHIZHIE, RBAEFEMN Ctrl 0 Alt #9]
MIEETE, ERBELEESFICENRRE,

R’
Ctrl-s BY#&IRTORERTREM stty(1) £EA.

1.4.4 Unix 3BEYRYRRASIRME

Unix 2BRBYEEARIRIFER 3 #IBERR MR,

ARNRRER LNPRRM, WARRSTERE, LK EMPERER, 2 RERARWBERT, RRERALRE
MARHBENRZTEE, K7HE Linnx FEGEERBE, (FERE gpm(8) (FRARETERERF (daemon) 1T,

145 XHNBEEE

less(1) TR —EAEBIRNDERR (BEATHMRE), ERBEENGOSIBEIRERLREBIER, &H
less ML BRABHEMRFIZEHITLUR “h”", ERINEELL more(l) L EEE, BBEESBNMEHIT eval
$(lesspipe)” B ’eval $(lessfile)” EMNINEEEGEEFEMEKR, FHMELE"/usr/share/doc/lessf/
LESSOPEN”, ”-R” ZEIEF]UBRRIRIF it EFT AR ANSI EEBEEFT, FHMESE less(1),
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RIERE v

Ctrl-u MR EEFfETENFR

Ctrl-H FREE G —E =T

Ctrl-D 2 IFFN (WNER{R7ETEH shell, BIIEH shell )
Ctri-C BIF—EEEETHER

Ctrl-z BEEEFREHIEEREEER

Ctri-s [EN=E

Ctri-Q %) & e

Ctri-Alt-Del SEEEFAZR, 2R inittab(5)
Left-Alt-key (2 Windows-key) Emacs F1AE{X UI B97T#E ( meta-key )
Up-arrow FIA7E bash FRGETEEER

Ctr1-R FIRE bash FRIEEGSETER

Tab 7 bash 2 1THHEEXER

Ctri-VTab 7£ bash S THEIEL Tab MARETHEE

Table 1.14: bash BYIZRLE TR

IRE anE
B AR AL 2 2B AR
 EELHE et BT
EELR EERELEER GRS
EE FEER TR AR IR

Table 1.15: Unix #RICHIRAZIRIETIR

1.4.6 XAK4rEEE3

TE{EFASE Unix RAAIBFEFR, SFEEMGVIm 3k EmacstI TR, {REZIEEEAHI—(E,

BARAHBENREA vim <R —EREMEE, E% Linuxy/Unix RAE—MEMST Vi miEE. (BRLRVN vi
MURERF nvi SETRAEARER., AT vin BRI T F1EE, ERETEPENINEERK, FURRE
Vim MAREEHRHHN—LTH, )

BRERIRA R Emacs i A XEmacs fFA{RE4REERS, EEEBTIFHIEE, LHEERENLETIIER, Emacs EE
RS EMIVISE, SIEHFEE, BiREES, BUEPIRES, EREESBHEANGERE, SEEHEANER LT
ENRTVFTEERUAR T, BEAEINER), —LAEZEISFRAAE Linx RAEEZTERHBIIFLE Emacs, T HERE
& Emacs AR EN TR TESEE, TLHEZIEEZ2EEA Emacs BHEE EEA GNU Emacs 2E&F M,

FERERATREELEANEE —ERIZ, WA vin” 1 F1 #HCTUARLE) Vim, ZEMRIFBHE—THIEAR 35 17,
BENFAZE)” | tutor |7 Witk Ctrl-] BRI ABRLR LIEFIIE,

JED=}

IFRHRERES, & Vim # Emacs, AJUARIE UTF-8 REEARERRIBHANNXT, BEREMRRE X RIENER
UTF-8 #@h, MLZRBRIZNMNFE, ARIFFE0] CARFEBIL X RIFMRISE. BRS(THEXFRIAER
2EXM.

1.4.7 REIMBNAYmEEES

Debian B ZNER4REEEE. HFIZFXR ELEESIH vim 848,

Debian iBiBF < “/usr/bin/editor” BT HAMEKBMIEBIVA— 5, EILHEIZF (FIN reportbug(l) ) 7
NBRT, (FENEBTIROBEE,

$ sudo update-alternatives --config editor
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HIRIFE, FEREMER “/usr/bin/vim.basic” K& “/usr/bin/vim.tiny”, ABEXHFEAS=.

RBR

HZIEFERIRIEZE “SEDITOR” 3§ “$SVISUAL” RREFAANEREERS (2R 1.3.5 THE 9.3.11 TH), B
5? Debian R4 —HMEE, Ef#HERER “/usr/bin/editor”, (EREE L, “$EDITOR” 2 “ed”, “$VISUAL”
IEE “Vi”o )

1.4.8 TEX vim

eI ERY vim(1) B9175, &LBE7~/.vimrc” ER,
EXTIBIF

" Local configuration

"

set nocompatible
set nopaste
set pastetoggle=<f2>
syn on
if $USER == "root”
set nomodeline
set noswapfile
else
set modeline
set swapfile
endif
" filler to avoid the line above being recognized as a modeline
" filler
" filler

1.4.9 &C#x shell j5E

shell LB BTRRELE THES, LrlERREEZBERITE, A3 shell /GBI HRIXMGTEREBEERZER
BWEE, EMMTERAAREREFEN, SELHEVAILM,

RCEK shell ;EBNRIEART5/ERTE script(1) FIE1T shell,

Ei FIIEF

$ script

Script started, file is typescript

£ script F{ER{ES shell &5%,

¥ ctrl-D2REWH script,

$ vim typescript

21% 923 1,

1.4.10 EARR Unix &85

EHRMRSTWEAD Unix 59, HER, HIENE—MRES L1 “UNIX", (FF UNIX EEALEE B RIZMSED
#%, Debian RHHRGIS, MEE—LHSTRIFBOBEERER, FRBED, WK shell PEATHE, HHE
HRSWHERE, BT EREE A EEIERF KT,

ESVERIFERAFRRRER TGS,
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wmd iR EE

pwd MrEr/ LEEHNERE

whoami BRErlEFPR

id BNErAFPHBM (B, uid, gid F0FEEEH )

file <foo>

RBAR "<foo>" XHHIXHIREL

type -p <commandname>

FA~ <commandname>" mSHINXEEAE

which <commandname>

5Lt

type <commandname>

A~ “<commandname>" a2 HJHERE B

apropos <key-word>

ERHE “<key-word>" BENGS

man -k <key-word>

EL

whatis <commandname>

B—1TfETE “<commandname>" &%

man -a <commandname>

B8~ "<commandname>" &< HIEETRE (Unix AR )

info <commandname>

BE/R “<commandname>" @S HEHE RIVFERE (GNU EMK)

Is BREEAT (AESU. EREFENXEFNEER)

Is -a BREHZAST (BamEaXEMER)

Is -A BEREEAS (BRZFmEXEGME, By “..7 #f “.7)
Is -1a BrRFBNEHFRE, AEaFHENER

Is -lai BERFTEINEERATS, 83 inode FIFMANER

Is -d BRErEH NHIFTB B &

tree EAERER REEFEAD

1sof <foo>

SRR FERIAERITE S "<foo>”

1sof -p <pid>

SRR E R FRREIESR: "<pid>”

mkdir <foo>

FERIEFTEUTER “<foo>”

rmdir <foo>

MFRErIEEFFH "<foo>" HER

cd <foo> RZIERIE R r o= $CDPATH” Ry "<foo>" HEx
cd / EEAE ISR

cd E T SN EASES

cd /<foo> INRFEHREE “/<foo>" BIEER

cd .. IR E E—2REH %

cd ~<foo> IN]RFAE “<foo>" KB

cd - I PATEFIEE:

</etc/motd pager

FERHRN D BRERIEFREETR “/etc/motd” FIRA

touch <junkfile>

B —E=XH "<junkfile>"

cp <foo> <bhar>

1 —EREXHE "<foo>" BHE—EHXHE "<bar>"

rm <junkfile>

MFRSCE “<junkfile>”

mv <foo> <bar>

B—EIRBEXHE “<foo>” EFBM <bar>" (“<bar>" WA
RFE)

mv <foo> <bar>

B—TEEAEXE “<foo>" BENEIFEIRE “<bars/
<fo0>" (VAT “<bar>” Hf)

mv <foo> <bar>/<baz>

BEI—EREXHE “<foo>” FFUETZamak <bar>/
<baz>" (WMZBTEE “bar” Bk, BAREHE “bar>/<baz>" B
% )

chmod 600 <foo>

FEHMABRZESRBXHF "<foo>” (LHMBABEEZRTZ
XH)

chmod 644 <foo>

FHEMBAFIREXH “<foo>" FIRAEARAE (LERBAEE
IERITESUT)

chmod 755 <foo>

EEMAE “<foo>" FIEMARIR (BB AEBRERNITZX
)

find .-name <pattern>

& shell “<pattern>” BERLENXHERE (RERE)

locate -d .<pattern>

A shell “<pattern>” ERMENXHERE CREERR, FAE
HA4E AR B ENIEE )

grep -e "<pattern>"” *. html

FERIBE N “.html” BEFFREXHF, ERXMNEK
“<pattern>" HIX4IERER

top

EFETEREER, BA "q° BHE

ps aux | pager

ps -ef | pager

RRFTBIEEETHERERNER (BSD EfE)
BB EEETIERERER (Unix system-V &)

ps aux | grep -e "[e]xim4*”

FARNTBIEE(T "exim’ # “eximd” BEFE

ps axf | pager

RERFTA LEEETAIETERERE (ASCI EAR )

kill <1234>

FIEID B "<1234>" BETE

[

azin £faoo
7P o0

T 173
AT EemMPper-Z1vh o

gunzip <foo>.gz

;l% “<f00>.gZ” EEE% “<f00>"

bzip2 <foo>

{E£F Burrows-Wheeter IR HEF B4 &,%F0 Huffman AR5
“<foo>" BHEE “<foo>.bz2” (BUEMERLL gzip BiF)
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JES=}
Unix E—{EEH, BA “." BB AS#KIEHEL, Ef—MBEa TEEESMAFREEIRENXMG.
IR

#52 cd &<, 28 builtins(7),

EE
EAHK Debian RSN R D ERERIZEFRE more(1), EEAFEIRE), BiB&< “apt-get install less” &
8 less M4 E1%, less(l) ERMBHRRABNS BERERIERF, T©rINERS ERELDRE,

EF =1

"["#0"]” EIERIR/RN’ps aux | grep -e "[e]lxim4*”" @5&H, BIE R grep EERHPHIBREEZ, 1E
BIRRRPH 4 BERETHFIT'A", EEPILAE grep BEHE exim” hikE|"eximd”, B5R"* sJLARR &GS
BIOEMERRRINFP, EREMNESERN &I, ARFFMAEMIERRRINIUSE grep(l),

ERAIER, HERLANGSRERRFLRARR, MREBEMEHENEFSHNEE, FHURETFM,
EHFIEF

man man
man bash

man builtins
man grep

man 1ls

BB BB PR

FMOUESTREREAGHEUBE, AREMHEEHE, LEREREE. EEERNBLFMH. B2, —BRE
BTE, (RRMEEMNEZ.

AR, FFZH Unix 5% (BLE2RE GNU M BSD B9 ) #PJABAREENENESR, ReIMERATINER -2
AREBE (BERANHEFASE IR ),

$ <commandname> --help
$ <commandname> -h

1.5 f§EE shell 7%
IR7E, (REUNFEER Debian RABKBE—LREB T, BHMERABRAE Debian RANHLHITHS, EEE, B
BIFM—ARAERR, FEREMEES R bash(l),
— MRS HEFRIASFER.
1. ;REBEEE ([®)
2. &%
3. 281 (PE)
4, EXEME (E: >,>>,<,<<EHF)
5. IRRIRIE (PIE: &&, ||, <#ITF>,;.&,(,))
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1.5.1 HmEHITHIRIEES
— LIRS S I E S RS Unix M7,
ISR ENEAER PAM RAVIAY, Eh—Ltey St EREFEL T,

- BERETERE (U0 gdm3 ) EEFRTREBEZE,
« Shell IESIBERENIFREEE"~/ . bash_profile” 17~/ .bashrc” FHIRIBEE],

1.5.2 “$SLANG” &8

“SLANG” EEHTRIGESIRIFER 3 9 4EmM: “xx_YY.zz227",

ESRiEE Bz

XX 1SO 639 EE= X8 (/NVE ) flg0 “en”
YY 1SO 3166 BIZ XI5 ( X8 ) 15]11[1 “Us”
772727 iR, HWEREE "UTF-8”

Table 1.17: EBSIRIZ(ER 3 [EZB5

nm

HIREBEESRBNERNKE, 250 “info gettext” FRIMERAEIR,

11237 K Debian R HVARES, (RIEZMERIRES UTF-8, FRIEMRE BHIRYIEMFNE RANFEIL B 558 EF B
A,

HIGGESIRIRECENME, 2R% 83 T,

/IE'
“LANG=en_US"” BIRE “LANG=C” th A2 “LANG=en_US.UTF-8", ER2 “LANG=en_US.IS0-8859-1" (&8
% 831 1)

locale #EE BE (&)
en_US.UTF-8 &R (XEH)
en_GB.UTF-8 REE (RKATIEE)
fr_FR.UTF-8 %as (GEE)
de_DE.UTF-8 = (EED)

it _IT.UTF-8 BERRGE (BEXAD)
es_ES.UTF-8 PaIEcFRE (BT )
ca_ES.UTF-8 IN&RMEE (T )
sv_SE.UTF-8 InBEEE (ImEE )
pt_BR.UTF-8 BET= (BA)
ru_RU.UTF-8 fBsE (BR)
zh_CN.UTF-8 7§xm=| (PEAREME )
zh_TW.UTF-8 / nn E(PEIEE
ja_JP.UTF-8 E(HA)
ko_KR.UTF-8 EEEE (8E)

vi VN.UTF-8 WEEEE (HE)

Table 1.18: locale ¥EEMTIER
£ F8 shell G5 S 1TIRIERF#MIT I BRIy ER S
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$ date

Sun Jun 3 10:27:39 JST 2007

$ LANG=fr_FR.UTF-8 date

dimanche 3 juin 2007, 10:27:33 (UTC+0900)

iBE, date(1) EFRHITASER T HIRIEEE “SLANG” REMIE,
« F—{E&%, “SLANG” :REARMKMTERESIEIEE “en_US.UTF-8",
« FEAFGS, “SLANG” iREE;XFEMY UTE-8 locale B “fr_FR.UTF-8",

ASENGSERTHISHEELTERRIZEE, B LENGTF, MEATNERNTHAR,

$ LANG=fr_FR.UTF-8
$ date
dimanche 3 juin 2007, 10:27:33 (UTC+0900)

IFARATERIN, SLNBERREEHNTE, THEENRERSL, MRMFBSERIEEHEEFEF HRE
AREIEE (FIA0FA1T shell TE%‘E&SE:;) MEZEATENGLEL (export) E,

$ export LANG

EE
EFEAEROZIERIRIEE, RIBEESLANG BEEHSHERIESEEA exported SNEE, MREA
export WRMFZE, EETERZE —ERFMEIF

B
1B —{E BUG iREEMBHE, tNREAMIRIEEEMIRE, T LANG=en_US.UTF-8" IRIF F# G SETHITIIRE
BRI,

B] LAIEIBE % locale(5) # locale(7) ZR1%R”"SLANG” M AERARVIRIEEAEY,

JES =N
ERRITRAEESLANG REEEZRIRIFEH, RAEEENSENER T $LC_*" FRENEE,

1.5.3 "$PATH” &£

E{RTE Shell 8 N5 S HIBG{E, Shell B7E"$PATH” 2 FIEIZM B RIIREEITIES, "$PATH” EEFE MM
Shell F)IE T ERIE,

TE78R%HY Debian REEIBIE, FTEAMERAERIENSPATH” IRIBE BRI BEREIE~/sbin” F1”/usr/sbin” Bi%,
flgn, ifconfig L MBEEIRETBMNIRE"/shin/ifconfig”, (FEUH, ip S RE”/bin” B#RT)

A BATE Bash 3§ $ 851837~/ . bash_profile” 5"~/ .bashrc” Ri& $SPATH” IRIFEEHY1E,

1.5.4 ”"$SHOME” ££&{

BERSEFEREEFRPEHEENTEREREENRE, ARBAEENABTRNECTHHITAHR, FHEEEFESE
F”$HOME” £ 8{RIETE,

N
Shell IBEREM"~/" BBAERIERENER K, I SHOME/", Shell BRAEH ~foo/” % foo KR, thil

£"/home/foo0/",
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»SHOME” ZEIf{E EABITIRIR
/ VIRERNTHRER (TElzF )
/root root (EFA & EF o1& Shell FHITRITED

/home/<normal_user>

/home/<normal_user>

EBEFEFFIHE Shell HITRITER

EEFERE GUI REEEHTHER

/home/<normal_user>

/root Fi root ERE I REH{TIZI"sudo -H program”

Fd root EAE T eI R {TH2="sudo program”

Table 1.19: ”$HOME” EE{{EFE

1.5.5 m<YEIE

— LA SHIESI B, BLESIEA -7 - -7 FHER, BEEZREE, ARERGSHNITEN.

$

date

Mon Oct 27 23:02:09 CET 2003

$

date -R

Mon, 27 Oct 2003 23:02:40 +0100

BEEMAGRSEIE”-R” & date(1) 7S ¥ 1A RFC2822 1ZXEFHEIF T,

1.5.6 Shell ERZFT

REBEEEBERGPEGLHEBBNITMAZTEREBA, HERBREMNS glob, (BERHEWER BAFT), B

IE2Riw RIS HAYR K,
shell glob 1£3\ ULEC 5 Bl 1120
* AL FHEERTE R ()
* B .” FEERES ()
? BRFT
[] BERARRTNEEFTH I UFAERET T
[a-Z] "a” Bz ZRBINEE—EF i eI A EABEF T
(] BTEAERETREETI (” 17 2 BN, ECToahaN
ERISHEFTT
Table 1.20: Shell glob &=
Ei B+
$ mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
$ echo *.txt
1.txt 2.txt
$ echo *
1.txt 2.txt 3.c 4.h
$ echo *.[hc]
3.c 4.h
$ echo .*

$

. .5.txt ..6.txt
echo .*[A.]*

.5.txt ..6.txt

$

4.

$

echo [~r1-3]*
h
cd ..; rm -rf junk

28 glob(7),
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pE -
£ shell BRAMERLEAXARE, EA” -name " FIEH find (1), H shell X" * 7, RN . BERIIES.
( FIPOSIX B4 tE)

R
BASH =] BASEFH A EAY shopt EIEYN” dotglob ”, ” noglob ”,” nocaseglob ”,” nullglob ”,” extglob ”
TR MITH, £ bash (1) #&fR5F4M5RER,

1.5.7 H<SHIRE/E

BEGSHSEONTHRHAE (28: “$?") FRIREIE,

R THNE HARRE HFREME EEHREE
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.21: &GS AR HAHE

B THATE.
$[1=11]; echo $?
0
$
1

[ 1=21] ; echo $?

e =1
#ER, success =i&E TRUE, 0 (zero) BIRENE. EELERESH, TETEEE—T.

1.5.8 HEMEFEESH shell EEE

EHFIEGCETE Shell s S EEN AL TIFTERNGLEE.

Debian %?&fﬁm—ﬁgﬁi‘%ﬁ’ﬂaﬂ’ﬁ%%o BEXHEERPRENE— ﬂﬁl shell F#ITZEREF, BREERENEES Ezshen
RS : jobs, fg. bg M kill, FEREEE bash(1) AFAYEET: “SIGNALS”, “JOB CONTROL” #1 “builtins(1)”,

Em TAGIF
$ </etc/motd pager

$ pager </etc/motd
$ pager /etc/motd
$ cat /etc/motd | pager

BE 48 shell EE@MPI FEEERERNGER, ERE A FEEEEMEITTEEIMY cat FLREBTER,
shell AFFRER exec BIBER —EX G RFTRITRN G,
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woERRE ZRAR
command &

7ET shell B9 E FH 1T command

commandl | command2

BEEERG commandl FUFEERHEE command2 B9EERA
(AWITEIT)

commandl 2>&1 | command2

BEBEER commandl FUFZEEER B FIIZ A= fEE command2 fY

REBA (AITHIT)

commandl ;command2

#7T commandl B command2 BFIHETT

commandl && command?2

17T commandl; ERIN, BIE#HIT command2 lEFHET (B
commandl &2 command2 &R LN, BIiXEIRLINAIFNE)

77 commandl; BEARLI, EEHIT command2 fEFH (B

commandi || command2 commandi 8% command2 F§I, BIiEEIREINAIGIE)
command > foo 7% command FREEH HEE @EIXHEF foo (BE )
command 2> foo 7% command PR ESERE € [2XHF foo (BE)
command >> foo 78 command B9fZEEER B EE @FIXXHE foo (FIM)
command 2>> foo 18 command FIIEE R R E £ [ 2 XX & foo (FFAN)
command > foo 2>&1 7% command FIFE%EE B FANEEEREE @2 H foo
command < foo 7% command FIEEBAEE @RI HF foo
command << delimiter ilg‘* co_mm_and @:ﬂg&ﬁﬁ)\ ERZ PR, BAE
delimiter” (here document )
7% command FfEEM AEE @ FENG ST, EFEE

command <<-delimiter

“delimiter” (here document, AR {THRIENRRFTSHZIR)

echo Hello >foo
exec 3<foo 4>bar
cat <&3 >&4

exec 3<&- 4>&-
cat bar

FRE RIS 0-2,

Table 1.22: Shell <& B A

# open files
# redirect stdin to 3, stdout to 4
# close files

B ZRER NEHERRT
stdin ZEER A 0
stdout EEw 1
stderr SRR 2
Table 1.23: F8E BRI IR TF
1.5.9 #HLHIR

Re] AR R ERMEG SR E— @R B,

S F e+

$ alias la='1ls -la’

iﬁ,?’j—: , ula"

=

= “1s -al” MEREN, LEESURIIREAIHABNXMG,

{RETUAfER alias RIHFABERAIR (2R bash(1) A9 “SHELL BUILTIN COMMANDS” ),

$ alias

alias la='1ls -la’
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fREJLAER type REER AL HIEERRICFEE! (2R bash(1) A9 “SHELL BUILTIN COMMANDS” ),

ERTI6F

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to 1ls -1la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

1s AR EME, M “file” 28, EIt “1s” LA “hashed” (REBAMER),

RIREFHRE “1s” FREERUE,

BN shell & —1{EAERAIECERA

BR
Z2H%E 927 T,

1.6 ¥3 Unix B9 EEIE

28 Unix WIFIRIEH, XARERBBERAEEHEMMTESEIET BHExML, ER%H —EEZER Unix I,

1.6.1 Unix XATEH
EEE— LT Unix RAPRSERIINIEETARETH,

- RBEEAENREN:

- cat(l) BREX A #HH LIRS,

- tac(l) BRI R EE .,

— cut(l) FBETH— S DAL,

— head(1) ¥t S 4ROBHEE,

- tail(1) B XHRIRE.

— sort(1) B A X G TEITHEF,

- uniq(1) R EHFRIXX P BIRERETT,

- tr(1) B MPRF

— diff(1) #IXHBVITEITELE,
- ERAERIERREZEX (BRE ):

— grep(1) [LECR E pattern FIXF,

- ed(1) R— BRI THRES S,

- sed(1) @ —{ER4mEE 23,

- vim(1) R—{EFF4REE=3,

- emacs(1) B —(EFF4RiEsE, (HLMER BRE )
- ERBREMNIERRER (ERE ):

— egrep(1) ILEC% B 2 {@ pattern FIX F,
- awk(1) EITREER XA EIE,
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- tcl(3tcl) FILAEITERBFRINX AEREIE: 28 re_syntax(3) , #ASEE tk(3tk) —#2{ER,

— perl(1) FJLLETTEREMRBIF RN AEE, 287 perlre(l),

— pcregrep EXE2 B HHY pcregrep(1) BJ LAILED W & Perl R IERIFR/RTN ( PCRE ) BRAKINE,

— python(1) #8 re 18A0] LRI SEFEHIRIN G 1EE, B”/usr/share/doc/python/html/index.html”,

MRMGAEEELHSAREMTHE, BEA “man command” RECIEERERIE,

AR
HFNMIEFFRTANERIRCESRE. MR MMEEES—EGSNERTR, TUESSZAERA “LANG=
c" B|CHESRIENE UTF-8 (2R% 152 THE 83 ),

xR
Perl IERIRIZER (perlre(1) ). Perl ]REIEAIFRIZEN (PCRE) # Python B re 1E1R {2 {44 1E BIFRE B —ARAY
ERE fLL 2 TR 2 BAIER.

1.6.2 FRIFREL

FRIRTHWEREAFSNFRIETAS, EFIEL shell MERF T, EEMEFHEX,
[FRIRTHNERELENRN, ERBXFFMTFITEMN.
TFHEERFTERKAEENFN. EfEMETENF, BRE M ERE , FAMEEURI LR ATE,

BRE ERE 1IERIFREZEIVRY IR
NI T~ §F N[ T T $ BANTER
N+ NN V) NN BRE BB “\” HERTFER
+2() {} | ERE BENASE '\ BHRIITFIT
c C EETFF ¢
\c \c TE—EFmes LFea ¢, BIfE

‘c” AERTFEH

NEEEFHN, BERITH

- - S EEGELE

$ $ R RIVAERNL

\< \< EHEENE

\> \> EENERME

[abc-] [abc -] TEZE “abc...” THEBTG
["abc--] [“abc--] iR T “abc...” THEEZH

rr r¥ CEREEERSE

r\+ r+ R —E%ZE

r\? r? LEEEES—E “r”

ri\[r2 rifrz CEE—@ “r1” =% “r2”

\(ri\|r2\) (ri|r2) Eﬂgﬁuggg X “r2 ©, LIFBEEN

Table 1.24: BRE 1 ERE FRITTFERF

E R emacs RRAEXL BRE B A"+ B27?” #f{% metacharacters £ ERE, Flt, REZENU”\” EIERL
/A emacs RonPHAEERHFIT,

grep(1) A AEARERREN RETXEIEER,
EFATFAEF



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Regular_expression
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$ egrep ’'GNU.*LICENSE|Yoyodyne’ /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

-PIN
28% 927 1T,

1.6.3 FHifRER
HNBBRKRER, —EFHERENSE,

BERRED BRRELNERIINE
& IFAIRENAEERAE (7 emacs FEA \& )
\n Al n EESFAERREXLRENART (1" BBF)

Table 1.25: FiaRIEL

¥ perl WEMFAH, “$n” BT \n" , M “&" ARBEHHER.
EATFAEF

$ echo zzzilabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-91*\(.*\)$/=&=/"
zzz=1labc2efg3hij4=

$ echo zzzilabc2efg3hij4 | \

sed -e 's/\(1[a-z]1*\)[0-91*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzilabc2efg3hij4 | \

perl -pe ’'s/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

$ echo zzzilabc2efg3hij4 | \

perl -pe ’'s/(1[a-z]*)[0-9]1*(.*)$/=&=/"
zz7=&=

AHRERELERERIRENNRN, URELERLEN AR MMHE R RNEHNXAEET AR,

B L TEBIFR A 7E — Le4REE 38 th AT WA I SRS ENBHISHI B 1 T,
7 shell ROFTRIRANE “\” SRR —BIRTH (FASEM), LEIFEBEET—THTE.
EEEMEEETRRE LR,

1.6.4 FRIRRANEEMEER

ed(1) @S EJLATE “file” HASFTEMY “FROM_REGEX” Ei#Epk “TO_TEXT”

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
w

q
EOF

sed(1) AR L AIAE “file” HA4FTER) “FROM_REGEX™ Eifpy “TO_TEXT”
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$ sed -i -e 's/FROM_REGEX/TO_TEXT/g’ file

vim(1) AL A LLEBER ex(1) SE “file” HiFTER “FROM_REGEX” Ei#EpL “TO_TEXT”
$ vim '+%s/FROM_REGEX/TO_TEXT/gc’ '+w’ ’'+q’ file

N
LmE# “c” IRESEI BRI 2R B IRASERE T E B TURIFERR,

ZEESE ( “file1”, “file2” # “file3” ) BJLAER vim(1) 5% perl(1) BB E IR RIETIEINAIERIE,
$ vim ’+argdo %s/FROM_REGEX/TO_TEXT/ge|update’ ’'+q’ filel file2 file3

N
LER “e” FERATHHLL “Nomatch” $HERHBIEHR,

$ perl -i -p -e "s/FROM_REGEX/TO_TEXT/g;’ filel file2 file3

£ perl() flFH, 7-1” RES—(EEFIERNFRRREE, ~-p” ERNEEMBHREMESR,

N
fEMSI8 “-1i.bak” R “-1" , ATUATEAEREINE “. bak” BT, HNERNER, SEGRERPIREE

A=

1?@%0

B
ed(1) # vim(1) £/ BRE ; perl(1) {£F ERE,

1.6.5 WXFERIREPRINEN

TEE—EXFER “DPL” , BESE 2004 FEUAR] Debian BEMIBEEZZFMLIBHER, TR DR.

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
Wichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

R’
28R “Debian 52" JEENEHAY Debian HEFEERE L,

Awk B EHAREEERFIFERTRINER,
EATI6F



http://www.debian.org/doc/manuals/project-history/
http://www.debian.org/doc/manuals/project-history/ch-leaders
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$ awk "{ print $3 }’ <DPL # month started
August

April

January

January

April

April

March

$ awk ' ($1=="Ian”) { print }’ <DPL # DPL called Ian
Ian Murdock August 1993

Ian Jackson January 1998

$ awk ’($2=="Perens”) { print $3,$4 }’ <DPL # When Perens started
April 1996

Shell (130 Bash ) tha] LARRSITEIEIES.
EATFAEF

$ while read first last month year; do
echo $month
done <DPL
oo FB—{E AWK fBIFHy—LhE

WEH< read A “$IFS” (ABED IR ) FHFITRAFITHIRM S EER.

WMRIRAG “SIFS” &% “:7 , {Re]ARIFHI{ER shell R34 “/etc/passwd”,
$ 0ldIFS="$IFS” # save old value
$ IFS=':’

$ while read user password uid gid rest_of_line; do
if [ "$user” = "bozo” ]; then
echo "$user’s ID is $uid”
fi
done < /etc/passwd
bozo’s ID is 1000
$ IFS="$01dIFS” # restore old value

(WMNREA Awk HEIEEE, EH “Fs=':"" RBEFLHRF. )

IFS th#g shell ARSI EISIBIBAEN. SSBERMENBAEHNGER, EFNSTHIRELS|SRNES|IRH, IFS KITE
RER <48 >, <tab> T < RITH >,

FRR21E{E A shell Y IFS %15, & shell 415 SHBM— MO WREAHENBMAR, FRLE-LEHENE,

$ IFS=":," # use ":” and ”,” as IFS

$ echo IFS=$IFS, IFS="$IFS” # echo is a Bash builtin

IFs= , IFs=:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 RAREEGSHNFERIESHE

THIESWHBIFAEEN—&7, PIUM—LEEBNERE,

{88 find(1) 0 xargs(1), EE1T shell }IELMBEEMES ERR LIEEEA, sJUMITHEEMNEFRE, 28% 1015 %
FEE 9.3.9 1.

E{EF shell EEMRN S KARERIBHE, FEBT—E shell LW (B2RE 121 ).
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EBAE (E—1TABA )

MR

find /usr -print

BE7/usr” THIFFEIESR

seq 1 100

BA’~ 1 201 100

xargs -n 1 <command>

EREEBRNE—EFRA5IH, EEHITHS

xargs -n 1 echo

EREEERE, AEEERNE, 2RAS1T

xargs echo

EREEERNMETEHA—TT

grep -e <regex_pattern>

KEEER, B18F <regex_pattern> FJ1T7, RENHZR

grep -v -e <regex_pattern>

EREERAKR, ~NEEE <regex_pattern> AT, REIERK

cut -d:-f3 -

EREEEAK, 7" HRIE =3RRI EHK (passwd IE R F. )

awk "{ print $3 }’

A= RIRERIE =JIRE R

awk -F'\t’ '{ print $3 }’

T tab SEFRFARYSE =R BN 2K

col -bx

IBl\iE A ’ L tab ,.‘\EE (=]

expand -

BAEHE b BITRE

sort| unigq

AEr i MPRERTT

tr 'A-Z2" 'a-z’

BANFEHERBINEFTE

tr -d '\n’ BEZITERB—1T

tr -d '\r’ MFRIRITEIERF

sed s/ /#/7 ERTTEEN—E# &
sed "s/\.ext//g’ MR . ext”

sed -n -e 2p BRETIT

head -n 2 - RERE=RBIEPTT

tail -n 2 - RHNEREMTT

Table 1.26:

EEmSMARIESIEIIR
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Chapter 2

Debian FXEEEIEIE

EE
E—ERERHIEBTEMRMNNKSES: stretch,

Debian 2 —EEEEAS, TEY —MWEHREENTEHEZ EUF T RERERRZEEM.
HZIRIMMRRUGIRM T HTTP #1 FTP B3 X 2R 55/ Debian #E3€E, the]A{EH CD-ROM/DVD,

Debian BREIEEEIR ALK, EFEAEER, U EEABSRERETREA —SNEN T EUFMERARAZP, IRE,
55089 {& =] AR amd64 ZEFERVEREEE,

Debian MEEBIERAMEEENESE, B STHEENIREREREANRRNAEARN, RE, RMAEETIINE

it
—_0

« apt-get(8) AIRFTRMASIIRIF, BRHBENKR. BRI,
+ aptitude(8) EA—EEHMRNNNFNEREE S L REMEIEEHIL S ] ARIEEL,

LRSI TE KN | FREA
=PEERAE Bl T A (APT), dpkg BIRTim, RBET “http” . “ftp”
apt V:871,1:999 | 3531 | #1 “file” WUEREMEFHIN (B8 apt-get #lapt-cache
we)
aptitude V:151,1:906 | 4452 | aptitude(8) , EMARImHIEEN Al =2 | H
tasksel V:39,1.972 | 374 Debian 2% FHLRETERZNTE (APT BRI )
e rneecd | vamian |24 | I APTRIMEIIEE, EEDREELENR
o ERRHENFHEEEE TE (ZRlRE, APT HalRMIEEEZ
dselect V:5, 1:66 2485 BIZERE S )
dpkg V:933,1:999 | 6704 | FAKS Debian FIEEBEIEIE A A
synaptic V:68,1:451 | 7793 | BRAMMREEEELE (GNOME #J APT R} )
[==] (=] . T
apt-utils V:366, 1:997 | 1099 APT BEFfE\: apt-extracttemplates(1) . apt-ftparchive(1) 0
apt-sortpkgs(1)
apt-listchanges | y..) 130 | 368 | SEEOEFERIRETA
apt-1listbugs V7,112 451 E8X APT ZEaIHEER bug
apt-file V:12,1.78 82 APT EEBEETHE—aRIIMTAE
apt-rdepends V:0, I:6 40 EmSHERE R KGR

Table 2.1: Debian B2 B1EIE T HYIFK



http://www.debian.org
http://www.debian.org/mirror/
http://deb.debian.org/debian/
http://www.debian.org/CD/
http://packages.debian.org/sid/apt
http://qa.debian.org/popcon.php?package=apt
http://packages.qa.debian.org/a/apt.html
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon.php?package=aptitude
http://packages.qa.debian.org/a/aptitude.html
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon.php?package=tasksel
http://packages.qa.debian.org/t/tasksel.html
http://packages.debian.org/sid/unattended-upgrades
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon.php?package=unattended-upgrades
http://packages.qa.debian.org/u/unattended-upgrades.html
http://packages.debian.org/sid/dselect
http://qa.debian.org/popcon.php?package=dselect
http://packages.qa.debian.org/d/dselect.html
http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon.php?package=dpkg
http://packages.qa.debian.org/d/dpkg.html
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon.php?package=synaptic
http://packages.qa.debian.org/s/synaptic.html
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon.php?package=apt-utils
http://packages.qa.debian.org/a/apt-utils.html
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon.php?package=apt-listchanges
http://packages.qa.debian.org/a/apt-listchanges.html
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon.php?package=apt-listbugs
http://packages.qa.debian.org/a/apt-listbugs.html
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon.php?package=apt-file
http://packages.qa.debian.org/a/apt-file.html
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon.php?package=apt-rdepends
http://packages.qa.debian.org/a/apt-rdepends.html
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2.1 Debian X2 I EIEAYEIIR

2.1.1 HEBRE
FHER Debian ZA LR BN — LB,

* Debian EERRELEMFENCE., ROFES, KEBLERRFLERTHEMEENHRLLE.

- BENEEHTEECHEERESHE, SERREMERENE debeonf(7) REBNEIZEH L L KIBIE,
* Debian FAZEEBIEEEERSN, BNEMRER —EEMFHRIER.

« RREEERUEAREE TRENSRINEE. EAEERNZETERANLEER AR,

- MRBFERET —LEFLZLBENRT, MEEEEHER.
- BRANRERUHAREESEFHMA. SrTRETHARAREENBRARITEENERTE.

2.1.2 EAXREFEEIE

[

==
: AEREIFANESEATRENRIEE, SrlESiTRREaN—Xt, SEEMRERENZREIRAE, F
90 ABI #m:Z38. ERAFEESRGMSESE,

Debian RAEE B PWHFRZRFERETLZLEN stable A, BNERR, RFEZ TN —LTRER
—IEFERSHENE, BE{R+5 7 # Debian REE, FHEHE—LRE,

« £ “/etc/apt/sources.list” RAAREHS testing 5 unstable,

« £ “/etc/apt/sources.list” BAREEIZHRER Debian FESEHAE EIE Debian FIIEZRE, 130 Ubuntu,
« RNE®EY “/etc/apt/preferences” ,

- FEEMBIERNLBEE, IAZBEREERERNENEEEIE TENTFERITA.

« ANE{FEA “dpkg -i <random_package>" TEAT{AEEEE,

- BAREA “dpkg --force-all -i <random_package>" THALfIEEER
- FNEMIFREIEIR “/var/lib/dpkg/” HHIEZ,

- FEERRABERTENIEABERRIES.

o

- NRFENGE, BEMEER “/usr/local” ¢ “/opt” H,

L£id#4 Debian ISR ER R R TRMERN BT SRS RIRNARREILEERA,
B EEMBEFIEMRZMEREN Debian RMAMREIES, EZEALEINITERIHEHE,

« RBEERENRG TERMFEENEEETERIAG, MAZEN Debian ZREMEEER (BILEEH ).

- (RMERZRGEEEBEHINAKE TR,
— Debian R RABIIEE LI HEERETE,



https://zh.wikipedia.org/wiki/應用二進制接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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2.1.3 FEHRMEF

BENELEETTES, BAEHSREENNHIIANERBZEER Debian Y testing 8k unstable EHRIER
FIETEENSKERENERR. EREAAELEANTHRRIF, EMEE, WRH TR,

VIR
@ HRMRNEERRSE, EREATELXLEITHN stable B, HRRRETEREENSHE PC LERK
i, GIANfREFRE PC,

RRAFETE “/etc/apt/sources.list” FEBEMAERITIRFERERAEMS: “testing” 3 “unstable”; =k
EHX3E: “buster” T “sid” . EEFEGREZIHEARNEE,

M testing 3¢ unstable @ RBELEH), EEHR LA, BE Debian Z4HY unstable EXE K S EIBFH R
ERLREPIEEIETE, B Debian LM testing Fl unstable EfiFE—LLEEEERIE, THEMTH—XHZ
AEGRRRN, BEMRRMAFTESHRES, IR, RrIEEE —(EEENREa X ELINEELEEE,

BEEE—ERE, PIMEIRRGEPEHE Debian #FXEEELHY bug FIRIE,

* Bi@AF Debian Z4EM stable EMFLREIZ—(EDEIE, rIUERAEMETERE

- RUFLRE CD ERAR HIEE

« EEZEK apt-listbugs , ER]AEFARZBIMEE Debian Bug Rt R4 (BTS ) BIEH
- YR RARIERRIER SR REREE

* E37—{& chroot BERIUMIRIERIBRIMITRINARLZ (2R 910 )

(UNRAREEEE L FERS IR HE P AI(ER — 18, ERRETAEEEMIFER testing # unstable EXFHIER, )
EEERATENNSIER—EA, SHEEILREEA Rt ERBEDRE, 16:ZhZ3] Debian FIRL 57,
2.1.4 Debian {EEEEM

FRFIRRREAENREREE Debian EEE.,

BR
Debian #£XEEAHENTEHRZ R Debian BEXH, 5 2 E——Debian 1EEE,

HHRBRIEY HTTP 3/R9, 1BEREHE “/etc/apt/sources.list” #EENGETEIBEIETE, B, IR stable =
stretch R4k,

deb http://deb.debian.org/debian/ stretch main contrib non-free
deb-src http://deb.debian.org/debian/ stretch main contrib non-free

deb http://security.debian.org/ stretch/updates main contrib
deb-src http://security.debian.org/ stretch/updates main contrib

B8, BIEERERNKIE “stretch” RRXBEHR “stable” , AR T—{E stable IRAIEHAFHIZZ I,
“/etc/apt/sources.list” BIEFETE sources.list(5) FEIT TR, THEHR—LEE,

- “deb” MIBMTER T _EMIHIEREEEL,

- “deb-src” MIBMTER TIRREEEE,



http://www.debian.org/Bugs/
https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
http://deb.debian.org/debian/
http://www.debian.org/doc/debian-policy/ch-archive
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« E—{E 3|82 Debian &2 ERIIE URL ,
- FBESIHERBITREME: JUEREHRNE,
« B=EFNZ1EHI5|81R Debian IEREMNBRIEREHERZHE,

IRAZH aptitude (ERHREIRABERMITER ), “deb-src” WITEIUU R HMiE (SHBEEERMRIIG

=«

W RAGERREE ), EFUINEERETERMNEN. URL FIE

http://" | “ftp://" .

“file://” «we

"R

WMEE LRWFIFH, AT “sid” K& “stretch” , #BE “/etc/apt/sources.list” HfY “deb:http:
//security.debian.org/" E{ITMAETET, EHAEZERAN “sid” (unstable) WEELEHIER

TEREEERATERR Debian EREILZAE URL FIEMFRIRIITIR,

E3=</&E URL

EfFR (K5R)

EL§]

http://deb.debian.org/debian/

stable (stretch)

stable (stretch) release kR 7%

http://deb.debian.org/debian/

testing (buster)

testing (buster) release AR 2%

http://deb.debian.org/debian/

unstable (sid)

unstable (sid) release fR7Z&

http://deb.debian.org/debian/

experimental

experimental pre-release fRZA (P&, H@
FAIREE )

http://deb.debian.org/debian/

stable-proposed-updates

AR T —ERERENER (AIF)

http://security.debian.org/

stable/updates

FA1? stable release (RAMEZEEH (EE )

http://security.debian.org/

testing/updates

FHH? testing release VT2 EH (B

2)

http://deb.debian.org/debian/

stretch-updates

Y stretch BIBRIIR BN @RS, IM EFim
ENEEEH

http://deb.debian.org/debian/

stretch-backports

FB? stretch AYERFTAY backported EXFER
(F&E)

Table 2.2: Debian & ZEEILELTIR

AV

@ DEBERLEHNLFN stable release JRATT AR RENEBEM, FITASE stable release FR
AHEER zHREES—LRE testing Z( unstable release RAIEBE R S LL HIT4EEN unstable
release (RABEEKIESE, ERERBRAMANLEEIKE)., R stable release A MMEEMNFEE—
R MEIIRE, BEMAKRE stretch-updates F1 http://backports.debian.org (285 2.7.4 1) WIEREE
B, ERSLLEEEEFELEINID,

VIR

@ f£rdeb” 1TH, fRRFEFIH stable, testing 3#& unstable EHFHF—{EBNE], WMER(RTE"deb” {TH
BB 7T stable, testing #l unstable Eff, APT ERAMBITEESETEET B R EEHNERERE
Bi., REE /etc/apt/preferences” IERFHIREEIZMHE, BESNIRAREEEN. (BHRE

273 )

VN

#HEMA stable 1 testing E4H Debian R4EMS, £ “/etc/apt/sources.list” FEEHE “http:
//security.debian.org/” M—1TRAEHNER, EEMBALLE.



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/
http://security.debian.org/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://www.debian.org/News/2011/20110215
http://backports.debian.org
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E=
Deblan TLEREEEIE stable EREMNT LG, EEITARTHBRETEN, testing 7@‘"@'439’]%*[‘5,
—EEZ# Debian Bl Z£EEEIE, HIRN—LEE, BELITAEE stable EREZBINERE, LolEEE

'l}?—i:Eﬂ"IEE’J unstable BREEEBIER testing, unstable IEREMTLE, KAZEHESEIN, KEHEN
unstable HERBEENREEFIINR, AAEFNET LARFNELIEIE., B Debian ,.,ﬁlﬁiiﬁcéﬁkﬁa,
2R Debian T2 EHEMEE,

&= 15 NEEHNE SR T HIZE

ain £4202 iﬁ?;;éeDebian EREIEFEE /ST (DFSG ), W HANRKEARS non-
contrib 342 B1% Debian E HEXFEFEE 5 (DFSG ), {BfXEEiR non-free
non-free 545 NEH{iE Debian B HEXFEFEE 5 & (DFSG )

Table 2.3: Debian E21EFIFR

ASREAMNEER amd64 ZEBEY, main EIFIEMEY Debian 24 (285 2.15 F7),

BEBEIREYRIE RSB [IERE URL, 15 URL 7 dists Bk pool Z& R & MEREH, Debian {EREREARBREIN
“B.

HIThRP] AR EASCIRRIEE. BITHREFS AT HREMREFNEETE, EFNNASRIRBERENT.,

=] suite = stable suite = testing suite = unstable
£ stretch EMHE codename = stretch codename = buster codename = sid
7f buster Ef& codename = buster codename = bullseye codename = sid

Table 2.4: EHFCIRARA(R

RSEEFVEESE L R Debian FAQ: 6.2.1 Which other codenames have been used in the past?

T_ BXERARAY Debian 1EZRIATER," E 73 “E—FSIEREREE R D BB RER. (B2,” FZE5 “("main section”)
— A BRFE AR A Debian 1§ E':F' £%A” main TB” WEL, )

Debian Fi2%& (DD ) X L{E#EFEEE) unstable 83 E (3&i® incoming BRIE ), EWBERR LENEHRESEEH
fJ unstable EREFHRMTNESES,

3R DD ESI”HEEZE;:E’JEH“& SHETEEE M, EBE G Debian BISZEBEINREETLS

£ Debian &R EMEIESEASEIEEH unstable HEREBEE testing HEEER, *E“’E EIESIENMERERS
A (%10 9&) FIERFE B RC bug IHREMIRRE, BERBREMIUMEHN testing EREFNRERES, EE
BIEES testing EREIEFIEREA,

LLEE*%&IB%AE%E’J@‘flﬁﬁtﬁ"@E’JﬂE, IET-LFENTE, £ testing ERERE K, BRME, A&,
TSER testlng REMENSBEOELAL N stable TEEEE, HAHM testing BERERIIHMENBERME,
Y testing IERERVIFIASTTIFHERR stable ERXRENANETTLERE,

unstable # testing {EREASFIEEEE X B U T 4 ER R EHIVERREFHY/)VELFE,
. BIRMEIE M LEZIERE (2R unstable )
EEEZHNMESEERE (28R unstable)
- ERERERYTERE (testing #l unstable )
- FENTIEERE, GIUNBREEER (SR testing ) &,

FEt, RIFREERELIERE, (REXEMEERNDZIELARIN/NEFE,



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
http://www.debian.org/security/faq
http://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
http://www.debian.org/doc/manuals/debian-faq/ch-ftparchives#s-oldcodenames
http://incoming.debian.org/
http://lists.debian.org/debian-devel/
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AV

EHRY stable RARBHERNEER, XKSHKAERERZEATELLEN stable 1256, BEM
fI@FE A unstable 5% testing 15XE, EEEE@EHF, unstable I testing IERETEEAZ
BA. {FEM unstable ERXREMNRZARRERIFIRIFMNIIFIAEN, BRAESEZZOLREBHAEA
ITF, testing EREAKREA, AAEEIFNLEELEXIEN stable 2XEMERFRIANE (Debian
testing @2 A& 2008-12), —EAALARIIGREIE, MNRIFFAHELAIEE, unstable R EFTEIAERA,

"R
IRHt testing 1ERERS, H—ECRBRNEIZE S| EMNERE TR unstable {EREPHENRES (2
1818 bug ) 2RERR,

BREAOTHES B Debian REXHE,
.+ 85
- ESIEF

- PHBEERERIZE”

2.1.5 Debian & 100% BB B#i5E
Debian & 100% B HEiEE, E5:

+ Debian FEZR R LEBEHEE, SEE TEAENBR,

« Debian 7 main R R {2t B HEREE,

* Debian E:& R#ITRE main FIEHEREE,

* 7£ main PHVERIZEIS BIRFAITE non-free 3k contrib FRIEREEEL,

BEAEMETINMESERSEHETE.

« “Debian #5384& 2 100% HIE HEEE”, ( Debian t1E¥324)HHIE—1% )

+ Debian {@)R2E F B —LE non-free #l contrib #EEH,

EAATIREA, BELEAFE,

+ Debian R4 BB 100% FIEH, i BEAEFEENIR Debian {EAREEHI main EiF,
+ Debian R4 ZIMNIEREE B NI Debian {EAREEHY non-free # contrib Eig,

7£ Debian #E¥32490958 4 1&F05E 5 18 EHS1E1T T IAMERIARE

- BfIRESTEBRFINERE LB HKE

- BAIBEAANERAE RERKEHENZEREE, HMASELEEMANTGE. RFIRESEFERIEPSE
BFINEREMREEE, HFIARYTE Debian 24 LEAIEEMEE, RFAILASERDRIIFEREIDE
IBNEREZNER, AR A, HLERMANESHNSMET, RISEEE Debian R EEREIIBEEM.
%;EEEEEEE RS RHESH. SEEM. 100% BHEREE, MAMINEF=]8E I LAESL S EERR
RTERRR,



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://www.debian.org/doc/debian-policy/
http://www.debian.org/doc/debian-policy/ch-archive#s-subsections
http://www.debian.org/doc/debian-policy/ch-archive#s-priorities
http://www.debian.org/doc/debian-policy/ch-binary#s3.7
http://www.debian.org/doc/debian-policy/ch-binary#s3.8
http://www.debian.org/social_contract
http://www.debian.org/social_contract
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« MEAFRAF SR B BERERE

- FxFIPREE, RLEHMMNEREZTZFERATTS Debian BHEGEHREHEHIMER. HMAIBELFR, ERFAMESR
EBHEHT “contrib” AK “non-free” Bk, fEELE R TAIEFEE, W AEH Debian RAREEMEHE
E PRI UATE Debian MEA, FHPISKENCRRISHREELL B % THIERSHIETRIE, NFIEMBFIRE =] CATELEEH
BITISLEERRS, ATLA, EEIFEMEEREENLIE Debian RERI—FRSY, FHFINEEFIRIER, LARMBIESHE
BRRM T N HEIR FEINFFIBVERFEREHE Z 47 A S BR 51 R),

EREEZEMER non-free l contrib FHMEIEEMEZEMEMR:

- FRBEMNMNREEELAEER

+ 52 Debian HEIE B IE (G EEE LIRS, Debian NEEEITRE2MTIE, )

« TR 100% EHHAY Debian R 4%

Debian H FHEXEFEE /5812 Debian :837 7 B HERBEIZ#E, Debian HEREE B RMEREEM T REZIRIE, B8 XH. #
2. logo MEA,EH], 1EfE1S Debian BB REXREIZHEIEE BRI,

A7 imE main BRI E HEIFEIZZE, Debian IR T X3 Mozilla FIZ FVERFEE (40 Firefox . Thunderbird 0
Seamonkey ), EfI#IRT logo M—LER.EN; WAGERIS BRI Iceweasel . Icedove F1 Iceape &1,

HAIR) non-free # contrib EEEES T TIEBMNBHD EMNEIER:

+ 7EGNU Free Documentation License FEIN &, BERNEMEE5, L0 GCC F Make B9, ( KSEEBETLATZE non-
free/doc %)

- BERBERBN EMTIENMEIEEEEEE, FIUESE 9.9.6 THIHEY non-free EXEER, (BRI non-free/
kernel 2453, )

- PEFIFREET, HEEERMN/SATEBRET TR,
=, non-free #l contrib EREEBIHVENE /LR main EREERMY 2%, SEFEAR non-free #l contrib WAEE

MEEEERIRIR, {E£F aptitude(8) MR E BN N E 7] MEH TR RIEFT2RIIES], AJURIFRELRRKKRBE
[BEERsTHIERREEL, RIEMRHIRFRITEH,

2.1.6 HEEEMMKEERE(R

Debian Z #5188 EIZHERMA P RIRS M EM G E SHGIREHR — BN TEMFIREEES, TEE—LE
FIMEEE .

- EHEREE, IEEEETHMEREE S ARRNNRMRE,
- 7 FEfRER”
— JE{LAIS Depends, {BZIHIEEE B BRAITAEE,

- ERRE—ER, ETREHNKENE. ASHERETEEEEEE, RHDERILNFEOHEERE,
-

- BENKE, EERRONASBERSTERRREMIINKRETES, BTN TUEEENNE,
< 1

- ERRE— BB RRG, FE0EmE,



http://www.debian.org/social_contract#guidelines
http://www.debian.org
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=354622
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License
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< IR

~ REA— ERREE RS —LRAREE. — RO RTHRII L E R,
< HR

- ERETEHNTRS, HTREEEREOUEBRAEIHNTES,

< B

- EREEEERRENER SN DS,

g

- REFEERES SR EMIIMERIERMBIIERINE.

ES =N
#EE, FERAE “Provides” | “Conflicts” 1 “Replaces” E&Z|—EEHNEEER —(ERENEE. ERRT
EEA—(ERERERTE—ERHZER SN EIEREE,

BEEIAEKFARZNE 5 EZANLLR the Policy Manual: Chapter 7 - Declaring relationships between packages,

217 SEEMNEHR
B APT RIEMNEIEEEEMNEESHREE,
- B (“aptitude update” =X “apt-get update”):
1. EREREEBIERETEN
2. EEMEH APT FRNAMTEN
« 74k (“aptitude safe-upgrade” #1 “aptitude full-upgrade” =% “apt-get upgrade” 1 “apt-get
dist-upgrade” ):
BIERERA, EMTRNIEEEEHERMIVCIHRAE (FISF2R5E 273 77)
fRREREE B HREBRR (&
MREZMAHEELRMIRARE, SHIRHEREEINMEZN T EURIERER
fiR B FTIE BY RO —EE{ FIEXEE
1T preinst 35515
THETEMFIESR
#11T postinst 15515

H:

N o ok L=

- T8 ( “aptitude install ...” =&#”apt-get install - )

BEGLSIPRYIHME
fRREREE B HREBRR R

= InR{A] A 2R B BN B2 T EMHIE
fiR B1 P& BY A0 —EE{ HIEREE

#1117 preinst 38515
TERTEMFIESR

1T postinst 5515

N o ks~ WD



http://www.debian.org/doc/debian-policy/ch-relationships
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. Bk (“aptitude remove --” =% “apt-get remove - ):
1. EEGLITRIHE
2. FERERBEELMRERRAR
3. #11T prerm 18518
4. BRELTRMWER, RTRERER
5. #1T postrm IESHS

. &M (“aptitude purge " B “apt-get purge --"):

1. BEGLIVPIILHNE

2. BRREREEELAREERA(R

3. H17 prerm 15518

4. BIRELRINER, BAEER
5. #11T postrm 355 15

b

B, BTKE, BEEERTRMTEE.

fai

2.1.8 HEEEEENE—ELE

REZEEERNE A XM, F—(ERERIX R Debian $5EH “/usr/share/doc/<package_name>/README.
Debian”, FERSthfEZE:H “/usr/share/doc/<package_name>/" HHIEHE XM, GNRIRERE shell B5F 1.4.2
T, BATIGS.

$ cd <package_name>

$ pager README.Debian

$ mc

ARl R R EL R “-doc” FEGBMHEXXHERIEERIEEFMAIEN.
MRFAEER— BN ENREEEHIR THE, —EEE%IBE Debian bug Rt RAE (BTS) A,

Aeus e
Debian bug tracking system (BTS)
*H

A B _ + | sensible-browser "http://bugs.debian.org/
EAERE R RN b 5 | 2000 TN
#11E bug #w5EET bug ;S sensible-browser "http://bugs.debian.org/<bug_number>"

sensible-browser "http://bugs.debian.org/”

Table 2.5: f#iR Y5 EER3E B EIREM EE MBS

£ Google 122, ERARFHE S “site:debian.org”, “site:wiki.debian.org”, “site:1lists.debian.

" st

org’ &,

EIREEE—1 bug IRERF, FF{EM reportbug(l) <,

2.2 BEREEEEIRERF

£ Debian RAEFPEF S ER ATP MWEFEEEIE T B 0] ATE Debian 24 LETEREENRBEAETIRRE, EE1E,
BN BMERANEEEEE TR apt-get /apt-cache # aptitude,

P REEE TR E MR ETENERE R EIREREF, MYBER root FFATHE,



http://bugs.debian.org/
http://bugs.debian.org/
http://www.google.com
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221 apt-get/apt-cache vs. aptitude
FE aptitude RFEEEEAN—EFEHNIEETE, EREZMETINER:

- NEBEIRAFELETE stable Debian 24 E{ER aptitude G REITIEMARRBETAR,
- B#EA “apt-get dist-upgrade” FREITEEIRIE, 2R Bug#411280,

« aptitude HELEHEE AT testing 5{ unstable Debian RAEF KBRS ENEES,
- EEERMETHSNAREEE, FAEER.

- EiFASHEHTHRERNKENEBNIEERAREEME, I3l gnome-core,

- BRREERIRE, FTUE aptitude mEBREFIERE “BUNFFMITIVENME" , \BY aptitude, YWfERA “apt-
get dist-upgrade”,

apt-get #l apt-cache @& EEREN APT I IEEIEIETLHE,

- apt-get #l apt-cache RIREHSIERENHE,

- apt-get BETERANERAARFERIFNESELAR,

- apt-get R#t T —{EEKHVEREE B KFERRAT 28,

- apt-get HEFRERNERANS, EHEELHCERTL BRI TEEER,

« apt-cache It 7 —{E RERERIRRIVRIESRE S AWHEA,

- apt-get #l apt-cache BJLAfEF /etc/apt/preferences RERHREAMN S @A, BEEFEHE,
aptitude ML ERHEANENR APT WEEEEIETHE,

- aptitude Rt 7T —EE£FNWEEAXFERENHE.

- aptitude EHKBREMH T —EHSERAENE.

- aptitude RAMNAEHKEEERE (FIUEEEZTENRESNESTANEREE ) NRSELR,
- aptitude HERERNEXRES, EEHESNTERILARTEEEE,

- aptitude Rt —(EEEMIERIRTARIESMENREETER,

- aptitude FILAEIREGERN S @A, W BARER /etc/apt/preferences, EE+HEH,

222 LY FHERRIEEEIRRE

THEEA aptitude(8) F[ apt-get(8) / apt-cache(8) HIFp £ I AR EE B E IR IR,

EE

B aptitude MLRHETESHIINGE, HIUIEERVEEECIRRNZE, BENEREEERT (HFIEER ) LR
¥, 5130 Bug #411123, Bug #514930 % Bug #570377, 3NE%EM, :A{FHMH apt-get # apt-cache HELRER
aptitude &%,

B
EATE lenny R 2% HY Debian R4H, apt-get # aptitude BHEHHTERMEIEGAMWIRE (B2 RFE
255 %), ALFRETNEEFEREETEMAEHIRBRENRMKIE (2R Bug #594490 ),



http://bugs.debian.org/411280
http://bugs.debian.org/411123
http://bugs.debian.org/514930
http://bugs.debian.org/570377
http://bugs.debian.org/594490
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aptitude ;&%

apt-get/apt-cache &%

At B

aptitude update

apt-get update

EEEEERETTEMN

aptitude install foo

apt-get install foo

TR "foo” HEENEEREIMULEN
k#8

aptitude safe-upgrade

apt-get upgrade

TRELXRMIIEENERERELEAR

FRIEFIEEREREE

aptitude full-upgrade

apt-get dist-upgrade

TRERRIVIGEENKE
EMEERIRE CHEEE

, WHF

aptitude remove foo

apt-get remove foo

BhR "foo” EXREE, BEETEERESR

N/A

apt-get autoremove

BRABREEN TERIHGEE

aptitude purge foo

apt-get purge foo

Ak “foo” MEEEIMIECERER

aptitude clean

apt-get clean

JBbR EENREERERR

aptitude autoclean

apt-get autoclean

7T
ARA I EER BRI BN EERER
EES

aptitude show foo

apt-cache show foo

RER "foo” EREEIAVFF

&

aptitude search <regex>

apt-cache search
<regex>

]
1S 2 ILAD <regex> AVERFEEL
(2l

n\;:m ‘ L] PAZ 2 AERS
aptitude why <regex> N/A %Em <regex> FIRRBE LA IR
aptitude why-not N/A LI <regex> FIMBEEARNDLEINER

<regex>

S|

aptitude search "; /M’

apt-mark showmanual

SR FEEROFER

Table 2.6: {# 8 aptitude(8) 0 apt-get(8) / apt-cache(8) HIFF L T B A IEEI EIRIRIE

mLEIE Bl

-S REmIIER

-d ETE, NETEEER

-D EEELREAMFRA, BREBEIR

Table 2.7: aptitude(8) PFEEMGSEIE
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“aptitude why <regex>" BJLAi@i@ “aptitude -v why <regex>” FIHEZ B, EMUMB AT ER
“apt-cache rdepends <package>" ¥&EY,

E aptitude MLERSTIEN TRIENIREE T —LAE (FINHRBEER ), FAINEZRNETPRRT “e” #1i)
B =RFNEEMR,

{RRIAZE “aptitude” EEFERMNGSREIE,
FZRAEZ R aptitude(8) FiZf? “/usr/share/doc/aptitude/README” # “aptitude EFEEFM",

B
dselect BBEEIKETAH, THERZARBHMNRATEHENEREIAHREAZETE,

2.2.3 aptitude WEENIN{FH
EFEAEESNNREAEE, (ReI MR TEIMEUEENEXEE) aptitude,

$ sudo aptitude -u

Password:

B EHEREENNALEE, TUEENPALFRREKIZRIIR, aptiude HENRENE “~/.aptitude/

config”,

7N
WNR(FAER root WEEEMIEFERAER, FTUELEMFIFPER “sudo -H aptitude " K& “sudo apti

tude -7 ,

=R
E aptitude NEENERAEIR:, SEENRTE SFNTHENE. WREREE, HAINEEEE: “BMF" - “BUH
HEITROENE" REVETE,

2.2.4 aptitude FIIZRE L

E2FERA T2 B IR R EENMERIIREINT,

ANEBRGSIEEREEME, WelBiBE 1" 5 /" ZREEERTTEA TR aptitude IERIRR.
aptitude IERRRINFIAEA “~n" FEEEHREAZENFRIIEELLHEEZHE.

B
FEEERENMNETRT UV BEMENETENEAARITHERA, TREEMNHEAMN—LErE
KFERR(RAVERRE B A B FH AR B o] FR AR A5,

2.25 aptitude EXEETIEE

aptitude(8) 2 REMER T, HRIBEBIIRENEBD KR T @AV FIBEEER,
idA libsmbclient -2220kB 3.0.25a-1 3.0.25a-2

ZITHREZBNZIENT,
- RET RE (F-EFS)
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TREEHR AT EINEE

FlOorCtrl-t EE

? RRREER (FEINRERBEE)
Fl10 - EB) - FREFM PR EIEES

u EMREEEREEN

+ B eCazeie Bl MEF AR LR

*Tnan/( IR EF A4S ( B3

maR )
HE;ZEAIF' Eaj LI IE/EBE ( i%ﬁ/i\@ﬂ% E;ls

Eﬁﬁﬁ_fﬂ'z&@ ( EM’E?ZI]H full-upgrade )
F"ﬂ!ln TEIE ZRFTEEER
BHEZMELREFEE
BHZNMELEREE
I RERIE BRI ERN
i ?ﬂ@ﬂﬁk%ﬁﬁ

?@E’—WE %" EEEE
ST —(EEE

/\I—'Og‘IXQ(QCIII
(s
D
=

Table 2.8: aptitude FY3% B 4E

- "EBNET RE (BEFS)
- BE” 8 (F=EFS)
- BEERRE

- &% “ENET BIEERT=RIMEML
- BEEBERTRAE

- ERREEE T ARE

"R
ERIUEEINEE PRI TENRRIIR, R 27 MR EEEEERIET,

AJRRRAEERMIRE AR A EEIR (2 R apt_preferences(5) #5 2.7.3 17 ),
FESELBRARIERIBIERRTIATE “ 1898 7 BETHE,

Y TREE B

Package View R ZHE 210 (F85R)

O tione | B BB R (B B R e

Fat Package BiF R4 B L 888 E (AR ENERS)

Debtags Browser | IFEEBH ZH H debtags EITH FERIERIE R

categorical B3 Btk %SRRI 5 SIVEREE (3 Debtags BEERER)

Table 2.9: aptitude &%

JED=
EEFHPICUER debtags 1ZCHEEEE !



http://debtags.alioth.debian.org/
http://debtags.alioth.debian.org/todo.html
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1R “MIEESRT DBRERENTIEESE —LEINIEEN dselect BEE,

niE IR A

Upgradable Packages %82 section - area - FEEEIMIEFRERITLHEREEEL
New Packages ENS

Installed Packages Els

Not Installed Packages EE

Obsolete and Locally Created Bt

Packages

Virtual Packages R INEERIEREE B

Tasks I — AN E R =N E IRERIERE &

Table 2.10: 1ZXEERFEBIGIRAV D LB

R’
ERREERIRAR ] AR SR B (RHVEFSE B RAEMERRE B,

2.2.6 aptitude =5 EIE

aptitude $E{#t 7 (B "] LAfEFH IERI RRIURIESEBEBANEIR,

» shell <L F:
- “aptitude search ’<aptitude_regex>'" ZIHLEEIREE, BIEE BB E DS HER
- “aptitude show ’<package_name>'" 7| HEREEEAYEEAATEIR

- EREEFER:

- 1 ETARA LRI iR
7/ 1B LENTEE

"\ i iE B ERNHREE

- 0 BT 8

N B3 (B

®’R
FH# <package_name> WREFIIEEI RMAVIGHEFT RILE, FRIFERMN -~ FBERIRRI.

2.2.7 aptitude [EAIRRR
aptitude IFBIR/RIVEEE mutt B3R ERE (2 R% 162 T), aptitude ER2AISFILEHRBIEREGWT,

« ERIRRNERAIRZ ERE, FAIR egrep(1). awk(1) F perl(1) iELLERIF9%E Unix XF T EATERR “°7 “. 7 “$”
F=EEH,

- (KFRERAZR <type> B—TEISEMEEE B M ERI{R (depends, predepends, recommends, suggests, conflicts, replaces,
provides ),

. FE:RHY <type> {k#BRA{AZE “depends”,
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BREMLAEHRAEAR IERIRTRR

AR A ~n<regex_name>

ILECHE IR ~d<regex_description>
LECEREEEE ~t<regex_task>

LA debtag ~G<regex_debtag>
LECAEEE ~m<regex_maintainer>

TLECERRE BLAYT section

~s<regex_section>

LECERREERRE

~V<regex_version>

URLES ~A{stretch, buster, sid}
LSRR ~0{debian, -}
LECEENER ~p{extra, important, optional, required, standard}
MR ZENTREER ~E
LR EREIEE ~v
LECFEVERRE R ~N
P ~a{install, upgrade, downgrade, remove, purge, hold,
LRSS EITHIENE keep}
EEHE&?REAHE,_J ~1
MEFH A RENEREREE (B8R | _,
SEREREEE )
TEASE A BRINORERES (B8 |
SIBERNEER ) '
A2 L& H 2 A 4REIEREEE ~U
i EMFRE R BFRFIEREEE ~C
LECEBFR, E/EFR I BIRIVERFEE ~g
LECHRIRRFERAZIVEREEE ~b
ILECHRIR <type> AKFARARRVEREE R ~B<type>

ILES <pattern> BREEEIHY <type> AXFBREA(Z

~D[<type>:]<pattern>

LR <pattern> BREEELARIRAY <type> fKFEREA
%

~DB[<type>:]<pattern>

ILECHXFERY <pattern> EXp2 Y <type> Ax 3B
FIEREE R

~R[<type>:]<pattern>

" ITECRFERR <pattern> EXBe ELARIRAY <type>
ﬁkﬁgﬁq E’}zﬁs B

~RB[<type>:]<pattern>

RS ECSEREORIENIED

~R~1

I~R~1

MEHECELRKE EMIRBENEELT RN
EREEEL

~R~i|~Rrecommends:~i

ILEC <pattern> 1B;ERR A Z ERIERFE &

~S filter <pattern>

TECFHRBIEER (H)

~T

AEREE (R)

~F

Table 2.11: aptitude IEBIFRRTV
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hT
& <regex_pattern> A= FHE, BHUMNEGSEERPFIE~T,

THEHR—ERES.

« ”~P<term>” ==”"~Dprovides:<term>”
e ”’~C<term>”=="~Dconflicts:<term>”
o Ve~ term” ==7(---|term)”

FERAERE nutt FPREEE, B mue WERRERKRRAIEE /ﬁﬁ “EHEFM” “/usr/share/doc/
aptitude/README” AfJ “SEARCHING, LIMITING, AND EXPRESSIONS”,

EE

lenny FRZH aptitude(8) A7, FHVRIZNEEL, #HI80 “?broken”, EIERIRRNHJUARENASTENERD
“~b”, MEFTKRET “ " HRERBRTERFET “~" MBS —EEARTIALRIEFT, FNEEREZZSR &
Fﬁ%%ﬂﬁ"

2.2.8 aptitude FY{KFRERR
MREBEE “Flo - BIE - EBIE - FAREBRMBEAIG" EITHEBIRE, BIZE aptitude hiBE—(EHEEE

A5, NMESHGHE “Depends:” FIRFMERIEELE L, “Recommends:” FIRFMEEBtLEHWEL, £ aptitude
T, BEEDRENKEAEABESHE HEBRE,

aptitude S<HIZH “‘BEILTR" TRANFHEHEIER apt EEEE A apt-mark(8) 7L HRERTE,

2.2.9 EEEREENHE
(REIATZE AsiiE R B AR R ZERES,

CES S
/var/1log/dpkg.log dpkg ZRHEREEELEENIH
/var/log/apt/term.log BH APT ;Z8IH=
/var/log/aptitude aptitude 2 EEFHR

Table 2.12: ERBEEL;RENH FHIESR

FEL, RBGSLEHGZ LRERSERNEM. REENHZEZSRE 9.2.10 75,

2.3 aptitude E{EEE I
TER—L aptitude(8) BIIRIESEHI,

231 ERFARRILEREERERIILREER
TEHMNEGLIH T EBIERIRRINLAIE B RRERT HEEEEL,

$ aptitude search ’'~n(pam|nss).*1ldap’
p libnss-ldap - {#F LDAP {F&RBFEARFENY NSS i&E4H
p libpam-ldap - ft&F LDAP T EAVEAINERERE

BREALANERRENIEEREERSE.
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23.2 fERIIFAIRRILEEE

£ RERESIR PER"] BRgE, ERIRRIN ~dipve” aJUARRGIM i ILECERESHA, W EBMRTRE
il

2.3.3 TEMBIECMREER

LEEBRFT A EBREE B IR BRI EER,
REUTHSHER,

# aptitude search ’'~c’

WNRIRFER Y HAVERIE B E S W MR, FHITUTHL,
# aptitude purge '~c’

Ee] R B B BRI PR IR P IE TAR R A4,

£ FEREEelaR” A7 IR WA ER LN ~c” , EHELKREER, L, ” BRERNSFZEE” ., BN
BLECHEREE BT LATE B EIRRE LEM” [~ BER,

EREEBITEN “KRTENE” h@EA ‘7, ERETHHEERAELEERR A SHRER, HERTUER “="
RE BNV HIFREREE B LA R MR,

ERRRNAEZAEERIRZSEmNG<#E,

2.3.4 ARBEFELEINRE
THERARHEON B/ FENLIEIREEN T E (7EEMIE aptitude LB BIPRZE ),

1. F root AGENE#EN1T aptitude,

2. P OB ANRIEELIR, "V S ERAENTHRNKEEURGTIR, TP S SERIREEE,
*g” BOPUTATE AT FHRIER B U ITFHR,

3. /T “17, H#A “~i(~R~i|~Rrecommends:~1i)" RPRHIEREDIVEETR, ET “M” 1§ “CLEHER" 1
IRBETN B B BN,

4. #F “17, WA “~prequired|~pimportant |~pstandard|~E” RRFIEECRER, HT “‘n” # “B
TRUEL" NRENAFIRE,

5. T “17, WEA “~i1~-M" RIRGIRIEEMETR, £ "BRRERER" LET [7 RRIERNERER, 7
T “-7 BEMBRK,

6. #&F “17, WA “~1i" RERHIEBEMEER, ZEBE “BRE" LRT “n” SBRLREEFTATFEIRE,
7. B aptitude,

8. A root fEAEMIT apt-get -s autoremove|less” <, RIGMENLHREBAEZABEEEN,

9. EEEMER TEM aptitude X, A “‘n” SR CHEEMNERER.,

10. F root EFABEEH#NIT apt-get -s autoremove|less” EEGLREEBRNEFTEARESEECH
FEBRIEEEE,

11. A root fEA&E#MIT apt-get autoremove|less” S REEBIHRINBEEEMEEEE,

EIRFRENITAY Tasks” £, MiT'm” ss SR —(E=]RIRIE, BNER THLLREHREBRBIRLTENERL
R,
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2.3.5 Z£HEMARGLFHER

JED

EIREB RV ITIRIAR, XU FEATIEAMAIE, Debian 2rIFAAE), BRIMERBZESMEFNE
KRG, BT MHREEBIREZNIHEERMEY] NZWIIRTNEENTEESE. BN, TMEBZa,
R EZEHRN R R TRIED, TIEERILLMMAE (RIRE 102 B), “H" LEBRARENS BB
I —(ERIENIE, REIRFRAIFHAR,

fREJLBIBIRE”/etc/apt/sources. list” MRBEZ AR ITRATEM U ERETRENSE 4,
SR1&#M 1T apt-get update;apt-get dist-upgrade” &<,

€ stable H4RZE testing & unstable, {REZZA”buster” Z&”sid” Bir”/etc/apt/sources.list” {g
ZEEM”stretch”, 2F% 214 1,

FEL, AR LCHESRASBIREE, RrlieZ Bl — LR, TERHNNEEMNKEEE, ARZERNEE
MWK, RUEFTERIBEIMIE, EMRAETE, RRNKER stable BERIHAEY stable, fREJBARTR Release Notes
REBBEIMNTREM, REFTEERVRL FRIE,

EEEXBHZAE, MREZRLAN stable BREINERLA testing, iE#IZH Release Notes B LAE ZI{F,
7ER1—{E stable EHUAR, stable BEITIRIRWGERELM testing BITIRZBNEETREEZGHEE KERHBE
B ARSI E MR,

Eﬁgﬂ%&%%ﬁ@ﬂ%ﬂi, REZEIERVRIF, ERFEEZERHEIRPENEHNENARRBMRIVESFLER
1. WBRRSERIR “BITREA,
2. RINEBERE LERENMEEE )
3. & bootloader 1 T HIRFR, FBEZB US| EEBMMBNFEFNE.
4. BERBHAS LHERE,
5. A script(1) FEERTHAREVIBTE,

6. A3 “unmarkauto” FLRREBIFBENEEEER, g1 aptitude unmarkauto vim” EfE&GH< AR LEBR
vim S EEREERY,

7. BRTBLVRIEBZETESEENER, BZEERLVERRWERENHE, W, BREARTEERE
EJIO

8. BkR”/etc/apt/preferences” #E% ( 2H apt-pinning ),

9. iME S EMFHK: oldstable - stable - testing - unstable.

10. F4R”/etc/apt/sources.list” t§3, FEEEOMIIEREAEHIT aptitude update” &,
11. iBMLEEIE, BE2HM core packages, 31 “aptitude install perl”,

12. #{T apt-get -s dist-upgrade” @< RFMEFA ST E,

13. RE#H{Tapt-get dist-upgrade” &<,

VAV
£ stable WRAFARRIEHE, PEEZEHR) Debian BFE1THRENBAEHY.
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( : ) gy
TESFIN “S21TFM” 48, GCC, Linux Kernel, initrd-tools, Glibc, Perl, APT tool chain %%, 5—LEiR A
GEEmARNEETEEIE,

BAiR unstable RABIBEHR, WHEE 2.43 W,
24 SIEEEEEIRRE

24.1 @LIHHSERESERIRMFE

TEHIET -EHENRESEIRERE, SLBRFEHN aptitude BIEPEEIRKAFTFIINEE,

e =1
HIR—EZIESEENEER, R EEEA—EHoIEERERME, flw, FH “dpkg -L libglib2.0-0:
amd64” RZ|H amd64 220 1ibglib2.0-0 BEBMNAE.

VI

@ FipEEE R/ IMERRMBEMEEE TR (fI9 “dpkg -1 --" # “debi --"), EMAESEEEEF
FHEBEBMEE, dpkg IARSLIIEIE “--force-all” FIIBLAYEIE (2R dpkg(l)) RBAREF. &
BR2EREMNMRAEAEMSHIRTHNEERSR.

BIEEUAT &8,
- FTENRREENREHSEHFE M root #iT,

- NERFEAERRRIA aptitude (285 162 1), HENEEZIEHSEREEIIR shell glob WERFT
(2R% 156 T).

- apt-file(1) B apt-file BREEEIRMH, WHAFELMIT “apt-file update”,
« configure-debian(8) l§ configure-debian EXEEEIRME, E#MIT dpkg-reconfigure(8) {E A& i,
« dpkg-reconfigure(8) f£F debconf(1) EREIRRMITEEZELIE LS.

« "apt-get build-dep”.’apt-get source”#1”apt-cache showsrc” & HEE”/etc/apt/sources.list”
FfFE"deb-src” 1%H,

« dget(1) . debuild(1) 1 debi(1) EEZE devscripts EEEH,

« 285 2.7.13 TH#EEM apt-get source” HiTE (EiT8 ) BT,
- make-kpkg &< EE kernel-package EXBEE (2R% 99 ).

- BRITEIZ2RE 1211 1.

2.4.2 ERRELREMEIEEIESR

BT debsums ERBEEINY, BE(E A debsums(1) 75 < iB@”/var/1lib/dpkg/info/* .md5sums” & H ) MD5sum
&, ERBETTRMNIER, 2R%F 10.3.5 TRIES MDssum 2/EHE TENSE.

IR
&% MD5sum ERERTREIR AEEDY, debsums(l) FRZ=TEERER. EETEARKRBEEEEMNE
HAE R R IR BE SR FR IS AL RV IRIR R R ERAY,
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e B

COLUMNS=120 dpkg -1 5 Hot i B 3 A S0 0 A
<package name pattern> FIHE LR RRBENIIRANRERES
dpkg -L <package_name> R —EEERREENAR

dpkg -L <package_name> | egrep )
" /usr/share/man/man.*/ .+’ 5']& 1@E§§$A @E’J man ?H:H'E

dpkg -S <file_name_pattern> JHLEEERNE L RREE
apt-file search . o 1
<file name patterns P HiEREPLEERNEEE
apt-file list 5 i R R LR AR A NS

<package_name_pattern>
dpkg-reconfigure <package_name> | EFfcEE reel

dpkg-reconfigure -p=low e — . ) e

<package_name> BERFANA A RENLCEREE

configure-debian MeFEENEXNETLEREE

dpkg --audit BN ERREENETRA

dpkg --configure -a EEMBI N LRMIER

apt-cache policy T — I
<binary package name> BR—ETECRIEREETTARA, BEIEFFIEREENR
apt-cache madison BE=_ 57 e &

<package_name> BR—(EEREENrBRANEREE

apt-cache showsrc B T — S g i B 4 1 S s FEE i B ) 325

<binary package name> R —E T EMHIE R B RIS EE B &

apt-get build-dep " e )

<package. nanes CREETIE B REENRILE

aptitude build-dep LSRG T E e e

<package_name>
apt-get source <package_name> (RIEFEREERE) THFERE

dget <URL for dsc file> (REERERE) THRIABIHEER
dpkg-source -x o i “y . ” “y .
<package_name>_<version>- ta,:y {;’%;ﬁ;\? (?11‘1‘ 2" g:r*%%h;a%fgfj Al -debian.
<debian_version>.dsc 9 9 =T
debuild binary ERMBE R IR 5 FEL L)
make-kpkg kernel_image Rz OFRBREEPBE—ERORER
make-kpkg --initrd kernel_image | &EXA T initramfs B OIERIBRIFEBE—EZDEGER
dpkg -1
<package_name>_<version>- ZHE—(EARMEBERE ARG
<debian_version>_<arch>.deb
debi <package_name>_<version>- ot e
<debian_version>_<arch>.dsc RERARERIRRT

—_ _ : Tx7
dpkg --get-selections §477 dpkg 4RBINEREE ELRIBIRAEE

>selection. txt

dpkg --set-selections E0 oo m A S .
<selection. txt f£F dpkg R EEREE ELIEIEIRRE

echo <package_name> hold | dpkg | f£F dpkg ig—EEREREIEEEIRERES hold (FHE
--set-selections R”aptitude hold < 818 >7)

Table 2.13: SPEEREEBLEIRIRIF
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2.4.3 FERHERESELMNPE

S EAEERER unstable, AR EHEMIINEFEIEE, BESERARETRHEIRENRKIEE bug,

LHEREEE apt-1ist bugs FILAB REMRAEEEE bugs, EiEIA APT RIEFHREF, EEEENMEE Debian BTS
12HYERE bug,

L4 apt-listchanges (iEE, 7EfEH APT RAFARIFEEE “NEWS.Debian” HFIREEEHME.,

244 BEESHESTEN

fBE 1R B E Debian #8U4 hitp:/packages.debian.org/ RIESMER TEMNEMBENE, BRMAKEREEEER
735,

grep-detrl(1) . grep-status(1) 1 grep-available(1) &5 % #% FA k122 H A Debian EREEBIZHIERIZ AT IIER,

“dpkg -S <file_name_pattern>" #HFAREEH dpkg TEMNREEPEENAERN, ECSRREEENE
LIBEIHIER,

MRIMFFZS dpkg TERIETEEMAVES, (FEEA “/var/lib/dpkg/info/” BETHIT “grep -e rege
x_pattern *" @<, EEFFEREEESHBNLREEHNFRERIRRIER,

WMMRFBIE LD EHEREEELAKFE, (RIEFZ(ER apt-rdepends(8) .
2.5 Debian AZBEREREIE
FEFRPIREE Debian FIEAIZIEMANSB TIERIE, EEZAHERIBI R — LEERERE,

25.1 BEEXETEN

BEZE1ThRAY T B #HHE EEB A TETE Debian BRERILHY “dist/<codename>" TFE, il “http://deb.debian.
org/debian/”, #EREMNLBEINBBMAIKAERERAE, HPH 6 EREAENTEN.

= & BES
Release ERITIRAVIEE EEEEAITEEES

— » TRERNERER, BHERE
Release.gpg X {TIRHITEE gg;%"ge BROEEER, ERER
Contents-<architecture> | ZThRIITEE T EEREEERFEREENEIER

Release SRR TR EEREESHIR ERTEHHIR{E R apt_preferences( 5 ) HJ#R A

3
SEETR/ER EMEIZERE | . i o —
Packages ZHEE’J};%/E /—1Efilmlms E48 debian/control &S MG
o= N=Na NN} = 4]
g ER _]E ‘ﬁ-‘ﬁ: /\ﬁ n\% M e .
Sources TE?% fThR/ R I RS S 1Y jE48 debian/control EEUEILER
=A

Table 2.14: Debian {&RETERNAE

RTBLVERRE, ARENEREY, EETENREABRE THENER,

2.5.2 J&[E"Release” IEXLZEEM

BR
J8/E"Release” IERAINZE="secure APT’ R4 FRISRIEIER,
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R Debian HERENAAUEE —(EiSHE “Release” %, il “http://deb.debian.org/debian/dists/
unstable/Release”, WAWT,

Origin: Debian

Label: Debian

Suite: unstable

Codename: sid

Date: Sat, 14 May 2011 08:20:50 UTC

Valid-Until: Sat, 21 May 2011 08:20:50 UTC

Architectures: alpha amd64 armel hppa hurd-i386 i386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«

mipsel powerpc s390 sparc

Components: main contrib non-free

Description: Debian x.y Unstable - Not Released

MD5Sum:
bdc8fa4b3f5e4a715dd0d56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e010d116aeeab9614cO 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

=z
EE

ESE 2.1.4 518, (REesHZRIRFE A suite” F"codename” FBER, “Z21TAR” #: FA 2K [EIRS 54 F2"suite” F["codename”.
FrE HiERERHIERIE area” B, E#HFI7E"Components” F.

JE/EtER"Release” FITTEM, RHM secure apt FINIZALEHERERRE.

- INZEZERIER"Release. gpgy” EHIBEBIZEIER"Release” FINNZRR Debian t&RE N IEEI,
« \BAHY Debian HERE N SBEESIMAN “/etc/apt/trusted.gpg”;
- EEMIRETTURRTES I base-files MERMARXTH, HHE
- FENEH gpg A& apt-key T B EEEHTE ftp-master.debian.org E e fHVESRE 8,
- secure APT Z4ERRE T HHVEEIER"Release” MR M, INZREREBIEAE| T Release.gpg” IERFE"/etc/
apt/trusted.gpg” ¥/ Debian fERELE.
Fr&”Packages” #1”Sources” IERHTEM R HEIEE Release” {EREM MD5sum {E3RER:E, FTEHEAIESR
M H”Packages” #”Sources” tEEEH) MD5sum {ERERE. 2 H debsums(1) FI5E 2.4.2 .

EhN#E g2 EeRE tb st & MD5sum {E/HFEE 2 /9 CPU, R MD5sum {ERERE B —(ERGEE, (ERAMNZERREEETR
i) Release” {5, EREANRM Rirk2MER, LELLRIFHINE (ZRE 103 ).

2.5.3 1EZE[EEN"Release” {83

®’R
The archive level "Release” files are used for the rule of apt_preferences(5).

There are archive level ’Release” files for all archive locations specified by ”deb” line in ”/etc/apt/sources.list”,
suchas ”http://deb.debian.org/debian/dists/unstable/main/binary-amd64/Release” or”http://
deb.debian.org/debian/dists/sid/main/binary-amd64/Release” as follows.

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amd64
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AV

@ For "Archive:” stanza, suite names ("stable”, "testing”, "unstable”, ---) are used in the Debian
archive while codenames ("dapper”, "feisty”, "gutsy”, "hardy”, "intrepid”, ---) are used in the Ubuntu
archive.

For some archives, such as experimental, and stretch-backports, which contain packages which should not be in-
stalled automatically, there is an extra line, e.g., >http://deb.debian.org/debian/dists/experimental/main/
binary-amd64/Release” as follows.

Archive: experimental
Origin: Debian

Label: Debian
NotAutomatic: yes
Component: main
Architecture: amdé64

Please note that for normal archives without ’7NotAutomatic:yes”, the default Pin-Priority value is 500, while for special
archives with ’NotAutomatic:yes”, the default Pin-Priority value is 1 (see apt_preferences(5) and 5§ 2.7.3 ¥9).

254 BEARHREENTEN

When APT tools, suchas aptitude, apt-get, synaptic,apt-file,auto-apt, ---are used, we need to update the local
copies of the meta data containing the Debian archive information. These local copies have following file names corresponding
to the specified distribution, area, and architecture names in the ”/etc/apt/sources.list” (see 5 2.1.4
).

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_Release”
« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_Release.gpg”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_<area>_binary-<archite
cture>_Packages”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_<area>_source_Sources”

« ”/var/cache/apt/apt-file/deb.debian.org_debian_dists_<distribution>_Contents-<archite
cture>.gz” (forapt-file)

gl 4 PEUBIAIERZFTEMERAR APT S HER, W HBILEE “apt-get update” 3% “aptitude update” 7
P FETER, RAE “/etc/apt/sources.list” HEHEEN “deb” 17, B “EREEE" TEREEITER,
WERTE “/etc/apt/sources.list” HEIEERN “deb-src” 17, Bl “RiA1E" TERZETER.

The ”Packages” and ”Sources” meta data contain ’Filename :” stanza pointing to the file location of the binary and source
packages. Currently, these packages are located under the ”po0ol/” directory tree for the improved transition over the releases.

“BREE” TEMMAHEIATIUEA aptitude RETEERAES, EFIMIESHES grep-derl(1) BT S “EREE
8" f “RIGH" TEBRNAHEIA,

Local copy of “Contents-<architecture>” meta data can be updated by "apt-file update” and its location is
different from other 4 ones. See apt-file(1). (The auto-apt uses different location for local copy of “Contents-<archit
ecture>.gz” as default.)

2.5.5 APT HIEREEEIAREE

BMRTIRIRIERTERN, lenny ZEMAPT TEEERCHEAMELENTRIREENFEFE “/var/lib/apt/
extended_states” #, APT EFEREMKEM BINLTLENFTEERE
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2.5.6 aptitude FYEXFEEIIRRE

bR T RIGIEEUTERN, aptitude FLEEREEAMELENZEIREENFEFE “/var/lib/aptitude/pkygst
ates” H1, BLEE:N R AEH aptitude {EFE,

25.7 EHHEREENAHEE

FTEIEIA APT #EEMERMERE BT “/var/cache/apt/archives” H, HEIEM#HER,

This cache file cleaning policy for aptitude can be set under "0ptions” - ”Preferences” and it may be forced by its
menu “Clean package cache” or”Clean obsolete files” under ”’Actions”.

2.5.8 Debian B2 EEEFE
Debian B8 EIE REISE NSRBI,

g]ez e 2l p BELsE

— - <package-name>_<epoch>:<upstream-version>-
|EREEEl (7

—EAIFIERERE (TFFE deb) <debian.version>-<architecture>.deb

FIHR debian-installer B _ENIHIEREEEL (78 | <package-name>_<epoch>:<upstream-version>-

8 udeb) <debian.version>-<architecture>.udeb

EIATEEEE ( L EIATE ) <package-name>_<epoch>:<upstream-version>-

<debian.version>.orig.tar.gz
<package-name>_<epoch>:<upstream-version>-
<debian.version>.diff.gz

The 3.0 (quilt) source package (Debian <package-name>_<epoch>:<upstream-version>-

The 1. 0 source package (Debian changes)

changes) <debian.version>.debian.tar.gz
EYATESEEE ( 208R) <package-name>_<epoch>:<upstream-version>-
FaRy I = A.

<debian.version>.dsc

Table 2.15: Debian X2 B HI BRI 4518

N

Here only the basic source package formats are described. See more on dpkg-source(1).

name component B AINFT (IERIFRERR) FEARRE
<package-name> [a-z,A-Z,0-9,.,+, -]+ N
<epoch>: [0-9]+: A=
<upstream-version> [a-z,A-Z,0-9, T+ | WE
<debian.version> [a-z,A-Z,0- 9,. + ~]+ BE

Table 2.16: The usable characters for each component in the Debian package names

==
] UAFE dpkg(1) IR S EERIE R ARA, #1340, "dpkg - -compare-versions 7.0 gt 7.~prel ;echo
$?”.
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R

debian-installer (d-i) £/ udeb {fEAEM T EMFIERIZEIMEIER, MIELIERY deb, —f& udeb ERFZEL21ME deb
MEEPRERT " ERAVENRE (FIXHE), EMmETE=RHEREREREERENEZER, deb 1 udeb i
BEHFHEEMNEREELERE, ‘U JRERRUN

2.5.9 dpkg %

dpkg(1) & Debian #EEEEEHRRKEN TR, EIEEEK, WEIMER,
ELEER “<package_name>" MERFEERS, dpkg ERETIMIEFRIEE.

1. fRE deb 1BR (FRE “ar -x")

2. {#H debconf(1) #1T “<package_name>.preinst”
3. BEMBEELRIZAT (FRANK “tar -x")

4. {EH debconf(1) #11T “<package_name>.postinst”

debconf RFRMIFHE I8N M LION (F 8 T ) XEMRENERAETE

S AER
e kage o i 1es SIHATEREME, (RAETENE)
L ackage momos 1o BB B R AT RIS 3

e ekage e e ums BB BE LR RO RRA) MDS FE(E
e ekage o st R EEEZ SN THRMEESE
L ckage o o inst REBEEEZ ERTHRBEEESE
e ekage e RSB Z AT THRIERIE ST
e ckage o RIEBRZENTHRBEESE
/var/1lib/dpkg/info/

<package_name>.config

FA5? debconf RGRIEFEELIESHE

/var/1lib/dpkg/alternatives/
<package_name>

update-alternatives G ERNERE

/var/lib/dpkg/available

PrEEEE R R T A&

/var/1ib/dpkg/diversions

the diversions information used by dpkg(1) and set by dpkg-divert(8)

/var/1lib/dpkg/statoverride

the stat override information used by dpkg(1) and set by
dpkg-statoverride(8)

/var/1lib/dpkg/status

PrEEEE ELATIAREE AN

/var/lib/dpkg/status-old

“var/lib/dpkg/status” EEMVIBER

/var/backups/dpkg.status*

the second-generation backup and older ones of the ”var/1ib/
dpkg/status” file

Table 2.17: dpkg B MEEIER

“status” tERBMEFIL0 dpkg(1)., “dselect update” FI “apt-get -u dselect-upgrade” T E{EA,
BRI S S grep-detrl(1) BJLAESE “status” F1 “available” FTTERBIAHEIAK,
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R’
frdebian ZEEFIRIE T, udpkg L AIRERL udeb BXEEE, udpkg @<= dpkg SR —EFEREARAS.

2.5.10 update-alternatives &%
Debian & #t {8 update-alternatives(8) ;BfEFHE R UAZ FIBMN LR ZSESEMER. FlW, NREFZET vim #
nvi #REEE, RATLAGE vi spLiBIBHIT vim,

$ 1s -1 $(type -p vi)
Irwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi
$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
*+ 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

The Debian alternatives system keeps its selection as symlinks in ”/etc/alternatives/”. The selection process uses cor-
responding file in ”/var/lib/dpkg/alternatives/”.

2.5.11 dpkg-statoverride &5 %

Stat overrides provided by the dpkg-statoverride(8) command are a way to tell dpkg(1) to use a different owner or mode for a
file when a package is installed. If ”- -update” is specified and file exists, it is immediately set to the new owner and mode.

AV
@ The direct alteration of owner or mode for a file owned by the package using chmod or chown commands
by the system administrator is reset by the next upgrade of the package.

R
| use the word file here, but in reality this can be any filesystem object that dpkg handles, including directories,
devices, etc.

2.5.12 dpkg-divert 5%

File diversions provided by the dpkg-divert(8) command are a way of forcing dpkg(1) not to install a file into its default location,
but to a diverted location. The use of dpkg-divert is meant for the package maintenance scripts. Its casual use by the system
administrator is deprecated.

2.6 ERIBENRFEFIRE

When running unstable system, the administrator is expected to recover from broken package management situation.

@ VIR

TEHHN-EHGEZEERSNER, FLLSHERETES !
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26.1 NERENERBLKE

MR—ERE GUI BRAEEEMN LIRS ARRESAEE, MEZERRERENFAMEEIER (HEEMM ) I8
By, IReERENERERR FTIITIEE, %BJ’*JJEHE%EQET SETHEE. (ER—(EfTEMbug LHITBEEEE
BRE. )

D TIRIEREE, MEZBRERNAMECEERTEHME GUI N, (Fr]eREREENEEERANTUEZ R
REESM. (AREMMSEKRT. )

2.6.2 ERHERERNTEIRES

Archive level package management systems, such as aptitude(8) or apt-get(1), do not even try to install packages with overlapped
files using package dependencies (see 38 2.1.6 7).

Errors by the package maintainer or deployment of inconsistently mixed source of archives (see 55 2.7.2 ) by the system
administrator may create a situation with incorrectly defined package dependencies. When you install a package with overlapped
files using aptitude(8) or apt-get(1) under such a situation, dpkg(1) which unpacks package ensures to return error to the calling
program without overwriting existing files.

AYIN)
@ FERF=AREESEREANRKEAN, ERHEEEER root FFEIEHNITHEE R SIBEMNEHMINAL
WIEAIE, dpkg(l) < RABLERERNEETS.

You can work around such broken installation by removing the old offending package, <old-package>, first.

$ sudo dpkg -P <old-package>

2.6.3 SEIRIRMEIERIESHE

When a command in the package script returns error for some reason and the script exits with error, the package management
system aborts their action and ends up with partially installed packages. When a package contains bugs in its removal scripts, the
package may become impossible to remove and quite nasty.

¥ “<package_name>" HUERREEIIESTERIRE, (FRERXIBIR T IIRVERREEIE LTS,

”/var/1lib/dpkg/info/<package_name>.preinst”

« ”/var/lib/dpkg/info/<package_name>.postinst”

”/var/1lib/dpkg/info/<package_name>.prerm”

»/var/1lib/dpkg/info/<package_name>.postrm”
ERATIIRTE, LA root AREEIEIZAVEREEELIE MR,

- FEITEE 47 ST E#ET
- FEHEBITRITEIIG “|| true” STLASRMHIRERLII

EA TGS REEFMBINT T RIIRIEE
# dpkg --configure -a
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2.6.4 f{EF dpkg &< ETIHIE
E# dpkg RIFEEBHREETE, TOUERELNER TETIE, NS iNaEREsEREKES, EX
BT foo BXBEEIBIR T, WEEEFTi,

{REJCATERRE ELIREN B #%: “/var/cache/apt/archives/” HIXZIER foo EREEBAVE bug FRAS, (WNRIKAE,
{RB] BAfAEAE 3E [ http://snapshot.debian.net/ A REE, KB BEIEEIREINGERHEFIEETE, )

WMRIREESIRIEN R4, ReTLUEB FIGHRSRERE,
# dpkg -i /path/to/foo_<old_version>_<arch>.deb

BN
MRIFBMIBIRE), (RBAIUERESERN APT RAERFABE R, MEFE 2.7.10 THEHEIABE.

MRMFHRFEAEIERRE), FEZSHECHARBIAE,

1. {£F3 Debian REILEEARURR MBI R 4,
2. ASTERR EEERIEIR R BT “/target”,
3. BB TS TREMAR foo ERIEE.

# dpkg --root /target -i /path/to/foo_<old_version>_<arch>.deb

BN{EAIFRFERR LHY dpkg B EIBIR, ZanMRERTUHIT,

"R
{EfFIEHEERR, live GNU/Linux CD, FIRRENRY USB BRENSHABERRIEN LRV 5 — RAERIEIRY GNU/Linux Z 482 =] AR
Hh R SRR IR IRBI R MR,

MEBRRKEME, BEiRAEEHAATERES, TEREMNNEEREM, ReJAER dpkg #9 “--ignore-
depends”, “--force-depends” FHEERIERBRAKE, MRIMFEEMT, 2BIFUERESNHIEERBRZ,
BESHMET2 R dpkg(8).

IR
MRMHARREEIRT, MEZBARTEBNE —EXEMHTS (2RF 102 7)) TETRXERNRE,
ERMR L HRRBIFHIHE,

2.6.5 RIEFEELRIZEEN

MR “/var/lib/dpkg/status” AAREERELIRER, Debian RMEELAREAREEH T IINBRETLE,
SHAIMR “/var/lib/dpkg/status-old” 8 “/var/backups/dpkg.status.*” &R “/var/lib/dpkg/
status” g,

4 “/var/backups/” RE—EEBNIEER—EFEE, AAEEEROESTHSEEZNRREN,

HRBREMNIRE, HEFZBEMNRREENRTR, BEXRE “/var/” FRMBEEN, (RIKEFIMYE “/usr/share/
doc/” BERR{E—LEMR | BIRETHNRE,

ENRER) (RE) &R,
# mkdir -p /path/to/old/system
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BERGIHER “/path/to/old/system/”,

cd /path/to/old/system/usr/share/doc
ls -1 >~/1s1.txt

cd /usr/share/doc

1ls -1 >>~/1s1.txt

cd

sort 1lsl.txt | uniq | less

H H H K H

REMMAUFTARBREESEREITRE T, (FREE—LEXREEMHE, 10 “texnf”, )

2.7 HREEEEIERIS

2.7.1 W{IHKE Debian EXFEE

14\_IL‘ME§‘§ aptitude SEBEETERHNRESHANEREFER FHIIREN, REMRTAFTENRELR,
BE 2 B8 ERSEURERIZEIRS, AN BEKBRENENR, MAEREM—(EMHE, BXAEMKRFIE, T
HB%L)\"F%EEJ‘J'EE%E’JE’XE BEZERNE.
2 B2>8

RUFJ: main > contrib > non-free
- BEIEF: FE > EZ > 3% > 1€ > §4
- 1175 EEBTERRBENIIRENR, N “KRERE"
- REEERREZ BIRERANIEEEMEEN (/20 python2.4by python)
CRITE: ERENERRERLEEESNOH
- BHTHG: HESKENER
* BTS: No RC bugs (no critical, no grave, and no serious bugs)
« BTS: responsive maintainer to bug reports
« BTS (ERPEIRIERAR): BEE SHNAHAEER bug BE

* BTS: lower number of remaining non-wishlist bugs

Debian 2 —EERNHARBEERANTEER, ENEREESTEAKMNIEFEENT SRR, MUBAMEEC
FIEIE,

272 BERERETHEEE

Ny
@ B RIEREPLRIMIEBDENH Debian ERBITIRFTZIEN, RT BH EMIERERSFFRESLAL,
5190 stable with security updates and stretch-updates,

Here is an example of operations to include specific newer upstream version packages found in unstable while tracking
testing for single occasion.

BRASSECR”/etc/apt/sources. list” 8%, FZIEME—RIunstable” FIThREEE,



http://www.debian.org/security/
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2. HiTaptitude update” &<,
3. MfTaptitude install <package-name>” &<,
4

. IBRIRIR”/etc/apt/sources. list” &%, FI8ME testing BRE,

ul

. $177aptitude update” %,

You do not create the ”/etc/apt/preferences” file nor need to worry about apt-pinning with this manual approach. But
this is very cumbersome.

NIy

@ EERESERENER, E% Debian AERFAMBZENHEEM, FAIMRENERCEZBRREEHRE,
MRMBZEFENEETY, RAFIESIER, MUERMLIENELRIEFABNRTNER, EFREREEN
ERESTEEMNRE, RUARSEREERTE.

RARRIEREFPLRREBE—IGRAMT,
« ETENMIHIEREEE ("Architecture:all”) WEEREREM,

- NEHEREE: BEERINER
- BREEANEKEE: HENEESWESFTAN

« TEMIFIEREEE (non "Architecture:all”) BE S @ERESER, SHTERNREH,
- EERBRAERNE (8171ibc”)

617 HERAE AR M AEE T

ity ABI FURBE M
C++ ABI BB

JES=}
ATEREENTRESERE, —CHENFEHNTEUFEA R IRERETBNFRELE, MEREX
#E& ABl WHEAMRESS.

E =)

Except to avoid broken package for a short term, installing binary packages from officially unsupported archives
is generally bad idea. This is true even if you use apt-pinning (see % 2.7.3 ¥3). You should consider chroot or
similar techniques (see 5 9.10 73) to run programs from different archives.

2.7.3 FAREZEREK

Without the ”/etc/apt/preferences” file, APT system choses the latest available version as the candidate version using
the version string. This is the normal state and most recommended usage of APT system. All officially supported combinations
of archives do not require the ”/etc/apt/preferences” file since some archives which should not be used as the automatic
source of upgrades are marked as NotAutomatic and dealt properly.

B
hRAF R LLEFR R T A#EERE, BIFITF, "dpkg --compare-versions verl.1 gt veril.1~1;echo $?
" (2R dpkg(1)),



https://zh.wikipedia.org/wiki/應用二進制接口
https://zh.wikipedia.org/wiki/應用二進制接口
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MBRERESBIEREPLTRHNES (BRE 272 ), (REILLBIBEII”/etc/apt/preferences” iR A
HS AR AREZERAIVEFEEZRIGRAIN S BIRE (40 apt_preferences(5) FATR) REEMLELIEMAVIRE, B
#%%8 % apt-pinning,

#FA apt-pinning AL BIEA LA, R Bl REREEGSIRIEER

o
z=Z B,

VAV
@ # %9 aptpinning #5985, E7% Debian REEREIZMNESIE, FLMFAESSEBRAFE,
apt-pinning /T2 FIRAVIRE, BRURNERZERE.

VAV

@ Archive level Release files (see 58 2.5.3 ) are used for the rule of apt_preferences(5). Thus apt-pinning
works only with "suite” name for normal Debian archives and security Debian archives. (This is different from
Ubuntu archives.) For example, you can do "Pin:release a=unstable”butcannotdo”Pin:release
a=sid”inthe "/etc/apt/preferences”file.

AYIN)
@ E R 3E Debian BItEREIES apt-pinning BI—E8 72 0F, (REZBBEMMBEFEE, a0, Ubuntu
#0 Debian RANBERE— R,

pE =1
BI{EREEII"/etc/apt/preferences” €3, £ apt-pinning G L HIERT, BRI AETHEERNERG
T (BRE 2.6.4 THE 2.7.2 %),

WNF 2RAH apt-pinning F AR L EREA,

The APT system choses the highest Pin-Priority upgrading package from available package sources defined in the ”/etc/
apt/sources.list” file as the candidate version package. If the Pin-Priority of the package is larger than 1000, this
version restriction for upgrading is dropped to enable downgrading (see 58 2.7.10 7).

FEERFEEAY Pin-Priority {HE7E”/etc/apt/preferences” #EX=H I Pin-Priority” & B P E R E R FHTHITER
B,

Pin-Priority apt-pinning HEE B E

1001 install the package even if this constitutes a downgrade of the package

990 RTFERETRIERERTFAR

500 RAFERERENTERE

100 used as the default for the NotAutomatic and ButAutomaticUpgrades archive
100 ARERREHEE

1 used as the default for the NotAutomatic archive

-1 EEMRIEE, AT REEIER

Table 2.18: FA}? apt-pinning % #1HY{E1S/FEHY Pin-Priority {E%13R,

RS 1TRRIESRE T CAIEIB DA T K58 775 KR,



http://deb.debian.org/debian/dists/
http://security.debian.org/dists/
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- ”/etc/apt/apt.conf” BRLEEEHFEAN"APT: :Default-Release "stable”;”
- @9 YEIE, fI30: "apt-get install -t testing some-package”
The NotAutomatic and ButAutomaticUpgrades archive is set by archive server having its archive level Release file (see 58

2.5.3 1) containing both ’NotAutomatic:yes” and "ButAutomaticUpgrades:yes”. The NotAutomatic archive is
set by archive server having its archive level Release file containing only ’NotAutomatic:yes”.

RERSIEREN < REE > 1Y apt-pinning 157 7] LAi@i#”apt -cache policy <package>” &< BT,

* A line started with ’Package pin:” lists the package version of pin if association just with <package> is defined, e.g.,
”Package pin:0.190”.

 No line with ”Package pin:” exists if no association just with <package> is defined.

+ The Pin-Priority value associated just with <package> is listed right side of all version strings, e.g., ”’0.181 700”.

+ ”0” is listed right side of all version strings if no association just with <package> is defined, e.g., ”0.181 0”.

+ The Pin-Priority values of archives (defined as "Package: *” in the ”/etc/apt/preferences” file) are listed left side
of all archive paths, e.g., 7100 http://deb.debian.org/debian/stretch-backports/main Packages”.

2.7.4 Updates and Backports

stretch-updates F backports.debian.org fERERM# T stable (stretch) ZEITIRIVEFTEREEEL,
ATHFERELIERE, (REEfE”/etc/apt/sources. list” EEREEAUM TARIERETR,

deb http://deb.debian.org/debian/ stretch main contrib non-free

deb http://security.debian.org/ stretch/updates main contrib

deb http://deb.debian.org/debian/ stretch-updates main contrib non-free
deb http://deb.debian.org/debian/ stretch-backports main contrib non-free

There is no need to set Pin-Priority value explicitly in the ”/etc/apt/preferences” file. When newer packages become
available, the default configuration provides most reasonable upgrades (see 58 2.5.3 ).

- IEEREKMNERIREERFIUEIA stretch-updates IEREARBIFHERFREL,

- QB stretch-backports ERERPFHLENENRIZE A E1EE stretch-backports {EREF R FEREE
a2

o

ERIBZENE stretch-backports IERERFERI LT K —ERM"<package -name>” FJEREE R EKF BLAYRFR, 1R
EZEEREREZRIIN—E “t" 518,

$ sudo apt-get install -t stretch-backports <package-name>

E‘q}

2.7.5 [PHIFEBREERNEH

MBERNEES| \NEIISTEIER, RWEE"/etc/apt/preferences” BRI B &N TAARMIBEEERNTE
ZRBRHEY IS L EREE EL,

Package: <package-1>
Pin: version *
Pin-Priority: -1

Package: <package-2>
Pin: version *
Pin-Priority: -1



http://www.debian.org/News/2011/20110215
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2.7.6 {£A%H unstable FIEEM testing ARA

W2 —{ElRAHS apt-pinning FATRIGIF, E{EM testing RIBEHE, BIR unstable FRYFERIEITAY LIFFARAEREE
B EAE, (REZIRITARMNE"/etc/apt/sources. list” IERPIEAEEEMNIERE,
deb http://deb.debian.org/debian/ testing main contrib non-free

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/ testing/updates main contrib

U FETRRIERAE”/etc/apt/preferences” 1%,

Package: *
Pin: release a=unstable
Pin-Priority: 100

ERZHEWRE T unstable IEREHR L& "<package-name>” RERENKBER, RRTFE"-t” EIE
(unstable #9 Pin-Priority {E£% 990) Mk B2 TRV S,

$ sudo apt-get install -t unstable <package-name>

FEUERRET, #1T7apt-get update” Fl”apt-get dist-upgrade”(@&”aptitude safe-upgrade” fl”apti

tude full-upgrade”) &<, i testing IEREFAMIPLMR testing IERELRMEIZEIL B unstable 18
REFARILRE unstable EREFTRIEES,

( : ) Ny
INDAREEBIR /etc/apt/sources. list” fEEFRM testing” 1EXE, MNRERXF LB testing”,
APT R E(ERAENMFM unstable HEREAREIZE,

B

HBEEEE LREFE, B LEIEiE /etc/apt/sources. list” g unstable” IEERER k. EEHRETHE
AEIE" /etc/apt/sources. list” {ERFPHIR S ek mMS BV H AR AB B EEJARIRF tHPE LE 7 ABLETE unstable 18
REFLZENEERIEB unstable F4k,

R

WMR"/etc/apt/preferences” #EEH"Pin-Priority:1” /R T "Pin-Priority:100”, BlfE"/etc/apt/
sources.list” 8 testing” IBEkMMIFR T, Pin-Priority {23 100 HERKMEBE LA EIEB unstable
BREFR,

If you wish to track particular packages in unstable automatically without initial ”-t unstable” installation, you must
create the ”/etc/apt/preferences” file and explicitly list all those packages at the top of it as the following.

Package: <package-1>
Pin: release a=unstable
Pin-Priority: 700

Package: <package-2>
Pin: release a=unstable
Pin-Priority: 700

MTRABERNENIEEEIRE Pin-Priority {8, 9, &7 {ERARMAY unstable AIZEXHR”Debian Reference”, fRIE
2Z1E”/etc/apt/preferences” ERFBEAUTIEE,
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Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

=R
BN{E(REMRIIRZ stable fEXRE, apt-pinning HATIARBME). RIEFHUBNLLE, € unstable IEREZE
X4 E—ERLTEH,

2.7.7 {E£A%H experimental EXEEEHY unstable R4

Here is another example of apt-pinning technique to include specific newer upstream version packages found in experimen
tal while tracking unstable. You list all required archives in the ”/etc/apt/sources.1list” file as the following.

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing/updates main contrib

The default Pin-Priority value for experimental archive is always 1 (<<100) since it is NotAutomatic archive (see 35 2.5.3
T3). There is no need to set Pin-Priority value explicitly in the ”/etc/apt/preferences” file just to use experimental
archive unless you wish to track particular packages in it automatically for next upgrading.

2.7.8 BEITEHFALEKREE

apt EEEEBCH con 5918 “/etc/cron.daily/apt” , EXIEEEF TEHEER, UL E unattended-
upgrades BEEEIRILIESEIE DM, FEEMBEFAREIER, JUiBIE “/etc/apt/apt.conf.d/02backup”
1 “/etc/apt/apt.conf.d/50unattended-upgrades” FREIS|IBEREITEEZ, HERARBAIN “/usr/share/
doc/unattended-upgrades/README” H,

unattended-upgrades EXEEEFERMN stable RANELLEH., WRBEFHRIEE stable RAIEE N
ANEEFHEHLZLEMEENLESRE, MEZEEFERBEE, BESIHUT.

APT: :Periodic: :Update-Package-Lists "1";
APT: :Periodic::Download-Upgradeable-Packages "1”;
APT: :Periodic: :Unattended-Upgrade "1”;

MRIRFITHIR unstable R4, MEZASREERABEBEH, ARCEESARREBIRAMR. EEMUNERD
unstable fFR T, REIREMKERRR AT FEIEEUMEEENARMGRE, HEESIHNT,

APT: :Periodic: :Update-Package-Lists "1”;
APT: :Periodic::Download-Upgradeable-Packages "1”;
APT: :Periodic: :Unattended-Upgrade "0”;

2.7.9 [E&| APT Y TEIEE

APT: :Acquire::http::D1-Limit "800";
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2.7.10 EB2[F4W

AV

PEARTE Debian 585t LMARE AR, EEREEIMREBERREZMI—En TE, EERIRSESH,
BRAERSHR T IESHEAE, HREZZRE, FEEEMEBRFRENFEEEEN, LRTHIRE
WMRE—(EFHRR,

fRe] LB @IEHREBRAETIERERAZEMNERE (2RF 273 1), MEBRNRARE, TER &
BN A%, PILARRFZSTUEM “dpkg -1 <broken-package>_<old-version>.deb” %% (2R% 264
)

12 “/etc/apt/sources.list” ERPBGTEIPBEMER unstable BT,

deb http://deb.debian.org/debian/ sid main contrib non-free

ERATENITERE, (MIXBER testing,

deb http://deb.debian.org/debian/ buster main contrib non-free

BT EIERTE “/etc/apt/preferences” &,

Package: *

Pin: release a=testing

Pin-Priority: 1010

#iT “apt-get update;apt-get dist-upgrade” {FZ{EZRLIVEXEEEEFIPEAR,
EERAME4E, Bl “/etc/apt/preferences” EEFKIIER,

R
ER—EIFHE, Bl (ARAKR ) EBrIESHEIRER, RV KEEE, Mr]FEFBRMLE —LiEE
BIRERGIFR, FEHHEE Linux i, ARER. udev, PAM, APT FI4EERAERANVERIEEIA R ERMMNEERE
;O

2711 LHEERHESENIHE"?

BE “/var/lib/dpkg/available” #1 “/usr/share/doc/package_name/changelog” A% H4EEE Y
BRME TN “REEENREERHE S HEN—LEM, EREENER LEEXERHE, devscripts B
B2 BLHRHY who-uploads(1) BJ LAz 5! Debian JREXEERRIBE R L{EHE.

2.7.12 equivs EREES

MRIRUERIAMEAREE T — EF2TURICE Debian BREEE, RIFASEMAL—(EEIERIZA N Debian #XEEE ( * . deb ) i
FRRMAERE.

MRIRBIBRRIATEmE—EREXLASELEE “/usr/local”, {RATEEREMFEMA equivs (FARE SR RN B
KHVERRE BLMKER,

Package: equivs
Priority: extra
Section: admin
Description: Circumventing Debian package dependencies
This is a dummy package which can be used to create Debian
packages, which only contain dependency information.
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2.7.13 BiE—{EIEEEE stable R4

HItE D FHARRY stable R4, FERBREKEEENTRIENENEE —EHREAETHINEE, ETURRERMKE
BARE R AEEIEE TR,

£ stable ZR#EHY “/etc/apt/sources.list” HEEDHETINEE,

deb-src http://deb.debian.org/debian unstable main contrib non-free

NN REARZFTFEREE AL N SREREEEL,

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

# e H HH

MRFEMERBIE, BTG backport FIEREE B — LT HEEEXEEEL, 5140 dpkg # debhelper,
MITRIEGS.
$ dch -1i

FEIMEERA, FIGE “debian/changelog” HHiMN—{E “+bp1l”
B TEBRBERREEL B EPIZEIRER.

$ debuild
$cd ..
# debi foo*.changes

2.7.14 AR APT B9RIE(FIPRSE

ERBRRE(E Debian IERENFESREEENHERRIEE, EMREENS LAN LHNRSKES, 24 APT SE —EARMNK
2GRS REFES, APT o] LAEiBEC B R(EFHER web (http ) RXIBEARES, 40 squid (2R%E 6.10 T5), 4MET
2R apt.conf(5) F1 “/usr/share/doc/apt/examples/configure-index.gz”, IRIE&E “Shttp_proxy &
B= “/etc/apt/apt.conf’ EEPREMNKIEERES.

B8 H L Debian ERENERNIETLER, FEZEERACFIZAIEE BTS,

ERESD) TE N LE

approx V:0, I:1 4735 | BREY Debian {8 & EtE =R fCIE{EIRES ( E4Ra=HY OCaml 23\ )
apt-cacher Vi1, I:1 287 % Debian BREE B AR IATEIE RETTREVRIE (Perl F23X)
apt-cacher-ng V:4,1:5 1418 | HEFFEEHRENRIE (C++ MREZEFER)

Table 2.19: Debian #€REMNERNRIETE

AV
@ = Debian EREMEREL BN, SLEANKETRAFESEHREEOHESERIENN, LoTkEE—FK
BRENEEER, 575, BH web (http) NIBFERBEEERLBESZEHISENE,



https://zh.wikipedia.org/wiki/Local_area_network
http://packages.debian.org/sid/approx
http://qa.debian.org/popcon.php?package=approx
http://packages.qa.debian.org/a/approx.html
https://zh.wikipedia.org/wiki/Objective_Caml
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon.php?package=apt-cacher
http://packages.qa.debian.org/a/apt-cacher.html
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon.php?package=apt-cacher-ng
http://packages.qa.debian.org/a/apt-cacher-ng.html
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2715 NEIQHEESERE

THEHR—EZRI/NEAHREAERENAF, HE TIRNH secure APT R4 (2858 252 T7), @ERFIET L
R,

« BRIER: “foo”

o F#Z: “www.example.com”

- FFE#IEE: apt-utils, gnupg MIHEKESR

« URL: ”http://www.example.com/~foo/” ( - ”/home/foo/public_html/index.html”)

- MEEELLHE: “amde4d”

Create an APT archive key of Foo on your server system as the following.

$ ssh foo@www.example.com
$ gpg --gen-key

$ gpg -K
sec 1024D/3A3CB5A6 2008-08-14
uid Foo (ARCHIVE KEY) <foo@www.example.com>

ssb 20489/6856F4A7 2008-08-14
$ gpg --export -a 3A3CB5A6 >foo.public.key

Publish the archive key file ”foo.public.key” with the key ID ”3A3CB5A6” for Foo
Create an archive tree called ”Origin: Foo” as the following.

umask 022

mkdir -p ~/public_html/debian/pool/main

mkdir -p ~/public_html/debian/dists/unstable/main/binary-amd64
mkdir -p ~/public_html/debian/dists/unstable/main/source

cd ~/public_html/debian

cat > dists/unstable/main/binary-amd64/Release << EOF

Archive: unstable

Version: 4.0

Component: main

Origin: Foo

P BB BB PR

Label: Foo
Architecture: amd64
EOF

$ cat > dists/unstable/main/source/Release << EOF
Archive: unstable

Version: 4.0

Component: main

Origin: Foo

Label: Foo
Architecture: source
EOF

$ cat >aptftp.conf <<EOF
APT: :FTPArchive: :Release {
Origin "Foo”;
Label "Foo”;
Suite "unstable”;
Codename "sid”;
Architectures "amdé4”;
Components “main”;
Description "Public archive for Foo”;

}i
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EOF

$ cat >aptgenerate.conf <<EOF
Dir::ArchiveDir ”.”;

Dir::CacheDir ".”;

TreeDefault::Directory ”pool/”;
TreeDefault: :SrcDirectory ”"pool/”;

Default: :Packages: :Extensions ”.deb”;
Default: :Packages::Compress ”. gzip bzip2”;
Default::Sources::Compress "gzip bzip2”;
Default::Contents::Compress “gzip bzip2”;

BinDirectory "dists/unstable/main/binary-amd64” {
Packages "dists/unstable/main/binary-amd64/Packages”;
Contents ”dists/unstable/Contents-amd64”;

SrcPackages "dists/unstable/main/source/Sources”;

i

Tree "dists/unstable” {
Sections “main”;
Architectures ”“amd64 source”;

}

EOF

#@8 dupload, fRE]ABEIEEEHIREIREZRA L APT IERERE.

B~/ dupload. conf” RN TARE, EEFIH#HIT “dupload -t foo changes_file” HEFIBRIEER
t"*%ﬁ&z)\ “~foo/public_html/debian/pool/main/”,

$cfg{'foo’} = {
fgdn => "www.example.com”,
method => "scpb”,
incoming => "/home/foo/public_html/debian/pool/main”,
# The dinstall on ftp-master sends emails itself
dinstall runs => 1,

};

$cfg{’foo’}{postupload}{’'changes’} =
echo ’'cd public_html/debian ;
apt-ftparchive generate -c=aptftp.conf aptgenerate.conf;
apt-ftparchive release -c=aptftp.conf dists/unstable >dists/unstable/Release ;
rm -f dists/unstable/Release.gpg ;
gpg -u 3A3CB5A6 -bao dists/unstable/Release.gpg dists/unstable/Release’ |
ssh foo@www.example.com 2>/dev/null ;
echo ’'Package archive created!’”;

The postupload hook script initiated by dupload(1) creates updated archive files for each upload.
fRe] BAEIE FENGEFERNE A HEREIERREFin &R 4R apt FH,

$ sudo bash

# echo "deb http://www.example.com/~foo/debian/ unstable main” \
>> /etc/apt/sources.list

# apt-key add foo.public.key

BN
WMREREMNPAMERZ SR, (ReJLAER “deb file:///home/foo/debian/--",

2.7.16 CEHMERRALE
{RE] BAEIE T Har < I EEEELAN debonf B IZARRERIA MBI A,
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# dpkg --get-selections '*’ > selection.dpkg
# debconf-get-selections > selection.debconf

B, “*7 f# “selection.dpkg” tHEE “purge" HIEREEEL,
RELASEMEERBEZ S —EEK, TiBeTIaSTREM.

# dselect update

# debconf-set-selections < myselection.debconf

# dpkg --set-selections < myselection.dpkg

# apt-get -u dselect-upgrade # or dselect install

MRMFFEEEE —ERETHFZERE, THEMNEELTHEE, REZSERERBFINREEE, fld fai RE
BREERR,

2.7.17 EfaeRiR—EIMNRE) TEMHIEREEE

alien(1) ®] BA#% Red Hat Y rpm, Stampede A9 s1p. Slackware B9 tgz F0 Solaris Y pkg — I HER5E B2 R8N EIR
%5 Debian Y deb #X82€l, WIRIFEEAKE R —ERITIRIVERIEE, (ROTLAERA alien BT LRE, alien B3
18 LSB #X8g6l,

==

@ HEZZA alien(l) RER VLB RSAEIEE, 190 sysvinit, libc6, libpam-modules &%, BR L,
alien(1) &z R AR non-free F{ER M TEAIBIIERMEIEE, L HEPMBKES LSB IEFEEL, ¥
MRERERE, FEZEREMNEIRIEEREE—EEIER Debian #EXEEE,

T

2.7.18 A fEF dpkg fEBREFEE

FE{EMIRY Unix-like IRIBAER ] LARMERA dpkg(1), M{ERIZZEER ar(1) F0 tar(1) RAREE “dpkg*.deb” EREEEL,

# ar x /path/to/dpkg_<version>_<arch>.deb

# 1s

total 24

-rw-r--r-- 1 bozo bozo 1320 2007-05-07 00:11 control.tar.gz
-rw-r--r-- 1 bozo bozo 12837 2007-05-07 00:11 data.tar.gz
-rw-r--r-- 1 bozo bozo 4 2007-05-07 00:11 debian-binary
# mkdir control

# mkdir data

# tar xvzf control.tar.gz -C control

# tar xvzf data.tar.gz -C data

HEM “*.deb” #EEER]LAEF dpkg-deb(1) AEERZRIES LEAY “dpkg*.deb” EREEE; K LEAFERITEN
ar(1) FIEFFHVEE xz(1) FEESZIBRY GNU tar(1),

{RBRTLAER mec S RBABEEEENE,
2.7.19 EZFARKESEENXG

fRE] AR FEM XA HERRRERRE B EIEME S &,
- REEEENEEXH:

— aptitude(8). dpkg(1). tasksel(8). apt-get(8). apt-config(8). apt-key(8). sources.list(5). apt.conf(5) [ apt_preferences(5);



https://zh.wikipedia.org/wiki/Unix-like
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- B apt-doc #XEEREIMY “/usr/share/doc/apt-doc/guide.html/index.html” #1 “/usr/share/doc/
apt-doc/offline.html/index.html”;

- RE aptitude-doc-en EXBEEIAY “/usr/share/doc/aptitude/html/en/index.html”,
+ Debian t2RERE 73 F 4134 :

— ”Debian Policy Manual Chapter 2 - The Debian Archive”,
— ”Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive”,
— ”The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

* % Debian EFI &S —{E Debian EREEBIRVEIE :

— ”Debian New Maintainers’ Guide”,



http://www.debian.org/doc/debian-policy/ch-archive
http://www.debian.org/doc/manuals/developers-reference/resources.html#archive
http://www.debian.org/doc/FAQ/ch-ftparchives
http://www.debian.org/doc/manuals/maint-guide/
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Chapter 3

AR

ERAMEIES, HHEEHERRR Debian REMBEFEEHNR2AEN., EEEERNAHNEZTRNRGE LT BISUE
B, EELEMEHRRMAKNSHARREBRVNAZEN.

SEENRBCNEMANBELIRENMNGE, BCOFEERE IR Debian RFRIFBER N HECEMWIRIEMEIFS
FBEMSE, M Debian RRENEREHT, RAMWINAITECEEMEN. EHRARMEIAERZA, F2ES
([BERfF BLRYER T X1,

@%%
PN

E2ER 2013 F2&HHY Debian 7.0 (Wheezy) 4B, FTUAEANBIEEE51B0,

3.1 EENAEIEHEhHA

AIEMARK LESHEEEAFPRHETENRERSE (0S) MERLL, FELELEMERIZENAIE,
BEEER, EERmEERETARMR LRSI PC FEL,
HAFEENBRERE — BRI XE, S RNEERRIEGERAET R

%3111
«$E 3121
« %3131
« 553147

ELFEERRIABERNERIECE, thal, fR4m:E T BRI, AIRTEEEHRIEIK(R Debian RFHISER, ELL, 7£:8
Rz, FAREBCRAWFRBRILE,

Fi g

it B
m-

EE
5% SUN 5% Macintosh R4S 3EE 4 PC FEER:R, ROM L£H# BIOS KRR FMIDERAEARANER (&£ 9.5.2
), HRIEEER, #FDESEETLEMEEIINIE,



https://zh.wikipedia.org/wiki/Booting
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3.1.1 ZF—PEER: BIOS

BIOS X ENBIZHE —FLER, T LEEM1%68, CPU 2R st BIRTE S S4B MVIGLE— BN E M L,
ETEA7E REETEEESE (ROM ) FRHY BIOS ft 2 {EEIS T NTEH BT IA 1T,

BIOS $/TREMFHE AYIIA1L (POST: L EBIS ) WS R MITEIEZAIRIEEN T — S8, BIOS BEFMEE—RFIRM,

BIOS BEIFRBHEIER THEA BIOS ICEREMEIZE, RITHIREE F1. F2. F10, Esc. Ins # Del $. {BRI{R
HEHRER —EEZ=NER R mEERE, RrJ AR TRELEREE (il ESC) BUBRERE., Sk ERBNRES,

A EF BIOS ZFEIRISRIE LRI BATE BIOS ECERETEE, BF, T B ENRE (B8, 84, CD-ROM
""" ) B, REBIMRENRHARNEERESENEHRINEF, TRTERIVIGECNRE. YREAIBEIUENUT
1}%':\_*@0

« S|ENHHS
« Rl FreeDOS SHRAVIBIEELURIF RRHI NS
« BESHINEREANLL/ N Z=RE AR B IRIRF R BRI Z RS

BE, RFEERGNEESEPSIE, F4% PC EENEMEMERERE ST ES|BC#H (MBR) . £ MBR B
REER THBTRERSRSIEEE, BIOS FRITHEERSIEMEBGR T MBR HEERRS.

3.1.2 ZE_PEER: S|ENEBIER

S| BINEIEF 2 ENBIZRISE _MEER, B BIOS ZE), 5IEMEZFiSRBAZBRRF initrd BRGINELE PI 77 I A% 1251
LA EM, initrd BRIGRIRA R GG, EZHERKEIRAERNSIEMERERF.

Debian R 4@ E £ Linux RIZFREMKBIRANZ, E70 2.6/3.x lRA Linux RZAY inird BREGE R MHT L2
initramfs ( IRt RAM XfFZR 4R ) BRG, initramfs BRIGRIRSIIF R AT B SXIFEY cpio BRERAB gzip BARSE!.

EFAFHY multi-segment initramfs Z1&, EIRABEARIERE, BELRER #790100,

Debian R 42 5244 PC £ =0 GRUB 5| ENNEFHIZFIVE —FEERNIELEETE MBR AR, s ARSI ENNEEFFEEEIE
yn—FO

m
@ B grub-rescue-pc BFEERMBMREMEH RT3 BIETEAR (CD WME) £F2, BOEH
3IEMEIER. BB HigARIIER T3 BIMEIER, o3| BIEmmsthass| BRI AL,

B4 GRUB B BRI B SXHAIRL /boot/grub/menu. 1st, Fltl, XEPENMTHEBIRE,

title Debian GNU/Linux

root (hdo, 2)

kernel /vmlinuz root=/dev/hda3 ro
initrd /initrd.img

GRUB 28 2 MRS E R & X1 hR /boot/grub/grub.cfg, WEXHH /usr/sbin/update-grub iB#”/etc/
grub.d/*” REIENR K" /etc/default/grub” R EBENER, Fl, XEPBEWNTHEEKRE.,

menuentry ”“Debian GNU/Linux” {
set root=(hdo, 3)
linux /vmlinuz root=/dev/hda3
initrd /initrd.img



https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/Read-only_memory
https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/Power-on_self-test
http://www.freedos.org/
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://bugs.debian.org/790100
https://zh.wikipedia.org/wiki/Master_boot_record
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Bia STITE K0 | initrd %‘gmﬁﬁ 38R

BEEEE AR
] P % B4
grub-legacy V:0, I:2 710 ¥ f8#% GRUB 40 vfat, ext3++- ),

GRUB %2 | A]EREHENEESBNXERR (A

grub-pe Vi, 1872 | 561 | 32 R o vfat, extd-- ), (BRBEE )
grub-rescue-pc V:0, I:1 5239 | &F¥ %RUB ®2 ét Ei %;,;%W
lilo V20, I:4 694 25 Lilo g%ﬁ%ﬁ@éﬂg%ﬁ

syslinux V6, 1:64 | 300 | ¥ Tsolinux gﬁﬁggﬁgé}m XA, 518 CD
syslinux V:6, 1:64 300 <¥F Syslinux g{ggg %;%Eﬁé{#% # (FAT)
loadlin V0, I:1 84 | %f3 Loadlin gﬁ%% FreeDOS B MSDOS H%%

Table 3.1: 5| BIIFIEFIIR

GRUB 2& & BR

oot FRTMBNE 3 ENE, FE% GRUB FRIESEGRE
E”(hdo, 2)”, £ GRUB 5 2 R P51t 2 88 B E” (hdo, 3)”

kernel EAAIFR”/vmlinuz” BIR#%, EEFAE root=/dev/hda3 ro”
EB28EIRAE X

initrd M initrd/initramfs BRER, EfIpL"/initrd.img”

Table 3.2: GRUB 28 &%



http://packages.debian.org/sid/grub-legacy
http://qa.debian.org/popcon.php?package=grub-legacy
http://packages.qa.debian.org/g/grub-legacy.html
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon.php?package=grub-pc
http://packages.qa.debian.org/g/grub-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon.php?package=grub-rescue-pc
http://packages.qa.debian.org/g/grub-rescue-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/lilo
http://qa.debian.org/popcon.php?package=lilo
http://packages.qa.debian.org/l/lilo.html
https://zh.wikipedia.org/wiki/LILO_(boot_loader)
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon.php?package=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon.php?package=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon.php?package=loadlin
http://packages.qa.debian.org/l/loadlin.html
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon.php?package=mbr
http://packages.qa.debian.org/m/mbr.html
http://www.chiark.greenend.org.uk/~neilt/
http://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Initrd
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BLRFIP, GRUB 2HMIEEWNT.

=z
EE

B4 GRUB £ ERE Linux RZ&LSZEEARTREFERNSESRE 1. GRUB 58 2 IRIEE TiEERE.

N
TEAZ:S — EIR RS, PIREREFER UUID (BR% 953 1) MAREM /dev/hdald” EENXER, I
W1"root=UUID=81b289d5-4341-4003-9602-e254al17ac232 ro’,

"R

NRFEAT GRUB, AIZRIEENZS BRI LA /boot/grub/grub. cfg RERE, 7 Debian KRR, (RN EZE 1E 4R
& /boot/grub/grub.cfg, {RE]LAIEB4REE /etc/default/grub X4 GRUB_CMDLINE_LINUX_DEFAULT
BB ETT update-grub(8) 2RE#i /boot/grub/grub.cfg,

R’
BIRERENS B, ReIUE—(E5IBREREFPEHS B3| BREHEF.

28 “info grub” & grub-install(8),

3.1.3 S =PEER: 3#{F Debian R4

SR Debian RRZHENRIZMIBE=PEER, ASIEMHIZFEE. CEENFHETRBENKINRXAZR%. E2EH
AIEH—{E PEE R ER,

e =1
“PR{R Debian Z&" REEHBAINAEE, AREAEDEHAZIRIZNE =EFZER, SERKBEEHBE nitrd
gk initramfs 2%, AFEHIEIBIRATE Debian ZEEFHEA,

/init RIRXRAFFMEXEGZRA LHITHE—ERREF. ER—(E shell IAER, ARAFTEARPEMAIELITE
BT HIRERR 4R N —PEER, WK{R Debian RAABELTE 5| ERIEZRIRINAZIRRL AN BB E R G R G, £51E
RIEEINEE,

BIBARIZARI “break=init” SEENISE, {Re]APENSEERD EENRFZLAIEEY root shell, BEZSHEIRGFEZR” /
init “BIA, iEf@ shell IRIBE B E, (Rel@iBTRIFINIGEHEMMEG,

AR Debian KPR FANGS2EEEN, BEFEH—{EFEE busybox(1) B9 GNU T Eig#,

VAV
EBEE—ERBORXEGZRSE LR, /A mount MSFERIM -n EIE,

3.1.4 ZUUPEER: #1H Debian R4

H 18 Debian AR ZENATZRVBIUPEER, HIE(R Debian ZR4AZHEN, #E{R Debian RFRIARIELLIRIZ FHEEETT, R
XHER B EHARFRERMERX G RE L,

init EFRAMRNITE BT (PID=1), EXHHESEEF TN ESBRTL, init ZFNEKBIEER" /sbin/
init “ (B @@RIZEE28ENR, FW” init=/path/to/init_program”,

PARRRY init F2FF—EEZLH:



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/Chain_loading
https://zh.wikipedia.org/wiki/Initrd
http://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Init
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« squeeze ZFiIHY Debian, {EFARGEER SysV EHEHY init,
« wheezy hRZRY Debian ¥ SysV EA&HY init 8 T SGE: £ LSB EEAZES AT, RAFLITHITEEMIA,
* jessie HRZHY Debian AFFAR init tNIRAK systemd, CAERAFEHEREIFINLITHIIAIL,

R
"/etc/init.d/rc”, “/etc/init.d/rcS”. “/usr/sbin/update-rc.d” & “/usr/sbin/invoke-rc.d”
AR EENHIE R EREH,

BR
R AR P ERERL init SRR “ps --pid 1 -7 &SR,

ERESD) TE N LE

initscripts V:847,1:.956 | 208 BRI AR R SRR 2

sysvinit-core V:18,1:24 225 ¥8 System V B9 init(8) TE

Sysv-rc V:847,1.956 | 123 ¥8 System V BRETTARBIE X HEH]

sysvinit-utils | V:875,1:999 | 110 ¥8 System V FYBF T B (startpar(8), bootlogd(8), = )
Isb-base V:881,1:999 | 49 Linux 122550 3.2 kY init BIATIEE

insserv V:792,1:936 | 140 AIF LSB init.d A RBEERABZEH TR TE
systemd V:648,1:730 | 9334 | BEiNEHFHZFIEER init(8) STeeErz (o] &1X sysvinit)
uswsusp V4, 1:13 699 M Linux IRERERAZEREEREE suspend T HE
kexec-tools V:1,1:8 267 FHR kexec(8) ERX ( ZARREN ) B kexec TH
bootchart2 V0, I:1 94 R ENRIEBE D T Es

pybootchartgui | V0, L:1 177 RENRIEBE R Tes (FRE)

mingetty V:0, I:3 35 EBSEHIER getty(8)

mgetty V-0, I:1 302 o] B KRR getty(8) B

Table 3.3: Debian R{AFENT BE3IFK

N
BERARMENRIZMNENRIHEN, 52 R Debian 4EE: RUENMIZNERIER,

3.2 SysV E&HY init

( : ) /J\/L,\
ERITEERAY Debian RAEANER SysV EIEEY init, FERIEHTEIREAEENRRIBHER systemd #Y init,
2 H Debian EIEEFH

AEHEAEEMENL SysV EAEH) init RIS B R4, {REY Debian RAEKIELF 77TV AN LRI RFIAE 5T
£HE, ERFELEERANSEENEEER, BREML nit REIEREHERIINEE,

SysV EUBRIRSENRIZAE LRRE T AT Z(ERSER.

1. Debian ZRAEEANMITAREI N () LRI “/etc/inittab” MRV RAR,
2. Debian RABENFITARR S LAEREERAERN TR RRIERNBILEFTSE,



https://zh.wikipedia.org/wiki/UNIX_System_V
https://zh.wikipedia.org/wiki/Systemd
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon.php?package=initscripts
http://packages.qa.debian.org/i/initscripts.html
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon.php?package=sysvinit-core
http://packages.qa.debian.org/s/sysvinit-core.html
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon.php?package=sysv-rc
http://packages.qa.debian.org/s/sysv-rc.html
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon.php?package=sysvinit-utils
http://packages.qa.debian.org/s/sysvinit-utils.html
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon.php?package=lsb-base
http://packages.qa.debian.org/l/lsb-base.html
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon.php?package=insserv
http://packages.qa.debian.org/i/insserv.html
http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon.php?package=systemd
http://packages.qa.debian.org/s/systemd.html
http://packages.debian.org/sid/uswsusp
http://qa.debian.org/popcon.php?package=uswsusp
http://packages.qa.debian.org/u/uswsusp.html
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon.php?package=kexec-tools
http://packages.qa.debian.org/k/kexec-tools.html
http://packages.debian.org/sid/bootchart2
http://qa.debian.org/popcon.php?package=bootchart2
http://packages.qa.debian.org/b/bootchart2.html
http://packages.debian.org/sid/pybootchartgui
http://qa.debian.org/popcon.php?package=pybootchartgui
http://packages.qa.debian.org/p/pybootchartgui.html
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon.php?package=mingetty
http://packages.qa.debian.org/m/mingetty.html
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon.php?package=mgetty
http://packages.qa.debian.org/m/mgetty.html
https://wiki.debian.org/BootProcessSpeedup
https://www.debian.org/doc/manuals/debian-handbook/
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3. Debian RAEEAREIREM S ERAERITARR (2 2] 5) LRAETSE R HRARTE.

SEASRANVEHITRE, TEBZOBMENIS|IE “init=" }§E, WE “/etc/inittab” RV initdefault” 1745
E. BEREHY Debian RELAIITARR 2 BIEN,

init RABEMITHIRBIESBIERIE “/etc/init.d/” BERH,
25 init(8). inittab(5) &z “/usr/share/doc/sysv-rc/README.runlevels.gz” UAJEENRELAVRRRS,
3.21 HITHRRIEE

B ERTRAEBERA—ERFTFRELRE, HSENIENT.

H1TAR A B &%k HITARRIER R AR

N i1 ZR5|E (&) 4&A] (8B “/etc/rceN.d/” BER)
0 /etc/rco.d/ SR SELE

S /etc/rcS.d/ RENRFHNEFRAERER (Fl&: “s”)

1 /etc/rcl.d/ KZ=EH NTEEREVEFERA N
2 /etc/rc2.d/ ZEAERER

3 /etc/rc3.d/ EE

4 /etc/rc4.d/ Eill=

5 /etc/rc5.d/ Eill=

6 /etc/rc6.d/ ERER

7 /etc/rc7.d/ BRNEZERERNEEEAER

8 /etc/rc8.d/ EE

9 /etc/rc9.d/ Eill=

Table 3.4: M{T4RAI R EERTEHIRIIR

flgn, {Re]fERFHIERFERN T HIEMITRIENS 4.
$ sudo telinit 4

YN

@ Debian KGR EH 2 B 5 2R ITAFTEETAIFHMNSERER, Debian RAKNEIEE o[ BN
{#, (thFt2:8, Debian BEAR4IME Linux, HARE Sun A FHY Solaris, thARELM HP-UX, thAZ IBM
B9 AIX, AR )

VIR
@ Debian RAELEBIZFRANEMAITRRINE 7 2 9 FAEERIB IR, E4HY Unix T AERBLEHITAH

Al

3.22 WTHRAIEE
& init(8) 3K telinit(8) HFITARBIRES “<n>" B, RAMTHALIESBNEZBERMT.

1. “/etc/re<n>.d/” BEFTU—E “K” $TEMNIESIEBZRFRIER B5ERE “stop” SIBEIT. (FRIERTE)
2. “Jetc/re<n>.d/” BEFTUA—{E “S” $TEEMNIESEBASIRFRIER B4EME “start” 5187, (BENRTE)



https://zh.wikipedia.org/wiki/Runlevel
https://zh.wikipedia.org/wiki/Runlevel
https://zh.wikipedia.org/wiki/Red_Hat_Linux
https://zh.wikipedia.org/wiki/Solaris_(operating_system)
https://zh.wikipedia.org/wiki/HP-UX
https://zh.wikipedia.org/wiki/IBM_AIX
https://zh.wikipedia.org/wiki/IBM_AIX
https://zh.wikipedia.org/wiki/Runlevel
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Runlevel
https://zh.wikipedia.org/wiki/Runlevel
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Blan, EEERITREBHZETE “S10sysklogd” 1 “s20exima” MEMFIRELESR, HBl¥EE “. . /init.d/
sysklogd” #I “../init.d/exim4”, #BEE “S10sysklogd” HETE “S20eximd” ZFI#IT,

EEEENIEFYAL R BBV System V BUSRIRIEIZR 4R, 7E Debian R4 lenny RARIRIARAFER,
R, &EhRZAR) Debian RARELMAEIRFMITSEWIRLIE S,
« insserv(8) AR < ¥ A LSB B E M T E LB IE S IBRIKRRREZ.
- 28 “/usr/share/doc/insserv/README.Debian”,
« £ init IS IBTRETE FHAY LSB BKIRERE TR EIRIIT AN,
- 2R Linux 2253586 3.1 bk, £. RAEVRL,
“FRER(ERENLITRIED" AUTEH

OF

==
NEFEE” /etc/reS.d/” BERTHMSREAMEMENR, PRIFMFILAEBEEEBETT.

I

3.2.3 #ITHRRBIEERA
Blan, FWEFIREIIIN T EEMU Red Hat Linux FIFITARBI R 4R,

o init ¥BE%LA runlevel=3 EREN R 4%,

« init NETE runlevel=(0,1,2,6) F5ELEN gdm3(1),

 init E7E runlevel=(3,4,5) BFRIEN gdm3(1),

AILABIB{E LY /etc/inittab” {ERRXEMBERL B ] NMERERERFHHITHRAIEE T RGN sysv-

rc-conf & bum RECLIMITARA], MRMABAGLIHGNNGE, WTFRFEZEREMBTR (FEREE gdn
g;2RR, ERRREETARFERE ),

# cd /etc/rc2.d; mv S21gdm3 K21gdm3
# cd /etc; perl -i -p -e ’s/Aid:.:/id:3:/’ inittab

AIEEMENEREEIEIEFAS: xdm,gdm3,sddm #1 wdm, ”/etc/X11/default-display-manager” &R E#H

A
RE,

=z
EE

fRLE] AR IEHIEN A startx(1) s REN X,

3.24 HE init IESBTERAV5|EY

"/etc/init . d” FREIEE init IS TEMTEIREIBE et e/ default” FEVMEESR Y, IHERE Q0 AmIER
NS, B H %R Debian RAEFTEN, ERFXRBAEE Red Hat Linux F1E M 231TRRFHI”/etc/sysconfig” B %,
flan, “/etc/default/cron” BJBA¥EHI”/etc/init.d/cron” BIEITA R,

The ”/etc/default/rcS” file can be used to customize boot-time defaults for motd(5), sulogin(8), etc.

MR BB ESLEEHANEERRFTBERNNR, BEFEZEN nit FELME, TR LERAEIESTURER

BER,



https://zh.wikipedia.org/wiki/UNIX_System_V
http://refspecs.linuxbase.org/LSB_3.1.0/LSB-Core-generic/LSB-Core-generic/tocsysinit.html
http://lists.debian.org/debian-devel-announce/2010/05/msg00009.html
https://zh.wikipedia.org/wiki/Red_Hat_Linux
https://zh.wikipedia.org/wiki/Red_Hat_Linux
http://www.debian.org/doc/debian-policy/ch-opersys#s9.3.2
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3.25 FHZ

BRILBETRHAEHE, ?’"E&EJJE’JH—:ﬂae, EEE]"/etc/init. d/hostname . sh” HATHMRA S fY init FHLBRE T
A EME ((FH hostname &%), MFWBZETFE"/etc/hostname”, EEEREZRESRA TS, AR
Ex HCEZN

NS BT hostname(1) 55 2 B] BAFTEN H ERTRIEH R,

3.26 EEXR#%

EABRERAREMENRHESZOBE T, EMERARE S MITHFHEBIU T /R init 35 SA5HENE,
« ”/etc/init.d/mountkernfs.sh” BiR”/proc”, ”/sys” EBF FHRIMERR L,

« ”/etc/init.d/mountdevsubfs.sh” At /dev’ THERIERZR4

« ”/etc/init.d/mountall. sh” for normal filesystems using ”/etc/fstab”

« ”/etc/init.d/mountnfs. sh” for network filesystems using”/etc/fstab”

YIRIZIDER R4 (procfs, sysfs, 1 tmpfs FiFY /proc, /sys, /tmp, /run &%) P EHEIEE”/etc/default/
rcS” HiiE., 2% rcS(5).

BB IR E R R RN ENEIRIER] ATE” /etc/Fstab” FERE, 2E5 957 15,

3
B LIS R R RO BB BN B,

O}

5 H=
RENENRIRHE, TERE THREIEERGKLAE, "/tmp”, /var/lock”, #1"/var/run” FHERRSIE R S

o

Hi & D

3.2.7 EERAEVIIAL

BIRNTETE S ITARREIBELER]”/etc/init .d/ifupdown-clean” #1”/etc/init .d/ifupdown” B4 init <
BRYEK, 285 5 ERESEEEMNE.

3.2.8 #FERARFEYIRIL

FEERRTE (2EE 6 ) EMENSEABERMEHRER init 5B EIRIEARETEZFRE, i “/etc/
rc2.d/s20exima” (BITHREIAE 2) BE—{EEE"/etc/init . d/eximd” BIFFSRIELE,

— /AR RS BES9{E A super-server inetd (BB THEEY) BE), ERENRIEHE, inetd BiBELE]"/etc/init.
d/inetd” #9”/etc/rc2.d/S20inetd” BIE) (BITERS 2), IBA L, inetd AFF—BEIEEHITHSTERF AT
HERF, RETRAENEE,

Whenever a request for service arrives at super-server inetd, its protocol and service are identified by looking them up in the
databases in ”/etc/protocols” and ”/etc/services”. inetd then looks up a normal Internet service in the ”/etc/
inetd.conf” database, or a Open Network Computing Remote Procedure Call (ONC RPC)/Sun RPC based service in”/etc/
rpc.conf”.

Sometimes, inetd does not start the intended server directly but starts the TCP wrapper program, tcpd(8), with the intended
server name as its argument in ”/etc/inetd.conf”. In this case, tcpd runs the appropriate server program after logging the
request and doing some additional checks using ”/etc/hosts.deny” and ”/etc/hosts.allow”.

[TRBRE, BRETENFERBERFEER, 288 464 75,

£ 3 inetd(8), inetd.conf(5), protocols(5), services(5), tcpd(8), hosts_access(5), host_options(5), rpcinfo(8), portmap(8), 17/
usr/share/doc/portmap/portmapper.txt.gz”,



https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/TCP_Wrapper
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3.29 ZR#4ZAE

»/etc/default/rsyslog” fI”/etc/rsyslog.conf” BESAE ERR AN ENBHERNERE R, 28 rsys-
logd(8) #0 rsyslog.conf(5), HRJLAZESE 9.2.2 1,

3.210 iR

»/etc/default/klogd” BEANE E B UM B ARERM SRR, AERP:R
etc/init.d/klogd restart”, 28 klogd(8).

Rt RT LA B #2300 N AT REY B eR ERaR A2 AR,

“KLOGD='-c 3'” SREHIT"/

i}

# dmesg -n3
e IR T VGIEL 5B
0 KERN_EMERG R R] A
1 KERN_ALERT TR 7B ST BIFREY
2 KERN_CRIT CRIRE
3 KERN_ERR R IRF
4 KERN_WARNING EEEAF
5 KERN_NOTICE LT REEENRHEF
6 KERN_INFO EER
7 KERN_DEBUG debug ZRRIFIER

Table 3.5: D EEERAR B R

3.3 udev R4

Linux #Zi0 2.6 FIEFHAVFZL, udev R4 R T BEMERESZIRAVIAHEE], (2R udev(7)). EZOERBERENE
ML, udev RERERN sysfs IERAZMK (2RE 1.2.12 1) WEMME —EERERERF, £ modprobe(8) 2x{ (2R
% 331 1) FAZIBEMEKRMZOEE, BIBENEEEER,

RBR
MR RRFELIER, "/1ib/modules/<kernel-version>/modules.dep” ;86 # depmod(8) IEE 4R, 1E4H
AIRERE#H udev RARIREAEM A XEA. #iT'depmod -a” RIEEE,

KEMEMNEF, PILAEBIB”/etc/udev/rules.d/” 1889 udev HERREE. ERITEFRRIRBMBQEIISNEEMIE
F T AR R E SN, SRR R E R BB TG R AR ERUNEMCREA, {RtBFT L% USB
BZEMETCKRE, £ EEEE R, 2 B Writing udevrules” 3(”/usr/share/doc/udev/writing_udev_rules/
index.html”.

M5 udev AR —EEEEMUNEY), BREHEXHET rEFMER, EEERERTRINVEM,

®R
"/etc/fstab” EEMESHRA, REMBE AV FEZHREN, MEELMER VUID REFEE, RAE/dev/sda” Z
BFMRKER 2R% 953 1.



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
http://www.reactivated.net/writing_udev_rules.html
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
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3.3.1 fLEEYIIRE

1838 modprobe(8) IV KTIEFIMIBRIZIORAR, (EFFIRESIMERERFREEIEENITH Linux &b, udev R4 (2R
5 3.3 ) BEMCERMERERIZOEB KL,

T EAVIEEEARENF IRV RESRENEAE , FEWFALHA, BEMTE/etc/modules” IERETIH (2 R modules(5)).

« TUN/TAP #2401 {1t E#EHY Point-to-Point AAFREEE (TUN) FNE#ERY Ethernet Z X 4BHERRIEE (TAP),
« netfilter #EABIR 3t netfilter B AHEEES] (iptables(8), 58 5.9 ),
« watchdog timer ERENIE4E,

modprobe(8) F2T\HIAC & 18 3 2% modprobe.conf(5) BIERBARLTE”/etc/modprobes.d/” Bi#k~, (WNRFEE T BEE
FARLZOESE, EEBIEEMMEAERERIE"/etc/modprobes.d/blacklist” {ER#E.)

»/1ib/modules/<version>/modules.dep” #£3H depmod(8) 2R 4ERL, EHiA T modprobe(8) T2 5 A AY1ELE
REEHE.

/EEE'
WRRERNENRFHIRREE ARIE, 3E modprobe(8) B HIRIZAHE A\ IRE, "depmod -a” v] LAIEIBE & 'modu
les.dep” REFRELERE,

modinfo(8) F2TVEE/R Linux #ZIME4HE R
Ismod(8) 2= AIF BRI EZR”/proc/modules” AR, BERERIZOEN T WLEAR4H,

"R
{REESIBHE R (R LRVIERE, 2R3 943 .

B
{Re] ATERRENRSEC B B8 SRR FHEAEERVTEREYSE, 285 9.4.4 T,

Br
(Rl AE FrdmaE iz O RIEINRIIS AR BB, 285 99 1.



https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer

Debian 2= F

85 /260

Chapter 4

7] "'7Y
RC\A2
ERAFP (HER ) EEFHEAKES, SEETRE, BRBNRZEE.
2L

PAM WECE R AT e SEMRIRR, (RUBEB—

{EZEFIFRIHER CD, NERRIL—EEHY boot 57 EE,
RTMERSE, TMFZEACPIREIRRILA EHR,

OF?

RER 2013 F 2 Debian 7.0 (Wheezy) R, FTAERNBIEEE1S1@0F,

4.1 —H%AY Unix 52

7] =7%

15

—R&AY Unix 835 H PAM ( Pluggable Authentication Modules, BIe[#G ARIERFEELH ) THY pam_unix(8) AR, E©
B3 EEZHERWT, ERMEEER “:7 HR.

7No

(EES Frel g ERE | B

/etc/passwd -rW-r--r-- root root (BAXZHY ) FEHERREN
/etc/shadow rW-r----- root shadow | Z2NENFEHAERRFE:R
/etc/group -rw-r--r-- root root HEG

“/etc/passwd” BIETIIAR,

userl:x:1000:1000:User1 Name, ,,
user2:x:1001:1001:User2 Name, ,,

40 passwd(5) HFTAR, E{EE

- BAR
« BRER VAR

Table 4.1: pam_unix(8) A 3 BEEREER

:/home/useril:/bin/bash
:/home/user2:/bin/bash

EHHE “7 HRMOBIESENT,



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- BFRANERE ID

- BFRME D

- ERERENEIERL

- ERERE R
ENEREGSHESR

“/etc/passwd” B35 I8 AR GEFINZENZEE, E5IAT “/etc/shadow” &,
:_Eto

2B A RSB RS

RES iRER

(%) BETEIERSE

X INZEMZBREFE “/etc/shadow”
* HEEENIRSE

! HEEENRSE

Table 4.2: “/etc/passwd” FE_IBMAR

“/etc/shadow” BETIAE.

userl:$1$XopOFYHISIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbS$ELYErNf/aguDsm1iDehJIMS/:13261:0:99999:7: ::

g shadow(5) RFTIAR, EEERTHR “:" HREHBIESENT,

«c BAR

- IITERERES (FATERY “$18” RR(GEA MDs INE, “+" RREEER. )
- RIB—RIERNEZBHRE, BRI 1970 F 1 A 1 BEMNXE

- RFHEREBXEZBHXEER

- (EREWREZNEBHXEER

- BIBRMAIHNRE, EIHEERESRES

- BIBAMENREY, mRIBZEBRETRIER

- BRSRARRNEVASR], HRRUE 1970 F 1 B 1 BEMNXE

“/etc/group” BBETINEA.

groupl:x:20:userl, user2

g0 group(5) AR, EEERTFHE " IRHBESEAT.

- BB

- NTERNZN (FERELERER)
- BFRME D

- A 4 NRMERESRIIR
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=z
R

“/etc/gshadow” & “/etc/group” R TE “/etc/shadow” HHINITHEE, (B2 BHMEIEHFER,

=
EE

W R"auth optional pam_group.so” E1THIEZE| T /etc/pam.d/common-auth”, i H7E"/etc/secur

—

ity/group.conf” EE&ITTiRE,

—(EERENERAEM T AR EIEFE. 28 pam_group(8).

==
B

base-passwd EERE ST — I ERBEMEME A XHE: “/usr/share/doc/base-passwd/users-and-

groups.html”,

4.2 ERERBMZBES

B Ihe&E

getent passwd <user_name> B8 “<user_name>" FUBRSEEN
getent shadow <user_name> PEFERE <user_name>” [BREMIERF &
getent group <group_name> & “"<group_name>" FIZHE

passwd BIERRENS

passwd -e AERFARERIRERE — X ER 2

chage BEEBENEEN

Table 4.3: EIRERIFEE NI S

Heppy—LEINEE RBE root fEA, ERBFNENMIMEZEL R crypt(3).

==
EE

TEFRE T PAM 1 NSS WY& 4 £ (5140 Debian alioth #88 ), A&HifY “/etc/passwd”, “/etc/group” 1 “/
etc/shadow” BIEEREWAGZMAMER, LAMNGSEERNSERE FMRERENN.

4.3 1F=05

TR P EIFEN —EARSREER passwd(1) ae <85, REEZE—EIFZM5, ©EZE 6 2 8 EF M, EFE
BT IURIE passwd(1) :RENSEEEHH—EHZSEFTT,

- INBEFH
cBFo03o

- 1RELFTIR

@ i i
=R
= %

i

=

5 I8

/

PAEREACILABEIRGE, BRIRB. BOESRIE. JEER. i, £H. XEREREVNREF. F
#. BEMFITES (FIa0 “123457 3% “qwerty” ) EERZIERERTIEE,



http://alioth.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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4.4 FRIINNZBRIZRRS

TEE LA £INERINZZN (BT T A,

LGS MITE K wne IhgE
whois V:60, 1:871 338 mkpasswd B8 aypt(3) EFTBEE RN
openssl V:785, 1:988 1255 ggggjzl S EBEEE (OpenSSL). passwd(1ssl)

Table 4.4: £ ZBENTE

4.5 PAM F1 NSS

IR{XAY%E Unix 248 (5140 Debian 224t ) & it PAM ( Pluggable Authentication Modules, i ATVE&EMR4E ) O NSS
( Name Service Switch, ZFERFELIIR ) WHILAIMRAEIES, FEthPIEHNREECHNERR. EFIINEEIUBES
BAR 434,
« PAM 4AERMBBRE T — BT BIREMS], ELERETESENIIR,
« NSS IRt 7T —EE/ENRBBARFEES, ©REH| CZEEFER, £001U01s(1) Fid(1) EXRNENESERENES
4,
PAM #[I NSS RAWARFFICE —
PAM #1 NSS KA EEZMEIEBU T,

ERESD) TATE XAV | FREA
Iibpam-modules | V:843,1:999 | 870 BmARNRERE (ERRE)
Iibpam-1dap V2, 1:17 242 7tEF LDAP N HEMEA RS IR
Libpam-cracklib | v\ 117 | 113 | BAS cracklib TEEMIBA R B EEA
Iibpam-doc I:2 1019 | WARNERERZAE (hunl F-IXFXXH)
1ibcé V:933,1:999 | 10679 | GNUC E: EfREM "BRERBENIR RENEZRE
glibc-doc .14 3129 | GNUCE: EBE®
glibc-doc- I:5 11934 | GNUC [&E: 2%E5F#, B info. pdf  html #8z{ ( non-free )
reference
Iibnss-mdns I:561 107 FERR AT 2HTE DNS 28HY NSS 1228
Iibnss-1dap .15 255 NSS 1%2H, FIR{ER LDAP & —ERBIRTEH
. _ NSS #%#H, FIRfER LDAP A —EIEMARFERY (1ibnss-
libnss-1ldapd 1:20 143 1dap B9 fork )

Table 4.5: PAM #1 NSS R4 EEEFER

« libpam-doc A “The Linux-PAM System Administrators’ Guide” Zi&f# PAM BB E X,
+ glibc-doc-reference B9 “System Databases and Name Service Switch” ZEEfi# NSS I EMEE X4,

B
14\—IL‘)\1§FH “aptitude search ’libpam-|libnss-’'" @<EEESHEREIEE., NSS S HrlaEEKE
“Network Security Service, #BiEL2MRFE", EARR “Name Service Switch, BRBARFELNIR",



https://zh.wikipedia.org/wiki/Salt_(cryptography)
http://packages.debian.org/sid/whois
http://qa.debian.org/popcon.php?package=whois
http://packages.qa.debian.org/w/whois.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon.php?package=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon.php?package=libpam-modules
http://packages.qa.debian.org/libp/libpam-modules.html
http://packages.debian.org/sid/libpam-ldap
http://qa.debian.org/popcon.php?package=libpam-ldap
http://packages.qa.debian.org/libp/libpam-ldap.html
http://packages.debian.org/sid/libpam-cracklib
http://qa.debian.org/popcon.php?package=libpam-cracklib
http://packages.qa.debian.org/libp/libpam-cracklib.html
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon.php?package=libpam-doc
http://packages.qa.debian.org/libp/libpam-doc.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon.php?package=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon.php?package=glibc-doc
http://packages.qa.debian.org/g/glibc-doc.html
http://packages.debian.org/sid/glibc-doc-reference
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon.php?package=glibc-doc-reference
http://packages.qa.debian.org/g/glibc-doc-reference.html
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon.php?package=libnss-mdns
http://packages.qa.debian.org/libn/libnss-mdns.html
http://packages.debian.org/sid/libnss-ldap
http://qa.debian.org/popcon.php?package=libnss-ldap
http://packages.qa.debian.org/libn/libnss-ldap.html
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon.php?package=libnss-ldapd
http://packages.qa.debian.org/libn/libnss-ldapd.html
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PAM RASER VB IBESHARAIELENSERSE,
4.5.1 PAM F1 NSS ;5B EESE
TEE—L PAM F NSS SN EBRBIER,

RERER ThEE

/etc/pam.d/<program_name>

% “<program_name>" FEIVERE PAM ECE; 27l pam(7) #
pam.d(5)

/etc/nsswitch.conf

A EERFERERE NSSEE, £ nsswitch.conf(5)

/etc/nologin 181 pam_nologin(8) fRZHFRGIEREEE
/etc/securetty iE3@ pam_securetty(8) HRZHPR ] root FATE] tty

/etc/security/access.conf

1838 pam_access(8) HEAHERXE 2/ [P il

/etc/security/group.conf

181@ pam_group(8) 1RZHER EE R ZHAIPEH

/etc/security/pam_env.conf

1B pam_env(8) IRAHER E Inim 2

BEERE readenv=1" 5[Ef] pam_env(8) {EZH:RE ZAIMIIRIR

/etc/environment ey
ote/default/locale BB E “readenv=1 envfile=/etc/default/locale”

518489 pam_env(8) R4HER E RE = B=IR1E (7£ Debian R4EH )

/etc/security/limits.conf

1818 pam_linits(8) IRAHER E & IRPE &I (ulimit, core FF

/etc/security/time.conf

1818 pam_time(8) FRAHFR E FFEI PRl

Table 4.6:

PAM F0I NSS BB EIER

5 EIZRPRHIZ1EI® PAM #4H pam_unix(8) [ pam_cracklib(8) REIRK), ©faIEBEEMNSISEITIRE,

®’R
PAM IRBEEEBPEAFE “.s0”,

452 BANEFARRERE

BRANEFXARRERTMERSEP MK E B ixaHHE (LDAP) FEAREETIE,

EmiEREREEE S

Unix F3ESE Unix 248, = B EkehERENFRIEEIRZE OpenLDAP XS,

LDAP fa]fR23ER®HE PAM 1 NSS #9 libpam-1ldap #1 libnss-1ldap EX88E1 % Debian R4 IR IHARIEE .

S EE
=2

—LEENIEIRRYA LDAP (R BERABGERERE, LH TEHNEMAREFE _FHNEM, FESER FEEE IR

Bo )

« REBMIT—EEN, FIENBIIRY LDAP 75

. {R7E

7F root ZHEHIFESR,

27 slapd(8), REII&EHILHY LDAP {AAR=S.
‘/etc/pam.d/” B#PH PAM EEEERE, FR “pam_ldap.so” BN FE:RE “pam_unix.so”,
— Debian {£F “/etc/pam_ldap.conf” ¥4 libpam-1ldap MREEREE,

“/etc/pam_ldap.secret” {EA&f#4

« {RTE “/etc/nsswitch.conf” ERANE NSSEEE, FA “ldap” BXFERE (“compat” % “file”),

— Debian £ “/etc/libnss-1dap.conf” {E% libnss-1ldap HECEESR,

- BTEBENTS, (RNEE libpam-1dap f$H SLL ( 3% TLS ) &4,
- B THER LDAP BIEMEE N TEM, (RwZE:E Llibpam-1dap 8 SLL (% TLS ) &4R,



https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://www.openldap.org/
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
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« BT LDAP SR E, (RIERZTEARMIT nscd(8) RIREVEST] LDAP 24 R,

28l libpam-doc EXFE IR ALY pam_ldap.conf(5) FRHISZEF] “/usr/share/doc/libpam-doc/html/”, AR
glibc-doc EREEEIIRMAY “info libc ’'Name Service Switch’”,

B, REIMEREEREREES—BEFXNRL.

* [E Windows R4S ERAEFAE,

— 1&iB winbind #1 1ibpam_winbind #X8&& 4R Windows domain ARFE.
— 2R winbindd(8) #0 Integrating MS Windows Networks with Samba,

- EIEENE Unix RRESERAENE,

- 188 nis BREEEEARI NIS (ZAIAY YP) 3% NIS+,
— 2K The Linux NIS(YP)/NYS/NIS+ HOWTO,

453 “AftE GNU su ~Z1E wheel 42"

EEEEM “info su” JEZP Richard M. Stallman iR — A=, BUIEIL): Debian RAEPERIN su SSERT
PAM, EHEE “/etc/pam.d/su” FRATHE “pam_wheel.so” #1718, FhAEZAPREIIE wheel ZHIIERE su
F| root HMIEES],

454 REIERYZISHEE]

Z4E libpam-cracklib EREE B IREESD3E G5 ARBRIGAIZERSIRA, FI40, @B7E“/etc/pam.d/common-password”
RETE R AT,

#h2 squeeze BEITHR:

password required pam_cracklib.so retry=3 minlen=9 difok=3

password [success=1 default=ignore] pam_unix.so use_authtok nullok md5

password requisite pam_deny.so
password required pam_permit.so

4.6 HEHRIHEES

=z
=)

285% 9.3.15 TRRHZONEZLESEM| (SAK) IIEE,

BR
M systemd BIR 4, BJLAEA logind REIEFERENER, 28 systemd-logind(8),

4.6.1 sudo

sudo(8) BN EA THE—(ERMABIES o] LA FEHE ZIRAY root FF AT 2% root ;EENMERETHY, sudo REE—EE
BEAESNZE, T sudo MEBIEBRTE “/etc/sudoers” HIEIERFEHE, 2R “/usr/share/doc/
sudo/examples/sudoers” FI% 1.1.12 PHIEE RG],

Hig sudo AREFERAERMA (2RFE 1.1.12 T) BRATHIEECTEMENEETA, MBREANS, HRAER
sudo EELER root BREREIEE R M RBIF. Hla0, TI&GHSHE “<some_file>” HBEBEENES “<my_name>",



https://zh.wikipedia.org/wiki/Windows_domain
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
http://tldp.org/HOWTO/NIS-HOWTO/
https://zh.wikipedia.org/wiki/Secure_attention_key
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
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$ sudo chown <my_name> <some_file>

&R NRARENIE root BHE ( LEINB 17X 8 Debian FIEFABEFMEY ), TREMEIRSEEILAER “su -c” FEMAH
2 LA root #T,

4.6.2 PolicyKit

PolicyKit 21EXE Unix {FR R AP IZHIRE R AT IR —BIFRR A TH

ey GUI B EFETN, TERRETEVRHR, NRIFRISERFRIIT. EfER PolicyKit RAFERRFEN, WITE
1BIF,

£ Debian 4%, PolicyKit PRI T IS sudo AHRIERERIRAISIERIF,
2 B polkit(8),

4.6.3 SELinux

Security-Enhanced Linux (SELinux) & —{EUXEZFF o] EAZABAVMESR, ELLEBEAYEE Unix £ 248 4H mandatory access control
(MAC) REEEERIE, root FFPIEER LR T PRI,

4.6.4 PREIFHERLEIRFSIRAVARTS

HzrgLems, BrUERNBAKRBER, 2—EFNEE, BREHFEERN, BANERANRE, FTEREEHE
E5TETRF (daemon ) Y, EREiBsuper-server FNEFE, #HAABERLZTLRER,

FF 22T\, LEUNER sshd(8), (EFAENS PAM RUFARIER, BB S 75 VKRG — LARFSiRATFZ .
- EEEHESR: ”/etc/default/<program_name>”

- BETEREF (daemon) MITARFIEE

* PAM (Pluggable Authentication Modules)

» super-server f£F3”/etc/inetd.conf”

« TCP wrapper {#/”/etc/hosts.deny” f1”/etc/hosts.allow”, tcpd(8)

« Sun RPC” f#8F /etc/rpc.conf”

- atd(8) fEF”/etc/at.allow” #”/etc/at.deny”

« crontab(1) ff”/etc/cron.allow” ¥1”/etc/cron.deny”

 Network firewall netfilter §EZ2

e e

285 323 1,58 324 B, 5 451 1,5 3.28 THHE 59 .

W

BR
NFS F1EHEE RPC M2, FERLA Sun RPC RS,
Br

MRRIEIFFRR N Debian RAEERIRE, H 7" /etc/hosts.deny” BEETFEALL: PARANOID” iEt5 51 ER
MWEE, FiPEiiEE, (BRBWEIEEEITAMTRNEZLEAR, )



https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
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4.7 LTEIBE

JED=
EENEMBEAIATEREFHNREFER, BiEtLER—(EFHmA.

4.7.1 HBT:-Hfti““E%E@

ﬁg/ﬁﬁﬂ'ﬁﬁﬁﬁﬂgﬂﬁﬁ, EHENEREXFNRERE, ERIEFZENAR, BBAANEMNBRAREHANFR
15, ZASEesREIES, (REEZMITIELERRFS, (M  Transport Layer Security” (TLS) St EJFI &, ”Secure Sockets Layer”
(SSL) , BEINZREDFELXBEANREBRAENEZS,

AEZEHHRFER 18 TENRE R 18

www (http) 80 https 443
smtp (B H) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
Idap 389 Idaps 636

Table 4.7: ZE2F AL LHIRFEIETIZR

INEEE#E CPU B[, 1FA¥ CPUBGZMEBENRAER, MeJUREEREXFEN, EEERZSRERBINZE RN,
EbaNER: POP {#F3” Authenticated Post Office Protocol” (APOP), SMTP I IMAP {#F3”Challenge-Response Authentication
Mechanism MD5” (CRAM-MD5), ( {REVER4Z P im@ @AERRAE RS L REVERMEI ARSI EXEARS, RIERITERAIAE
IR 587 RICEH{B LAY SMTP 18 25, BRFIUBRIEER CRAM-MDS RBEECH, HEIRREMHEHEE 2518, )

4.7.2 ZZ£ Shell

L% Shell (SSH) B EALRLBEREHAL2HEAR LMEARTEEEHRZENZ2INEZE. EH OpenSSH BF
i, ssh(1), #1 OpenSSH 2 E~T:&f2F (daemon ) , sshd(8) #4HRY.SSH {F FAIEEESEIS M, mJLA4A POP 1 X ZEEMAL S
)R SRR = AVA STEIR ﬁ,ﬁ‘fuﬁﬂﬂ’é [E% _E L2 EEm,

EPmEILEAMTHARBESD : BINERNRBE, QRRE, HRESRE. BERE, EALRR:
BREREZBEAN. 2RFE 69 T

33
]|
=

4.7.3 PEFPEREEIIMNIEZEHN

BN{E{RENIT Secure Shell (SSH) F0 Point-to-point tunneling protocol (PPTP) EMEZ L RTE, TERAFMEIE L, NABHE
ERFERNBAZBNEEAN, FABXERIE (Z2R%E 59 1), TATEMNEE2TIAE—E, sJUREAZTLHE,

¢S] MITE K ZRER
F - o= =g = T
Kknockd VL 13 a9 /\BY port-knock B E5TeE 27 ( daemon ) knockd(1) FIEFim
konck(1)
fail2ban V:96,1:108 | 1290 | ZEFAER B ERE =AY [P
Iibpam-shield V:0, I:0 107 EERBEAEENRRNEERTIND

Table 4.8: R IHERIN L2 HANNITHRIR



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon.php?package=knockd
http://packages.qa.debian.org/k/knockd.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon.php?package=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon.php?package=libpam-shield
http://packages.qa.debian.org/libp/libpam-shield.html
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4.7.4 root BELL
£PELE A PIERT root FFRTEARERAVIERS, (REEM T EAVIRIE,

o PRIEEFERERIDIREA TS
« $81% BIOS KRB LRI ENN ERILED
« & GRUB B8\ E:E:8E &5
« $81% GRUBEE, #|l4xig
IR eI LAY IR EARIRERE, BURTCAMER TEMNT R, BHEENEERRE,
1. 3B Z= 2| —{Er] LAZRE BIOS # CD EXENHIERS,
2. FHREENEMENRH (Debian R{EIH4EE, Knoppix CD, GRUB CD, -+ ),
3. FREEEEEIR D EIE,
4. 4REEIR D EIFERY”/etc/passwd” 183, fF root BREIREMNE_EBRAZ,

52 grub-rescue-pc , BMERBESNERIENIER, MREMREE GRUB REIRE (2R3E 3.1.2 ) WFFAIE, &
RYENRS, (£ TFESEREMEGE,

1. ERZOS I BRI R AR IEDL— L EE, tbalER, “root=/dev/hdaé rw init=/bin/sh”.
2. 4m¥E”/etc/passwd” HEZER, fE root REIRBNE_EBAZ,
3. EMARLR,

Z 4R root shell IRFER] CABZRERARE T,

JES =N

—BX A% root shell 55fEFFRI#E, MEEAEAREMAL, LAJCAERRG LREMZRS, LI, o] AER
john #l crack FEEENRNEBTERILBRABEAENES (2RFE 9411 1), WKMEIIEE, JMAXR
TMHEHERFEITLER,

AERISLEAEREE, EEMNERLHREMRESREZMER do-crypt 1 initramfs (2R 9.8 77) I root 53 EFE
(B /etc” FEIRE) . EREVGE, MERTEEZBRMENZRR,



https://zh.wikipedia.org/wiki/Dm-crypt
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Chapter 5

AR E

RBR
BEAY GNU/Linux 4B4&R0BAFM, BEBLinux BREIEEFM,

=R
it Debian EEH4E4EFM, FEBDebian EILEFM—EBEE,

ﬁ_ﬂ:
: 7%1’c§1§ﬁﬁfiﬁﬁﬂﬁﬁlﬂﬂnu HBABIFHE ("ethe”, "eth1”, "wlan0@”, ---), ¥#Y systemd {EH"enp0s25” Z %8

kr

OFr

2E
AEEEM 2013 F 2R Debian 7.0 (Wheezy) 4REH), FIUERNSIEREE51B0,

B
%EZISSZ#%{EFI?%E’J ifconfig(8) LA IPv4 & E4BE4AREREE], Debian IEFBENZE ip(8) 7£ wheezy FEH H{FHA
IPv4+IPV6, ERMEANFRIRRET,

BR
systemdiRIEF, “JLARnetworkd?RECEHHLE, B2 %E systemd-networkd(8),

5.1 EARPHEEE

IR EIRE— T IR Debian IR A RHIERADLELLHE,



http://www.tldp.org/LDP/nag2/
https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
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QLSO mATE R | R B
ifupdown V:561, 1:995 | 195 fﬁlﬁigﬁn AR &N/ RARAAE4EAIIR2E T B ( Debian 4556 )
ifplugd V:4,1:20 214 EE BENSIERRALE
ifupdown-extra | V:0,L:1 96 ENS PR AGAIAIA, J05&”1ifupdown” BREEERITNEE
ifmetric V0, I:1 36 [ E REMAREONERHEES
] — TSI, FIFA”/etc/network/interfaces”
guessnet V:0, I:0 422 El R 1 Fupdown” BITHAE
ifscheme V-0, 1:0 58 EE RRETRIAS fEF, 1Ei&”ifupdown” BRI EIRDTNEE
ifupdown- ) — " A e
scripts-zg2 V:0, 1:0 147 @t Zugschlus BAYRIA, FAAR ifupdown FENEIE
;zﬁgggt' V:366,1:469 | 10172 | BEE:: NM | NetworkManager ( SFEIERR ): EENSIEABLE
network- _ e
manager - gnome V:236, 1:411 | 6281 Eill= NetworkManager ( GNOME Eijifi )
wicd I:35 35 BCE i1 wicd SR R Al %
wicd-cli V:0,1:2 59 EE ERMBEREREIER (TSP )
wicd-curses Vi1, 15 175 [E BERNERPREES (XFAREEFiR)
wicd-daemon V:30, 1:40 954 B E BENBRAREIES (TaER)
wicd-gtk V:24, 1:37 574 EE BENERREEER (GTK+ EF W )
iptables V:240,1:993 | 1528 Nﬁéfﬁl:t:er T EIBIEARAE U EEIREE T B ( Netfilter )
¥ i BEhEihiEzE T F
iproute V:107,1:475 | 23 QEE- : EFOIHEZ, IPv6 FIEMSRMBLRECE : ip(8),ic(8) F
iproute2 =
BFGEE & 7] IR IZE ] -
ifrename V0, 122 122 BE {fETﬁ%T\HE’J*awlgimiﬁjiinn%..ﬂ...%&I:l.
ifrename(8)
ethtool V:94,1:266 | 372 Gl B ok B o A K AR B IR
. . . AR A ERERETE, BaEHERET
iputils-ping V:257,1:997 | 111 f"] 2 I8t RedEhRts BEEEZ TP HidE
iproute2 (iproute2 )
iputils-arping | Vi66, 1:405 | 58 EE AR ERRTE 1%, W EARPHIHE
iputils- ) . = £ BRSO i e B 4
tracepath V:i14,1:264 | 75 Ei IREE A RENETE E AT IR
.. R ZHIRT HiA _ EA3 .
net-tools V:395, 1976 | 940 | HOH:: NET-3 4958 T =48 (net-tools, IPv4 ARARRCH ):
net-tools ifconfig(8) &5,
. . . o AL A RED BRI T 1%, 1Bi@hostnamezk P HHE
inetutils-ping | V:0,1:1 337 net-tools (@G, GNU)
. pEIE S 3 E42
arping Vi1, 1:28 67 Bt lf] )IEEEEEEEEE*%, EBARPIHELE (BERS
1
traceroute V:68,1:992 | 154 BEE IRHOERDEIE TR (BRAGE, BElE)
isc-dhcp- ] _ EE:: K s
client V:406, 1:963 | 649 [ DHCP EF i
wpasupplicant V:294,1:544 | 2528 | [H WPA 1 WPA2 EF i ¥ (IEEE 802.11i)
wpagui V0, I:3 780 EE wpa_supplicant Qt B2 RE X Fim
wireless-tools | V:94,1:274 | 286 BE BEE Lnx BERBEREN LR
ppp V:186, I:515 | 927 Bl A chat &¥ PPP/PPPoE
pppoeconf V:0, I:11 290 gg;; W | REENE, LUERER PPPoE Bz
pppconfig VARE 805 EE ECERF, CAER{EA chat =¥ PPP
wvdial V0, I.7 276 EE ECEBIF, AMEMRER wvdial 1 ppp iZ# pPP
. AR B A .
mtr-tiny vzess |1 | R R emmesre e (XARE)
— EfOEREIE FEMERE . .
mtr V:5, 1:40 190 ENs % )‘t FIRFE TIERIIRIE (AR EHM GTK+ 57
gnome-nettool Vi1,1:257 | 2116 | A E ERERAZESENIE (GNOME)
nmap V45, 1:432 | 22707 | AL MREREY/iR O (Nmap, EHITE)
zenmap V:3,T:12 2842 | EE ARG iR OB (GTK+)
tcpdump V:20,1:199 | 1175 | EE W RE T (Tcpdump, FEEIE )
wireshark V:5, 1:64 71 [E WERE DM (Wireshark, GTK+ )
tshark V:3,1:38 370 EE PEREDT EFIE)
nagios3 I:8 NOT_FOBND T R BREEREEZS (Nagios)
tcptrace V:0, I:1 392 EE RIE tcpdump BEEHERFERSERT
snort V:0, I:1 1920 | EE T I NERERAZRS (Snort)
ntopng V0, I:1 684 = E

EREERTRIERAE

DINT SIS I B AR = D 10 =,


http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon.php?package=ifupdown
http://packages.qa.debian.org/i/ifupdown.html
http://packages.debian.org/sid/ifplugd
http://qa.debian.org/popcon.php?package=ifplugd
http://packages.qa.debian.org/i/ifplugd.html
http://packages.debian.org/sid/ifupdown-extra
http://qa.debian.org/popcon.php?package=ifupdown-extra
http://packages.qa.debian.org/i/ifupdown-extra.html
http://packages.debian.org/sid/ifmetric
http://qa.debian.org/popcon.php?package=ifmetric
http://packages.qa.debian.org/i/ifmetric.html
http://packages.debian.org/sid/guessnet
http://qa.debian.org/popcon.php?package=guessnet
http://packages.qa.debian.org/g/guessnet.html
http://packages.debian.org/sid/ifscheme
http://qa.debian.org/popcon.php?package=ifscheme
http://packages.qa.debian.org/i/ifscheme.html
http://packages.debian.org/sid/ifupdown-scripts-zg2
http://packages.debian.org/sid/ifupdown-scripts-zg2
http://qa.debian.org/popcon.php?package=ifupdown-scripts-zg2
http://packages.qa.debian.org/i/ifupdown-scripts-zg2.html
http://packages.debian.org/sid/network-manager
http://packages.debian.org/sid/network-manager
http://qa.debian.org/popcon.php?package=network-manager
http://packages.qa.debian.org/n/network-manager.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon.php?package=network-manager-gnome
http://packages.qa.debian.org/n/network-manager-gnome.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/wicd
http://qa.debian.org/popcon.php?package=wicd
http://packages.qa.debian.org/w/wicd.html
http://packages.debian.org/sid/wicd-cli
http://qa.debian.org/popcon.php?package=wicd-cli
http://packages.qa.debian.org/w/wicd-cli.html
http://packages.debian.org/sid/wicd-curses
http://qa.debian.org/popcon.php?package=wicd-curses
http://packages.qa.debian.org/w/wicd-curses.html
http://packages.debian.org/sid/wicd-daemon
http://qa.debian.org/popcon.php?package=wicd-daemon
http://packages.qa.debian.org/w/wicd-daemon.html
http://packages.debian.org/sid/wicd-gtk
http://qa.debian.org/popcon.php?package=wicd-gtk
http://packages.qa.debian.org/w/wicd-gtk.html
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon.php?package=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iproute
http://qa.debian.org/popcon.php?package=iproute
http://packages.qa.debian.org/i/iproute.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/ifrename
http://qa.debian.org/popcon.php?package=ifrename
http://packages.qa.debian.org/i/ifrename.html
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon.php?package=ethtool
http://packages.qa.debian.org/e/ethtool.html
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon.php?package=iputils-ping
http://packages.qa.debian.org/i/iputils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon.php?package=iputils-arping
http://packages.qa.debian.org/i/iputils-arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon.php?package=iputils-tracepath
http://packages.qa.debian.org/i/iputils-tracepath.html
http://packages.debian.org/sid/net-tools
http://qa.debian.org/popcon.php?package=net-tools
http://packages.qa.debian.org/n/net-tools.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://packages.debian.org/sid/inetutils-ping
http://qa.debian.org/popcon.php?package=inetutils-ping
http://packages.qa.debian.org/i/inetutils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://packages.debian.org/sid/arping
http://qa.debian.org/popcon.php?package=arping
http://packages.qa.debian.org/a/arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/traceroute
http://qa.debian.org/popcon.php?package=traceroute
http://packages.qa.debian.org/t/traceroute.html
http://packages.debian.org/sid/isc-dhcp-client
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon.php?package=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon.php?package=wpasupplicant
http://packages.qa.debian.org/w/wpasupplicant.html
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon.php?package=wpagui
http://packages.qa.debian.org/w/wpagui.html
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon.php?package=wireless-tools
http://packages.qa.debian.org/w/wireless-tools.html
http://packages.debian.org/sid/ppp
http://qa.debian.org/popcon.php?package=ppp
http://packages.qa.debian.org/p/ppp.html
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon.php?package=pppoeconf
http://packages.qa.debian.org/p/pppoeconf.html
http://packages.debian.org/sid/pppconfig
http://qa.debian.org/popcon.php?package=pppconfig
http://packages.qa.debian.org/p/pppconfig.html
http://packages.debian.org/sid/wvdial
http://qa.debian.org/popcon.php?package=wvdial
http://packages.qa.debian.org/w/wvdial.html
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon.php?package=mtr-tiny
http://packages.qa.debian.org/m/mtr-tiny.html
http://packages.debian.org/sid/mtr
http://qa.debian.org/popcon.php?package=mtr
http://packages.qa.debian.org/m/mtr.html
http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon.php?package=gnome-nettool
http://packages.qa.debian.org/g/gnome-nettool.html
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon.php?package=nmap
http://packages.qa.debian.org/n/nmap.html
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/zenmap
http://qa.debian.org/popcon.php?package=zenmap
http://packages.qa.debian.org/z/zenmap.html
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon.php?package=tcpdump
http://packages.qa.debian.org/t/tcpdump.html
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon.php?package=wireshark
http://packages.qa.debian.org/w/wireshark.html
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon.php?package=tshark
http://packages.qa.debian.org/t/tshark.html
http://packages.debian.org/sid/nagios3
http://qa.debian.org/popcon.php?package=nagios3
http://packages.qa.debian.org/n/nagios3.html
https://zh.wikipedia.org/wiki/Nagios
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon.php?package=tcptrace
http://packages.qa.debian.org/t/tcptrace.html
http://packages.debian.org/sid/snort
http://qa.debian.org/popcon.php?package=snort
http://packages.qa.debian.org/s/snort.html
https://zh.wikipedia.org/wiki/Snort_(software)
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon.php?package=ntopng
http://packages.qa.debian.org/n/ntopng.html
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon.php?package=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
http://qa.debian.org/popcon.php?package=dlint
http://packages.qa.debian.org/d/dlint.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnstracer
http://qa.debian.org/popcon.php?package=dnstracer
http://packages.qa.debian.org/d/dnstracer.html
https://zh.wikipedia.org/wiki/Domain_Name_System
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5.1.1 2N
FHEZ T, BRItBEH NSS (BFRFEEHR Name Service Switch) #HI 3R Z1E, EEBITHSRIZNT,
1. ”/etc/nsswitch.conf” 1€ £ E M hosts:files dns” B E T EMRITIER, ((XE”/etc/host.
conf” iER1EBH)”order” SEREBIIINEE,

2. files AN EEMIEN, NRFHRBTE"/etc/hosts” EREMEEIR, BREFABEXNMLULIRE, (7/etc/
host.conf” {85 E&”multi on”.)

3. dns AWM, MNRFHBZEBEBE"/etc/resolv.conf” IEREEBM BIF4EIRIHE Z 4 Domain Name
System (DNS) R#kZl, BIREIFAEBEMHUETIRE,

5130, »/etc/hosts” BERIN T,

127.0.0.1 localhost
127.0.1.1 <host_name>

# The following lines are desirable for IPv6 capable hosts
il ip6-localhost ip6-loopback
fe00::

0 ip6-localnet
ff00::0 ip6-mcastprefix
ff02::1 ip6-allnodes
ff02::2 ip6-allrouters
ff02::3 ip6-allhosts

F—1TH IP il AR, ETREMEMBIERS.

EEEGFHE T 127.0.1.1 1P bt thZF R EEEHESE Unix R452R, Debian Installer 228K X IP bt &R
MEBNEEIRE, (FARLERIE (I GNOME ) M—{EL@ 7%, R bug #719621.

<host_name> ILEZ#E”/etc/hostname” BEZHF 1S,
HHIEKA P HHtM R4, EEKA IP it EEXESEN 127.0.1.1,

HHIRBKA 1P HIHEFN B 158 R4 Domain Name System (DNS)IZ 52 E 1151 fully qualified domain name (FQDN) Y
R4, #E R <host_name>.<domain_name> fEE # F R E <host_name>.

L resolvconf EEEEIEELREE, »/etc/resolv.conf” S —(EEFEIER, NELRRT, EE—EASFEELS. It
9, EESERENTEKIRIVELE:., W DNS 21P="192.168.11.1”, BIB&WT,

nameserver 192.168.11.1

resolvconf EREEEMEEME"/etc/resolv.conf” ERMAB—EMFIREL, LEBHFESHENEEENS,
#HRHAY adhoc EBIFAFIRIE FHY PC TIEUL, BRTEAN files Fl dns AR 29, R B 6E291EiB41E DNS (mDNS,
FREE IR Zeroconf) EEITHEIFT,

« Avahi {2}t Debian FRY4HEE DNS ZEIRIESR,

« 'EF0 Apple Bonjour / Apple Rendezvous 18 E.

« libnss-mdns MIHERH mDNS FIE#EZ T, GNU C & (glibc) B9 GNU BFPRFEEZH Name Service Switch (NSS)
IhEEZ 18 mDNS,

« ”/etc/nsswitch.conf” {EREEF &R hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4”
BRI —ER.

« ” local”#E BRI EM SR, {FH pseudo-top-level domain (TLD) 3R fi##f.

« mDNS IPv4 At B4R 4R IEHNE"224.0.0. 2517 SLEARFER IPv6 HH"FFO2: :FB” #ARIEA”. local” £ERF
B9 DNS &,



https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/IP_address
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/Debian-Installer
http://bugs.debian.org/719621
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Zeroconf
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
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B EZ 1 Windows R L E winbind Ei8E B K IZ2 £ E /I NETBios over TCP/IP R i, SEAE@EINEE, 7/
etc/nsswitch.conf” {EREEBEHEM —ER: “hosts:files mdns4_minimal [NOTFOUND=return] dns
mdns4 wins”, (31X Windows R#BEFEER dns HINREITER BN, )

ES=
182 % 4% Domain Name System FHIEZEM @R IEARIEE expansion of generic Top-Level Domains (gTLD) i&
TR, EREEN, BE—(AHEEE, FRAHBFER name collision,

5.1.2 #HERNTERE

RN ERTE, LR etho, 2% Linux MEN T4 B —(EREREN, EEEMERHZOEFIRNIHE, BRERERE
MEE#S udev (2R%E 33 ) RAME. BTN EBBBHLZ ifup(8) F interfaces(5) ¥/ physical interface,
ATREBEAENEAZIVBESRERE N, THE MAC Httit &, 5—ERBJER"/etc/udev/rules.d/70-
persistent-net.rules”. iEEERREMH”/1ib/udev/write_net_rules” BERXNBEENER, M persistent-
net-generator.rules” FRAESRREIT. (ReTLMENZIERRIEm AR,

NIy

E4REE"/etc/udev/rules.d/70-persistent-net.rules” #RAIIEERR, (RUNBRESSIEFNEES
F—179, B MAC it B/, ELanER, SR IREEIR "FireWire device” F1"PCl device” TEIS{EERT, R
tEF48a B PCl device” {5 etho, WREBTCAEEHEBNE,

5.1.3 [Ei4F4ERt U EEE

ERPIEFHIREETE 1fc1918 IR EMEIHAF local area networks (LANs)IPv4 32 firith it 7 & 3Eit bt AR EBEG[E. iS4kt
HHREA S HEESE L BRI ES,

T A

5 4z 4 4z

*EDJ :--Hft%imm: ?n\H?ﬁEﬂ% ﬁ%/ﬁ‘i_g& # %lllﬂﬁi

A 10.x.x.xX 255.0.0.0 /8 1

B 172.16.x.x —172.31.x.X 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 124 256
Table 5.2: 4BEEHIALEEE TR

IR

MRS IR —EE, IRFSEEE —EAMENEIEHRBERRER, waBB—EIEARESEINIEARTS
SEIB 4R UL EE R Network Address Translation (NAT). JHE Eig4AIRIE, HiEHRMBBEBEER NAT,

514 #HEREEXIE
B Debian ZMTIEAS HAEILES, (BRES —L4BIRRBEEE DFSG non-free FIERZIETM, 28%F 996 %,

52 BRAMKREBEREE

Debian squeeze FFAVERITIREBFI LABIBIE ETFEFZF (daemon ) HIREARREIPAIKIELR, PIU0 NetworkManager
(NM) ( network-manager FIAEEAEREEE ) 5k Wicd ( wicd FIERAERFEEL ),



https://zh.wikipedia.org/wiki/NetBIOS_over_TCP/IP
https://zh.wikipedia.org/wiki/Domain_Name_System
http://newgtlds.icann.org/en/program-status/delegated-strings
http://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/MAC_address
https://zh.wikipedia.org/wiki/MAC_address
http://tools.ietf.org/html/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/Network_address_translation
http://www.debian.org/social_contract#guidelines
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/NetworkManager
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- EMBEECH GUI Ma LR RIFRERENH,

- EMEECHERETERERF (daemon) FREMMRGERIR,
- EFfIEIRE] ARG EAT R REREI MBS,

- EfEIRF ARG EMEIRERNBRERNEE,

- EfIRFFHRE BRI MAKBRESL ifupdown EREEEL

5=
B

ABEARE L EAELEEEEETE, THESHENE LREN LOBTSAGRE,

BERRNWAREETEEEHTEENRE, NBREEL ifupdown REERBEAFHR, SHEEERMN “/
etc/network/interfaces”,

N
fEF systemd MW HR %S, FILLFE /etc/systemd/network/ B B, 2 B systemd-resolved(8). re-
solved.conf(5) #1 systemd-networkd(8),

ES=
ELEEERIEE T BN —LINEETESH RS AEENERE., EfAMRESRLN ifupdown REBEBEEL. 8E
network-manager B BTS #1 wicd 89 BTS, Ri&1REs1#9RIEFIPR S,

521 B MTEHMNEREETR

Debian £ %t NM # Wicd WE A XG5 BIAIFR “/usr/share/doc/network-manager /README . Debian” 1 “/
usr/share/doc/wicd/README.Debian”,

FE L, WMTERFER] A RENESREE,

1. BB TGS ESEFERE foo 528 “netdev” 4 ( B4+, #I90 GNOME # KDE EEMIRR EERIEZER
D-bus B EISTREEZIRIE ).

$ sudo adduser foo netdev

2. f& “/etc/network/interfaces” MR BFRIF TEIPEESZ,

auto lo
iface lo inet loopback

3. B TGS EHRRIE NM =X Wicd,

$ sudo /etc/init.d/network-manager restart

$ sudo /etc/init.d/wicd restart

4. BBEF N EEC BB,

==
EE

RBEARFE “/etc/network/interfaces” AIINEEH NM X Wicd B2, Ui HREL ifupdown BIER,



https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Systemd
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=network-manager
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=wicd
https://zh.wikipedia.org/wiki/D-Bus
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=TI
MRFBIBREMY NM FEREEEINGE, AESHEEMIIMIMRATEZTREE, B/ network-manager -openc
onnect, network-manager-openvpn-gnome, network-manager-pptp-gnome, mobile-broadband-

o aaron

provider-info, gnome-bluetooth %%, ERIEBEAR Wicd,

AV

ELEEIPERICE T BrJEEAEE “/etc/network/interfaces” P{ELHR ifupdown FRBEE,
BIgN5E 5.5 T 5.6 THIILERRE, 1E network-manager B9 BTS F wicd #J BTS Ri&R 5l
EFNPRE,

5.3 ERHHEIERIEKCE

MRFE 5.2 THERNGZEEZREMNTE, BFEZERES THZEETAENERAKERNEEE.
BREEERNBEL FMENEN (2R% 54 T ),
A% Linux [EEAARRECEMIEXNEMIEELA (2R 571 W),

« 2RB Linux NET-3 4928 R4 HYE net-tools F£3X (ifconfig(8)------ ). EfIFRHASHECLIBEET,
« REIRER Linux AR RLAVFT Linux iproute2 }22 (ip(8)---- )

BERERENTHEA, BEfEREE, RILETTSEHEBEERR,

ifupdown ERFEE R Debian FiEFESERREERRNBERIZE, TEMAIUGEEBGW “ifup etho” Bk
< RER AR, EMEREEZRAL “/etc/network/interfaces” R HEBBNEINT,

auto 1lo

iface lo inet loopback

auto etho
iface eth® inet dhcp

resolvconf BEEBRATE ifupdown RAZIEEEIEBMITRICERER “/etc/resolv.conf” R{EHE I
R EBNEFEE, BT, KZE Debian BREEHEBEER T resolvconf EEE (2K “/usr/share/
doc/resolvconf/README.Debian” ),

ifupdown EXEEBIMEHENIESHS, BI90 ifplugd, guessnet, ifscheme &, BRATEITHRRIRENEEFERLE,
BIONFIN B R EIF AP IBENER, SRR LR#EFER, BEERI ifupdown R T TERYF.

HMPRBISLRE 5.5 THE 5.6 19,

5.4 HEREZST (4% )

VIR
@ miEfEmAmERAFEANEEANIFEEN, FESERANEENARKELR, BEIRER NM, Wicd, 3%
ifupdown BRE, (2R% 52 THE 55 ).

—EERMARNERER S NTLERBE, EAERTEIATHER,
BREERHEERSBRA.
MR EREISEE R R T,



http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=network-manager
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=wicd
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
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PC EREL IEARPRIK
F Y18 (pppo) PPP modem POTS PBESEEAEL ISP
-....:.ILF_ E..ﬂ:E”‘ '3 E--ﬁ:E ST E
ZA4B0 (etho) PPPOE/DHCP/Static I’?‘f‘ modem FMAME RIRIAR
: . LAN ZRRHBAEER (NAT) EIERE
z.:.
ZA#0 (etho) DHCP/Static 52 E4A-modem ---)

Table 5.3: #BIRIELR 5 N FNIELR IR

(ESTIES

EZAR A Bine

PPP pppconfig EE‘LJI_EIEE’\J chat pppconfig, ppp
PPP (ZF) \é\l}\l/atzlalconf EIRREENRY ppp, wvdial
PPPOE pppoeconf EIIEE /I chat pppoecont, ppp
DHCP 7£7/etc/dhcp/dhclient. isc-dhep-client

conf” 18R

FFEE TP (IPv4)

£”/etc/network/
interfaces” iR

iproute 8% net-tools (&)

£”/etc/network/

G IP (IPG) interfaces” @R iproute
Table 5.4: #BIRELFILE TR
LERREE Bz
POTS EBENEmRE
BB =]
BB-service [EanER, BFFERELFIE (DSL), EfR4EE, LEIIF (FITP)
BB-modem EEZN037, DSL modem, 42%8 modem, SX ¢4 AR IS 22 1% (ONT)
LAN ESEFE
WAN =57
DHCP TR ERS
PPP IR
PPPOE AN ERERE BTG
ISP AR RIS R RS

Table 5.5: #HRSIEARMERSFETIR



https://zh.wikipedia.org/wiki/Modem
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https://zh.wikipedia.org/wiki/Broadband
https://zh.wikipedia.org/wiki/DSL_modem
https://zh.wikipedia.org/wiki/Cable_modem
https://zh.wikipedia.org/wiki/FTTP
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/Wide_area_network
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Debian 2= F 101 /260

JES=}
BB EBIR BB AR, BFE (R DHCP 5 PPPOE, ADSL # FTTP @E{£R PPPoE, {RHEZEEAIRAIAEIR
MR ARTS IR A RIE S EEARE R ERNEHRECE.

JED =

2 BRI RAREERERGAIRIER, BIE CNERTFEEAEIERAE LM ERLEE (NAT) , RiE
HREEEE, EERNBRT, BEECNERMAERNEFERFE P NEEIEKRARIEME DHCP kT, HiE
BEEABR W AR ISP BYIE5 | RECE E 4R 2| E A8,

5.4.1 Z X% DHCP &E%43

HAFIRKKEN/ N EZEERE, BMREEA, AL EESMNWEIARMINERIIEE (FHH), HBH:R
BRENEREAEEEAEARE LNTHEREMECEHZE (DHCP ) MRFimiE IR,

EEFTELRHE isc-dhcp-client BAZANBRMENREFHECE HE (DHCP)ARTS.
£ 8 dhclient.conf(5).

5.42 ZXNYIFERE P ELR

B 1P ZAEAFERRIRECEENF.

5.4.3 {#F pppconfig i PPP E43
FEEESHE pppconfig BLE PPP ELR, EEEGHAMBETEANE,

- BIESRIS

- ISP EFE R
- ISP %15

. IREE

« modem JBFHIE
- BEAHX

CES Ihae

/etc/ppp/peers/<isp_name> pppconfig ZERLETET <isp_name> B pppd ELEFESR
/etc/chatscripts/<isp_name> pppconfig ZERLEE <isp_name> FJ chat BEZE &R
/etc/ppp/options pppd EAPIEITSIE

/etc/ppp/pap-secret PAP FIEEREE N (AR ZRR)
/etc/ppp/chap-secret CHAP FIEEETEEN (FLE)

Table 5.6: {88/ pppconfig Y PPP iE4RECEIERYX

VAV
"<isp_name>" B" HHFRAEERARTSIRMLE" , (5’ pon # poff A IFAURE, 2 HB5IEL.



https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
https://zh.wikipedia.org/wiki/Password_authentication_protocol
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Re]AMER TENKEMREE T RAGEKE.

$ sudo pon <isp_name>

$ sudo poff <isp_name>

£ 8”/usr/share/doc/ppp/README.Debian.gz”.

5.4.4 {EH wvdialconf {15 —FfER]iER PPP E43

—{ERREEMER pppd(8) HREMEARE wvdial B wvdial(1), K& pppd $1T chat(8) JRIZFEFH T ELR, wvdial
EITHESRANVA LI, AERIED pppd EITER T IRE,

EEEES1E wvdialconf BCE PPP E4RE, EEEGHAMNBETENS.

- BEESELS
. ISP {EFFH&ERTE
- ISP 21§

FERSBAERT, wvdial BESRLINERILELR T B ENAEERERIEE N,

EES Th&E

/etc/ppp/peers/wvdial wvdialconf R ETE wvdial B pppd EEEER
/etc/wvdial.conf wvdialconf EREEER

/etc/ppp/options pppd EABIEITSIE

/etc/ppp/pap-secret PAP FIEREREBEN (BLX2ER)
/etc/ppp/chap-secret CHAP RUEEIERRE &N (B &D)

Table 5.7: {§F3 wvdialconf fY PPP JE42FC BIERTIR

fRe]AMER THENEKEAREE T RAGEE.

$ sudo wvdial

$ sudo killall wvdial

£ & wvdial(1) #1 wvdial.conf(5).

5.4.5 {FF pppoeconf [ PPPOE Z X 48E 4%

BB AIRIZ IR Mt PPPoE B4R, W HIRRTIESESMEREEDIESE, BRIEKAEIE W E[ER PPPoE 2R
BcE, PPPoE R A4 LRI PPP, ECEIESHE pppoeconf BEIRAYAECE PPPoE 1E4R,

EEERAE TH,

CES Inge
/etc/ppp/peers/dsl-provider pppoeconf R ETE pppoe BY pppd EEEER
/etc/ppp/options pppd ERAFFITSIE

/etc/ppp/pap-secret
/etc/ppp/chap-secret

PAP EEREREEN (BREER)
CHAP MR E & (ERE)

Table 5.8: {883 pppoeconf i PPPoE JE4REC EFERTIFT

Re]AMER TENKEMREE T RAGEKE.



https://zh.wikipedia.org/wiki/Password_authentication_protocol
http://zh.wikipedia.org/wiki/Challenge-handshake_authentication_protocol
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$ sudo /sbin/ifconfig eth® up
$ sudo pon dsl-provider

$ sudo poff dsl-provider
$ sudo /sbin/ifconfig eth® down

£ 8~”/usr/share/doc/pppoeconf/README.Debian”.

5.5 {#MA ifupdown ETERBPREE (&)

Debian R4 LHIE4E TCP/IP 48E% 588, ifupdown EERFA—ELETERER, EmEMEISS,

- BIZENERS LY ENRE IP R4k, {RPJLAER resolvconf B1FEE TCP/IP 4888, RS /RIRIEIIRRAIAEREE,
(B2R% 554 ).

- BEARES LA BFRE IP B4R, RAREE resolvconf ERIBEMRA TCP/IP 4B, MRIFRIRHKEE (2R 555
).

MRFERESHEE, ELERNRERE, REEEAN, & THNNETPEIRME,

ifupdown BliE# Debian ZAHIZEMNSEMEBECEEZ, EAEHP, FfIER ifupdown FWRFENAAFNFTS L8
5 FREBEAFEREE,

5.5.1 FRGERIGSRE

ifupdown BB EBEMIETRS: ifup(8) F ifdown(8). EFIIR I EEHL"/etc/network/interfaces” L BEIE R L BHFEREE.

e BRI
ifup etho Zl:lf;iface etho” BifFft, 1£F etho FIAC B RERENEIR T @
ifdown etho Zli%@lface etho” BifzE, M etho VA FRR AR IR 7T

Table 5.9: £/ ifupdown EITEAFREENHLIIR

O

ﬂﬁ g

5 A
A NEfER ifconfig(8) # ip(8) B AMKEMHBECE T Ran < RECE —1E up ARERNE,

/EEE'
8B —E ifupdown BIFGZ,

5.5.2 letc/networklinterfaces” EZA:E;%

7E interfaces(5) 1B ETEHY”/etc/network/interfaces” B#EEi%, AEZA T EAVRIGHLIE,
M iface FEEITRYET, B FEMEE.



https://zh.wikipedia.org/wiki/Internet_Protocol_Suite
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0] ZRAR
auto <interface_name>” B LRGENENES, EXEI | < interface_name>
”allow-auto <interface_name>” = E

allow-hotplug <interface_name>”

ERORNERAE—ERRESHER, RN E

<interface_name>

»iface <config_name> ---” BHSREAYTT

TE# <config_name> FIAHIRACE

"mapping <interface_name_glob>”
FIBEAYTT

TEF <config_name> FYEIARE R ILAD <interface_name>

“#” SRFAIARYIT

BEIE—RBR (TEIRTESE)

"\ RFHREENT

BRAEREER T 17

Table 5.10: ”/etc/network/interfaces” BERIEIFIZE

iface <config_name> <address_family> <method_name>

<optionil> <valuel>
<option2> <value2>

HIREAREKE, mapping ERBWER, (RAIUERMEBENERIERHEBEER. (BR% 565 M)

B A=
= [
f£'/etc/network/interfaces” 18, AEA—(EEBRNEEEEE 1face” fl,

5.5.3 EERPENE

ERENRGRIIER, /etc/network/interfaces” iERE THEMNEERBEKE TIERMBEAE lo, (B auto

&f).
auto lo
iface lo inet loopback

EEINEE”/etc/network/interfaces” (5 X B H— H1FE.

5.5.4 {£F DHCP H4BIRNE

BE 541 TEERMRE, £ /etc/network/interfaces” M, R TEHNRTEIEEMKRBEER, AR TEN

DHCP EBEEEF T,

allow-hotplug etho
iface eth® inet dhcp

ELi
NE

I'Hlo

5.5.5 {FFAFEE IP HUtMIABIE @

7£”/etc/network/interfaces” {EeREMENVEERE, RECEFERE IP HABRNEH, WTAR.

nux fZIOERIZ3IENE etho, allow-hotplug EI{E(E ifup BYENTE, iface {E{F ifup {£F DHCP REE
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allow-hotplug etho
iface eth® inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1
dns-domain example.com
dns-nameservers 192.168.11.1
& Linux 0 M&8I2] etho, allow-hotplug Ei{EfE ifup BENNE, iface Ei{EfE ifup EHEEE IP REEENME,
B8, BRERTENREE.
- EIF4E 1P HutEEE: 192.168.11.0-192.168.11.255
. BEZSAY IP thlt: 192.168.11.1
- ERSHY 1P Hbht: 192.168.11.100
« resolvconf : B%&5
- i§%&: “example.com”

« DNS {A]fR28AY IP thik: 192.168.11.1

E resolvconf 88 5% %M, DNS HEEMEE, EERTEMNARNFI4E"/etc/resolv.conf”,

nameserver 192.168.11.1
domain example.com

NIy
FA7E L EGIFHERY 1P Hott, FEREFRY, MESRAERARICERZ P i,

5.5.6 HEIFEIFGEMTEEE

42 LAN (78 WLAN) IRARIENMELTELR, FHAER IEEE 802.11 {Z#E £ IEIZ RS B SRR IEE N,

B|IEN EEEZNH miEES, BEVELE, ERIEM—LHER D NEEER. N ELERKRTEERZNZ
ANBENE—, B?F#EJ HBE—HEAE, REANAEZOEEE), % ethl, wlan®, ath0, wifi@ -

B
wmasterQ EEFTRE, EEEREHI mac80211 Linux API 8, SoftMAC {ERI—EANZIRRE,

B8R - EFERLEN WLAN R,
BERRZE AR 77 B R E RV EAR IR 2 FTBR S,

5.5.7 {£FH WPAIWPA2 HHEZE S48\

REZEZLH wpasupplicant E12R3Z1E WLAN {EF#7H WPA/WPA2.
{53 DHCP HBR4R R IF4HELR, "/etc/network/interfaces” IEEMNIGEHEER TEMNNERE

allow-hotplug ath®

iface ath® inet dhcp

wpa-ssid homezone

# hexadecimal psk is encoded from a plaintext passphrase

wpa-psk 000102030405060708090a0b0c0d0e0f101112131415161718191alblcldlelf

28”/usr/share/doc/wpasupplicant/README.modes.gz”.



https://zh.wikipedia.org/wiki/Wireless_LAN
https://zh.wikipedia.org/wiki/IEEE_802.11
http://linuxwireless.org/
https://zh.wikipedia.org/wiki/SoftMAC
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HEES EX BT

NWID Network ID gg%l égj%g;;;g )ZW
(E)SSID (Extended) Service Set Identifier ﬁ%g%ﬁg 5(3/3581) f;ng%?;Zé’ t:;f JI}];)EE
WEP, (WEP2) Wired Equivalent Privacy Egﬁoéﬁgémf;—z_ﬁggé %LL (128 41
WPA Wi-Fi Protected Access iiﬁi??ﬁﬁ?ﬁkgﬂﬁ

WPA2 Wi-Fi Protected Access 2 ?:3-%\71;1;& %?H%Wm%m 802.111),

Table 5.11: WLAN 4FESE5513%

5.5.8 {£F WEP HYEZEIGE

MEELE wireless-tools BRIIFERN WEP BREIEHME, (RAEESHRIVIEHERFITEMNAERRILZTEHIZE,
EERLLZHIT. )

@ NIy

iR WEP BIREE CMHEERE, PICAREMAREE,

58 DHCP B EIF4HEL, »/etc/network/interfaces” EEEMIEEEER TENNERTE

allow-hotplug ethe

iface eth® inet dhcp
wireless-essid Home

wireless-keyl 0123-4567-89ab-cdef
wireless-key2 12345678
wireless-key3 s:password
wireless-defaultkey 2
wireless-keymode open

2B8~”/usr/share/doc/wireless-tools/README.Debian”.

5.5.9 PPP E4

MEERZAINBARE PPP B4 (BREE 543 ). A&, RTEMNAR4SE—(E PPP £ E pppo &0 “/etc/
network/interfaces” {2EEMIEEB.

iface ppp@ inet ppp
provider <isp_name>

5.5.10 —%& PPP E43

f/J\%E&ZHUE’J}mL%ﬂEEﬁﬁﬁﬁ wvdial BS54 —7FE PPP B4R (B R 544 ). RE, BRTEMARLGEE—E
PPP 28 pppo N “/etc/network/interfaces” {§REMIRE.

iface ppp@ inet wvdial



https://zh.wikipedia.org/wiki/WaveLAN
https://zh.wikipedia.org/wiki/Service_set_identifier
https://zh.wikipedia.org/wiki/Wireless_access_point
https://zh.wikipedia.org/wiki/IEEE_802.11
https://zh.wikipedia.org/wiki/Wired_Equivalent_Privacy
https://zh.wikipedia.org/wiki/Wi-Fi_Protected_Access
https://zh.wikipedia.org/wiki/IEEE_802.11i
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
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5.5.11 PPPoOE E4%

£/ PPPoE EIHEGFRIEIGHEMER, REER 2SR PPPoE BREERA (BRE 545 1) A%, HTE
#7545 55 —1E PPPoE 88 etho il “/etc/network/interfaces” {#EEEIIRE.

allow-hotplug etho
iface eth@® inet manual
pre-up /sbhin/ifconfig eth@ up
up ifup ppp0O=dsl
down ifdown ppp0O=dsl
post-down /sbin/ifconfig eth® down
# The following is used internally only
iface dsl inet ppp
provider dsl-provider

5.5.12 ifupdown #BI&EC EAREE

»/etc/network/run/ifstate” #EERFEF TH ifupdown BB EIENERIFABNEENAEIR N EHIEIEE, B
REZERRZ, BE ifupdown RHZBIRHILEHIMEIREMBEENE, »/etc/network/run/ifstate” IERMAZIE
BB AIKE,

INRE —EABEZ N HERY ifconfig(8) Ar LML BM T IFHRI—1T, BEMAEELER IPV4 HEH—EB5ER.
inet addr:192.168.11.2 Bcast:192.168.11.255 Mask:255.255.255.0

=z
EE

EIHELRE PPPOE MZ AMBEE, ifconfig(8) mv < AVE L B2 RK LEAITF,

5.5.13 ‘HIREHFECEEE

BRABERRENTE, W etho B, (RNEE KA sudo ifdown etho” SSREBE. B /etc/network/
run/ifstate” {EREEBIR etho iFEH, (WR etho ZEZERBERE, SUIEME, EEGSEENBIR L
$EERE. 25541, HIRNEEMEFERELFL, EEMABEMITEREIRE, BERBIELTLH, )

(RIRET IR EEE B BIENE etho , EE”/etc/network/interfaces” IEENAE,
9R18, {REILAfEA”sudo ifup ethe” %<, EFRYA etho,

VN
{RET ARG BERY 11T sudo ifdown eth@;sudo ifup eth0” R¥JTA(LEXEFHVIAILARIRN M@,

5.5.14 ifupdown-extra £l
ifupdown-extra BRHE VAR ELREEL, F ifupdown B—BEH.

« network-test(1) A3 L BESATE shell #EA,
- HENESIERMITE—E ifup MITRIS S,

network-test SELIBRIEMEN BTN BEBRBEENKEG S P REMLR,
BHENESIEREE” /etc/network/*/ ” W IT T EAIIRIE,



https://zh.wikipedia.org/wiki/IPv4
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. InEEIRREIER

- IBEER IP MUHERA

- ¥&”/etc/network/routes” NEE, B RMAFREREB
- IREHRIFEREE AP UEIE

« f£7/var/log/syslog” {EEEETIFER

A BREERNEERRRRNBEREEEEERA.

N
ifupdown-extra BB ENILITARHE /etc/default/network-test” RECE. SHBEEMLIGE, SiEIE—24
RIRNENEE, AAELIESHEE —LAFRIREE ARP &78.

5.6 fEF ifupdown FISPE4EREEE (&)

ifupdown X386, ERAHSMAE, HINEEMEEMBLHES 5.5 TAEIRIANE,
BIAMEEENELINERTEEN, K, ARMBENBEER, TP MEREBELES NERIRA,

AV
MRIFAEESEIBE 5.5 HWENENEMERER, ERATEHMNEN, RRSEMISHEEZSIERIER,

5.6.1 ifplugd Exg2
ifplugd EEEIR—EEMBEERREETR, EEENTIEZNFER, RRTEE PC FiiG I NBEREMRRE,
WNRIRE L EE NetworkManager 3 Wicd (2R % 5.2 1), MAREEEEEE,

EEEREAHIT—EERETEIZF (daemon ) R E auto 5§ allow-hotplug FIINEE (R RE 5.10), WRAENAERREL
B E,

ZRUBIEERR(ER ifplugd BREEEL, LWl etho, F5E FH,

1. fifR”/etc/network/interfaces” £ EHAVEN: “auto etho” 8”allow-hotplug ethe”.
2. fREB”/etc/network/interfaces” #HEi: "iface eth® inet ---” #1”mapping ---”
3. it ifplugd BREEE.

4. #M17’sudo dpkg-reconfigure ifplugd”.

5. 1B etho fE4” A ifplugd EIRAVERREARAE £

RE, MBRGEEENHAEHMEET.

- ERMERNEIRERENBRE, TEFAEECKEBC.

- PERRENATE, RBE R DHCP F305ME,
- BBEEE IPv4 AN EARSHIBENMA (2R%E 5512 ).

- BIRZKMERAER, RUENNES,



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Wicd_(Linux_Network_Manager)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
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« ERIE KRR RIEN — ERESRE, AR E B R,
« AR KEBLRIER, N EEHFBIRIRE T RIED,

’R
ifplugd(8) AR RIS I BAELNRREHITR, LLAIMEREEN EAVERT.

5.6.2 ifmetric X828

ifmetric EREEEUFEFRPIRELIBIBLERREEIRMES(E, BIER DHCP NIRHEEE,
THERE etho NEME, FHES wlano MTEMERT, BNEE,
1. &8 ifmetric BREEE,

2. f£7/etc/network/interfaces” 8, EIN—{T’metric 07, BREMIE iface etho® inet dhcp”iEfT
T,

3. f£7/etc/network/interfaces” &, EI—fT metric 1”7, BREME iface wlan® inet dhcp”iE
17T mE.

metric 0 B ERSRMELIEF, BE:RE, XK metic BEREREMWBRBELIEF, BEERIR metric EHEE
RN IP HidE, AR ARIBEEH, 28 ifmetric(8),

5.6.3 EEMTEHE
BEVEZAMANEENREAFERREN IP UM SEREBNE, SEMNEN, BERIENEmELTILEIP 7
4 LEansR, RAE—E4BLREIER IP bt EEEE web THE, SRR EHE—EER,

BEG T, ERMABETENER.

- REH FMBEZKENTEREZAPERE (RIS EIEIRHEE ).
« AR SR ERHEREIABPR AR EE N AN = 4R,

- EIFBEER T 192.168.0.x/24.

« {REMIIMIENE etho {EF DHCP 1R4tHY 1P Hoht 3B LR 4BFR4EER,

« fREVEMER 192.168.0. 1 {EARGMEERENE etho: 0 AL,

”/etc/network/interfaces” 8 FEIVEIEC B {RAVAEEL.

iface eth® inet dhcp
metric 0

iface eth®:0 inet static
address 192.168.0.1
netmask 255.255.255.0
network 192.168.0.0

metric 1
VAV
fEIAEEECESF, M(FA netfilter/iptables (2R% 5.9 17) BUAFRRHULERIR (NAT), BES945 R BE(EAARS

NHENEEHARERENIREE, BERRE, RBEEIENAIGEN. REZER 2 RYIRMEE T NAT
REEAHFEEREL S, REANLEIHERESE.



https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_address_translation
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5.6.4 SfEGFSEE

ifupdown BXES BB IH SIEAFIRECE, FRAREERIMNERNER. FERAOMEEF ifup(8) LA interfaces(5) B
%Z:IEO

man FHEHE AR iMEE TEXFNIF B

u TIo, etho, Linux %0 EFRF (ER udev
YRR E = RETES <interface_name> HEHl)
NN 4ok configl, config2, £”/etc/network/interfaces”
EHETEE R E & <config_name> EERE iface WREFE

Table 5.12: #IRIEBENEEIIR

3 551 PENERFEREESS, TEPHRIEERRIZHILAE"/etc/network/interfaces” 8 iface EifY4E
BAER.

SRR ER LA TEMNARER /etc/network/inter faces” IR E BN BERNE R,

3

wme B’IE

ifup ethe=configl fEAECE configl RERENAEER/TE etho

ifdown eth®=configl fEFECE configl FARAEER T E etho

ifup etho £ mapping ENi%i=0Y etho ECERENAERNE
ifdown etho A mapping ENRER etho ECERFRAARN @

Table 5.13: ifupdown SFEAEREER L IR

5.6.5 ¥1IRET mapping stanza

ATBREM, FHMIESE 552 HEZMEMIE /etc/network/interfaces” #2# mapping &,

mapping <interface_name_glob>
script <script_name>

map <script_inputil>

map <script_input2>

map ...

1545 /etc/network/interfaces R EMH T —ESFEHN, FILABENEZEHRIESHE <script_name> E&ERY
&,

ERMRIRHE T ERIENIT,

$ sudo ifup etho

E”<interface_name_glob>” [LEg”etho”, SEFITIBEZEMIT FTEHMNGSREEE etho,

$ sudo ifup eth@=$(echo -e ’<script_inputl> \n <script_input2> \n ...’ | <script_name> eth0 <«

)

B, ” map” {5 AITRELEMN ] AEER,

=z
R

mapping E1 TERIILECAET, E(UAR shell iR LE, (BR%E 1.5.6 ).
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5.6.6 FENRIAILIRERECE

ST RNFAELERERETETFHER, MBREKE 5513 THRPEER “/etc/network/interfaces” &

%O
HRTEEEMFAEREEE, (FEEXE “/etc/network/interfaces” {EEFR G T EIEEN —(EEBIVE,
auto 1lo

iface lo inet loopback
iface configl inet dhcp

iface config2 inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1
dns-domain example.com
dns-nameservers 192.168.11.1

iface pppoe inet manual

pre-up /sbin/ifconfig eth® up

up ifup ppp6=dsl

down ifdown pppO=dsl

post-down /sbin/ifconfig eth® down

# The following is used internally only
iface dsl inet ppp
provider dsl-provider

iface pots inet ppp
provider provider

fmER, iface RERMA MIREERBMARARTE HE T ERME, H5%, 125 auto B allow-hotplug &i%R
RIESHEEENEIENE etho,
RE, (REJCALIRAARECE T,

SR FIiE1@ DHCP A%{REY PC BENZI R, (Re]CAEB T MMBMEKREERTE CBENERM ) configl 15
ERMERRNE (YIENE ) etho,

$ sudo ifup eth®=configl
Password:

etho NEIEHIEL, B DHCP EBEWELRE| T R4,
$ sudo ifdown eth®=configl

ethe 77 B BRI Ef fE R A 4R,

EHMIBIEEFRE P F(REY PC BENZIEIFHAE, RoIlB@ TGS HMBAREERTRE config2 EEMBENE
etho,

$ sudo ifup eth®=config2

FARY etho N, (FHAFEE P BN FHEIEIFHME, R dns-* SHEEEINSIBERE “/etc/resolv.conf” A
B, MREET resolvconf, “/etc/resolv.conf’ EERFEIE,

$ sudo ifdown eth®=config2
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etho 77 EfH /X FAR L Ef 5 = IS ARE 4R,

EHAFIASIRAY PC #2E)E) PPPOE {3 ARESAY BB-modem LHY—{EIIE, {REJLAEE T3S AAREE R pppoe
IEERMEEAE etho,

$ sudo ifup eth@=pppoe

etho NEIERIRL, H PPPoE FEEEZELRE ISP,
$ sudo ifdown eth@=pppoe

etho 7 EE XL ERELR,

EHPIASIREY PC #BENRIMER POTS #1 modem BV E, MIEEFHAZK BB-modem, {R7]LAIEI® T 7 ds< FERY AR EC
BB pppo IEEMMEENE etho,

$ sudo ifup pppO=pots

FARY ppp0 NE, AL{ER PPP E4RE ABPRABER,
$ sudo ifdown ppp@=pots

RBERR pppO 7 L EfFE AR R,
{REEZZIRE “/etc/network/run/ifstate” #EZE, R ifupdown R4S FIAHIRAC EAUIREE,

iﬂ:

11[1%{ BSEMERNE, (RRIEFERE eth*, ppp* FHREHZF.

5.6.7 ifupdown R4EHIIESTE

ifupdown ZAEBIMITLEAE “/etc/network/*/” FRIESH, MASERRIZEEGIESHE,

RIREE EHEE
’$IFACE’ EBEFHNTENYERZRE (TERE)
“$LOGICAL” EEFHNEEERRE (EEREE)
”$ADDRFAM” FTEAY <address_family>
“$METHOD” /Y ER) <method_name> ( fFI40 “static” )

MEE ifup THI, BHEZS “start”; WMRIE ifdown FITHI,

BI{EA “stop”

»$PHASE” *E;ﬁ “$MODE", {Eﬁ%%ﬁﬁﬁﬂgﬁﬁ; ;j\:ﬁ% pre-up. post-up.
pre-down #1 post - down PEES

"$VERBOSITY” ?ET—%EE%T “--verbose”; A1, &0

moIEEIRE: “/usr/local/sbin:/usr/local/bin:/

”$MODE”

$PATH usr/shin:/usr/bin:/sbin:/bin”
"$IF_<OPTION>” fiIfR iface EERIEIEEIEE

Table 5.14: ifupdown R4 {EIEFVIRIFEE]

B8, 5 (ERIESE, "$IF_<OPTION>”, R7EMEEAYIRIERF <option1> F <option2> FEIN"SIF_~» R, IBF
BERARETE, $PERBERATIR, ZREFBHFNFIT.
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B

<address_family>, <method_name>, <option1> [l <option2> FJiRBH, /2R 552 7,

ifupdown-extra EXi28 (2 8% 5514 T) FHEERIEESEKIBEAEN ifupdown EXFEEAYINEE. ifmetric
HMEEE (2R 562 T) TH”/etc/network/if-up.d/ifmetric” <185, EEESHBEB"$SIF_METRIC” £
E{2RE%TE metric FRHEE{E. guessnet 2R (2 REE 5.6.8 1), IBERFEFINEERARINELR, AHEIR mapping ¥
BRHIBENERIEMERRE, SERBEHER TELRIBEE,

xE

ﬁﬁﬁa_‘”‘ia IREEEITEMCAREENTF, ﬂ'(EIL‘Mﬁ?ﬁ"/usr/share/doc/lfupdown/examples/* 21
b F$5S 8, LAK ifscheme 1 ifupdown-scripts-zg2 BEEEERIIESE. ELEEIINIIESIER IS INEE
# ifupdown—extraéﬁi guessnet MEBEMEARINGEEE. NRMETRTELLEIINESE, MESEMHLEL
ESERE R GHETE,

5.6.8 guessnet Mapping %1%

ATEBNRER 5.66 THANFLREZLRE, (RRIUERESR 5.65 HHAMWHRES, BENEEEMECIESERE
1TECE S,

guessnet BREZEIR LAY guessnet-ifupdown(8) &5, BWERETEAEIMRIESHES, TRMHEIMESRKIGE ifupdown
R

- &£ iface B NI B —EMREE, JIHARZEIES guessnet EIERE,

- HIMELEIES — (B B HRERM iface (FABEIREE,

guessnet-ifupdown {ERAREIRIESIEF ifupdown HIRIAAEIRECES2HE, EMiEL]”/etc/network/interfa

ces” EEMAE, FEiEMAEMNEE, FAS guessnet BIEEE D EHEEINYIBIELEE| ifupdown RAEIITHY
5SS, HET2 R guessnet-ifupdown(8).

JES =
E 2@ guessnet EIB{TEEE"/etc/network/interfaces” 8 HIFEF, EIB{T{FF guessnet1, guessnet2,
IEXERYFAEE, A% ifupdown BREEBIRAFFRIBITREFHER.

5.7 [RIEWEBLCE

5.7.1 Iproute2 %

Iproute? AR SRR M TENKEMEIRICELES), BERER net-tools FLEERFHY iproute? AF T EAVIFIRR,
£ 8 ip(8) #1 IPROUTE2 T EE Howto.

5.7.2 TE2HIKEHEIBIZRIE

REIR TEMNARZ2NEAKEERGS, ELHTITTNEMBLE.

BR
25 B HERECE T AMIE"/sbin/” Bk, {REIBAM&"/sbin/ifconfig” ERFERATEGSERE, HIB/sbin”
HAZE"~/ . bashrc” BRI HAV"SPATH” IRIEEEE,



http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.policyrouting.org/iproute2.doc.html
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ZRY net-tools #7187 iproute2 B®RIE

ifconfig(8) ip addr —{E%E LRI (1P 5K IPv6 ) HAE
route(8) ip route BARKE

arp(8) ip neigh ARP 5%, NDISC REUE B

ipmaddr ip maddr ZTEMHHE

iptunnel ip tunnel 1P [%&

nameif(8) ifrename(8) i MAC R T E A
mii-tool(8) ethtool(8) CRNPBEERTE

Table 5.15: 6B/ net-tools AR iproute2 RS EEMRE

e Bl

ifconfig RN BN ABRR T EE AR AN AL AR RE

ip addr show RN ENRYAEER T ENE AR AN B IEAR BE

route -n FAEFHIR R 2 A RER

ip route show RARFIAERETRER

arp HERERI ARP REVERHIAR

ip neigh B Ef ARP REGRFIAR

plog HE'~ ppp BE=Tsetz/7 (daemon ) HE

ping yahoo.com #B&EEyahoo. com” AR ELR

whois yahoo.com AR ENEEmE s &R r "yahoo.com”
traceroute yahoo.com R’ yahoo . com” FIESAEEER
tracepath yahoo.com IRHEE"yahoo . com” FIEFAEE4R

mtr yahoo.com IRHEE"yahoo . com” FIEAER (2R )
dig [@dns-server.com] example. &FH”dns-server.com” IRERFEF”example . com” IFERH
com [{a|mx|any}] DNS iC#%: 7a”, “mx” B{”any” iC#%
iptables -L -n BREEE

netstat -a KT EFHREIIR

netstat -1 --inet XHEERIR

netstat -1n --tcp i TCr EXRRIR (BFRY)

dlint example.com &E:§”example.com” {J DNS zone &N

Table 5.16: KBRS TR



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
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5.8 #HEEEL
BANARELEBETAXNEER, HREMEESFNESERANEE,
0HEe ITE K| FRER
iftop VO, 111 93 o~
iperf V4, 1:54 160
apt-spy V0, I:3 105 EE"E‘E%,EI HIT?E /etc/apt/sources list 8%
ifstat V-1, I:10 55 NERTER
bmon Vi1, .12 139 TN EE B R RNAEREET TR
ethstatus V-0, I:4 39 RE A EFREESTHINESH
bing V0, 1:2 62 BRI 'J'EE./ n1§§
bwm-ng V2, 1:17 88 N5 iz
ethstats V0, I:1 20 ER iz ﬁ;ﬂﬁz% Zﬂﬁ. r-Fn mf?ﬁa%
ipfm V:0, 1:0 78 SAE NI LH
Table 5.17: 3R EBIL TEYIX
5.8.1 Xi&fE MTU
B2 X {E#58 5T Maximum Transmission Unit (MTU) RY{EBEEI@H0”-M do” FEIEAY ping(8) BERRIETE, TIEEM 1500

fiIrc4B (¥R IP+ICMP B158, B 28 (UtHrRSE ) K/\BEIREY ICMP B, RiXH IP RO FRFISRAXEXR,

ERT6F

$ ping -c 1 -s $((1500-28)) -M do www.debian.org
PING www.debian.org (194.109.137.218) 1472(1500) bytes of data.
From 192.168.11.2 icmp_seq=1 Frag needed and DF set (mtu = 1454)

--- www.debian.org ping statistics ---
0 packets transmitted, 0 received,

Eif 1454 KF 1500

&R A 1454 ping(8) BIN T .

EEBER

+1 errors

P&1% MTU (PMTU) 2518 (RFC1191) ,

tracepath(8) AR %

RS0 B BNSTRLIE(E.

N

EFmEBPIF, PMTU BI{ER 1454, ERHFLFIRCERIFRES, AT ERTEEE Asynchronous Transfer

Mode (ATM) {E& b fIRYBEs48E8, W{EMA PPPoE {EAZFiR, BEFE PMTU {EMXFEIRK
FEBFRHEEE 1500,

ROIRIT, ELONER, Feamrey

PR T IBLEARIESI AN, REREE NEVEM.

- EREFARESR (VPN %) NS MTU BB —$RE T - EiaEs.
. MTU [EREXEZiBEB
- EIBBHTREINEE, BAMN MTU EEBEHLRT,

EEREREEM PMTU {E,



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon.php?package=iftop
http://packages.qa.debian.org/i/iftop.html
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon.php?package=iperf
http://packages.qa.debian.org/i/iperf.html
http://packages.debian.org/sid/apt-spy
http://qa.debian.org/popcon.php?package=apt-spy
http://packages.qa.debian.org/a/apt-spy.html
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon.php?package=ifstat
http://packages.qa.debian.org/i/ifstat.html
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon.php?package=bmon
http://packages.qa.debian.org/b/bmon.html
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon.php?package=ethstatus
http://packages.qa.debian.org/e/ethstatus.html
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon.php?package=bing
http://packages.qa.debian.org/b/bing.html
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon.php?package=bwm-ng
http://packages.qa.debian.org/b/bwm-ng.html
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon.php?package=ethstats
http://packages.qa.debian.org/e/ethstats.html
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon.php?package=ipfm
http://packages.qa.debian.org/i/ipfm.html
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
https://zh.wikipedia.org/wiki/Path_MTU_discovery
http://tools.ietf.org/html/rfc1191
https://zh.wikipedia.org/wiki/異步傳輸模式
https://zh.wikipedia.org/wiki/異步傳輸模式
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
https://zh.wikipedia.org/wiki/Virtual_private_network
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BRRIRIR MTU HEARRE

PESEE4R (IP: PPP) 576 FER

ZN¥ELR (IP: DHCP S\ EE) | 1500 TERRIZEE

CNUAEER (IP: PPPOE) 1492 (=1500-8) PPP SE=R 2 fi15cZH#0 PPPOE SBSP 6 I T

ZNUEERR (ISP BE4E: ATM,
IP: DHCP XEIE IP)
ZKNHEELR (ISP BEF: ATM, IP:
PPPOE)

E&EHEr: 18 AT Z A4, 8 it
40 SAR B (3%3%: SAR & ATM #7357 )
£ H”Optimal MTU configuration for PPPoE
ADSL Connections” 3R 7 @& A RIE

1462 (=48*31-18-8)

1454 (=48*31-8-18-8)

Table 5.18: JfE MTU {BEIEARIES| 5%
5.8.2 :RTE MTU

ERRBIERE MTU {8, EFEERRY 1500 FREZF 1454.
#52 DHCP (2R 554 1), (RecsERA TR AR ER”/etc/network/interfaces” &3 iface EIHEAM
17.
iface eth® inet dhcp
pre-up /sbin/ifconfig $IFACE mtu 1454

HRERE P (BRE 555 1), MREEAFERA TERMNANER”/etc/network/interfaces” 1§34 iface EiMEREM
17.

iface eth® inet static

address 192.168.11.100

netmask 255.255.255.0

gateway 192.168.11.1

mtu 1454

dns-domain example.com

dns-nameservers 192.168.11.1

HHAEIE PPPoE (2R 545 1), (REesEA TEM AN ER”/etc/ppp/peers/dsl-provider” # mtu” 1878
A917.
mtu 1454

BRATHRXR/NMSS) BB —EEE B K/NTFiE, MSS #l MTU BIRHAIT.

« ¥152 IPv4, MSS =MTU - 40
« ¥152 IPv6, MSS = MTU - 60

==
=]

Eﬁé iptables(8) (B2R% 5.9 T) KE(L, BES @B MSS REMEE K/, IRHEEHE MMS, 2R iptables(8) #
#"TCPMSS” .

5.8.3 WAN TCP &1t

TCP HMLE RS EBHE TCP BB A/NNSIHREAL, HBENKIEENSERL WAN, 7E”TCP Tuning Guide”
F"TCP tuning” BEHEA. B|ERIZLE, ERT Debian TERERE RESDRITFRIARFE LT FLAHY 1G bps JLEHZEIF LAN E4R,



http://www.mynetwatchman.com/kb/ADSL/pppoemtu.htm
http://www.mynetwatchman.com/kb/ADSL/pppoemtu.htm
https://zh.wikipedia.org/wiki/Maximum_segment_size
http://dsd.lbl.gov/TCP-tuning/
https://zh.wikipedia.org/wiki/TCP_tuning
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e ATE NI L

iptables V:240,1:993 | 1528 | netfilter &2 T H (iptables(8) F}? IPv4, ip6tables(8) FIiR IPv6)
arptables V:0, .2 84 netfilter ZIE 1 & (arptables(8) Fii% ARP)

ebtables V:30, I:56 351 netfilter EI£ 1 H (ebtables(8) IR Z X 48f8)

iptstate V0, I:4 116 FEMEER netfilter FARE (F0 top(1) FEN)

shorewall-init V:0, I:0 80 Shoreline FHNTE ¥I351E

shorewall V6, 1:16 2343 | Shoreline i K&, netfilter At & f& 28 £ A% 25

shorewall-Iite | V:0, 1.0 85 Shoreline [5 K&, netfilter B & fe 22 2 by, 28 (Fa G AR)
shorewall6 V-0, I:2 895 Shoreline B KHE, netfilter BC B & 2= £ At 2 (IPv6 M)
shorewall6-lite |y, 1, 83 | Shoreline B, netfilter EEBIESRAER S (1Pv6, F5HR)

Table 5.19: BANE T BEYIZR
5.9 Netfilter 43 1BIEIESS

Netfilter £/ Linux #Z/0 #8480 (2R 3.3.1 1) Bt IKREFI XS 0 ABESHuEEF IR (NAT) fE2R,

netfilter FERFEAEEFZINR iptables(8). {REENE shell F TR {FTXAIEE netfilter, f§EFT iptables-save(8) FE&TF = BIAARE,
ERMRERIET, BB init 3ELHEME iptables-restore(8) K Vk1E,

& shorewall BRI EEENIESIBRENFEEBEEEESE/HE,
£ B http://www.netfilter.org/documentation/ L84 (S 1E”/usr/share/doc/iptables/html/” {2EAIE).

* Linux Networking-concepts HOWTO
* Linux 2.4 Packet Filtering HOWTO

* Linux 2.4 NAT HOWTO

TN
EIRISLER A Linux 2.4 BY iptables(8) &< netfilter /L INEEERBESATE Linux2.6 1 3.x ZILRTIEIE.



http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon.php?package=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon.php?package=arptables
http://packages.qa.debian.org/a/arptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon.php?package=ebtables
http://packages.qa.debian.org/e/ebtables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon.php?package=iptstate
http://packages.qa.debian.org/i/iptstate.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon.php?package=shorewall-init
http://packages.qa.debian.org/s/shorewall-init.html
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon.php?package=shorewall
http://packages.qa.debian.org/s/shorewall.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon.php?package=shorewall-lite
http://packages.qa.debian.org/s/shorewall-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon.php?package=shorewall6
http://packages.qa.debian.org/s/shorewall6.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon.php?package=shorewall6-lite
http://packages.qa.debian.org/s/shorewall6-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Shorewall
http://www.netfilter.org/documentation/
http://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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Chapter 6

n\l_.| EI:I lﬁ §

BIAEIELRR (2005 5 B), Re]ITEEHEIRER,

N

IR Debian AmER BRI EESREA, B Debian &

BB FM—EmEEERE.

A
O we

KEZER 2013 F 2R Debian 7.0 (Wheezy) 4REH,

FTAERTEAEER

6.1 #FERNES
B SEERERNEY, FRABXFEHGE (HTTP) REREAR.
0Ee MITE X | ¥EE AR 2T 22 R R
chromium V:67,1:148 191705| X Chromium, ( 2RB Google FIFHRZE s )
iceweasel V:210, :450 | 232 El= HETERY Mozilla Firefox
] _ EEIZENMozilla, BEREEEE, BlR 7T
iceape-browser | N/A N/A Eill= bug#505565
epiphany- ) . = o :
browser V:10, [:41 2145 | @k GNOME, %A HIG, Epiphany
konqueror V28, 1:114 3543 El= KDE, Konqueror
dillo V0, I:5 1504 | @E Dillo, ( Eh? FLTK FIEEER 75 )
w3m V212, 1:813 | 2294 | X=F w3m
Lynx Vv:32,1:104 | 1901 | EE Lynx
elinks V:14,1:32 1587 El= ELinks
Iinks V:17, 1:46 2149 | @E Links ( ZEX=F )
Iinks2 V2, 1:17 5392 | &R Links (286 X WEGFIEESR )
Table 6.1: #HE2|EE25R
6.1.1 ZE=ERLE
ARLLREREP, ReIUERTI455%8 URL REREMBVERE



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon.php?package=chromium
http://packages.qa.debian.org/c/chromium.html
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/iceweasel
http://qa.debian.org/popcon.php?package=iceweasel
http://packages.qa.debian.org/i/iceweasel.html
https://zh.wikipedia.org/wiki/Mozilla_Corporation_software_rebranded_by_the_Debian_project
https://zh.wikipedia.org/wiki/Mozilla_Firefox
https://zh.wikipedia.org/wiki/Mozilla_Corporation_software_rebranded_by_the_Debian_project
https://zh.wikipedia.org/wiki/Mozilla
http://bugs.debian.org/505565
http://packages.debian.org/sid/epiphany-browser
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon.php?package=epiphany-browser
http://packages.qa.debian.org/e/epiphany-browser.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon.php?package=konqueror
http://packages.qa.debian.org/k/konqueror.html
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon.php?package=dillo
http://packages.qa.debian.org/d/dillo.html
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon.php?package=w3m
http://packages.qa.debian.org/w/w3m.html
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon.php?package=lynx
http://packages.qa.debian.org/l/lynx.html
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon.php?package=elinks
http://packages.qa.debian.org/e/elinks.html
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon.php?package=links
http://packages.qa.debian.org/l/links.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon.php?package=links2
http://packages.qa.debian.org/l/links2.html
https://zh.wikipedia.org/wiki/Links_(web_browser)

Debian 2= F 119/ 260

« about:”

« ”about:config”

« Yabout:plugins”

Debian 24t 77E main {2REFIRME THZ EHVZIERIMINRIEE, TETUAREIE Java (¥X58F= ) # Flash, tF]
CAZI2 MPEG., MPEG2, MPEG4, DivX, Windows Media Video (.wmv), QuickTime (.mov), MP3 (.mp3). Ogg/Vorbis

g3, DVD, VCD F%, Debian thig{HRAMENTZT, AJLARR%EERE contrib B non-free B non-free 2| EE 235 EMER
BEEL

0nEe RITE K | Eig B
icedtea-plugin | 1:24 19 main E R OpenJDK # IcedTea BY Java FME
mozilla- . . A ; 4
plugin-gnash [:2 39 main E R Gnash B9 Flash 9ME
flashplugin- o . &5 Adobe Flash Player B Flash JMHEBEIFER (2
nonfree V:9, 1:148 71 contrib B 1386, amds4 )
browser - Vi5, 1117 202 | main R VLC IRBSIE B8R0 2 1H R )
plugin-vlc e = = =
Table 6.2: BIEEZ /MRS BITIR
B

REEA LR/ Debian MBEEERS, BIRRETUFERANM, REEE “so” ERTEIIIMIBEHP
(B30 “/usr/lib/iceweasel/plugins/”) i EERUBIET 2L,

BLEINERENMFERANERNERENIETEMNELR, RAINER REERENREFH RFRSEZE, 5
l, REIUFE T EETRERAEREERP (FIa “~/ . gnome2/epiphany/mozilla/epiphany/user.js” 3%
“~/.mozilla/firefox/*.default/user.js” ),

user_pref{”general.useragent.override”,”Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0) <«

II}.
14

B, {RETLLBIBHA “about :config” 3 URL, BHEETHEERNNS, REElEEEELH,

AV
BENERENEFHFIIUNEEX KB Java AREIFRA,

6.2 HHERLZ,

VAV
WMRIRABERE B EI AR R E B B EFR R IRE Y, (FEZRIFREE— TEEREAX M,

BUHRBRIREIRITESEEH EMRT S ARBENNZFIHER, {INEERR, B 3 BRLNBARIEER:

- BHERNIE (MTA, 28% 63 T), ENEEHEEEEAFER,



https://zh.wikipedia.org/wiki/Java_(software_platform)
https://zh.wikipedia.org/wiki/Adobe_Flash
https://zh.wikipedia.org/wiki/MPEG-1
https://zh.wikipedia.org/wiki/MPEG-2
https://zh.wikipedia.org/wiki/MPEG-4
https://zh.wikipedia.org/wiki/DivX
https://zh.wikipedia.org/wiki/Windows_Media_Video
https://zh.wikipedia.org/wiki/QuickTime
https://zh.wikipedia.org/wiki/MP3
https://zh.wikipedia.org/wiki/Vorbis
http://packages.debian.org/sid/icedtea-plugin
http://qa.debian.org/popcon.php?package=icedtea-plugin
http://packages.qa.debian.org/i/icedtea-plugin.html
http://packages.debian.org/sid/mozilla-plugin-gnash
http://packages.debian.org/sid/mozilla-plugin-gnash
http://qa.debian.org/popcon.php?package=mozilla-plugin-gnash
http://packages.qa.debian.org/m/mozilla-plugin-gnash.html
http://packages.debian.org/sid/flashplugin-nonfree
http://packages.debian.org/sid/flashplugin-nonfree
http://qa.debian.org/popcon.php?package=flashplugin-nonfree
http://packages.qa.debian.org/f/flashplugin-nonfree.html
http://packages.debian.org/sid/browser-plugin-vlc
http://packages.debian.org/sid/browser-plugin-vlc
http://qa.debian.org/popcon.php?package=browser-plugin-vlc
http://packages.qa.debian.org/b/browser-plugin-vlc.html
https://zh.wikipedia.org/wiki/VLC_media_player
http://www.mozilla.org/unix/customizing.html#prefs
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
https://zh.wikipedia.org/wiki/Message_transfer_agent
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- BHENRIE (MDA, 2R% 66 T7), RIEEEME—EXHANEREERENER,
- BHERENE (MUA, BHBAETEHEFK, 28% 64 T7), REMEMANMREENEMITED.

JED=
HRALEEERERERNARBE TFIL, U THNEENFEENH.

6.2.1 EFFEMEER

EFEMF =B HHEM, AE0ET, BEHIZEREBEHIEN,
SMTP AEFEMHEF ERY”To” F1”From” Bl RIGIEE ., (55 _£RY”’From” Bl th#0U #OR ]t ik, 1490 From_ &

= o

EFHHETERYTo” M"From” B, BRE EFHHEFI L. EAHSERT, ELENRREFBHEH K, B
IK%ELEO )

A TRIBIENEMER RERES, EFEHERin (MUA) S22 AEERERBEHBRES (MIME)REZERGAT
SRMIERMFIEX,

6.2.2 IRNEMFARFZER

A7 Er]sER MR B (NEZEMNMAREERNEFEN) NEE, FSREBEERERBINELRE ISP IRFSEIE
TEFRENEEHE ﬁﬁ

- EETHIRTER ISP MRS, ERfc4409 B EREN (587 ) BIEIXEMY, Wi {FEATEfc495448 R E B ZE1E (SMTP
REEARTR).
- NERRIAEER M PBRT ISP B SRV EX BRI AR 2S) iER | R AEERAY SMTP 25 IR E &M I18E T,

o R—LETTERRIMERARER AT ISP FEURER 4RI ARBISMTP 25 IRAVER EHPEMR.CERREARESRIMEERESR
“ﬂﬁ’é.ﬁﬂﬂiﬁﬁiﬂﬁib IP it &5, & FcHRFERR.)

- BRINB T E (DKIM) FNZX{SE RGNS (SPF) ERMRNIREHRNEZAREFEHRIE,
o IR SRR B ARTS FT RE B AN (RAYIEIE® smarthost BYE FEHEIX,

EREE B RRNBREIELER, (RUBESEELHIIRSG,

SEHOE L AR AV ABFR AR 15 ANPRMI, & Yahoo.com #I Gmail.com BEHRAVE I ABFRAERR B4 ISP 1R 11 T L 2RV ER4AR
5, ERBRERTSWE (TLS) MENRE, ZELEEREWE (SSL) M e] TR 75 @ 1B AR B4R 1S L B4 AR TS,

o BETH R 465 IBERTE, 2@FFAITE SSL EAY SMTP (SMTPS 17:%).
- BET# Y 587 IRPRFEER STARTTLS 1#:&.
« TLS/POP3 18 (995) = A POP3 17 K% Z B41,

( : ) My
HEHEERIAR E#1T SMTP A RB[BREFREXBEH IR TEREHENIZERN, EMEGTEERKIE
4B, RWEERENA ISP B EBIIEMF ISP 1Z4EAY smarthost ARFS,

ATHERLR, EETRHUXED, HEBTE smarthost 2”smtp.hostname.dom”, TE SMTP A& B ERA
BSTARTTLS 13 :EMEEIXIE (587)



https://zh.wikipedia.org/wiki/Mail_delivery_agent
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc4409
http://tools.ietf.org/html/rfc4954
https://zh.wikipedia.org/wiki/SMTP-AUTH
https://zh.wikipedia.org/wiki/SMTP-AUTH
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/反垃圾郵件技術
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/SMTPS
https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/SMTP_Authentication
https://zh.wikipedia.org/wiki/STARTTLS
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6.2.3 T{FuaRYERHHECE SRR

REBENEFHHICER (R MUA {FiXE84 2] ISP #Y smarthost, A1 ISP B9 POP3 AR IZWNERE (2 RE 6.4
™), ERRRIMNEERITEASINEEMNE GUI 8 MUA, Il icedove(1), evolution(1) &%, MRFEEZEBEHY
BpIR@RBEF, (REZER MUA FBiRINEE. BINERIFR, At MTA (ZR%E 63 T) RFAELRMRIE (BEFX
EMEREER—EH L),

L Debion RS EAERM, DEGRE—WERE, BROHAEHES MU oo EREMTIERNL A CHBRALG
BEETHL,

BINEBHEAACE BE B A MTA {E3EE4Z ISP 89 smarthost, BEEEIEER (BRE 6.5 1) # ISP #9 POP3 {7
REFIEZEMY, WIEEGREFIIAMETE, NRESZEEIMAEMEERBBER, REZER MDA FEEINEE (2R
% 6.6 1) RBEBEHRNEBIERE, SEANNEERITEAENRKIKIBE MUA, FI90 mutt(l), mew(l) FE,
BEFEREM MUA BRI (2 RE 64 1), HRNERERER, £t MTA (2R 6.3 1) FEM smarthost $IEF
KitnigiE, RABETEILEEEMEI FQDN, {REEEARM MTA REEFBFHZEIN FBMEPHEE R EGBE,
RiEREBEILIEER (2R%E 633 1),

N
{REJBERE E AL E MUA/MDA ZR{ER Maildir, UERFEHIIREB HFMNEREMLE,

6.3 EHIHICIE (MTA)

I —MRTIFIEMS, EHE@AIE MTA) WEMEER eximd-* & postfix EEE, BERMFRRE,

ERESS) WATE NI L

i;;m -daemon- 1 yeos 1691 | 1167 | Exim4 B3¢EEEH{LIB (MTA : Debian FEIRHI)
exim4-base V:614,1:703 | 1561 | Exim4 X (XF) fIBERER
exim4-doc-html | L1 3454 | Exim4 X (html)

exim4-doc-info | L1 588 Exim4 X (info)

postfix V:149,1:165 | 3916 | Postfix BBFEE@RIE (MTA : EXM)
postfix-doc I:10 4038 | Postfix X (html+text)

sasl2-bin V:7,1:25 410 Cyrus SASL API BIR (BIR postfix SMTP 585
cyrus-sasl2-doc |, 247 | Cyrus SASL - Xt

Table 6.3: AR TFuSRI B EHEHNIZERBEERERTIR

BEMATTERRH L, eximd-* FLEHRBRERELL post fix ififT, {BiEMAEIRE postfix # Debian f3%E
FRARNiR1T. Debian fAARZZRAMER exima 1 postfix, EFHHY Debian FZEE R A5 RAINE FRUEMHRER D ATHY
HERORIASMIE MTA —FRZEID,

exim4-* MBEBRD/AMMNE, BEEE/NNLREERMIIEERENVEEE, postfix MIEERDAMAMNE,
ERNER RE BENRENSYE. EMELASTERRNXY, EEEMIE LHEERITHEN,

7£ Debian 12 REE, TS ARBNEMNAEREEEAMVE 4 (EE#R IR (MTA) RSB n]#11EIZ,
6.3.1 exim4 PECE
EFHYARLEIEI® smarthost FUABERERSE, 1RIEEZIRUN T FT/RAY (EBHh) BCE eximd - * EXE2HEL,

$ sudo /etc/init.d/exim4 stop
$ sudo dpkg-reconfigure exim4-config



https://zh.wikipedia.org/wiki/Maildir
http://packages.debian.org/sid/exim4-daemon-light
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon.php?package=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon.php?package=exim4-base
http://packages.qa.debian.org/e/exim4-base.html
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon.php?package=exim4-doc-html
http://packages.qa.debian.org/e/exim4-doc-html.html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon.php?package=exim4-doc-info
http://packages.qa.debian.org/e/exim4-doc-info.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon.php?package=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon.php?package=postfix-doc
http://packages.qa.debian.org/p/postfix-doc.html
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon.php?package=sasl2-bin
http://packages.qa.debian.org/s/sasl2-bin.html
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon.php?package=cyrus-sasl2-doc
http://packages.qa.debian.org/c/cyrus-sasl2-doc.html
http://wiki.debian.org/DefaultMTA
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]iFe ITE KAV | SEEFORAIERL

exim4-daemon- ] ] e

light V:604,1:691 | 1167 | 2I18

postfix V:149,1:165 | 3916 | £I8E (F2)

exim4-daemon-

heavy V:9, 1:10 1300 | 2IhkE (TiF)

sendmail-bin V:10, [:11 1806 | I ANRMFELKHEZRE)
nullmailer V5, 1:8 372 P INEE, /2E2'§iﬂ1§|”¢

ssmtp V:13,1:20 2 EHINEE, RERMEHEF
courier-mta V0, 1.0 1950 | FERZ2INEE (web MEFE.)

masqmail V-0, I:0 337 KE

esmtp V:0, 1:0 124 =

esmtp-run V:0, I:0 32 & (sendmail HBIEZEREF] esmtp)
msmtp V2, 1.7 260 KE

msmtp-mta Vi1, I:1 35 8= (sendmail HEIEZEHGZ] msmtp)

Table 6.4: Debian &3 BRI {{E ERVEMHEHIE (MTA) EEERIVTIR

R%”General type of mail configuration” %, #E$ZE”mail sent by smarthost; received via SMTP or fetchmail”,
TE”System mail name:” ZF8:%#9 FQDN (£28% 5.1.1 1),

""""”IP addresses to listen on for incoming SMTP connections:” Z¥85%AY7127.0.0.1; ::17,

”Other destinations for which mail is accepted:” JEIBEE %

”Machines to relay mail for:” JBIEEE T

sneo

5% 7E ”IP address or host name of the outgoing smarthost:” %%”smtp.hostname.dom:587”,

% XE”Hide local mail name in outgoing mail?” iRIEA”<No>", (HEMEEE 6.3.3 TIHRAFIEREER /etc/email-addre
sses” &)

BIZA T AT RAYE A —{E 3R [E]1 %5’ Keep number of DNS-queries minimal (Dial-on-Demand)?”,

« "No” tNRREBIRVIHE, RFAFIEL T HRHER,
« “Yes” YIRBAENTURS R, REIE ik 2]525

#&E ”Delivery method for local mail:” 3EIEZA”mbox format in /var/mail/”,

»Split configuration into small files?:” JEIE;% & <Yes>”,
BiB8iY”/etc/exim4/passwd.client” #E3, REEIIFH smarthost FIZREIRE,
$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp. *\.hostname\.dom:username@hostname.dom:password

BiEIN T ETRABLED exim4,

$ sudo /etc/init.d/exim4 start

»/etc/exim4/passwd.client” ERPHEHBARNEZENE, MEZZRNTATRIISEEENEHE,

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

F1E/etc/exim4/passwd.client” IERAERIERR RN R EE B ZRRE, BIFE ISP Bl 7 BIRFTig5E A0 E
£, SMTP AUTH 22 e T 1EHY,

{REESDE RN T FT/REVFENEH exima BCE:



http://packages.debian.org/sid/exim4-daemon-light
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon.php?package=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon.php?package=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/exim4-daemon-heavy
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon.php?package=exim4-daemon-heavy
http://packages.qa.debian.org/e/exim4-daemon-heavy.html
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon.php?package=sendmail-bin
http://packages.qa.debian.org/s/sendmail-bin.html
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon.php?package=nullmailer
http://packages.qa.debian.org/n/nullmailer.html
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon.php?package=ssmtp
http://packages.qa.debian.org/s/ssmtp.html
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon.php?package=courier-mta
http://packages.qa.debian.org/c/courier-mta.html
http://packages.debian.org/sid/masqmail
http://qa.debian.org/popcon.php?package=masqmail
http://packages.qa.debian.org/m/masqmail.html
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon.php?package=esmtp
http://packages.qa.debian.org/e/esmtp.html
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon.php?package=esmtp-run
http://packages.qa.debian.org/e/esmtp-run.html
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon.php?package=msmtp
http://packages.qa.debian.org/m/msmtp.html
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon.php?package=msmtp-mta
http://packages.qa.debian.org/m/msmtp-mta.html
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- BHi"/etc/exim4/” BERTHY eximd EEERER.

- ¥317/etc/exim4/exim4.conf.localmacros” RiXEEEHRSHIEN”/etc/eximd/exim4 . conf. temp
late” 185, (RERIMEE)

- #&£" /etc/exim4/exim4.conf.d” FEHBPEIFERIFEESHFEMER, (DINEE)

« #f7’invoke-rc.d exim4 reload” &%,

#5R8:&”/usr/share/doc/exim4-base/README . Debian.gz” B A 18EH update-exim4.conf(8),

AV
@ R debconf $AR5"Keep number of DNS-queries minimal (Dial-on-Demand)?” iS (BRI 2ERS, BIZ T "No” (F8
i%1H), IPEERNEN eximd EEREREFREN B R REMENREHEANEER DN FBRMEEE,

D ue

HEIARRY ISP 25, ERERLBNZNBXEEENKER,

BR
EEWBE 587 18 L{FH STARTTLS i SMTP ##:%, EXEL ISP HAEREZEN SMTPS 1#:% (£ 465 18 £/
SSL), 4.77 lRAUER Exim4 ZIBEE Finfl{E ks EAIEEE SMTPS th:E.

"R
NRIFIEERE LREMSHK (88T /etc/aliases” RAMEE MTA, {REZEREKCE exim4(8), £"/etc/

7 e

default/exim4” {3+ E N"QUEUERUNNER="queueonly’”, "QUEUERUNNER='"nodaemon’” &%,

6.3.2 #1H SASL 1Y postfix iLE

4521838 smarthost FYABERENF, (RIERZE JoRRIRE postfix XAFFIRARAIFE,

e Ihae

postfix(1) Postfix ZFHIFELC
postconf(1) Postfix IL & T B
postconf(5) Postfix BCE 5[}
postmap(1) Postfix BEFIRAEE
postalias(1) Postfix FIREMEHE

Table 6.5: EZE /Y postfix FMEIIFE

{RIEZIZUN T FR/RAY (EE¥h) BCE postfix #l sasl2-bin EREEHEL,
$ sudo /etc/init.d/postfix stop
$ sudo dpkg-reconfigure postfix

3227 Internet with smarthost”,

i%E”SMTP relay host (blank for none):” Z” [ smtp.hostname.dom] :587” Wiz FEIRECE.



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
http://www.postfix.org/documentation.html
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sudo postconf -e ’‘smtp_sender_dependent_authentication = yes’

sudo postconf -e ’‘smtp_sasl_auth_enable = yes’

sudo postconf -e ’smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd’
sudo postconf -e ’‘smtp_sasl type = cyrus’

sudo vim /etc/postfix/sasl_passwd

&P B BB P

75 smarthost 37 ISR E.,

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom] :587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

BB T AT RRIRREN postfix,
$ sudo /etc/init.d/postfix start

dpkg-reconfigure EiEH{FERAY [~ F17]” F1”/etc/postfix/sasl_passwd” BEAERE MX iLifMEE
EERIBETEMR®EE#E, 2R”/usr/share/doc/postfix/html/SASL_README.html” #@E#AY”Enabling SASL
authentication in the Postfix SMTP client” & H,

6.3.3 EfFititEcE

EEE-LAREAERE, RENEAENRIENEMT i FEESRE,

CES Ihge FEF

/etc/mailname it (938 ERFRO7EERE#R | Debian EAHAY, mailname(5)
/etc/email-addresses AR EEMEFNEREBRRE exim(8) BFIHY, exim4-config_ files(5) _
/etc/postfix/generic IR ON EE B e (5 g;)s%ﬁx(l) EHIY, postmap(l) an L HITE
/etc/aliases BARERBERERFRE B, newaliases(l) AR I TR,

Table 6.6: ERER (it it AERARIEC EAERIIR

»/etc/mailname” HEERH A mailname BE 2 2MIHE (FQDN), EELIEIHZAS S WA EHAY 1P ik, ¥508
BRfRTRY 1P th A E BB EN T (ELL, X% mailname Z”hostname -~ f9{E, (EEH exim4-* F postfix
HEZLBUINERE, )

B

*/etc/mailname” HEPIABTHWTF S IE MTA B HEEMMIFERRTS. #H mutt, £ ~/muttrc 1R H:R
E’hostname” FI"from” EEREZE mailname 18, #i? devscripts BEEEAVFER, 40 bts(1) 1 dch(1), EE
HIRIE 28" $SDEBFULLNAME” F1"$DEBEMAIL” HIEREBEETE,

W

popularity-contest EREEE—AZLA FQDN AZZUAY root BRF{HIZ BB, {REER /usr/share/popularity-
contest/default.conf #ERAPEHIRIIBEREELE /etc/popularity-contest.conf &R MAILFROM
B, &I, REVEFE W smarthost SMTP {EIfRZEIELE., BEELBEZRZIK, EEHALLAEER MTA IEH
2 root FAREGFEMNEHER RMUIEL S, EH]UMEMTEZFE R cron IESBER.

E % E mailname Z5”hostname -f” F{ERS, BB MTA AUREM A AOA S ET LUEE YN T FTRAVREIR,

- FAHR exim4(8) B9”/etc/email-addresses” t§3, exim4-config_files(5) FMEARBRANR EIIMRERE



http://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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« FB? postfix(1) B9”/etc/postfix/generic” &3, generic(5) FMERBRANR SIS

52 postfix, ETFRIVFEINSRFENIT,

# postmap hash:/etc/postfix/generic
# postconf -e ’smtp_generic_maps = hash:/etc/postfix/generic’
# postfix reload

{REESDE BN T FREY B G BB b O &,

« exim(8) A -brw, -bf, -bF, -bv, ... iEIE
« postmap(1) A -q EIE,

"R
Exim #8 — LB RAMIER, 5140 exiggrep(8) 1 exipick(8), 28 dpkg -L exim4-base|grep man8/” RIES
IR,

6.3.4 Em MTA 121

BEE —LEMIN MTA 121F, F— o] E®iB sendmail(1) FIEBFHENHEREIR,

exim AR S postfix G55 E3EH

sendmail sendmail REF 2 \FEENE G It H L HERIE (-bm)
mailq mailq T EFEBIREMNTI D BEERTY] (-bq)
newaliases newaliases MR RIBENE (-1)

eximd -q postqueue -f SEMBEFEBH (-9

exima -qf 32?2§$23fpé2tgtéue | EFEEREBEG

exim4a -qff 282533232 ; ALL; ENRIBEEEC KRG ER G

exim4 -Mg queue_id postsuper -h queue_id BIBEEFRITY] ID RIFREE

exim4 -Mrm queue_id postsuper -d queue_id BEEBEFLITI] ID RERE

N/A postsuper -d ALL BIRFTEEH

Table 6.7: Ei# MTA 12{EFIFR

B
£/etc/ppp/ip-up.d/*" BE—(EEMRIEFFBEEFNESBEREARENEE,

6.4 ERFFERAEIIE (MUA)

WNSRARETRY T Debian MHEAMERGTIR, FERAK mutt Fl mew B MUA EREREEE, FEERERR, M
W REFE LHREL B o] MRTEHAR AR TIF RIF.
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]iFe ATE KN | FEE

evolution Vi43,1:298 | 428 X GUI 1238 (GNOMES3, groupware &)

icedove V:55, 1:142 292 X GUI 230 (GNOME2, #EFFEHY Mozilla Thunderbird)
kmail V:43,1:98 6419 | X GUI #£23¥ (KDE)

mutt V:224,1:820 | 6163 | {RAF]IAeEE vim — i EANF TR IRiz Iy

mew V:0, 1:0 2328 (x)emacs FHIFTRImIEL,

Table 6.8: EEHERABENIETIR (MUA)

6.4.1 EiE MUA —Mutt

RN ARIBES"~/ .muttrc”, B vim ESEREFMAERABENIE (MUA) #REE mutt,

#

# User configuration file to override /etc/Muttrc
#

# spoof source mail address

set use_from

set hostname=example.dom

set from="Name Surname <username@example.dom>"
set signature="~/.signature”

# vim: "gq” to reformat quotes
set editor="vim -c ’‘set tw=72 et ft=mail’”

# "mutt” goes to Inbox, while "mutt -y” lists mailboxes

set mbox_type=Maildir use gmail Maildir format for creating mbox
set mbox=~/Mail keep all mail boxes in $HOME/Mail/

set spoolfile=+Inbox mail delivered to $HOME/Mail/Inbox

set record=+0utbox save fcc mail to $HOME/Mail/Outbox

set postponed=+Postponed keep postponed in $HOME/Mail/postponed

set move=no do not move Inbox items to mbox

set quit=ask-yes do not quit by "q” only

set delete=yes always delete w/o asking while exiting

set fcc_clear store fcc as non encrypted

H o H o H H W HH*

# Mailboxes in Maildir (automatic update)
mailboxes ‘cd ~/Mail; /bin/1ls -1|sed -e ’'s/A/+/' | tr "\n” " !
unmailboxes Maillog *.ev-summary

## Default

#set index_format="%4C %Z %{%b %d} %-15.15L (%41l) %s”

## Thread index with senders (collapse)

set index_format="%4C %Z %{%b %d} %-15.15n %?M? (#%03M)&(%41)? %s”

## Default

#set folder_format="%2C %t %N %F %21 %-8.8u %-8.8g %8s %d %f"”
## just folder names

set folder_format="%2C %t %N %f”

EINTEMNRNEER”/etc/mailcap” B(’~/ .mailcap” RASERER HTML EREFNHER Word B4

text/html; lynx -force_html %s; needsterminal;

application/msword; /usr/bin/antiword '%s’; copiousoutput; description="Microsoft Word Text <«

"; nametemplate=%s.doc



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon.php?package=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/icedove
http://qa.debian.org/popcon.php?package=icedove
http://packages.qa.debian.org/i/icedove.html
https://zh.wikipedia.org/wiki/Mozilla_Corporation_software_rebranded_by_the_Debian_project
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon.php?package=kmail
http://packages.qa.debian.org/k/kmail.html
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon.php?package=mutt
http://packages.qa.debian.org/m/mutt.html
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon.php?package=mew
http://packages.qa.debian.org/m/mew.html
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R’
Mutt BEZ91EZ IMAP ZFiHF] mailbox 18 EVEE}”'%% {RE] DAMER"t", "T" SR E M. SRR B aESAER"; C”
ERRMEFEZEEER, WeTCAER"; d” R—IRIEMIFR.

6.5 ERinEFMENEEERTEHE

MARFENIMIT MUA ZEEREH L XEIEEM, (RAIRFEEEUELIAIE, ARICMBEHFEHRIESIAHL,
EREBABRRNEEERATARESHRER,

BE fetchmail(1) EA&MM % GNU/Linux AREREBHFRENSE LHRE, (FEREERSE getmail(l), INRMFEE
T T EE G ZRIIERE A RIZEDEHIEEMBERY, mailfilter ¥ mpop TEFEERBERN. FEFERAMEE G
REARER, RERREZEHDECHRZTNELEE MDA ERERHENESR, FIUNiEAEER maildrop,

ERESD) TE NG L

fetchmail V7, 1:21 2343 | ESBFFEZE (POP3, APOP, IMAP) (BRY)

getmaild Vi3, L:11 637 B IR % (POP3, IMAP4 #1 SDPS) ((HE. L&H0] %)
mailfilter V:0, I:0 274 BIEARRVEREINENE A2z (POP3)

mpop V:0, 1:0 222 s (POP3) I BB LIEERY MDA

Table 6.9: IRIREHBRRFTEEERAERNIIR

6.5.1 getmail i2E&

getmail(1) AYFEC & fEgetmail documentationtE iR, SR ZFHIFRAEAE LRI 2 (E POP3 1RSE.
I FErRAIEII”/usr/local/bin/getmails”,

#!/bin/sh

set -e

if [ -f $HOME/.getmail/running ]; then
echo "getmail is already running ... (if not, remove $HOME/.getmail/running)” >&2
pgrep -1 "getmai[l]”
exit 1

else
echo ”"getmail has not been running ... ” >&2

fi

if [ -f $HOME/.getmail/stop ]; then
echo "do not run getmail ... (if not, remove $HOME/.getmail/stop)” >&2
exit

fi

if [ ”"x$1” = "x-1" ]; then
exit

fi

rcfiles="/usr/bin/getmail”

for file in $HOME/.getmail/config/* ; do
rcfiles="$rcfiles --rcfile $file”

done

date -u > $HOME/.getmail/running

eval "$rcfiles $@”

rm $HOME/.getmail/running

BRI AARNEETE.



https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://packages.debian.org/sid/fetchmail
http://qa.debian.org/popcon.php?package=fetchmail
http://packages.qa.debian.org/f/fetchmail.html
http://packages.debian.org/sid/getmail4
http://qa.debian.org/popcon.php?package=getmail4
http://packages.qa.debian.org/g/getmail4.html
http://packages.debian.org/sid/mailfilter
http://qa.debian.org/popcon.php?package=mailfilter
http://packages.qa.debian.org/m/mailfilter.html
http://packages.debian.org/sid/mpop
http://qa.debian.org/popcon.php?package=mpop
http://packages.qa.debian.org/m/mpop.html
http://pyropus.ca/software/getmail/documentation.html
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sudo chmod 755 /usr/local/bin/getmails
mkdir -m 0700 $HOME/.getmail

mkdir -m 0700 $HOME/.getmail/config
mkdir -m 0700 $HOME/.getmail/log

B B BB

I TRk &S{E POP3 BRF#17”$HOME/ . getmail/config/pop3_name” L EER,

[retriever]

type = SimplePOP3SSLRetriever
server = pop.example.com

username = pop3_name@example.com
password = <your-password>

[destination]

type = MDA_external

path = /usr/bin/maildrop
unixfrom = True

[options]

verbose = 0

delete = True

delivered_to = False

message_log = ~/.getmail/log/pop3_name.log

U FRARRIECEE.
$ chmod 0600 $HOME/.getmail/config/*

sTEIEA cron(8) 8 15 DEEMIT—IX”/usr/local/bin/getmails”, EiB#1T’sudo crontab -e -u <user_
name>” MBI R FAIREVER S FIGRIEAER cron & B A,

5,20,35,50 * * * * /usr/local/bin/getmails --quiet

N

POP3 FhRIRIRRERT BEE AN 2RE AR getmail, —EFRAVERE POP3 fRFEFIEEER /R T POPS tha&ll H EfIgvhik
BMABEHFIR]EEARIEE TR, A0, e TseERIEEWKE RETR & ill B2 B E| DELE < F =T 8EfM
BRT ERMFIE B o] gEFREE BB 2NN BB EE, RIEZBRIGERRIVIEE, BREETEMEZMARIBIEERESR
LEAREMREM. 28K "Some mail was not downloaded”,

6.5.2 fetchmail B2 &

»/etc/default/fetchmail”, ”/etc/fetchmailrc” #1”$HOME/ . fetchmailrc” a]JABRE fetchmail(1), 28"/
usr/share/doc/fetchmail/examples/fetchmailrc.example” B2EHIF,

6.6 HHIBIEZAVEMFIZIENIE (MDA)

ARZHMTA 2R\, P90 postfix A exim4, FR{E MDA (ERFIRIENIE), BEEBEFINTHHBIEINEER MDA,

EE procmail(1) BEARRL A GUN/Linux FRAREBIBIEESH MDA MEEIZE, /EEIREEREE maildrop(1), RNE(E
AmfEiEiEizEl, BERRFEZEREDBIEBMEEER qmail EAEHY Maildir B3R —BEFEE,



http://mail.google.com/support/bin/answer.py?answer=13291amp;topic=1555
https://zh.wikipedia.org/wiki/Maildir
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procmail V:85, 1:808 300 BBIEER MDA (EY)
mailagent V0, 1:14 1283 | %% Perl BEESHY MDA
maildrop Vi1, 1:3 1091 | BHEEEIEESHI MDA

6.6.

maildrop(1) B2 & 7E maildropfilter documentation FEERER, E4EHE —{ERAH"$SHOME/ .mailfilter ERMEENF.

Table 6.10: Bi@;jE2EHY MDA IR

1 maildrop B2&

# Local configuration
MAILROOT="$HOME/Mail”

# set this to /etc/mailname contents
MAILHOST="example.dom”

logfile $HOME/.maildroplog

# rules are made to override the earlier value by the later one.

# mailing list mails ?

if (
{

/NPrecedence:.*1ist/:h || /APrecedence:.*bulk/:h )

# rules for mailing list mails

# default mailbox for mails from mailing list
MAILBOX="Inbox-1list”

# default mailbox for mails from debian.org

if ( /~(Sender|Resent-From|Resent-Sender): .*debian.org/:h )

{
}

# default mailbox for mails from bugs.debian.org (BTS)
if ( /~(Sender|Resent-From|Resent-sender): .*@bugs.debian.org/:h )

{

MAILBOX="service.debian.org”

MAILBOX="bugs.debian.org”

# mailbox for each properly maintained mailing list with ”List-Id: foo” or "List-Id:
...<foo.bar>"

if ( /AList-Id: ([A<]*<)?2([~r<>]*)>?/:h )

{
MAILBOX="$MATCH2"

# rules for non-mailing list mails
# default incoming box
MAILBOX="Inbox-unusual”

# local mails

if ( /Envelope-to: .*@$MAILHOST/:h )
{

}
# html mails (99% spams)

if ( /DOCTYPE html/:b ||\
/NContent-Type: text\/html/ )

MAILBOX="Inbox-local”

{
MAILBOX="Inbox-html”

# blacklist rule for spams
if ( /AX-Advertisement/:h ||\



http://packages.debian.org/sid/procmail
http://qa.debian.org/popcon.php?package=procmail
http://packages.qa.debian.org/p/procmail.html
http://packages.debian.org/sid/mailagent
http://qa.debian.org/popcon.php?package=mailagent
http://packages.qa.debian.org/m/mailagent.html
http://packages.debian.org/sid/maildrop
http://qa.debian.org/popcon.php?package=maildrop
http://packages.qa.debian.org/m/maildrop.html
http://www.courier-mta.org/maildrop/maildropfilter.html
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/ASubject:.*BUSINESS PROPOSAL/:h ||\

/ASubject:.*URGENT.*ASISSTANCE/:h ||\

/ASubject: *I NEED YOUR ASSISTANCE/:h )
{

}

# whitelist rule for normal mails

if ( /AFrom: .*@debian.org/:h ||\
/N (Sender |Resent-From|Resent-Sender): .*debian.org/:h ||\
/ASubject: .*(debian|bug|PATCH)/:h )

MAILBOX="Inbox-trash”

MAILBOX="Inbox"

# whiltelist rule for BTS related mails
if ( /ASubject: .*Bug#.*/:h ||\

/N(To|Cc): .*@bugs.debian.org/:h )
{

}

# whitelist rule for getmails cron mails
if ( /ASubject: Cron .*getmails/:h )

{

}

MAILBOX="bugs.debian.org”

MAILBOX="Inbox-getmails”

}

# check existance of $MAILBOX

‘test -d $MAILROOT/$MAILBOX’

if ( $RETURNCODE == 1 )

{
# create maildir mailbox for $MAILBOX
‘maildirmake $MAILROOT/$MAILBOX’

}

# deliver to maildir $MAILBOX

to "$MAILROOT/$MAILBOX/”

exit

Z25
@ & procmail, maildrop AEBEENEINIAFELN maildir Bik, {R4ZERAI{ER maildirmake(1) FE)iE
SIEf, EU"$HOME/ .mailfilter” 5l FERIBREE,

6.6.2 procmail i2&

iE# B —{@& procmail(1) BJ”$HOME/ . procmailrc” {ERMIEUER EFIF,

MAILDIR=$HOME/Maildir

DEFAULT=$MAILDIR/Inbox/

LOGFILE=$MAILDIR/Maillog

# clearly bad looking mails: drop them into X-trash and exit
10

* 1A@ AX-Advertisement

* 1A@ NSubject:.*BUSINESS PROPOSAL

* 1A0 ASubject:.*URGENT.*ASISSTANCE

* 1A0 ASubject: *I NEED YOUR ASSISTANCE

X-trash/

# Delivering mailinglist messages
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10
* 1AQ APrecedence:.*list

* 170 APrecedence:.*bulk

* 1NAQ AList-

* 1A@ AX-Distribution:.*bulk
{

10

* 17A0 AReturn-path:.*debian-devel-admin@debian.or.jp
jp-debian-devel/

10
* NResent-Sender.*debian-user-request@lists.debian.org
debian-user/

10
* AResent-Sender.*debian-devel-request@lists.debian.org
debian-devel/

HIO)
* AResent-Sender.*debian-announce-request@lists.debian.org
debian-announce

10
mailing-list/

}

10
Inbox/

6.6.3 EF#%IE mbox AR
MNRMMIKRBIFEL M 7 A H procmail(1) kBLT, REEMR”/var/mail/<username>” B $FFENILIEEEZIZK B i%

THEDEIFHNENET. REFBEZRE[MUAER, RITUTHSL,

# /etc/init.d/${MAILDAEMON} stop
# formail -s procmail </var/mail/<username>
# /etc/init.d/${MAILDAEMON} start

6.7 POP3/IIMAP4 ]33

MRBEEREE LT —EFEEREE, REZEENIT POP3/IMAP4 EIARZE, AREEHRIEHMAEEFin,

]i4e mAITE A/ | FREL BLE B B

courier-pop Vi4, I:5 238 | POP3 gg“rier BLFHEIRES - POP3 fIHRER (5 maildir 1
Cyrus-popad V:0, 1:0 146 POP3 Cyrus BEZR &R (nin% POP3) -
courier-imap V:6, 1:8 544 IMAP ?é’;é;er HHEIARES - IMAP fAfRES (R maildir
cyrus-imapd V0, .1 331 IMAP Cyrus B R4 (3% IMAP)

Table 6.11: POP3/IMAP4 {3 R 22713



https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://packages.debian.org/sid/courier-pop
http://qa.debian.org/popcon.php?package=courier-pop
http://packages.qa.debian.org/c/courier-pop.html
http://packages.debian.org/sid/cyrus-pop3d
http://qa.debian.org/popcon.php?package=cyrus-pop3d
http://packages.qa.debian.org/c/cyrus-pop3d.html
http://packages.debian.org/sid/courier-imap
http://qa.debian.org/popcon.php?package=courier-imap
http://packages.qa.debian.org/c/courier-imap.html
http://packages.debian.org/sid/cyrus-imapd
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6.8 JIENARFEFILE

EZH9%E Unix &%, BSD Line printer daemon {TENRIEIE ETE %$T—.-o FLt, T3 Unix R4+, BHEENIRE

HIENEa B A& TV =2 PostScript, 72 7 BE20FIENZIIE PostScript ENZRA,

B — LB EEE A2 4 F0 Ghostscript —iB{EFR,

JA 2R, Common UNIX Printing System &/ UNIX FIEJ & %t (CUPS) E¥EE’J$ B IZ#E, CUPS {#H Internet Printing Protocol

PR AR RE S EN 7R R

B EE N FERIGIIENNSZERE,

Debian % # ERIEAENRIREIIENE B8R PostScript (PS) ,

Ghostscript PostScript B s2 28 K445

CUPS &, 1pr #

Debian R4H —LAEE

: (IPP). IPP IRTEC R WM ETFEA 4, % Windows XP 1 Mac OS X, i, EEKEMMMEHE

—ﬂEIE}

REE=
EE

o PS B IZE

TERIENRIE R TUENKIEHY, ’;Eéﬁ 1141 %
FEH CUPS ARIERSVKBEHELEE, AENEXEAERE lpr &<, BHRELHENIIENSL. (&

E401BIBLEE cups-bsd EiEE
BERSE B AR Y ENRRFEFIEATIEN T A,

BIIRIEEN.)

ERES) ATE NE an BH
lpr V:8, 1:10 324 printer (515) | BSD Ipr/lpd (4T ENRIEE ETE12/7 daemon)
Iprng Vi1, 1:2 3852 | @E ,, ((858)
cups V:217,1:451 | 760 IPP (631) AR IIEN CUPS fRAR=3
FAhS CUPS Y System V ENZRIE® Z: Ip(1), Ipstat(1),
cups-client V:80, 1:500 464 Eifls lpoptions(1), cancel(1), lpmove(8), Ipinfo(8),
Ipadmin(8), -
7 .
cups-bsd V42,1423 | 110 BE FAhR CUPS FJ BSD ENRE® 2 Ipr(1), Ipg(1),
Iprm(1), Ipc(8)
printer-
driver- V:80, 1:428 | 832 REER CUPS ENZRALEREN
gutenprint
Table 6.12: FIENRRTEFI T HTIZR
R

{RATLASE{REY web ;2IEE 28RS http://localhost:631/” REZE CUPS R4,

6.9 fElfkE5=RimanfEF LA (SSH)

Secure SHell (SSH) 2 E4548 L#) 284851\, 7E Debian {8, @M OpenSSH )% & SSH k4, 7E openssh-
client #0 openssh-server 84,

E eSS ATE XN [ ITHE BT

openssh-client | V:818,1:996 | 4106 | ssh(1) SSH ZEFin

openssh-server | Vi677,1:807 | 883 sshd(8) SSH FR#%im

ssh-askpass- o ssh-askpass- | s o ) 22

fullscreen V:0, I:1 42 fullscreen(1) | ™ KAE A& AR ssh-add (GNOME2)

ssh-askpass V:3, 1:44 102 | S 5 K (E A& # A S ssh-add (plain X)
askpass(1)

Table 6.13: {fAfReS IR iRzHEFA LRSI



https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon.php?package=lpr
http://packages.qa.debian.org/l/lpr.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/lprng
http://qa.debian.org/popcon.php?package=lprng
http://packages.qa.debian.org/l/lprng.html
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon.php?package=cups
http://packages.qa.debian.org/c/cups.html
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon.php?package=cups-client
http://packages.qa.debian.org/c/cups-client.html
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon.php?package=cups-bsd
http://packages.qa.debian.org/c/cups-bsd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://packages.debian.org/sid/printer-driver-gutenprint
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon.php?package=printer-driver-gutenprint
http://packages.qa.debian.org/p/printer-driver-gutenprint.html
http://localhost:631/
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon.php?package=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon.php?package=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon.php?package=ssh-askpass-fullscreen
http://packages.qa.debian.org/s/ssh-askpass-fullscreen.html
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon.php?package=ssh-askpass
http://packages.qa.debian.org/s/ssh-askpass.html
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Ny
WRIRHY SSH BIEEYFHAREE, 2R% 4.7.3 5,

VN
F screen(1) 120 2R:BR R shell ZERERNER E7FE (B2RE 9.1 ).

6.9.1 SSH Ef#

OF"

ﬂﬂi,u\%iﬂﬁ OpenSSH fR%FE, "/etc/ssh/sshd_not_to_be_run” BARTFE,

SSH B ME A& .
SSH & SSH 755\ an BH
SSH-1 "RSAAuthentication” EIR RSA BN ERERE
Els “RhostsAuthentication” }Eﬁghosts wad (1%
Eills ”"RhostsRSAAuthentication” rh*(,)k%:s) 2R RSA ERFBIVER
BLE i((:)r:]:’;}llengeResponseAuthentlcat RSA EEEF-[EASIE
Eills ”PasswordAuthentication” R R
SSH-2 “PubkeyAuthentication” ER BN EAER G
_ , . - ”~/.rhosts” or”/etc/hosts.equiv”
EL HostbasedAuthentication EREER NS T (28)
”ChallengeResponseAuthenticat
Et ion” 9 P E%ﬁ J-Elzlnlh\n.u.
El= ”PasswordAuthentication” ERZEREE
Table 6.14: SSH s E BN A NIIR
AV

NRIFER—EIE Debian IR, F/VERELERE

o

#MEn2 87 /usr/share/doc/ssh/README.Debian.gz”, ssh(1), sshd(8), ssh-agent(1), and ssh-keygen(1).
TEHEWBEERER.

BR
2 H ssh-keygen(1), ssh-add(1) 1 ssh-agent(1) R T #B/Efs{ER SSH A i@ NFAE,

R’
—EZ ARBIGRIERERE. BIEIREERNELR, ERA"ssh -v”.
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EEER EEEERER

/etc/ssh/ssh_config SSH EF imT8:%, 2 K ssh_config(5)
/etc/ssh/sshd_config SSH FR¥%im 858, 2 R’ sshd_config(5)
~/.ssh/authorized_keys ZIRPEZR IS EFEREE ENEFIn/EFRRITER SSH N8
~/.ssh/identity {FF&R SSH-1 RSA FAi8

~/.ssh/id_rsa {EFI&RY SSH-2 RSA FAi8

~/.ssh/id_dsa fEFI&R) SSH-2 DSA FAf&

Table 6.15: SSH I BERYIR

B
& eI LAMER"ssh-keygen -p” INEZR SR NNZAH SSH FAHE.

"R
fREJBATE"~/ . ssh/authorized_keys” #845{% B tENIRIERRE| EHANMITHEN TS, METFES R sshd(8).

It E FimRYEN—{B ssh(1) E4R.

wme Bz
Z)s(? username@hostname.domain. GRELEtES

ssh -v username@hostname.
domain.ext

ssh -1 username@hostname.
domain.ext

ssh -1 -o RSAAuthentication=no
-1 username hostname.domain.ext
ssh -0
PreferredAuthentications=
password -1 username hostname.
domain.ext

BHAEMTERERIR
SEMHI{ER SSH 1 ARASELR

SSH 1 hR#A<, 3&EfHIfEFRZNS

SSH 2 kR A, 3&fHIERZNS

Table 6.16: SSH EFimENI F5IFT

MRAMILE R T, FRARENEREZME, (ReAEEE A\ username@”. BMEEAHFE iF F#ERRER
ERERME, (RRJAER"~/.ssh/config” REMENFEHE BFE. ¥ Debian Alioth {EfR2S, FHAKRF&"foo-
guest”, {RAJ AR E”~/ . ssh/config” B8 TEHINE,

Host alioth.debian.org svn.debian.org git.debian.org
User foo-guest

EHAERIE RS, ssh(1) THEELL telnet(1) EMBEFMEZ L. MK telnet 2, ssh S AEEBER telnet FRHFTT
(W1147E:R 2 CTRL-]) BHELE

6.9.2 SMTP/POP3 [%iERyIREE

BB ssh By —(AEEINEBEEL, % localhost B9 4025 122 remote-server B 25 8, it localhost By
4110 8% remote-server £ 110 15, nﬁf_zliff%ﬂt TN TF&H2.

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

P ESFAE L SMTP/POP3 FRFSERNET LA, ERIEEH”/etc/ssh/sshd_config” #i&E"AllowTcp
Forwardlng” #EA&”yes”.



http://alioth.debian.org/
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6.9.3 FEMERIMELR

fEF”RSAAuthentication” (SSH-1 i) sk”PubkeyAuthentication” (SSH-2 #:&), AMIAIBGIEIERIFR
BRI

ERImAMAY/etc/ssh/sshd_config” 8, FREHERIRE, "RSAAuthentication yes” 8k”PubkeyAuthen
tication yes”,

EARMEMZEEE, TRRNBEIRRRA,
« "RSAAuthentication”: SSH-1 #9 RSA key (NE:&HFEAH, EACHEE)

$ ssh-keygen
$ cat .ssh/identity.pub | ssh userl@remote ”cat - >>.ssh/authorized_keys”

« "PubkeyAuthentication”: SSH-2 # RSA key

$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh userl@remote "cat - >>.ssh/authorized_keys”

« "PubkeyAuthentication”: SSH-2 fJ DSA key(RNiZ&E, AAE.)

$ ssh-keygen -t dsa
$ cat .ssh/id_dsa.pub | ssh useril@remote "cat - >>.ssh/authorized_keys”

B
fEF SSH-2 Y DSA key BRNEEM, BR key BR/NTHIE, B RSA EFELBHA, B HIEHER DSA RIES
R RSA ER|1UBERFIEHE, DSA FR7R Digital Signature Algorithm, EEIE, ERF2 R DSA-1571-1.

EF=)
# 7 #®HostbasedAuthentication” £ SSH-2 F#1T7, (w78 [E A5 SR ZE AR 75 iim E4%"/etc/ssh/sshd_con
fig" F1ZF#"/etc/ssh/ssh_config” a'~/. ssh/conflg fJ"HostbasedAuthentication” BEE&%&"yes”

o

6.9.4 [FEIEHT SSH EF iR

HEFELE—LERERN SSH EF I,

RIR % & SSH 21\

Windows puTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/) (GPL)
Windows (cygwin) cygwin f2RY SSH (http://www.cygwin.com/) (GPL)

Macintosh 28 macSSH (http://www.macssh.com/) (GPL)

Mac OS X OpenSSH; £ imE A EMA ssh (GPL)

Table 6.17: HEFE L% & SSH EFiRJI&R



https://zh.wikipedia.org/wiki/Digital_Signature_Algorithm
http://www.debian.org/security/2008/dsa-1571
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.cygwin.com/
http://www.macssh.com/
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6.9.5 JE37 ssh LB

BAEISRIREN ) SSH RETABR T2, NRZWEZEIRE, FH”ssh-keygen -p” RKi&7E,

BRI 88 (EbgN: 7~/ .ssh/id_rsa.pub”) EExE#R"~/ . ssh/authorized_keys”, EEEinEHER L
EERRENRZERELR S

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/<username>/.ssh/id_rsa:

Identity added: /home/<username>/.ssh/id_rsa (/home/<username>/.ssh/id_rsa)

REENTETRNGS, MABFEHS,

$ scp foo <username>@remote.host:foo

12 D RE&HEE ssh (KIBE;
R X fRFSiR, BER Debian RIENIESIBEEARIEF#MIT ssh-agent, FIMEREE#HIT—IK ssh-add, E—

SHIEEN, 55R0:8 ssh-agent(1) 0 ssh-add(1).

6.9.6 EixiEiA SSH MEBEIRER%

{REJLAERT at(1) a5 (B RS 9.3.13 ) 2R{E SSH & im#E{Re&”shutdown -h now” (2R%E 1.1.8 1) &FidiE,

# echo ”"shutdown -h now” | at now

fE screen(1) (2R 9.1 1) EEEHIT shutdown -h now”, BHIN—EHERHERRNER,

6.9.7 SSH t4fEHIE

MRIFBRIEE, MEREERNFIRILA"- v’ RIEHIT ssh,
NRIRZ root BRF, WHMERBINIE, (£/A”-p” BIE; S AR REM 1 —1023 ZEHIRFSIE.

MR sshBEERIFEIBRAEFEILETIF, EHFRARBTIESHELUIRFNER, PR TERRHERNE T host _
key”. EREREERERE, MHIEAGREREBHNEEHARENRIRTH, (RR]UERE~/ . ssh/known_ho
sts” #MiiR”host_key” & B REHIESEL,

6.10 HE4HRERRTS

ERRH BB ERRT,
B AR B RIE R A MR (CIFS) MBRTE2 IR (SMB) s — &, #HHMEX Windows EiZER,

R
2RE 452 THBERMEA,

BR
FHEZREITIEEH DNS RRFZIRME. #52H DHCP ENES BRI 1P Hidik, ENR& DNS BEZA{ER bind9o 1 isc-
dhcp-server B3 F#Z#847, Debian wiki i DDNS B H:RHR.

=R
A squid ZFERIIREARRS, FOfERA Debian XFERTEAMIRRFARIELL, EAKNEEHEIER,



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
http://wiki.debian.org/DDNS
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0Ee MITE XA | BEE Bz
telnetd Vi1, [:3 103 TELNET TELNET ARF%
telnetd-ssl V-0, .0 154 El= TELNET AR7% ( 28 SSL)
nfs-kernel-

. . =) :I:t
server V:28, 1:95 326 NFS Unix 8 HE
samba V:116, 1:207 | 10928 | SMB Windows T2 FI3ENHE
netatalk V:3,1:6 3917 | ATP Apple/Mac TEEFFNENHEZE (AppleTalk)
proftpd-basic V:35, 1:44 4431 | FTP BAEE NH
apache2 V:315,1:358 | 577 HTTP 1B A web fA]ARES
squid Vi1, 1:14 7093 | B@E 1B web fNIRfEIARER
squid3 V:17, 1:20 161 ERs Ell=
slpd V-0, 1.0 NOT_FOBDD OpenSLP fR¥, & LDAP fRFE
bind9 V:56, 1:86 1773 | DNS HEeE#/ 1p HBhE
isc-dhcp- s

o T 4 1P Hb
sorver V:25, 1:63 1392 | DHCP FimE S/ IP itk

Table 6.18: HE4HIREARTETIZR
6.11 HEBEREARZEFIHN
EERHTCHEREREFIH,
}Ea RITE K| BEE B
netcat [:34 16 TCP/IP TCP/IP mTE/]
openssl V:785,1:988 | 1255 | SSL
stunnel4d V:4, 1:20 456 El= JEF SSL 5
telnet V:72,1:907 157 TELNET TELNET &ZF i
telnet-ssl Vi1, 1.6 208 El= TELNET ARF% ( 28 SSL)
nfs-common V:423, 1:792 730 NES Unix 8= =
smbclient V:21, 1:239 1460 | SMB EX Windows I2RFNFETREEEFim
cifs-utils V:36, 1:127 230 = IR ER Windows f& 2= A sh Bl R PR e an S
ftp V:42,1:813 | 132 FIP FTP EFin
1ftp V:6, I:41 2188 | @EE Els
ncftp V:4,1:30 1506 | AE ZR FIP EFim
wget V:313, 1:998 | 3053 E_Eg P Al web FETH
curl V:103, [:424 | 346 El= B E
axel V0, I:5 153 ENs T EIINESS
aria2 V2, .15 4564 | AL BitTorrent 70 Metalink Sz 180 | 2 01% 28
bind9-host V:426,1:945 | 311 DNS 7K HE bind9 A7 host(1), "Priority:standard”
dnsutils V:80, 1:876 518 El= KR bind B9 dig(1), "Priority:standard”
isc-dhcp- /0
; : : 1

client V:406, 1:963 | 649 DHCP S 1P bt
Idap-utils V:18, 1:80 670 LDAP % LDAP FRFBIERE

6.12 RBKEEST

telnet FEXNEELAF TIES
A4S pOP3 BRFE, ERE T EEVEE

£f2F (daemon) 2

Table 6.19: RERAEFIHIIR

B RMERETEIEF (daemon ), IWitET



http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon.php?package=telnetd
http://packages.qa.debian.org/t/telnetd.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnetd-ssl
http://qa.debian.org/popcon.php?package=telnetd-ssl
http://packages.qa.debian.org/t/telnetd-ssl.html
http://packages.debian.org/sid/nfs-kernel-server
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon.php?package=nfs-kernel-server
http://packages.qa.debian.org/n/nfs-kernel-server.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon.php?package=samba
http://packages.qa.debian.org/s/samba.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon.php?package=netatalk
http://packages.qa.debian.org/n/netatalk.html
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon.php?package=proftpd-basic
http://packages.qa.debian.org/p/proftpd-basic.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon.php?package=apache2
http://packages.qa.debian.org/a/apache2.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon.php?package=squid
http://packages.qa.debian.org/s/squid.html
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/squid3
http://qa.debian.org/popcon.php?package=squid3
http://packages.qa.debian.org/s/squid3.html
http://packages.debian.org/sid/slpd
http://qa.debian.org/popcon.php?package=slpd
http://packages.qa.debian.org/s/slpd.html
https://zh.wikipedia.org/wiki/Service_Location_Protocol
http://www.openslp.org/
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon.php?package=bind9
http://packages.qa.debian.org/b/bind9.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/isc-dhcp-server
http://packages.debian.org/sid/isc-dhcp-server
http://qa.debian.org/popcon.php?package=isc-dhcp-server
http://packages.qa.debian.org/i/isc-dhcp-server.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/netcat
http://qa.debian.org/popcon.php?package=netcat
http://packages.qa.debian.org/n/netcat.html
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon.php?package=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon.php?package=stunnel4
http://packages.qa.debian.org/s/stunnel4.html
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon.php?package=telnet
http://packages.qa.debian.org/t/telnet.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnet-ssl
http://qa.debian.org/popcon.php?package=telnet-ssl
http://packages.qa.debian.org/t/telnet-ssl.html
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon.php?package=nfs-common
http://packages.qa.debian.org/n/nfs-common.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon.php?package=smbclient
http://packages.qa.debian.org/s/smbclient.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon.php?package=cifs-utils
http://packages.qa.debian.org/c/cifs-utils.html
http://packages.debian.org/sid/ftp
http://qa.debian.org/popcon.php?package=ftp
http://packages.qa.debian.org/f/ftp.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/lftp
http://qa.debian.org/popcon.php?package=lftp
http://packages.qa.debian.org/l/lftp.html
http://packages.debian.org/sid/ncftp
http://qa.debian.org/popcon.php?package=ncftp
http://packages.qa.debian.org/n/ncftp.html
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon.php?package=wget
http://packages.qa.debian.org/w/wget.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon.php?package=curl
http://packages.qa.debian.org/c/curl.html
http://packages.debian.org/sid/axel
http://qa.debian.org/popcon.php?package=axel
http://packages.qa.debian.org/a/axel.html
http://packages.debian.org/sid/aria2
http://qa.debian.org/popcon.php?package=aria2
http://packages.qa.debian.org/a/aria2.html
https://zh.wikipedia.org/wiki/BitTorrent_(協議)
https://zh.wikipedia.org/wiki/Metalink
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon.php?package=bind9-host
http://packages.qa.debian.org/b/bind9-host.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon.php?package=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
http://packages.debian.org/sid/isc-dhcp-client
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon.php?package=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon.php?package=ldap-utils
http://packages.qa.debian.org/l/ldap-utils.html
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://zh.wikipedia.org/wiki/Post_Office_Protocol
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$ telnet mail.ispname.net pop3

ZR4y ISP 1214 TLS/SSL MIZRIPOP3 fRFE, BT A E, EEMAE telnet-ssl B8 TLS/SSL B9 telnet &

Fif, 5% openssl #5238,
$ telnet -z ssl pop.gmail.com 995

$ openssl s_client -connect pop.gmail.com:995

NEH RFCs RIEF—BERRRETERZF (daemon ) FTFEERIAH,

RFC 5 6H

rfc1939 F rfc2449 POP3 fRF%

rfc3501 IMAP4 fR7%

rfc2821 (rfc821) SMTP fR¥%

1fc2822 (1fc822) MAFERER

rfc2045 ZAFEHERAREFEARES (MIME)
rfc819 DNS AR%%

1fc2616 HTTP ARF%

1fc2396 URI E&

f£7/etc/services” ¥, HIRTIRAE.

Table 6.20: & F RFC 315&



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://www.ietf.org/rfc.html
http://tools.ietf.org/html/rfc1939
http://tools.ietf.org/html/rfc2449
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://tools.ietf.org/html/rfc3501
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://tools.ietf.org/html/rfc2821
http://tools.ietf.org/html/rfc821
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://tools.ietf.org/html/rfc2822
http://tools.ietf.org/html/rfc822
http://tools.ietf.org/html/rfc2045
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc819
https://zh.wikipedia.org/wiki/Domain_Name_System
http://tools.ietf.org/html/rfc2616
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://tools.ietf.org/html/rfc2396
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7

X 5

Ore
EiS

EREN 2013 FEHAY Debian 7.0 (Wheezy) 4%, FTUAHATEEESER,

Debian LAY X 1RERMAEN X.Org BIRIAHE,

7.1 FEREEE

ERE-LARESTEN (7T) KL,

(7T) ]iER ATE X/ | RER

] X B, — 8 X FfkzE. —RINFEUA L —HERER X ZEFint]
Xorg I:510 52 TE (T#HEa)
XServer-xorg V:171,1:551 | 238 X A RBNEHEFRERE
xbase-clients 1:68 46 S X EFin (TEEE)
x11-common V:406, 1:804 | 305 X RE R RIER A RPIERE R
xorg-docs I:8 2040 | X.Org REEEHFHNETEH
menu V:116, 1:318 | 1435 generate the Debian menu for all menu-aware applications
gksu V51, 1:277 289 su(1) 2k sudo(8) B Gtk+ i
menu-xdg V:29, 1:144 76 7% Debian IEEZBHEIRZ freedesktop.org xdg =R 4518
xdg-utils V:244,1:569 | 306 freedesktop.org RN B S KHIRIREA LHE
task-gnome- . 5 s e e I
desktop 1:217 6 ZXE GNOME £HIRIE ( TTERRER )
task-kde- —

. ;— A Etﬂ 1 g
desktop 1:67 6 il KDE REIRIR (TTERIEE )
task-xfce- . T= 4 mive o — e pm
desktop 1:92 6 Xfce WERRMIRIE (TTERIEE )
task-1xde- . =21 ]
desktop 1:45 6 LXDE EEHMFREIRIE ( TTIEEE )
fluxbox V:3,1:13 3860 Fluxbox: Al EE S HE 2Rl X HE =12

Table 7.1: X f3ERIRARE (7T ) EEEEIITR
BARY X EREAN:E, s52% X(7) 1 the LDP XWindow-User-HOWTO,



https://zh.wikipedia.org/wiki/X_Window_System
http://www.x.org/
http://packages.debian.org/sid/xorg
http://qa.debian.org/popcon.php?package=xorg
http://packages.qa.debian.org/x/xorg.html
http://packages.debian.org/sid/xserver-xorg
http://qa.debian.org/popcon.php?package=xserver-xorg
http://packages.qa.debian.org/x/xserver-xorg.html
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon.php?package=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/x11-common
http://qa.debian.org/popcon.php?package=x11-common
http://packages.qa.debian.org/x/x11-common.html
http://packages.debian.org/sid/xorg-docs
http://qa.debian.org/popcon.php?package=xorg-docs
http://packages.qa.debian.org/x/xorg-docs.html
http://packages.debian.org/sid/menu
http://qa.debian.org/popcon.php?package=menu
http://packages.qa.debian.org/m/menu.html
http://packages.debian.org/sid/gksu
http://qa.debian.org/popcon.php?package=gksu
http://packages.qa.debian.org/g/gksu.html
http://packages.debian.org/sid/menu-xdg
http://qa.debian.org/popcon.php?package=menu-xdg
http://packages.qa.debian.org/m/menu-xdg.html
https://zh.wikipedia.org/wiki/Freedesktop.org
http://packages.debian.org/sid/xdg-utils
http://qa.debian.org/popcon.php?package=xdg-utils
http://packages.qa.debian.org/x/xdg-utils.html
https://zh.wikipedia.org/wiki/Freedesktop.org
http://packages.debian.org/sid/task-gnome-desktop
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon.php?package=task-gnome-desktop
http://packages.qa.debian.org/t/task-gnome-desktop.html
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-kde-desktop
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon.php?package=task-kde-desktop
http://packages.qa.debian.org/t/task-kde-desktop.html
https://zh.wikipedia.org/wiki/KDE
http://packages.debian.org/sid/task-xfce-desktop
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon.php?package=task-xfce-desktop
http://packages.qa.debian.org/t/task-xfce-desktop.html
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-lxde-desktop
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon.php?package=task-lxde-desktop
http://packages.qa.debian.org/t/task-lxde-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/fluxbox
http://qa.debian.org/popcon.php?package=fluxbox
http://packages.qa.debian.org/f/fluxbox.html
https://zh.wikipedia.org/wiki/Fluxbox
https://zh.wikipedia.org/wiki/X_window_manager
http://www.tldp.org/HOWTO/XWindow-User-HOWTO.html
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7.2 ERERMEIRIE

—E fRERE BEE—E X REEIEE. —(EERSTER N —EHMETWERENESMmMA,
{REESATE aptltudeﬂ’ﬂﬂﬁ EE T L é*BE’JiEIRiﬂ, 5130 GNOME, KDE, Xfce (& LXDE,

"R

Task menu may be out of sync with the latest package transition state under Debian unstable/testing environ-
ment. In such situation, you need to deselect some (meta)packages listed under aptitude(8) task menu to avoid
package conflicts. When deselecting (meta)packages, you must select certain packages providing their depen-
dencies manually to avoid them deleted automatically.

REEIAFENR B — @ X REEIESS, HIA Fluxbox,
i X RESERNEEIRIBNNAE, 28R Window Managers for X,
7.2.1 Debian EE

Debian 328 R &1k menu BREE B A E update-menus(1) X FH X ERXRET —EERANEH. SERELHTZE
EREENTEE “/usr/share/menu/” Bk, 2K “/usr/share/menu/README”,

7.2.2 Freedesktop.org EE

EEEHR Freedesktop org xdg JEERHYEREE BLERE AT “*.desktop” RHAEEENTES “/usr/share/applic
atlons/ . 748 Freedesktop.org 1Z? Eﬁiﬁf’c%ﬁiaiﬁ ANAEMIERER xdg-utils BIEBEMEE, 28R
“/usr/share/doc/xdg-utils/README”,

7.2.3 1} Freedesktop.org :#EZ| Debian 1EEE

A THBH Freedesktop org EEMHEEE & ({5190 GNOME %1 KDE ) 35RS9{E 49 Debian 128, (RINERR
menu-xdg EX5E

7.3 {@REIEFimfEA&

The X Window System is activated as a combination of the server and client programs. The meaning for the words server and
client with respect to the words local and remote requires attention here.

il 5
X RS CERTER LR, .
i —ER R LR,
FmS,
R RS %ﬁﬁgr
EAESEERE —ERTEA TR LIRS, T ERENE R ARE,

Table 7.2: {AliRES/ZFiHMEETR

Modern X servers have the MIT Shared Memory Extension and communicate with their local X clients using the local shared
memory. This bypasses the network transparent Xlib interprocess communication channel and gains performance for large images.



https://zh.wikipedia.org/wiki/Desktop_environment
https://zh.wikipedia.org/wiki/X_window_manager
https://zh.wikipedia.org/wiki/Desktop_environment
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Xfce
https://zh.wikipedia.org/wiki/LXDE
https://zh.wikipedia.org/wiki/X_window_manager
https://zh.wikipedia.org/wiki/Fluxbox
http://www.xwinman.org
http://www.debian.org/doc/packaging-manuals/menu.html/
http://www.freedesktop.org/wiki/Specifications/menu-spec/
https://zh.wikipedia.org/wiki/MIT-SHM
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7.4 X {EfREE
BEH X {RIARSEAVE RN, £ B xorg(l),

7.4.1 X @Rz (EfF) BBE
FERATESS () BE—E X [FRR.

# dpkg-reconfigure --priority=low x11-common

EE

189 Linux #Z/I0ME A DRM, KMS # udev, BB MEAEEET T BFISIE. X AREHES UFERTEM. Al
“/etc/X11/xorg.conf” BEARFERMFBHRGER, SESIBHEZOETRE, 28 Linux #ZO0XXERR “fb/
modedb. txt”,

HINEMITER CRT KRS, RIFGNERBERRERBRRZIENRSIE (85 Hz AN, 75 Hz thiT) B
PO, #5% LCD BE/Rz:, RISKREEIREIER (60Hz) MAIMT, ARAENRERIE,

|ERBSHNERREIER, Er] S ERRMEERERRBEEERIIEIRNE,

i3
C
a0

7.4.2 EE3 X ERSEM™WAR
BEREE AR, FTUME “X ARSE" (BRI BERAE ‘X EER (ERE) MELES,

ERETS) RITE KN | EAE n= B 1ERAER
xbase-clients | 1:68 46 VN T i3 )/TOSt =
<
Py
xbase-clients | I:68 46 maE 5= gauth P EEEEET A ES
openssh- V:818, oo ssh -X8 | zrwmog s
client 1:996 4106 | 128 B DY E RS
V:197 A 113 GNOME #8 | .. s e/ — .
4 oo —_— o ﬁ o) = E E i 4
gdm3 1205 4648 | BE (XDMCP) | meimss BIBEEEITAMELR
i3 ZH N B e s fh
sddm Vi15,1:25 | 1601 | 18& ( XDMCP ) i;l?;:;m AT TA S
1 BH T~ = _ .
xdm V:3, 1:9 665 | HBE ( XDMCP) %‘“"‘E’TEE BB EETA S
V:212 g WindowMaker
wdm 813 2294 | @B E;(DMCP ) REREE BREEETARES
‘ 25
LTSP BE/x | iRim SSH A &R (&
1 :0, I:1 4 ey - s
dm Vo, 65 | B& A EmE | BEE)

Table 7.3: #4332 X @RV A

O

H
BEATSMARPERRR TCP/IP 1T X B42, RIEFGHIEEFIER, FINERTINE, RINZH
=i TCP/IP socket E4EB SERNFRIEINEY H Debian RMAFERZHATE, =EA “ssh -xX",

a4 I



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon.php?package=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon.php?package=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/openssh-client
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon.php?package=openssh-client
http://qa.debian.org/popcon.php?package=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/gdm3
http://qa.debian.org/popcon.php?package=gdm3
http://qa.debian.org/popcon.php?package=gdm3
http://packages.qa.debian.org/g/gdm3.html
http://packages.debian.org/sid/sddm
http://qa.debian.org/popcon.php?package=sddm
http://packages.qa.debian.org/s/sddm.html
http://packages.debian.org/sid/xdm
http://qa.debian.org/popcon.php?package=xdm
http://packages.qa.debian.org/x/xdm.html
http://packages.debian.org/sid/wdm
http://qa.debian.org/popcon.php?package=wdm
http://qa.debian.org/popcon.php?package=wdm
http://packages.qa.debian.org/w/wdm.html
http://packages.debian.org/sid/ldm
http://qa.debian.org/popcon.php?package=ldm
http://packages.qa.debian.org/l/ldm.html
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
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O

BT
LTSP 3R Linux & imfEAREEE 2 ( Linux Terminal Server Project ) ,

2
HABERZLNMBHKFER XOMCP 8, SEEKMNE UDP/IP @HEH, RESENREKE,

7.5 WE) X RERA

X RERRBERFD X SEBREN, X TEEH X ARSBINEFEZFIHEMRN, HRERNSERE, SfImES
BE—{ETF EHITH.

X E5E AU T ARNZ—RE.
- WELIIA startx STRE

« # “Vetc/rc?.d/” (“?7 HEHITHRR ) BERTPHIRENIESHEREFEH X BBREIEE L ETEEF (daemon)
28 * . dm BXED

B
B REIRREETEIERF (daemon) MRNENIESEBEERHITEMECHERE “/etc/X11/default-disp
lay-manager” EERMAR, ETURRIE—E X BERETEES RETERERF (daemon) XA,

AN
BNt X BREERNVRIRIZEE, 28% 835 1,

AE L, FIBMNEEENEERHIT “Vetc/X11/Xsession” 8L, Z1& “/etc/X11/Xsession” IESIEE R
run-parts(8) 4T “/etc/X11/Xsession.d/” BERFHIIESHE., EAHE LRIBIBNEN exec L HITR THEIER

FE—Ew%HKEIRE,
1. The script specified as the argument of ”/etc/X11/Xsession” by the X display manager, if it is defined.
2. “~/.xsession” 8 “~/.Xsession” 1§48, MRERTEE.
3. “/usr/bin/x-session-manager” @<, MREWER.
4. “/usr/bin/x-window-manager” %<, MREHTEE.
5. “/usr/bin/x-terminal-emulator” &%, MREWES.

EEBEESF “/etc/X11/Xsession.options” BIRE, “/usr/bin/x-*" L FAIEEAEREFEN, £ H Debian
RIZBRGATEN, WHALAEI® “update-alternatives --config x-session-manager” {&i4,

4METZ R Xsession(5).

7.5.1 {EF gdm3 X&) X =3

gdm3(1) SRR EMBEPBESHEIR (NRERT: £ 72 ), EB X BRENES (UBSRIE: £ 83 T),
BE “~/.dmrc” PG TEIBREEBRZNTERE,

[Desktop]

Session=default

Language=ja_JP.UTF-8



https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/User_Datagram_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/Linux_Terminal_Server_Project
https://zh.wikipedia.org/wiki/X_session_manager
https://zh.wikipedia.org/wiki/X_session_manager
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_display_manager
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752 BTEEXEHE (KHEAR)

REFHEY“/etc/X11/Xsession.options” BEEHRIE “#” Fxh “allow-user-xsession” 1T, QIEERT “~/
.xsession” 3§ “~/.Xsession” ME(EAEEEMNBATLEERAENBREERE “/etc/X11/Xsession”
BIENME, 7E “~/.xsession” ERPMRE —(EGSLEZER “exec some-window/session-manager” B
FRARMEMFREEN X RE/ EEE1ES.

MRERTERGE, RAABERAENEENET XEAN) E128 (OM), TEEEFNERESER (WM) R,

753 BEEXEE (FHFARX)
UTEEEE X ZENHAR, EAERLEARERLBERRARERNE,

« BEREIEES gdm3 PJLARIEBE— B EMZELASTIRES “/etc/X11/Xsession” 5|8,

- ”/etc/profile”, ”~/.profile”, ”/etc/xprofile”, 1"~/ .xprofile” HEREHIEA gdm3 KENIFEFRI—
BB 53 2REALT,
« “~/.xsessionrc” {ERIEAMENITZERFI—IBREHNIT, (BIKE)

- ”/etc/X11/Xsession.options” Y #allow-user-xsession” ANEPRHI"~/ . xsessionrc” IERAEIT,

« “~/.gnomerc” ERIEAMENTEF BN EHNIT. (£ GNOME £MH )

RRERENRENETR (REA) B8 (DM), BEEEFNEREEER (WM) 2EETH,
EELEEERET, TEER exec 7 Wexit”.

7.5.4 B SSH ELE—(EiEix X BFiH

£ “ssh -X" FIARAA—ERBAM X FERE2EHREAERFEARSENTER,
MRMABERRGLINEIE “-X", (REERRIREMRM “/etc/ssh/sshd_config” #ERFHY “X11Forwarding”

e

BRER “yes”,

TEA 1 ERAED X (ElRRES.

A E PRI —{E xterm,

BETYEHS, $IT ssh(1) B3 ERIRILEL ) ELR,

localname @ localhost $ ssh -q -X loginname@remotehost.domain
Password:

BR TGS, ARIRLENT—E X BAREN, FI5 “gimp”,

loginname @ remotehost $ gimp &

EEGERIAEERR B RR X ZERRMNEL, HERERER—EARH UNIX 58 socket EITAINAEL,

7.5.5 EREREERNTE X Kin

AR BN X T2 Kin, LASERERRNITHEE X KRERE, Se/EBFERBEIHRIEE (520 1dm) &
FAHME], @8 SSH, REVAIES S & MERERHEARENFARSEN—BLXEEZ ik,
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7.6 X HERHFE

Fontconfig 2.0 was created to provide a distribution independent library for configuring and customizing font access in 2002.
Debian after squeeze uses Fontconfig 2.0 for its font configuration.

X RER RPN FR IR AR T,
« BEE X FRE R FREZIERGR

- Fiaszid X11 FRAKRBEREAN X ZEEIRERRM T REER,
- [REaMRZD X11 FEIHEZHEE| T X @RS £,

- B X EFENFRZERS

- AR X RAZIB T IFESEINGE (FINmEe ) NFEFE (% 761 17, 5 762 THE 763 T ),
- Xft 2.0 BEIRNK X FEA, FU0RE GNOME, KDE F1#%8 FreeType 2.0 EHLibreOffice HIFER,

— FreeType 2.0 {2t FEUH& LAV,

— Fontconfig % Xft 2.0 #R T FEFRERIEIRE, BCEZ R fonts.conf(5),

- FTBER Xft 2.0 IR X BRI LAEIER X BEFBEREM MIRNK X FRRSIETRIN.

— The X Rendering Extension moves font access and glyph image generation from the X server to the X client.

ERESS) RITE X/ | FRBH

xfonts-utils V:38, 1:621 387 X RERAFHNERAELR

Iibxft2 V:169, 739 | 122 Xft By, —fERE, B2 T =8 FreeType FRIHIRICER) X FEF
Iibfreetype6 V:575,1:.991 | 898 FreeType 2.0 FEIMR L E

fontconfig V:395, 1:882 | 530 Fontconfig B9, —EERANFERLREE— & _EMH
Zgg;ig”flg' V:398,1:929 | 420 | Fontconfig ), —(EBANFAREE —REEH

Table 7.4: 218 X REFIRAMREEER
{Re] AiBE T A Es R FEEEEN.
- {EF “xset q” WBZD X11 FRIFRE
A “fc-match” 18 fontconfig FIFRIFEEE
- A “fc-list” #&RFTERIFAY fontconfig FH

VN

“The Penguin and Unicode” BiFitiiliR TIRAH X BB R K. 7E hitp://unifont.org/ R EHE X IR 4 T
i? Unicode =8, 18 Unicode HERBEA R BEIRR (L IUIERAERN, BHE RB/EH/FJE (freellibre/open source,
FLOSS ) {EEZ AT Unicode =] F1ERERE,

7.6.1 EEEH
HEWTREmMETENR,

- MfEFE (RERTEMSCTRIERE)
- WE/EEFE (SBMEMBLTRIRRET)



https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/LibreOffice
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/XRender
https://zh.wikipedia.org/wiki/XRender
http://packages.debian.org/sid/xfonts-utils
http://qa.debian.org/popcon.php?package=xfonts-utils
http://packages.qa.debian.org/x/xfonts-utils.html
http://packages.debian.org/sid/libxft2
http://qa.debian.org/popcon.php?package=libxft2
http://packages.qa.debian.org/libx/libxft2.html
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon.php?package=libfreetype6
http://packages.qa.debian.org/libf/libfreetype6.html
http://freetype.sourceforge.net/index.html
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon.php?package=fontconfig
http://packages.qa.debian.org/f/fontconfig.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig-config
http://packages.debian.org/sid/fontconfig-config
http://qa.debian.org/popcon.php?package=fontconfig-config
http://packages.qa.debian.org/f/fontconfig-config.html
https://zh.wikipedia.org/wiki/Fontconfig
http://unifont.org/iuc27/html/ICUPresentation.html
http://unifont.org/
https://zh.wikipedia.org/wiki/Free_and_open_source_software
https://zh.wikipedia.org/wiki/Free_and_open_source_software
https://zh.wikipedia.org/wiki/Computer_font
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MEREEFREENPERELRGE, MERBE/EEFRAEMTBENER,
Debian Z 48 FP R 35ME T BV 5 B ERAERY X11 pof BEPEFRUMER 1Bt, ©EFE “.pcf.gz” ERFER.
Debian Z 4R AVEREF L A F R 1.

+ PostScript Type 1 FEUEE, BHE “.pfb” ( TEAMBITREER) Fl “.afn” (TRBISHEE ) BETRS.
)

o)
FRRER, BETE " ttf BRFESR,

« TrueType ( 8% OpenType

<IN
OpenType &% 7 BUX TrueType #1 PostScript Type 1,

= 3254= ﬂ P ¥ a1 =1 N
FRHREE FEE | AN | RT | aeom | zmewm | SRKHE
PostScript N/A N/A Helvetica Times Courier Adaobe
. Nimbus . o
gsfonts 1:703 4439 | Nimbus Roman Nog | hmbus URW ( Adobe HREFEIX
Sans L L Mono L ")
Nimbus Nimbus Nimbus PostScript Type 1 FEIT
gsfonts-x11 [:134 96 Sans L Eoman No9 Mono L. B X =8
o ' Free i Free URW IEREH (Adobe
t1-cyrillic I:23 4884 Helvetian Free Times Courier BEHAN)
EIRRFT BRI TS
Imodern 1:148 33270 | LMSans* LMRoman* | LMTypewritef %%)Er?;;iin;tgf (RE
Tex )
Table 7.5: fHERY PostScript Type 1 &Y
N

DejaVu FRIEL Bitstream Vera F8, W HETTIER,

762 HEFH
aptitude(8) F] AB{RERZH I HENFE,

- MEMNREEIIRMAN “KEBE" - ‘AL
- THEEEBIIRA]LAER debtag IERIRRIVKBEFEE R : “~Gmade-of: :data:font”
« The filtered flat package list of the BDF (bitmap) font packages with regex on package name: "~nxfonts-”

» The filtered flat package list of the TrueType (outline) font packages with regex on package name: ~nttf-|~nfonts-”

EDEBHFRAERETZMR, FEULEH Debian FRAEMS, AJNEREZRNDF—LEHRL TrueType F8, BT L
ZBIE, B L7 {ERERIZEL,

- mathematica-fonts

« fonts-mscorefonts-installer

EMMTHEREEBEFERTRAEHARNNER, FEHE—LHAENE tueType FE,



http://fontforge.sourceforge.net/pcf-format.html
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Helvetica
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
http://packages.debian.org/sid/gsfonts
http://qa.debian.org/popcon.php?package=gsfonts
http://packages.qa.debian.org/g/gsfonts.html
http://www.math.utah.edu/~beebe/fonts/urw.html
http://packages.debian.org/sid/gsfonts-x11
http://qa.debian.org/popcon.php?package=gsfonts-x11
http://packages.qa.debian.org/g/gsfonts-x11.html
http://packages.debian.org/sid/t1-cyrillic
http://qa.debian.org/popcon.php?package=t1-cyrillic
http://packages.qa.debian.org/t/t1-cyrillic.html
http://packages.debian.org/sid/lmodern
http://qa.debian.org/popcon.php?package=lmodern
http://packages.qa.debian.org/l/lmodern.html
https://zh.wikipedia.org/wiki/PostScript
http://dejavu-fonts.org
http://www.gnome.org/fonts/

Debian 2= F 146 / 260

—} N ﬂ P, =3 == patad-— 1 —1
FRREE HTE | AN | SWRT | meem | zmem | 2R5E
ttf-mscorefonts- Times New | Courier ™ER ( Adobe HEBIX
installer Vi1, 1:90 125 | Arial /J\ ) (IEE X% non-free
Roman New &8
. . ) Liberation Liberation Liberation Liberation FEIEE (W
fonts-liberation 1:575 2093 Sans Serif Mono BIRZHAN )
FA ( HER
fonts-freefont-ttf V:38, 1:382 10747 | FreeSans FreeSerif FreeMono ,7.G<.NU HEFA (MR
BRIKIV)
. _ DejaVu DejaVu DejaVu #&= J Unicode B9
fonts-dejavu 1:489 39 Sans Serif Sans Mono | DejaVu, Bitstream Vera
8= 7 Unicode B9
. V:310, DejaVu DejaVu DejaVu DejaVu, Bitstream Vera
fonts-dejavu-core 2954 . ('sans, sans-bold, serif,
1.724 Sans Serif Sans Mono .
serif-bold, mono,
mono-bold )
%= 7 Unicode B9
DejaVu, Bitstream Vera
fonts-dejavu-extra 1:510 7217 | N/A N/A N/A (oblique, italic,
bold-oblique, bold-italic,
condensed )
GNU Unifont, &8
. , . Unicode 5.1 BEA Z X &
ttf-unifont [:23 16903 | N/A N/A unifont SEE (BMP) FFiBH
AIFIENFIT
Table 7.6: ¥fERY TrueType FE!
7.6.3 CJK F&!
TEHE—EFZE/MFE CIK Fit WFE,
FRIA G| HXZFEI 2 AN FRIZE BRXFIEN
WE gothic, JFwv7Y hei, gothic dodum, gulim, gothic
AR mincho, BHER song, ming batang

Table 7.7: CJK FEI 218 AT AR R F R AL B KRR

& “VL PGothic” EFFEE ‘P’ NFRIBIEEEN “VL Gothic” FEUEKNEEEMLLAIF
SEFIF, Shift JIS FITESREIES T 7070 BFTT. BTG T EmaRE D2,

« JIS X 0201 BB FIT (191 BFT, XBEFFT)

« JIS X 0208 &I TTAAFIT (6879 AFTT, XNBL2FFT)

FREBEEEN OK FREMEMN THF THREFIERIENESEEE, AT7TEHEREER, &8 “.hbf” ERXZE
B EFEPEFE (Hanzi Bitmap Font, HBF ) 185 #itRAEE T EMTAME I THF THIFEL,

A TEIE TrueType FRUERMZTR, oJUMERSFEE “.ttc” EEFERM TrueType FRIESIER,

In order to cover complicated code space of characters, CID keyed PostScript Type 1 font is used with CMap files starting
themselves with ”%! PS-Adobe-3.0 Resource-CMap”. This is rarely used for normal X display but used for PDF rendering
etc. (see 58 7.7.2 ).



http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon.php?package=ttf-mscorefonts-installer
http://packages.qa.debian.org/t/ttf-mscorefonts-installer.html
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Courier_(typeface)
http://packages.debian.org/sid/fonts-liberation
http://qa.debian.org/popcon.php?package=fonts-liberation
http://packages.qa.debian.org/f/fonts-liberation.html
https://zh.wikipedia.org/wiki/Liberation_fonts
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon.php?package=fonts-freefont-ttf
http://packages.qa.debian.org/f/fonts-freefont-ttf.html
http://savannah.gnu.org/projects/freefont/
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon.php?package=fonts-dejavu
http://packages.qa.debian.org/f/fonts-dejavu.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/fonts-dejavu-core
http://qa.debian.org/popcon.php?package=fonts-dejavu-core
http://qa.debian.org/popcon.php?package=fonts-dejavu-core
http://packages.qa.debian.org/f/fonts-dejavu-core.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/fonts-dejavu-extra
http://qa.debian.org/popcon.php?package=fonts-dejavu-extra
http://packages.qa.debian.org/f/fonts-dejavu-extra.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/ttf-unifont
http://qa.debian.org/popcon.php?package=ttf-unifont
http://packages.qa.debian.org/t/ttf-unifont.html
http://Unifoundry.com
https://zh.wikipedia.org/wiki/TrueType
http://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/Shift_JIS
http://www.ibiblio.org/pub/packages/ccic/software/info/HBF-1.1/
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/PostScript
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The multiple glyphs are expected for some Unicode code points due to Han unification. One of the most annoying
ones are "U+3001 IDEOGRAPHIC COMMA” and "U+3002 IDEOGRAPHIC FULL STOP” whose character positions
differ among CJK countries. Configuring priority of Japanese centric fonts over Chinese ones using "~/ . fonts.

conf” should give peace of minds to Japanese.

7.7 XJEFR

7.7.1 X HNFER

THR—LEERINHAER (LO 2 LibreOffice ),

E7E]
7 LESo) RITE AKX | @ER B

N
libreoffice- ) ) = "
riter V:328,1:486 | 26111 | LO NERIEHNEE
libreoffice- V322, 1:480 | 23839 | LO BEFRIE
calc
Libreoffice- V:319,1:477 | 3851 | LO 53R
1mpress
libreoffice- ) ) sy e e
base V:308, 1:462 | 6266 | LO ENESIE
éig;ec’fflce' V:320,1:478 | 8970 | LO mEERmES ()
i;tt’;eo‘cflce' V:323,1:483 | 1337 | LO b N
abiword V:9, 1:18 4736 | GNOME NEZRIFINE
gnumeric V:16, 1:25 7758 | GNOME R
gimp V:91,1:507 | 16278 | GTK HEEER miEas (BE)
inkscape V:141,1:354 | 129840 GNOME =BT wER (B8 )
dia-gnome V:5, T:10 20 GNOME TR AE B A1 7~ 2 21 A BE 2
planner V4, 1:8 1170 GNOME BEEEHE
calligrawords Vi1, 1.7 6059 | KDE NEREHNE
calligrasheets | V:1,1.7 14162 | KDE BEFRE
calligrastage V.0, I.7 4814 KDE 5]
calligraplan V:0, 1.7 8508 | KDE EXEE
calligraflow V:0, 1.7 478 KDE I BTN 7 o B AR e Be
kexi Vi, 1.7 7678 | KDE BEREEE
karbon Vi1, 1:8 3450 | KDE mEEF iz (EE)
ggﬁgra' V:0, 1:0 1026 | KDE YEEER GRS (eF)

7.7.2 X EAER

THEHR L3RI

MERERER.

Table 7.8: EHRERY X i NEF



https://zh.wikipedia.org/wiki/Glyph
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Han_unification
http://packages.debian.org/sid/libreoffice-writer
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon.php?package=libreoffice-writer
http://packages.qa.debian.org/libr/libreoffice-writer.html
http://packages.debian.org/sid/libreoffice-calc
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon.php?package=libreoffice-calc
http://packages.qa.debian.org/libr/libreoffice-calc.html
http://packages.debian.org/sid/libreoffice-impress
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon.php?package=libreoffice-impress
http://packages.qa.debian.org/libr/libreoffice-impress.html
http://packages.debian.org/sid/libreoffice-base
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon.php?package=libreoffice-base
http://packages.qa.debian.org/libr/libreoffice-base.html
http://packages.debian.org/sid/libreoffice-draw
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon.php?package=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/libreoffice-math
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon.php?package=libreoffice-math
http://packages.qa.debian.org/libr/libreoffice-math.html
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon.php?package=abiword
http://packages.qa.debian.org/a/abiword.html
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon.php?package=gnumeric
http://packages.qa.debian.org/g/gnumeric.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon.php?package=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon.php?package=inkscape
http://packages.qa.debian.org/i/inkscape.html
http://packages.debian.org/sid/dia-gnome
http://qa.debian.org/popcon.php?package=dia-gnome
http://packages.qa.debian.org/d/dia-gnome.html
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon.php?package=planner
http://packages.qa.debian.org/p/planner.html
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon.php?package=calligrawords
http://packages.qa.debian.org/c/calligrawords.html
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon.php?package=calligrasheets
http://packages.qa.debian.org/c/calligrasheets.html
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon.php?package=calligrastage
http://packages.qa.debian.org/c/calligrastage.html
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon.php?package=calligraplan
http://packages.qa.debian.org/c/calligraplan.html
http://packages.debian.org/sid/calligraflow
http://qa.debian.org/popcon.php?package=calligraflow
http://packages.qa.debian.org/c/calligraflow.html
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon.php?package=kexi
http://packages.qa.debian.org/k/kexi.html
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon.php?package=karbon
http://packages.qa.debian.org/k/karbon.html
http://packages.debian.org/sid/calligra-gemini
http://packages.debian.org/sid/calligra-gemini
http://qa.debian.org/popcon.php?package=calligra-gemini
http://packages.qa.debian.org/c/calligra-gemini.html
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L7
0Ee RITE B | ER 5BH

1\
evince V:192,1:373 | 1363 | GNOME X (pdf) FiEzEs
okular V:70,1:122 | 3925 | KDE X (pdf) FzEES
calibre V:8, 1:36 49341 | KDE EFEERFNEEE
fbreader V3, 18 3035 | GTK ETERERS
evolution V:43,1:298 428 GNOME BEAEMEIE (
kontact V:3, .25 990 KDE (Ef%
scribus V:13, 1:29 19136 | KDE RHE S ARE RS
glabels V:0, I'5 1376 | GNOME R miEes
gnucash V4, .15 9545 | GNOME BAEE
homebank V0, I:3 779 GTK BAE:T
kmymoney V:0, I:3 13145 | KDE EPNEE
shotwell V:15,1:126 | 5762 | GIK R EEER
xsane V:22,1:191 909 GTK RIERERIER

Table 7.9: EHEEAER

( : ) )\
ATiE evince # okular {EF Cmap &%} (58 7.6.3 17 ) REE/R CIK PDF X, MWBEEZLH poppler-
data EREEE ( ZHIA non-free, 285 1141 ),

=D =)
YNR7E GNOME REIRIEFZBERINGERNEEE, MELEM scribus (KDE) ERNREBRTEFIMER
B, ERREBSINESENRIEE, ESERIREREL,

7.8 XIHEE
7.8.1 HIELE

(EFAE R 3 ERERET X BER X RENTEE (2R% 144 ),

BR
Shift-Insert FE[E) R E B R P §E,

E7¢H]
g4 TE Bx | @\E &58E

I
xsel V:10, 1:36 48 X X EEMNSHSIINE
xclip V:7,1:33 55 X X EENSSIINE

Table 7.10: EHERY X BIZFER

ERMWEMmERE (GNOME, KDE:--- ) RETARMNEESERGRANE T, BRM L, SFERE R RNER
## ( CTRL-X. CRTL-C #1 CTRL-V ),



http://packages.debian.org/sid/evince
http://qa.debian.org/popcon.php?package=evince
http://packages.qa.debian.org/e/evince.html
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon.php?package=okular
http://packages.qa.debian.org/o/okular.html
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon.php?package=calibre
http://packages.qa.debian.org/c/calibre.html
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon.php?package=fbreader
http://packages.qa.debian.org/f/fbreader.html
http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon.php?package=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon.php?package=kontact
http://packages.qa.debian.org/k/kontact.html
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon.php?package=scribus
http://packages.qa.debian.org/s/scribus.html
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon.php?package=glabels
http://packages.qa.debian.org/g/glabels.html
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon.php?package=gnucash
http://packages.qa.debian.org/g/gnucash.html
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon.php?package=homebank
http://packages.qa.debian.org/h/homebank.html
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon.php?package=kmymoney
http://packages.qa.debian.org/k/kmymoney.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon.php?package=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon.php?package=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon.php?package=xsel
http://packages.qa.debian.org/x/xsel.html
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon.php?package=xclip
http://packages.qa.debian.org/x/xclip.html
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7.8.2 X FRRVHERSFN S R iR EIAR
xmodmap(1) 2 X RE R HP ARSI ERBRINERRALHMINTE, A 7TIES keycode, REETE X FHIT xev(1) i

BTHERE, BTIES keysym WS FE, REEWRMB “/usr/include/X11/keysymdef.h” #&3%E (x1iproto-
core-dev #Xf88 ) 1 MACRO MEE, I@8RFFEM “#define” EBRELEERLL “XK_" FI5E, %5 keysym &7E,

7.8.3 HAH X BEF iR

REHEGR X FFIRED, B9 xterm(1), PJCAR—HREMEGSTEIERED, EMEEXR/N FERMETR.

EfMEERA X ERENEREEEMVIMNR. RMATERN X ERMHFE “/etc/X11/Xresources/*” H, EFRTE
RH X ERFEFE “/etc/X11/app-defaults/*” H, EREBELRTEEAILI,

“~/.Xresources” EREARBEFEAEERRE, SEERETERFSEISHIFERN X BR, BENSLER
EAEEIIENEN, ERATIGSHEMNGHIIENESR,

$ xrdb -merge ~/.Xresources

See x(7) and xrdb(1).

7.8.4 X #ZimtRH#EEEE——xterm

£ http://dickey.his.com/xterm/xterm.faq.html =] CABE #2 2 BAAR xterm(1) BY—tN &R,

7.8.5 LA root H1T X EF IR

O

S g
il

BBBERREIEE (FI90 gdm3) FYIRRFFEEA root KB root SHRIE) X BEN/EFEEIERE, AR
BERAL 2R, BEMFRITEETEEERME, M root MITEE X RBEBA/RILLEN, RUBARRER
F|r]e(RET I ERERIR, FIaNEBaERERSR.

BIT BRI X B (HIE0E “foo” B root SFRIH#E ) MIRSEE A RE T E@AREE(ER sudo(8) &,
$ sudo foo &

$ sudo -s
# foo &

$ gksu foo &

$ ssh -X root@localhost
# foo &

VAV
A TZBEN& LEBRER ssh(l) EREBEIR,

RTEX EFmEFEE X RS, FEBUTEE

. EFEHEE “$XAUTHORITY” F1 “$DISPLAY” BB EVEERAI(ERAE,



http://dickey.his.com/xterm/xterm.faq.html
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« “$XAUTHORITY” IRIBEIEMIERMIERV B HEREE,

gksu BRBEE GRITE: V51, 1:277 ) 2—{AZEFIMEMIER root 3FEMEH) GTK+GUI E828, ©eJ LA B A su(l) 3
sudo(8) fEA &%, ERAM—EBUR “/apps/gksu/sudo-mode” HfY geonf §#, Re]LA{E A geonf-editor(1) (&
B: “BARER" - “BRRIAE" - "EB4HEE") R4REE geonf &,
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Chapter 8

118N #0 L10N

—{EfEFREREERY ZRES 1L M17N) SAAMES R, &l 2 BT ETH,

- BIFRME (118N): (£ —{EEREEEESA R IR S ERE S IRIR
« AHIE (L10N): fE—EEREEE — BN ENESRIR,

N
7£ multilingualization ( Z5E5 1t ). internationalization ( BF&{t. ) #0 localization ( A#tuft, ) &, H§ 17, 18, ¢ 10 @
FEE "M F'n”, " 07, 31 F00” RE, EFMEERRES M17N, 118N F L10N.

GNOME # KDE SRR MBI SESH, thFiEEEE UTF-8 EXREBIRBEMRL, 1iEiB gettext(1) 2B IR ENEE
FERAM Y, EIEEM T ABBIIAARICERIEERIZ M, BIEENSNEEER, BRAEFNIREEERTESE
ElJI'-II:I iﬁiﬁ.ﬂn—.r

REBMNXFEMRRAER ASCH, EALH 127 BFx (A7 ii&kR), EHREREAT. A7 ERARERLLH
FZ2Fw, AMBBETHSFTHEERG, WRMNBNEERAR UTF-8, ErARIBAEMANNLEREFT (2
B 831 ).

METRE2 R i18n N4A.

BAH{CIERSEC B B FHERE IR BIFR (LA RS,

( :>“$Z£I:
El_l:l

B EH 2013 S35k Debian 7.0 (Wheezy) 41, FINEABIEELSIB,

8.1 SEESEIA

Debian 4B LAfE keyboard-configuration 1 console-setup ¥XBEEIEE S EBEMRCEEBHS,

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

IEASECE Linux IBHIEN X MEMEEE, LEH “/etc/default/keyboard” 1 “/etc/default/console-
setup” AHEEESIE, EHR]UAREE Linux EHIENFE,

A2 ASCIF, BIEFSRNESERNETFT, FINUER ZE#. AlGr i# T 55 RBAER.
HRENES, MEZREMOBMANEZE, GINTESEETHRE Bus,



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/UTF-8
http://www.debian.org/doc/manuals/intro-i18n/
https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
https://zh.wikipedia.org/wiki/Input_method
https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
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8.1.1 IBus ZIBHVEGANE

WMASEESIEAREANRERENT
i EREX

N

|
| |
+-> Linux #&ily -> BAE -> Gtk, Qt. 3K X

B8 im-config £ [Bus RIZAIERBEE o] ARG EE 1 % Debian R4 S EEFEMVEIA, TEIIL T —L [Bus BRFEEL,

0HEe RITE NN ZENESIRE

ibus V:6, 1:9 1937 | &M dbus FUEAI A S TUIESE
ibus-mozc V0, I:1 930 HX

ibus-anthy Vi1, 1:2 734 EE

ibus-kkc V-0, 1.0 229 B £

ibus-skk V:0, 1:0 234 EE

ibus-pinyin V.0, I.2 1425 F3 (zh_CN)
ibus-chewing V:0, 1.0 401 A3 (zh_TW)

ibus-hangul V:0, 1:0 224 BX

ibus-table V0, I:11 908 IBus 5|2

ibus-table-thai I.0 45 "X

ibus-unikey V:0, I:0 256 HF R

ibus-m17n V:0, I:0 121 Z35=: ENERE. MHIAREFIETE

Table 8.1: IBus SZEMIEG A%

kinput2 73 VA L EAMIB I YoM A& B e N AMRETFE, EREBEIRNR UTF-8 X IRIER(EA, SCIM # uim TR
HE R ARIRAR UTF-8 X IRIE T B LA ZNRENTSGA.

8.1.2 —{EHFEMAF

I find the Japanese input method started under English environment (en_US . UTF - 8”) very useful. Here is how I did this with
IBus for GNOME3:

1. Install the Japanese input tool package ibus-anthy with its recommended packages such as im-config.
2. Execute ”im-config” from user’s shell and select ”ibus” as the input method.

3. Select ”Settings” — ”"Keyboard” — ”Input Sources” - click ”+” in ”Input Sources” — ”Japanese” — ”Japanese (anthy)”
and click ”Add”.

4. Select ”Japanese” and click ”Add” to support the Japanese layout keyboard without character conversion. (You may chose
as many input sources.)

5. Relogin to user’s account.

6. Verify setting by ”im-config”.

7. Setup input source by right clicking the GUI toolbar icon.

8. Switch among installed input sources by SUPER-SPACE. (SUPER is normally the Windows key.)
IR AT ES,

» im-config(8) behaves differently if command is executed from root or not.

+ im-config(8) enables the best input method on the system as default without any user actions.

» The GUI menu entry for im-config(8) is disabled as default to prevent cluttering.



https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon.php?package=ibus
http://packages.qa.debian.org/i/ibus.html
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon.php?package=ibus-mozc
http://packages.qa.debian.org/i/ibus-mozc.html
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon.php?package=ibus-anthy
http://packages.qa.debian.org/i/ibus-anthy.html
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon.php?package=ibus-kkc
http://packages.qa.debian.org/i/ibus-kkc.html
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon.php?package=ibus-skk
http://packages.qa.debian.org/i/ibus-skk.html
http://packages.debian.org/sid/ibus-pinyin
http://qa.debian.org/popcon.php?package=ibus-pinyin
http://packages.qa.debian.org/i/ibus-pinyin.html
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon.php?package=ibus-chewing
http://packages.qa.debian.org/i/ibus-chewing.html
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon.php?package=ibus-hangul
http://packages.qa.debian.org/i/ibus-hangul.html
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon.php?package=ibus-table
http://packages.qa.debian.org/i/ibus-table.html
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon.php?package=ibus-table-thai
http://packages.qa.debian.org/i/ibus-table-thai.html
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon.php?package=ibus-unikey
http://packages.qa.debian.org/i/ibus-unikey.html
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon.php?package=ibus-m17n
http://packages.qa.debian.org/i/ibus-m17n.html
https://zh.wikipedia.org/wiki/Input_method
https://zh.wikipedia.org/wiki/Smart_Common_Input_Method
https://zh.wikipedia.org/wiki/Uim
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8.1.3 EH#H A%

INRFARIEB XIM ( X FTEFRHE] ) RIETHA, (RE]AERIENFZIURSAS “SXMODIFIERS” AY{EFRES “none”,
Er]ReE RIEEER, (RIBTE emacs(1) FEMA B X8 A SRR ME egg FIRFEEA ibus, fRRETLAYE shell REITII T &<,

$ XMODIFIERS=none emacs

AT #A% Debian BEM TGS, BB “/usr/share/doc/menu/html” FRIFEER “/etc/menu/” &
i E.

8.2 EAREAIML

Linux 268 REERIN BRIV FIT. (RREEMARARIEIRIZD, I3 jibterm(1), EMAEIF X F2HIE PRERIFERM

ﬂEI:lO )

X Window can display any characters in the UTF-8 as long as required font data exists. (The encoding of the original font data
is taken care by the X Window System and transparent to the user.)

8.3 EBSIRIE
TEENLBER edm3(1) BER X BRERIETHITHEREXNESEE

8-3.1 IIMEEE,JEE %Dn&
f%tﬂ“%&z “LANG=xx_YY.Z277" H5:ESIRIB:REAZESIERNSE “xx". BXRERNE “YY” M4mE “zzzz” (2R%$
1.5.2 1),

The current Debian system normally sets the locale as "LANG=XX_YY . UTF -8”. This uses the UTF-8 encoding with the Unicode
character set. This UTF-8 encoding system is a multibyte code system and uses code points smartly. The ASCII data, which
consist only with 7-bit range codes, are always valid UTF-8 data consisting only with 1 byte per character.

Z B Debian R EEAGESIRIBIAES “LANG=C” 3K “LANG=xx_YY” (88 “.UTE-8"),

“LANG=C” ¥ “LANG=POSIX” {$F3 ASCIl FF&,
“LANG=xx_YY" {#F Unix H{ERRISH LR,

“LANG=xx_YY” PH{ERMEERHIERMATTLLER “/usr/share/i18n/SUPPORTED” 3Ri#E:A. 4N, “en_us”
{EMH “I1S0-8859-1" #RiE, “fr_FR@euro” {#MA “IS0-8859-15" #wi&,

"R
mISENEE, 2RK 1.2

8.3.2 UTF-8 BSRIEMEARRIE

Unicode FEFEERTLARRM# 0 2l 10FFFF ( +7iENIH] ) SRS RERETFREABEHNNFET. ENREZELVEE
21 i,

NFRIEZA 4t UTF-8 #5 Unicode iSENBECR —ESIERY 8 I E XA, HIRE ASCI EREIE AR, UTF R/R Unicode
#1318, ( Unicode Transformation Format ),



https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/UTF-8
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BESEMMNSEEER UTF-8 E=1818, Al “LANG=zh_CN.UTF-8", EBE=RIEMNE —BHRE TEARERXPER
&, BIEN, “LANG=fr_FR.UTF-8” :ESIRIE T gedit(l) (GNOME REMIX F4rEEsE ), RE R AAERRL,
EBEREREMENFRMNB@N EZF ABERIFEFNETXFEH,

HEREQEA “SLANG” BESBRRTATEG. WEEEIE UTFs B BE T REERN "L 288S
BHEFE (2R locale(1) ),

BBz X F ] gEE S IE ASCII T, FliNMMEMMZERASISEE ASCII FEA R B,

“EES|SEMINCE” WdE  “£85|5ERY ASCII”

‘BB5|SEmIE’  AIE ‘EES|9FMY ASCIT
B4 ASCII XFEMEIRA UTF-8 18, tEETHEAREERNATIIKR/N, FEILER UTF-8 ESRIRTEAE(E
{RIBERTE,

—LEXEXE BN R HRESNLIEE, ERRA/AEMABTREEM, MEAIER UTF-32(UCS4) RiE
Unicode, i B S{EBIIESRITFMEN ASCI FruEMEZIHME 4 (BITH, B—XMH, A UTF-8 EESRIEL
NEFEREKLME,

HERIEENERIE UTF-8 WIS RAMAE —LFx EEEFRERMEKANARR, AINHASBERERNFR, MERT
UTF-8 ZAHNIRIER AR ER LR EITRIBEXREE,

8.3.3 FESRENEMEKE

RTERFIERENESRIE, PANESRIEENERZNERBESRIZEEN. (Debian RENFEMBRAMRE
MBI ARESIRIE, RIEFRE locales-all BBE, ) MBI REZESIRIBITEIRMI “/usr/share/
i18n/SUPPORTED", EFIH TAIEERENESRIZEME. TIHHESRZMR EMUSA IR ER AN UTF-8

mE IR,

$ locale -a | grep utf8

TS EEHEE locales BEEE,

# dpkg-reconfigure locales
ZiBIEER 3 ASRK,
1. EFATANESRIRIIR
2. BEMmES TEMSIFN
3. £ “/etc/default/locale” :RERMIERMESIRIEEL PAM EH (2R 45 1)

STAMESRIFEIIREZES “en_US.UTF-8" FIFBMRBEBIHE “UTF-8" MES.

BNENRGE, BEBTERMNESIRIES “en_US.UTF-8", HIRHERES, FRARMENESRIZTSE “UTF-8", B
LEER T PR — {EER sE S0 B IR (T BIFR = 7T,

=z
=)

HMAKESIRIRRER “¢" SEAXNRE, BEREE ASCI FiT,

8.3.4 “SLANG” IRIBEEME
“SLANG” BIESBMERY S ERRENNTEMMRE,

« login(1) B9 PAM ¥ AR Linux 2SR REIT T RYINETE
- BERETEEEN PAM #EIABMN X BN EIT T RVIVRE



https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
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+ ssh(1) B PAM Hét 2 S ik in BT 81T T RYINRE

- —LEREREIRE, FIS0 gdm3(l) BAME X BANERE

- B8 “~/.xsessionrc”, X BHEMENMEEAMA X BXNERE
« shell R{ENES, BIa0 “~/.bashrc”, EAMBEHFIEERNERTE

/AN
HBRGIEIREESIRIRERES “en_US.UTF-8" BESEBRRANBEEMLE,

8.3.5 HARXBENKBERSRE

RE] MG T EBREZRIAN X RENBEESRIR, MABMNRRERPAMER (2R%E 45 ) HTERES

RIR,

This environment should provide you with your best desktop experience with stability. You have access to the functioning
character terminal with readable messages even when the X Window System is not working. This becomes essential for languages

which use non-roman characters such as Chinese, Japanese, and Korean.

xR

& X BREEERREEEES —FA AN %, BEFE FENNBFRRERSRE

¥58 gdm3(1), FFIFNEREESBBERNEERIERE X BENESRR,

SHERAMERNTGIE,

£ PAM EEEERPH TEHETER TS RIBEMERME, flW “/etc/pam.d/gdm3”,

auth required pam_env.so read_env=1 envfile=/etc/default/locale
AHIE1TeRAL FE AR ER,
auth required pam_env.so read_env=1 envfile=/etc/default/locale-x

RS, B —E%E “-rw-r--r--1 root root” #Ha[#M “/etc/default/locale-x" 1R, #E83T

EETT.
LANG="zh_CN.UTF-8"

FREFERREEERNTER “/etc/default/locale” EEETHEIE!T.
LANG="en_US.UTF-8"

EREHREBSRIERBANKA, I HEE gdm3(1) ASHLEERZLEHIRB AL,
HIRZIERN S —BRRSIZRER “~/.xsessionrc” BRRNEESRIA,

8.3.6 *ﬁ%n H‘]E%

HRBTENENRR (ZRE 1017 7), fFEEABRNESHEIERAR. BEFF, ~ERRIER, mount(8)

38 viat IR FHE (R CP437. (RBBAANER 12 (HAFRAY I FIRIB 5 (A UTE-8 5 CPO32.

JES =

£ GNOME BEMRAKEIRIE N, SEHEH —[EkIE U 8805, FOTREERMNHEEIE, AEBRE LM
B, ZhE'Drive”, "Setting”, #i A\ utf8” F"Mount options:”. EiE{E U 8 FX#ERS, UTF-8 #mILAT,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
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JES =N
MRREFAR—(ERLLE, NEREENIE UTF-8 RRBBHIER, I ASCI FMERBIFREAEER 1SO-8859-1
8 eucJP R4wtS. R RN FERT BEMFIEHRE UTF-8. 285 11.1 7.

TEFERRIBEN T, Samba ¥FFHYZE Fif (Windows NT, 200x, XP) {£F Unicode, {E¥ZHZE Fis (DOS F1 Windows 9x/Me)
{888 CP850. RJBATE”/etc/samba/smb.conf” {4 M@, {FA”dos charset” R EEEFimlS(ETE RS, L
3R, CP932 RnAHEE,

8.3.7 ALERMMEENH
£ Debian RFHEREVFF S XX F EMBRIERE, LAEREM., RERX L, BENFME, GNU gettext(1)
L THERXHMHHEZEBNRIELE,

aptitude(8) ¥, *Tasks” — “Localization” Rt — BB AN T EMUG BIBAZEMHIIR, LERAEENAMCEMMREMLE
FUEESEER

BEFI|F, {Re]AZE manpages-<LANG> BIRIEES AKX man FMEE., #”/usr/share/man/it/” K&
<programname> & AFFEHY man FME, $iT FEIMRIE.

LANG=1it_IT.UTF-8 man <programname>

8.3.8 FESRIENTE

sort(1) MFTTHER, RESRENTE. AT ENREESRIEHFERN—&N,

1s(1) WEHIRNZESIRIEZE. "LANG=C 1s -1” FI”LANG=en_US.UTF-8” BEHIRAER—EHN (BRE 9.25
).

AEASREONFERR . L5, KEASRET, —TH—MRA",000.1", MEBEESRET, TR
471,000, 1. {FAIUEBF RISERREBIIEERA,



https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
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Chapter 9

RIS

B2, HAREMEERRNERRTT, KEbDEEHRIERIE,

9.1 screen &1\

BB ] SESKER BT B BN E RS EE IR EMAIAFIMS, sceen(l) E—EIFEERNIE, AHEXIETHERIAE

IRIELR,
0Es MITE K/ | FRBEH
screen V:182,1:289 | 981 VT100/ANSI R imiRHE e 6 & 18 R 28 s

Table 9.1: 7% P] HERAR RS EARFIFZ TSR

9.1.1 screen(l) HW{ERAIES

screen(1) MERHF—(ERIHRERITSERF, BERIFRR shell 72732 1E FEIFNELR. 5182 —EEHY screen(1) fE

Rinx.
1. BAR—{EiRimi%E,

2.

TEEE(Ef=HIHE LBIEN screen,
f "A c (“Control-A” $£&”c”) 7£ screen REMNHREHNITS EIEX.
#2 A n ("Control-A” & n”) REZ (@ screen R EEEHR.

- KRR, (REERRIRIEE, BFAEEFEEEMMNIE, MELTIFFEEERRR.

fRe] OEIBER AR RE screen i,

o BRI RAVABRRELR

« #iA "A d(’Control-A” E&7d") TF T ZRELZBREEA
« 8 A A DD ("Control-A” £&”DD”) /8 screen IHRHEA
REFHEANEIE—ERETH (BERRERLDR ),
fEF”screen -r” BX&) screen.

screen EAHRMIE M LEFIFTER screen REMFAIBEEEHITHIFEN.



http://packages.debian.org/sid/screen
http://qa.debian.org/popcon.php?package=screen
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TN
HRESRNE R B BNERESR, (RPJMUBIE screen BIEERER, BAMRR UEEFERISR—(BEFES
1T, BIRHERBRERIFERHLE.

9.1.2 screen IS HIEELE

£ screen 28, RT S <RBINWMERBBABIWEXINEFNRE. screen TEGLRBIER “A
(”Control-A”) bﬂ%ﬂﬁlﬁé [RS8 REA. ERE - LEEMGORBFIELE,

iU‘v*BEIjJ 56H

HE/—_F = & Z )

By — @ﬁﬂﬁﬁ—ﬁ_\ﬁfﬂﬁ IR &
TN —ERE

Ep—ERE

F0SRRE

21 5ERE

HEREREIR

EAREFAEE Cul-A ZEFIRE
EERENEEERI—EER
R/ 45 R & AR & 2 hE SR A A ok
X HE K (BIHRE)
REERIR T BE screen B35%

B screen SR IELEA

)

>

>

>

)

b

>

)

I TV | R OT|D|O|N

)

>

>

> > > B> B B B > B B > |

|wiNek
o

Table 9.2: screen HEEE4571FR

#1228 screen(1).

9.2 EMNEEHIRER
9.2.1 Hi%&8=-T:EEF (daemon)

BN /var/log/” Bix T RiREMAYEED.

s IDHFBRESTERF (daemon ) : klogd(8)
- REGHFRBRESTETEF (daemon ) : rsyslogd(8)

28% 329 THME 3.2.10 1.
9.2.2 HEEDH

EERETEMRZEOITEEE ("~Gsecurity: :log-analyzer” 7 aptitude(8) #).

=
CRM114 RHESRIBRBEMAIREE, AT TRE EAIRRAE ., EEEZAEMIREFRIEETER, (BthaEdl
) N=ESa2 N



http://crm114.sourceforge.net/
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e ATE NI L

Togwatch V:19, 1:21 2214 | FH Pl BRIHE P TTEEE, BRI
fail2ban V:96, 1:108 1290 | ZHER S EREsE=AY [P

analog V:5, 1:127 3529 | web [AIREEHGE DT

awstats V:12,1:20 6799 | BAFNFFEZERY web {Alfkes Has A
sarg V:6, I:6 432 R squid RS

pflogsumm Vi1, 1:4 111 Postfix His R EE

syslog-summary | V:1,1:4 30 2T syslog Hasla =B

fwlogwatch V:0, 1:0 474 PR =B R

squidview V0, 1:2 192 EXFEFI9 47 squid access.log f& 3

swatch V:0, I:0 112 BIEARTN. SRMBENHRZERER
crmlil4 V0, I:1 1099 Controllable Regex Mutilator #0517 IR EFEF@E (CRM114)
icmpinfo V:0, 1.0 39 2R ICMP &l

Table 9.3: R HFE D ITEREYR

9.2.3 BMIAYECER shell jEE)

RAEEE A script(l) (2R%E 1.49 7)) iC#k shel ;EHNEEE—EBEHFTAMER, BLEEHFITeIUR NTENT
N, {FH col(1) 1,

$ script

Script started, file is typescript

ELEIRE 3% Ctr1-DBH script.

$ col -bx <typescript >cleanedfile
$ vim cleanedfile

WRIRZE script (FIg0: 7E initramfs BAIRLENBIZS ), REIUER TEMIAXNRE,
$ sh -i 2>&1 | tee typescript

N
& gnome-terminal Z%8RY x-terminal-emulator HAEZHECER, (RULEFEEIEMNITEEREREMEIER,

N
{RE] A screen(1) F1""A H" (2R5E 9.1.2 T) RETIEHIERCER,

<IN
fREIBAfEEA emacs(1) #I'M-x shell”, "M-x eshell”, &'M-x term” REITIZHIIECHR, RIHEFICAER"C-X
C-w" iSEERIER,

9.24 TERNFENREER
EE {5140 more(1) F less(1) ExRMNETEN (BRE 145 -n Y FIARESEMIRAMNEEETIAR (285 11.18 1)
LUERMEERX FEN, (BERN4REES (28% 146 T7) 2ERERERN, BrERERS.

B
#H vim(1) FIEMN D BRILEIR view(l), “:set hls” FUMAERIES,



http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon.php?package=logwatch
http://packages.qa.debian.org/l/logwatch.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon.php?package=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon.php?package=analog
http://packages.qa.debian.org/a/analog.html
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon.php?package=awstats
http://packages.qa.debian.org/a/awstats.html
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon.php?package=sarg
http://packages.qa.debian.org/s/sarg.html
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon.php?package=pflogsumm
http://packages.qa.debian.org/p/pflogsumm.html
http://packages.debian.org/sid/syslog-summary
http://qa.debian.org/popcon.php?package=syslog-summary
http://packages.qa.debian.org/s/syslog-summary.html
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon.php?package=fwlogwatch
http://packages.qa.debian.org/f/fwlogwatch.html
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon.php?package=squidview
http://packages.qa.debian.org/s/squidview.html
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon.php?package=swatch
http://packages.qa.debian.org/s/swatch.html
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon.php?package=crm114
http://packages.qa.debian.org/c/crm114.html
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon.php?package=icmpinfo
http://packages.qa.debian.org/i/icmpinfo.html

Debian 2= F 160/ 260

9.2.5 TFHAFEFIHHEIEER
“ls -1" @S TERMIRSAFI R EIRE RIS NEURRESIRIE (MHEANEZ2 RS 126 7)., “SLANG” EBiiSKExE
B, BEcE% “$Lc TIME” E#¥EZ,

BEFESRIZERNFRRBERENEVRISFTERRN C 1R 2 ERRA (1ibce 3EEE ), RN, RREHY Debian 1T
FRBE RN ERIFRER B,

MRGEMNEEEEBHESRIENSEMBRERER, (REZER® “--time-style” 5|83k “$TIME_STYLE”
HMEREERSREERE (2R 1s(1). date(1). “info coreutils ’ls invocation’”),

AFERIVE BERIRE B EF0 5 HRRE R
iso EfI1E 01-19 00:15
long-iso EfM1E 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000
full-iso EEME 10900
locale C Jan 19 00:15
locale en_US.UTF-8 Jan 19 00:15
locale es_ES.UTF-8 ene 19 00:15
+%0d . %m . %y %H:%M EE 19.01.09 00:15
+%d . %b . %y %H :%M Coren_US.UTF-8 19.Jan.09 00:15
+%d . %b . %y %H:%M es_ES.UTF-8 19.ene.09 00:15

Table 9.4: wheezy 1 “1s -1" &< REREFNHEARYRER A

VI
Re]MERG SRR U RERSY PEARIGEIE, #IU “alias 1s='1s --time-style=+%d.%m.%y\%H:
%M’ (2RE 159 T,

-PIN
ISO 8601 BEIELE iso &=,

9.2.6 shell 7 echo HYEEE:

KER4 ‘IET’C?% 89 shell B echo BESAER ANSI BEFIUREEREEE (2R “/usr/share/doc/xterm/ctlseqs.
txt.gz” )

B FAEF

$ RED=$(printf "\x1b[31m")

$ NORMAL=$(printf ”\x1b[Om")

$ REVERSE=$(printf ”\x1b[7m")

$ echo "${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}"

9.2.7 FEEHRIMNGS

EESRAMRIET, SNBHTEESR, EMAIRERSHNEITERER, RAERR ~/ . bashrc” EIIAT FTERE.

if [ "$TERM” !'= "dumb” ]; then
eval "‘dircolors -b’”
alias 1ls='ls --color=always’
alias 11='1ls --color=always -1’



https://zh.wikipedia.org/wiki/ISO_8601
https://zh.wikipedia.org/wiki/轉義序列
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alias la='ls --color=always -A’
alias less='less -R’
alias 1ls='ls --color=always’
alias grep='grep --color=always’
alias egrep='egrep --color=always’
alias fgrep='fgrep --color=always’
alias zgrep='zgrep --color=always’
else
alias 11='1s -1’
alias la='1ls -A’
fi

AEEAGSHR, FEAMNBREFECHEEEE, EHIRIEEE " export GREP_OPTIONS='--color=auto’”
HBEFE, SHREEME less(1) ZEMNEEEANEEE, EEAEEINHETCHSS, MEXEER, TERYF~/.
bashrc” HRIAZR, TJCAERA”--color=auto” {X&.

I
HEEERAIRIZFR, BB TERM=dumb bash” Il shell , {REESHBARAELERE AR,

9.2.8 CEXAmIEERISFEMIERIRIFENF

{RBESARC kAR EE 2R 1R MRV E R IRIFENMF.
5L Vim, FF1R FEIEE,

- 7qa”: BREHMAF LI BERFNEFR 2"
o - AREBIRIRIE

< 70" &ERECHREABIF TT.

- 0a”: MITEFRa HRE".

¥15% Emacs, 3518 FEIR1E,

- "C-x (" FAREE—EREBES
- HREEBRIRIE

« PC-x ) HBREE—ERBES

« "C-x e” MIT—ERBER.

9.29 ik X BAEXNER
BLERNEAMLHE X BAEANER, 8F xterm#R,

g}He MITE NN
xbase-clients 1:68 46 xwd(1)
gimp V91, 1:507 16278 | GUI EE
imagemagick V:142,1:538 | 192 import(1)
scrot V:8, 1:87 50 scrot(1)

Table 9.5: BIFSHREETAYIR



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon.php?package=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon.php?package=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon.php?package=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon.php?package=scrot
http://packages.qa.debian.org/s/scrot.html
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e ITE KA | FREA

] _ {8 Git (785X ). Mercurial B¢, Bazaar ( 37 ) REFICE1E =40
etckeeper V:22,1:27 151 SRR TE R
changetrack V:0, 1:0 62 fEFRCS (B) RFEEERR

Table 9.6: 7£ VCS ki ERFFIVEREEE

9.2.10 CIFECEERIIE

BRENTHRRIAER DVCS R M ERRCHICERERNERE,

HEBERSE git(1) 19 etckeeper BEER, BAEEME “/etc” BR VCS EHIZT. ENTRIERMBIEZR “/
usr/share/doc/etckeeper/README.gz",

WAE LB, $11T “sudo etckeeper init” R%& “/etc” ¥¥AML git BE, B5E 10.6.5 THFTREREANBTEMAM,
(BEEHETRI hook FESIERIEITE LEAIFRE,

ERVEREER:, (RRIUAER git(l) REBHIHREM. MEBRXNTEREEEERSKR, EhERMTHREE,

N
{RETAIBIBEAIT “sudo GIT_DIR=/etc/.git gitk” KBE “/etc” MIEFCHR, R ABEWHBRFNESR
KERE. CRRIIEEMERIEEMmANER,

9.3 Ef=. EHIFIRAENIFEIVEED

VAR AEsa E MY RN TR B IEFIE S,

ERESS) WITE K/ [ ER8H

coreutils V:881,1:999 | 15103 | nice(1): A ENHIFEEEEHIT—EER

bsdutils V:851,1:999 | 238 renice(1): AR—EBERIENTHEFNHEELEE
procps V:801,1:999 | 690 »/proc” @R &G LE: ps(1), top(1), kill(1), watch(1), -

psmisc V:567,1:970 | 589 ”/proc” FERAL T E.: killall(1), fuser(1), peekfd(1), pstree(1)
time U ;iﬁme(l): T —ERESX, LB EREAERRSARBRE
sysstat V:100, 1:119 | 1336 sar(1), iostat(1), mpstat(1), ---: linux R4t TEEE L B

isag V-0, I:4 106 sysstat I BNV R 4 S B0 E]

Isof V:355, 1:945 | 440 Isof(8): EF”-p” EIBSIHHE —ERRIZEFFRRAIESR

strace V21, 1:163 1363 | strace(1): PRk Z Ax FEAOFOEA 3R

Itrace Vi1, 1:22 360 ltrace(1): FRHEENEN]

xtrace V0, I:1 333 xtrace(1): IRt X11 EF im0{a] AR 28 im < R0 E &

powertop V6, 1:227 612 powertop(1): ZARtAERElE A B &Ml

cron V:877,1:997 | 251 TR1& cron(8) B=~T:812/% ( daemon ) RIHFIZ AT — B2 /T
anacron V:450, 1:534 | 62 FRIEEX 24 /NFHITR GG SLETE], %8 cron

at V482, 1828 | 145 e_llt:(;;)t 1:1} batch(l): E—ERENBERTERIER AR 88

Table 9.7: BSIZMIIZHITE N/ EBI TRIIR

R’
procps B TIFEEMRMEIR, EHRENEBINEMNENIIZNINEE. REREEMMALSMES,



http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon.php?package=etckeeper
http://packages.qa.debian.org/e/etckeeper.html
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://packages.debian.org/sid/changetrack
http://qa.debian.org/popcon.php?package=changetrack
http://packages.qa.debian.org/c/changetrack.html
https://zh.wikipedia.org/wiki/Revision_Control_System
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon.php?package=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon.php?package=procps
http://packages.qa.debian.org/p/procps.html
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon.php?package=psmisc
http://packages.qa.debian.org/p/psmisc.html
http://packages.debian.org/sid/time
http://qa.debian.org/popcon.php?package=time
http://packages.qa.debian.org/t/time.html
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon.php?package=sysstat
http://packages.qa.debian.org/s/sysstat.html
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon.php?package=isag
http://packages.qa.debian.org/i/isag.html
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon.php?package=lsof
http://packages.qa.debian.org/l/lsof.html
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon.php?package=strace
http://packages.qa.debian.org/s/strace.html
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon.php?package=ltrace
http://packages.qa.debian.org/l/ltrace.html
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon.php?package=xtrace
http://packages.qa.debian.org/x/xtrace.html
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon.php?package=powertop
http://packages.qa.debian.org/p/powertop.html
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon.php?package=cron
http://packages.qa.debian.org/c/cron.html
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon.php?package=anacron
http://packages.qa.debian.org/a/anacron.html
http://packages.debian.org/sid/at
http://qa.debian.org/popcon.php?package=at
http://packages.qa.debian.org/a/at.html
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9.3.1 TEFiERS

BARan QI FE Fr HURS IR FE,

# time some_command >/dev/null

real Omo.035s # BT (MAMEZRRE)
user Omo.000s # [EREEAE
sys Omo.020s # TS AR

9.3.2 HIEELIER
ERNHIREEIEF 2w — B E LI EE,

EFEXIERE HEEB kB

19 1 [ElE2EdE

0 FEenNEEEREERERER
-20 root FHEBIERESNEXIEFER

Table 9.8: HEFZBSEIEFETIR

# nice -19 top # EEEE
# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # FEFR

ERLERT, BENEFELEFEENAREREE, MMEREESS,
9.3.3 ps@d

£ Debian %t £/ ps(1) @52 [EIRFZ & BSD Fl SystemV 458, BENIERIFENIZF/EE,

BRIV BB SRS 158
BSD psS aux HA/R%CPU %MEM
System V ps -efH BH/R PPID

Table 9.9: ps A S HRILTITR

HiiERE (FETHY) FiEfF, (REEZDEE"PPID” AIAIRIER ID RIRFEEA,

pstree(1) A& BERIEFE,

9.3.4 top md

Debian Z#% £/ top(1) BEESERHFE, BEINRERIIEFEEBVENETA,
ER—EEERMN2FEN. ReINBEZ L #REINEHNERER, &q #RELIEZIER,
9.3.5 ZIH#E—EEFFRAMAESR

freesm@iB—{EiZfF ID(PID) 2R3 H %Iz F AT ERMBAVIES, Fld0, PID & 1 1iERF, ERATEMNAR.
$ sudo 1sof -p 1

PID=1@EAM init £
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9.3.6 [RitFEz(/EEN

{REESHERBEFZIV/EEN, (£ strace(1), ltrace(1), xtrace(1) RERHE RARMFAUFIENER, EIFAL, X11 FFiRFEAR2E IR < R
Y&,

BREE 1s ar LRI R AR,

$ sudo strace 1s

9.3.7 BRIERERNERFNERF
1R BT AR fuser(1) REMBIL SERIBRIIZE, FlE0, A TEMASXMAIL"/var/log/mail. log” RMEIZFFRIRL.

$ sudo fuser -v /var/log/mail.log
USER PID ACCESS COMMAND
/var/log/mail.log: root 2946 F.... rsyslogd

{ReILAFBRI”/var/log/mail. log” 2 H rsyslogd(8) an L FRLEE A,
{RETLAEIE fuser(1) 2RI HERERFNER, G101, B TEMAINERIL smtp/ tep” HFMERR 7R,

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

HEMRENERI R AT eximd(8) REZIEELRE] SMTP IR (25) B9 TCP Z4R.

9.3.8 (FHETCRMREE —EHS
watch(l) EFREEEREFNT—EAGS, LLEEREL,

$ watch w

BTRMEASAZRSE, B2EEH—KX.

9.3.9 FRAEREEREE—EGST

BBLEREREMNERREBEE (BT, B%ERE, i, DRESIFHEER > . ext”.
- Shell BE A (B2RE 12.1.4 TI):

for x in *.ext; do if [ -f ”"$x”]; then command "$x” ; fi; done

« find(1) #0 xargs(1) Bt S:

find . -type f -maxdepth 1 -name ’'*.ext’ -print® | xargs -0 -n 1 command

« find(1) {EF” -exec” BIBLHMITHS:

find . -type f -maxdepth 1 -name ’'*.ext’ -exec command "{}’ \;

« find(1) fER”-exec” AT #1T —EFSRHY shell F5S1E:
find . -type f -maxdepth 1 -name ’'*.ext’ -exec sh -c ”“command '{}’ && echo ’successful’” \;

LFEMNFFRAREBEREEEMER (WESZH ), findl) ESSMREMAE, 2R8% 1015 1.



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.3.10 i GUI EI— B2

12 S FNE ( command-line interface, CLI) , $PATH IBIEE S FRIEEMN BT E —EANRLEEIBNEREH
17, 2R% 153 1,

EHBHE freedesktop.org 1Z2ERY BIZ{EAE N E ( graphical user interface, GUI) , /usr/share/applications/ B
FREPRY * . desktop IBRAFERENN GUI EERREHR THENBLE, 285 722 1,

2@ F, chromium.desktop fEEH% “Chromium 4BIK2ER" T&H THEEABEL, FINEXRE “Name”, F2XN#
1TIRIEFNG|8Y “Exec”, FRERMER “Icon” £% (2R SEREIERE ), BEERNFUT:

[Desktop Entry]
Version=1.0
Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application
Icon=chromium
Categories=Network;WebBrowser;
MimeType=text/html; text/xml;application/xhtml_xml;x-scheme-handler/http;x-scheme-handler/ <«
https;
StartupwMClass=Chromium
StartupNotify=true

Ere—ERAGENIRE, *.desktop ERG TEIPEKIES,

SHEIRIBEIRE $XDG_DATA_HOME F1 $XDG_DATA_DIR IRIZEEE, ZE{IF, £ GNOME 3 A:
* RERTE $XDG_DATA_HOME, (A%fEFTEER{E $HOME/ . local/share, )

« $XDG_DATA_DIRS #z&E % /usr/share/gnome:/usr/local/share/:/usr/share/,
E#EB (2K XDG Base Directory Specification ) F1fEFRFE{ B $RW TR,

» $HOME/ .local/share/ — $HOME/.local/share/applications/

« /usr/share/gnome/ - /usr/share/gnome/applications/

« /usr/local/share/ — /usr/local/share/applications/

« /usr/share/ - /usr/share/applications/

* . desktop iERABZBEREIEFEELL applications BEPiETIES,

VN
EET—EFEREEEEN GUI EEIE, FE7 $HOME/ . local/share/applications/ BERHFIZ—(@E *.
desktop 1&EX,

Wi
TR, NRESLEERIF TR autostart BERHEI T —(E *.desktop 185, HI *.desktop EXFIETE
MR EEEEIEIERERSEENIHNT. 2R Desktop Application Autostart Specification,

R

MR, YNSR7E $HOME/Desktop Bk HEI T —fE *.desktop BRI B FAEREREEATZIEREE RME
BRIheE, RIEHEBEIRIFIEEMREXNSWMIT. /FE, SHOME/Desktop B#MEBRZBEESIRIEGH, 2R
xdg-user-dirs-update(1),



https://zh.wikipedia.org/wiki/Command-line_interface
https://zh.wikipedia.org/wiki/Freedesktop.org
https://zh.wikipedia.org/wiki/Graphical_user_interface
http://standards.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
http://standards.freedesktop.org/basedir-spec/basedir-spec-latest.html
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
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9.3.11 HTEEWRENIIED
—wEXEHE—ERXEHNE., TASEEERERNSE,
- ERRERRERE:

GNOME3 £MH: “88&F" - “&#° - "“FH@EEM" - “7EREREX

KDE £: ”K” - ”Control Center $2|F/(»” - ”KDE Components Jo{4” — ”Component Chooser Jo{4 2 {£58”
Iceweasel BIEERE: “4REE” - “EEIE - “EARER

mc(1): “/etc/mc/mc.ext”

« %0 “$BROWSER”, “$EDITOR”. “$VISUAL” #1 “$PAGER” ERMIIBIEEE (2R eviron(7))

« AREIIN “editor”, “view”. “x-www-browser”, “gnome-www-browser” 1 “www-browser” EHIFER
89 update-alternatives(8) %%t (2R%E 147 1)

« “~/.mailcap” F “/etc/mailcap” ERMAEEIE T FZXNA MIME BRI (2 R mailcap(5) )

« “~/.mime.types” I “/etc/mime.types” HERIAERE T MIME BFIMEIER (2R run-mailcap(1) )

"R
update-mime(8) EE Hi"/etc/mailcap” #E3R, HIEZAZI"/etc/mailcap. order” ##2 (2 R mailcap.order(5)).

R
debianutils EXEEEIIZ{E sensible-browser(1). sensible-editor(1) 1 sensible-pager(1), E1ieI A% BlIEZIFAY
R4mEEeE. 7 HIENAARRBIER(FHIRENNEE, BIERREEL shell 35218,

"R
BTE X FTHITHWM mutt SRNZGFIERBRERERMHEERBRER, MEXETEBKREIL—E X BR
FEAERTE “/usr/local/bin/mutt-term” AIFEEMENEEEAREN.,

# cat /usr/local/bin/mutt-term <<EOF
#!/bin/sh

gnome-terminal -e "mutt \$@”

EOF

chmod 755 /usr/local/bin/mutt-term

9.3.12 RIE—(EER

A kill(1) B@FEF ID RFIE (Fix— @K ) —EERF.
{5 killall(1) 3% pkill(1) BiBFEF RSB FHECEE RHEHRNER,

FaR{E BikE= ThEE

1 HUP EREETserzF (daemon)
15 TERM T\ kill

9 KILL B kill

Table 9.10: kill 55 & FSEYIR



https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME

Debian 2= F 167 /260

9.3.13 EREFHISEZTHE

1T at(1) L REH— R MR TAF,

$ echo ’"command -args’| at 3:40 monday

9.3.14 TERMEFREHE

A cron(8) REITERFTEFELHE, 2R crontab(1) 1 crontab(5).

REESEA— BT BFERETERNIT—ERERF, tkil, foo A crontab -e” S EIL—{E crontab(5) FIHER"/
var/spool/cron/crontabs/foo”,

1518 2 —1@& crontab(5) {&RMI7F,

# use /bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is

MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR’ed)

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul

15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It’s 10pm” joe%Joe,%%¥Where are your kids?%.%%
23 */2 1 2 * echo ”"run 23 minutes after ©@am, 2am, 4am ..., on Feb 1”
5 4~ * sun echo "run at 04:05 every Sunday”

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)” == "Mon” ] && command -args

B
HALIEBEMITHRA, L anacron REERERFNITEIRENGS, HOEBAHESMEINSREHNT, X
AT TENIERERR. 28 anacron(8) # anacrontab(s).

RR

HNERARREEIESE, FEELILA root BREFERMIT, IBEEELBMAN/etc/cron.hourly/”, "/etc/
cron.daily/”,"/etc/cron.weekly/”, 8"/etc/cron.monthly/”. St SEAMITRERS, RILLEIR /etc/
crontab” #1”/etc/anacrontab” REX,

9.3.15 Alt-SysRq i

i AREEEIE”Magic SysRq key” (SAK &) 12 (L TER R AR EAFERVIENE , FXIBIEIR £ 2 Debian #ZIDAIFEER{E. 2 Alt-SysRq
#, EERTHRPN—(EE, SMIEMARNHFERE.

N
REI:E signal(7), kill(1) #0 sync(1) FMERIEHE EEAVHEIR,

”Alt-SysRq s”, ”Alt-SysRq u” F1”Alt-SysRq r” 48E, BEINRHMHEIEIRMIER, LrIUEREILERANIER TIESTH
RUHEER,

£8”/usr/share/doc/linux-doc-3.*/Documentation/sysrq.txt.gz”.



https://zh.wikipedia.org/wiki/Secure_attention_key
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Alt-SysRq Z & FI5E ﬁ’%}ma;
7£=X EE/ ﬁ, ¥ raw _WQ

kil =& HUE]&]I%U‘%IEjJ Ei ]”

83X SIGTERM ZIFf 725, BRF init(8)
&% SIGKILL 2IFf &1z, B%F';ﬁ 1n1t(8)
sync Fr B E & BIFER P
FIUR ﬁﬁﬁiﬂﬁiﬁfﬁ“ﬁ?% (umount)
reboot &4, FAED XEREE

T|IC|lO||D| x| O

Table 9.11: SAK 7% #515R

VIR

MR AEHERE R root FFRIHERIINEE, Alt-SysRq #5MERIEERAB AR L ERAM. " /etc/rc.local” &
EM Necho 0 >/proc/sys/kernel/sysrq” S{{E"/etc/sysctl.conf” L A"kernel.sysrq =
0" 3REF Alt-SysRq 4514,

R

i SSH 4IRS, {REEs@EIBE"/proc/sysrq-trigger’ BARBRKIER Alt-SysRq 45tE, FI80, #E root shell 12
RIFE#ITecho s > /proc/sysrq-trigger;echo u > /proc/sysrq-trigger” 3 syncs #1 umounts Ff
EEHEERRA,

9.4 HRRAHEERIS

9.41 HERGRE?
(RETBB TEN A SR EEBANELEAE,

« who(1) BE/REHE AT R MM,

- w(l) BTREEEAERGER, MFEMTE.
« last(1) REREREEANIIR,

« lastb(1) BREREREBZREANIR,

R’
"/var/run/utmp” ¥1"/var/log/wtmp” EEFEENEREEZHN. 28 login(1)  utmp(s).

9.42 ZEEMREA
(RETLAEA T RS R ER wall(1) ABEAR AN E—EAEZEN,

$ echo "We are shutting down in 1 hour” | wall
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9.4.3 RERZGEA!
#§}j2 PCI 385 & (AGP, PCI-Express, CardBus, ExpressCard &), —RIaFLE A 1spci(8) (LEFII L~ -nn” 1EIF) EITHEE S
RILLEYF,

LS, fREIBAEIBREEE”/proc/bus/pci/devices” BHERNANEE/sys/bus/pci” FHEHE B sk REITIEEE
WAl (2R%E 1.2.12 ).

LS TE X/ | FREE

pciutils V:167,1:992 | 1220 Linux PCI TE.: Ispci(8)
usbutils V:97, 1:862 721 Linux USB T E.: Isusb(8)
pcmciautils V:22, 1:52 94 Linux PCMCIA T E.: pccardctl(8)
scsitools V0, I:4 366 SCSITFEREIE T EE: Isscsi(8)
procinfo V1, 16 186 f&7/proc”: Isdev(8) BB R K&
Ishw V39, 1:85 671 MEEERC E & all: Ishw(l)

discover V:39,1:927 | 90 TEREER P & &: discover(8)

Table 9.12: fER2:8 5 TRYIFE

9.44 tEEERCE

& GNOME # KDE B EIRN B RE A%, HAXBHEEMEERNENEEEENENIEE TRERERE, BHE
—EREECFNERAN, LR —EFNES,

0Ee RITE KAV | 5REA
console-setup V:450, 1:933 | 437 Linux EHIEFEFEERRITE
)Ji.il—;(server ) V:364, 1:585 | 516 X BRF%im L H: xset(1), xmodmap(1)
acpid V:508, 1:895 | 143 EIESIERIIEEMEIR T HE (ACPI)
( daemon )
acpi V:38, 1:863 46 BN ACPI EEZNIITE
apmd V:0, 1:9 132 SPEER ( ) V& ETaE1=/F (daemon )
sleepd V-0, 1:0 79 EEATRHE, FEHEAKEIREBIHNEESTERERF (daemon)
hdparm V:238,1:395 | 237 EIRAEEE (BEE 959 1)
smartmontools V:112,1:194 | 1716 FHSMART EHHERERERG
setserial V5, 12 113 RIEEETHE
memtest86+ V:1,1:38 2391 | iClEEEEREEE LEE
scsitools V0, .4 366 SCSIFEEE T HE
setcd V0, I:1 35 SRR TR
big-cursor 1.0 27 X RRHKE R IZ

Table 9.13: TFRERCE T HYIR

B8, ACPI 2—{Att APM FHIEREIE R MIELS,

BN
RRRGR CPU JARREINGE, A IUMEE acpi_cpufreq EIERY,

9.4.5 HEASEFIFEFSATR

THEHRERFAIELERFRE %A MM/DD hh:mm, CCYY.



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC_Card#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon.php?package=pciutils
http://packages.qa.debian.org/p/pciutils.html
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon.php?package=usbutils
http://packages.qa.debian.org/u/usbutils.html
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon.php?package=pcmciautils
http://packages.qa.debian.org/p/pcmciautils.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon.php?package=scsitools
http://packages.qa.debian.org/s/scsitools.html
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon.php?package=procinfo
http://packages.qa.debian.org/p/procinfo.html
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon.php?package=lshw
http://packages.qa.debian.org/l/lshw.html
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon.php?package=discover
http://packages.qa.debian.org/d/discover.html
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon.php?package=console-setup
http://packages.qa.debian.org/c/console-setup.html
http://packages.debian.org/sid/x11-xserver-utils
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon.php?package=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon.php?package=acpid
http://packages.qa.debian.org/a/acpid.html
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon.php?package=acpi
http://packages.qa.debian.org/a/acpi.html
http://packages.debian.org/sid/apmd
http://qa.debian.org/popcon.php?package=apmd
http://packages.qa.debian.org/a/apmd.html
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon.php?package=sleepd
http://packages.qa.debian.org/s/sleepd.html
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon.php?package=hdparm
http://packages.qa.debian.org/h/hdparm.html
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon.php?package=smartmontools
http://packages.qa.debian.org/s/smartmontools.html
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon.php?package=setserial
http://packages.qa.debian.org/s/setserial.html
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon.php?package=memtest86+
http://packages.qa.debian.org/m/memtest86+.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon.php?package=scsitools
http://packages.qa.debian.org/s/scsitools.html
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon.php?package=setcd
http://packages.qa.debian.org/s/setcd.html
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon.php?package=big-cursor
http://packages.qa.debian.org/b/big-cursor.html
https://zh.wikipedia.org/wiki/高級配置與電源接口
https://zh.wikipedia.org/wiki/高級電源管理
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# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian Z4ARIASEIEFBRRAARMIGRE, (BEIESEESER UTC(GMT) B,

WNEREERE ( BIOS ) BFERRES UTC BSE, 7 “/etc/default/rcS” BME:RE “UTC=yes”,
TEREFHEE Debian RAAFERIIREE,

# dpkg-reconfigure tzdata

MRFHEBBERREFALEE, BEMERM ntp, ntpdate Fl chrony S ERHAY NTP fRT5,

B
£ systemd T, ZfEH systemd-timesyncd RERETHREEREY, £8 systemd-timesyncd(8).

&M,

. FETERFREFN B EAEIE HOWTO
« NTP AHRFEER

« ntp-doc &

BR
7E ntp B48MEHM ntptrace(8) AELHIRHME NTP FRFEHEZERIBIE,

9.4.6 RiRricE
5 418 T4 BT LA FA SR AR B 7 TR S48 F ncurses(3) R AALNAE,

« “/etc/terminfo/*/*” ¥&Z (terminfo(5))

« “$TERM” IRIREE] (term(7))

« setterm(1), stty(1), tic(1) F0 toe(1)

MR xterm #Y terminfo ¥H3E Debian B9 xterm NEIEA, BIERMEEIREFEE Debian RERF, (REZCXERAVL

IHELG] “$TERM”, ¢ “xterm” BrRATNEEZPRAVARA (Ul “xterm-r6” ), ESANETLER “/usr/share/doc/
libncurses5/FAQ”, “dumb” & “$TERM” H@EFRHY,

9.4.7 BEEM:R

FARIRFER Linux MEN TR BERENTIENH 5% Linux BET2% ( Advanced Linux Sound Architecture, ALSA ) 124,
ALSA Rt THE 28I BMZB S A4 (Open Sound System, OSS ) HIIREHER,

VI
R “cat /dev/urandom > /dev/audio” X speaker-test(1) KAl;{15EE2E ("C {21k ),



https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
http://www.tldp.org/HOWTO/TimePrecision-HOWTO/index.html
http://www.ntp.org/
https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
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e ITE KA | FREA

alsa-base 1:463 NOT_FOWBRBA ERENFEVIC EfE o

alsa-utils V:379,1:532 [ 2103 | EEEFIfER ALSARTE

oss-compat V:4, 1:46 7 7£ ALSA FHHZ& 0SS, F8F5 “/dev/dsp not found” $Hiz
jackd V:3, 1:27 32 JACK Audio Connection Kit. (JACK) {a]fREg ({KZEE )
Iibjacko V:0, I:19 135 JACK Audio Connection Kit. JACK) & (1KZE )

nas V:0, I:0 240 HIRENAR LR (Network Audio System, NAS) {alfREE
Iibaudio2 V:60, 1:562 162 HIREMNAE SR (Network Audio System, NAS) &
pulseaudio V:358,1:498 | 5858 | PulseAudio {alfk2S, &KX ESD

Iibpulse® V:250, 1:654 | 955 PulseAudio EFImE, &fXESD

éfggsueamerl' Vi227,1:485 | 4742 | GStreamer: GNOME B3| &

Iibphonon4 1.224 588 Phonon: KDE B&5[Z

Table 9.14: EEEHIEE

BR
MRMEEEINES, BRMISERESE T —EFSHY. BRNBSRAEHFSHE, alsa-utils #K38
BIFRRY alsamixer(1) eI AR IFIHEC EB SHEF IR T,

BREREFIREEEANEERIBBESRE, /@R —ERENMBERARERARABEEM.

BERTHRAERREEEHE —EERANESSIE, SEREAREIMERANESSIEE N NEEERIAENESTE
BR=28,

9.4.8 RSB E{R:E
PR EIRE, GRTENGS,

IRIR me

Linux ZHI1& setterm -powersave off
XHE (FAREERE) xset s off

X fRE (R dpms ) xset -dpms

X RE (ERRE GUIEE ) xscreensaver -command -prefs

Table 9.15: BAFAERREM IR

9.4.9 FAFERE

BB E SRS E 23tk 2 2R BARTIER R, 1 pespkr U EAEMIBR, the] AMESES,
bash(1) FAZI#Y readline(3) F2xt, EBRIEZEFIT (ASCII=7) B, BEELE, TEAVRIESFELESEAE,

$ echo "set bell-style none”>> ~/.inputrc

9.4.10 :CIEfE(EH
EHRIRER, SR EMER AN AR EE D IEENERIE R,

« “/var/log/dmesg” FRIIZORENIENES T Rl B IEERRBREE R,



http://packages.debian.org/sid/alsa-base
http://qa.debian.org/popcon.php?package=alsa-base
http://packages.qa.debian.org/a/alsa-base.html
http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon.php?package=alsa-utils
http://packages.qa.debian.org/a/alsa-utils.html
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon.php?package=oss-compat
http://packages.qa.debian.org/o/oss-compat.html
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon.php?package=jackd
http://packages.qa.debian.org/j/jackd.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon.php?package=libjack0
http://packages.qa.debian.org/libj/libjack0.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/nas
http://qa.debian.org/popcon.php?package=nas
http://packages.qa.debian.org/n/nas.html
https://zh.wikipedia.org/wiki/Network_Audio_System
http://packages.debian.org/sid/libaudio2
http://qa.debian.org/popcon.php?package=libaudio2
http://packages.qa.debian.org/liba/libaudio2.html
https://zh.wikipedia.org/wiki/Network_Audio_System
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon.php?package=pulseaudio
http://packages.qa.debian.org/p/pulseaudio.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon.php?package=libpulse0
http://packages.qa.debian.org/libp/libpulse0.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libgstreamer1.0-0
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon.php?package=libgstreamer1.0-0
http://packages.qa.debian.org/libg/libgstreamer1.0-0.html
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4
http://qa.debian.org/popcon.php?package=libphonon4
http://packages.qa.debian.org/libp/libphonon4.html
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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« free(1) # top(1) BERIEAFITH R A IR ERIIERIE.

TER—EFF.

# grep ‘\] Memory’ /var/log/dmesg
[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k <«
data, 296k init)

$ free -k
total used free shared buffers cached
Mem: 997184 976928 20256 0 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572
{ReJREE BB FIR: “dmesg F5aF 1R free 2 990 MB, (M free -k &55F 1R free £ 320 MB, EE5 T #8i® 600 MB -+ "

B “Mem:” BE1TH “used” BRARMEURKR “free” BUNIVE, WS, MEEMENETEMIME (E£LEN
FlEHEME 675404 F0 321780 ),

EHRFREY MacBook, B 1GB=1048576k 21288 (B R TR AAEE—LL), HRBIMWAT,
HBE Ky
dmesg AP total K/ 1016784k = 1GB - 31792k
dmesg FRY free 990528k
shell FAY total 997184k
shell FHY free 20256k ([BEBREIA 321780k )

Table 9.16: FRERIFCIEIE AR/

9.4.11 RELTEMMTEMERE
ERNRREETREREBTINARR, BRERIMNBIEEERA,
HRRARLTLUNTEMNRE, FEEZR TEHELH ISR,
« debsums EREEEl, £ & debsums(1) FI5E 2.5.2 13,

« chkrootkit #8288, £ 8 chkrootkit(1),

- clamav B{i88 Kk, 2R clamscan(1) F freshclam(1),

* Debian security FAQ,

* Securing Debian Manual,

TEHE—EGENESIE, AREAHRIRAME AR BH#EFIERTE,
# find / -perm 777 -a \! -type s -a \! -type 1 -a \! \( -type d -a -perm 1777 \)

NIy
@ Bt debsums EXEEEMEAARMEETFR MD5 5815, ALLEHEENE, UAET2HERAT MR
IH,

9.5 BERMHEEFRIS

{3 live CD BX, debian-installer CD LARUEIRIVRIENREI R, "ILARIRAEM BB (RIMEI R ENEBIFETE,



http://www.debian.org/security/faq
http://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/Live_CD
http://www.debian.org/releases/stable/debian-installer/
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ERESD) mATE P NINELE

logcheck Vi12, 114 152 Ei%;!’?g%(daemon)’ ot
debsums V:5, 1:38 120 ERTENX, FH MDs RBRBEH LR aNERETRE
chkrootkit V:7,1:28 951 rootkit 1&;AERFE

clamav V16, I:71 874 Unix RFASEAEN—mITH
tiger V:3, L4 2599 | RERALERE

tripwire V:3, 14 11480 | TERFNEHRTEMERAEREE

john V:3,1:14 449 FEN ISR T E

aide Vi1, 1:2 2002 | ERARRERI—FFE T ERF
integrit V:0, 1:0 313 e EMEREIEI

crack V:0, 1.0 128 ZISIRAFER

Table 9.17: AARAZREEMMTEMBENTER

9.5.1 ER=EERER
TR =R E B IR o] LAii@ mount, coreutils F xdu EREEEIR HAVFEURETME:

« mount(8) BERFT BRI FRMER R (= HiEK).
- df(1) EERZRRERMEREZME,
- du(1) RS B SR EHE R RREIR =R,

-UIN
fRETBAAS du(8) AYEA H1B#4R xdu(1x), REAEMNBREHNER, FIE “du -k . |xdu”, “sudo du -k -x

/| xdu” &%,

9.5.2 MEMNENERE

IR D EIBRE, BE fdisk8) WAREBIFENEKE, BR parted(8) TRERERIEMN.

RZ 8 PC {ERBIHY 5| E:04% ( Master Boot Record, MBR ) A%, SEM N IEEREEES —(ERBRE, Bl LBA
BBE 0 (512 T4 ),

FE
—HBERIBAEHSIEENE (Extensible Firmware Interface, EFI) B9 PC, ELEENS Intel B9 Mac, £ 215
THME—IZ R EHEQ'%(GUID Partition Table, GPT) A%, BN IEEHNABEEE—ERE.,

BE fdisk(8) —ERERENBEMIZEET R, (BIRTE parted8) BT E.

ERESD) ATE XN | GPT B

util-Iinux V:879,1:999 | 3558 | Azt= ZEAKRITE, B8 fdisk(8) # cfdisk(8)
parted V:340, I:544 | 278 %5 GNU Parted, Mg EIfBTAEIZ0

gparted V25, 1:147 | 6788 | %35 ER 1ibparted ) GNOME 7 28 dmeaiz o0
gdisk V16, :471 | 746 3 FARR GPT MR A B AREETE XN

kpartx V:13,1:28 75 5 AN EFERIREHRMER

Table 9.18: FERE D EIIEEIREREE R



http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon.php?package=logcheck
http://packages.qa.debian.org/l/logcheck.html
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon.php?package=debsums
http://packages.qa.debian.org/d/debsums.html
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon.php?package=chkrootkit
http://packages.qa.debian.org/c/chkrootkit.html
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon.php?package=clamav
http://packages.qa.debian.org/c/clamav.html
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon.php?package=tiger
http://packages.qa.debian.org/t/tiger.html
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon.php?package=tripwire
http://packages.qa.debian.org/t/tripwire.html
http://packages.debian.org/sid/john
http://qa.debian.org/popcon.php?package=john
http://packages.qa.debian.org/j/john.html
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon.php?package=aide
http://packages.qa.debian.org/a/aide.html
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon.php?package=integrit
http://packages.qa.debian.org/i/integrit.html
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon.php?package=crack
http://packages.qa.debian.org/c/crack.html
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon.php?package=util-linux
http://packages.qa.debian.org/u/util-linux.html
http://packages.debian.org/sid/parted
http://qa.debian.org/popcon.php?package=parted
http://packages.qa.debian.org/p/parted.html
http://packages.debian.org/sid/gparted
http://qa.debian.org/popcon.php?package=gparted
http://packages.qa.debian.org/g/gparted.html
http://packages.debian.org/sid/gdisk
http://qa.debian.org/popcon.php?package=gdisk
http://packages.qa.debian.org/g/gdisk.html
http://packages.debian.org/sid/kpartx
http://qa.debian.org/popcon.php?package=kpartx
http://packages.qa.debian.org/k/kpartx.html
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( : ) Dy
EE parted(8) BREEARBIUIMFARERZAK, BERAEERIFNEMAIERMELETEEARS, 1
40 mkfs(8) ( mkfs.msdos(8). mkfs.ext2(8). mkfs.ext3(8). mkfs.ext4(8):+-- ) #0 resize2fs(8),

B

A TTE GPT #1 MBR Z[Eti%t, (FHEEZEEMIRFEEMNZERPHIANS (2R% 9.7.6 17) LER “parted /
dev/sdx mklabel gpt” 5% “parted /dev/sdx mklabel msdos” RiZEE, HEE, BEFEMAM “msdos”
=R MBR,

9.5.3 {EH UUID i EtE

BREEMEEMRNSEEN I BEFEFNENBRIEF I ESENARBEERNRNRZF, ERe]AEREF—{E uuD
KeAFmEM. MRIFESERERI IR BIOS RELAEM—RHNEERMGE, £/ UUID 2R #EINEE,

 mount(8) A& HAE “-U” BIERLAMFERUUID RN —EREE, MANERMIERRE, Flal “/dev/sda3”,
- “/etc/fstab” (£ R fstab(5) ) BJLA{ER UUID,
- SIEFAIER (F 3.1.2 ) thEJUA{ER UUID,

RBR
{ReT BAE A blkid(8) 2RigtR —(EYFEIREER) UUID,

R’
NRFERE, KE (FINABEREENE ) WREFIAIER udev 28] (EHERFE, 2R% 33 7,

9.5.4 LVM2

LVM2 2 —{ERH Linux #Z 0O BEESEIRES, (FH LVM2 1U5E, BREH ZEn] B EiBEE FRERYIRERE,
LVM B FIIEK,

o Linux #ZIOFPRVEEEHRT I8 ( Debian #Z/IDFEEEZ1E )
- FHEECERENMIEE (1libdevmapper* #5828 )
- FHEEEESELVM2 T (1lvm2 81588 )

A T ER man FHBERERR LVM2,

« lvm(8): LVM2 HHIRIEREZNG (FIH TAE LVM2 %
« lvm.conf(5): LVM2 HIECE &R

- lvs(8): IREEEESHEMEN

- vgs(8): IRESHAMMBREN

- pvs(8): IREVIEHRIMERMEN



https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
http://www.reactivated.net/writing_udev_rules.html
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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9.5.5 BERZMKEE
HR ext4 tER R4, e2fsprogs BIRMHTEMNITE,

« mkfs.ext4(8) BILFHY extd IERRMR

» fsck.extd(8) IBEFEEIRE extd IBERMR

« tune2fs(8) ELE ext4 &R A FKHIBARIR

+ debugfs(8) BENNAIFRES extd IERAL. (EE undel S RIREC LMFRIVIER.)

mkfs(8) Fl fsck(8) AF < = H e2fsprogs BRI, EREERARMEBMENMRIK, (mkfs.fstype 1 fsck.
fstype). BiR ext4 iER R4, ©IFI=E mkfs.ext4(8) 1 fsck.ext4(8) (EFIHEFTIEELEE] mke2fs(8) FlI e2fsck(8)).

Linux XENES—EERZS, BREUNGS.

ERESD) TATE XV | ZREA

e2fsprogs V:418,1:999 | 4022 ext2/ext3/extd G A G L B

reiserfsprogs V:5, 1:23 893 Reiserfs ERAGL T E

dosfstools V:83, 1:570 235 FAT 8 £ % LE. (Microsoft: MS-DOS, Windows)
xfsprogs V:18, 1:80 4338 XFSTERZ#H LE. (SGI: IRIX)

ntfs-3g V:170,1:564 | 1340 | NTFS f&& £ % L E. (Microsoft: Windows NT, ---)
jfsutils Vi1, 1:13 1533 | JFSTERZH I E. (IBM: AIX, 0S/2)
reiser4progs V:0, I:5 1657 | Reiser4 iBXZ7GZ L E

hfsprogs V:0, 1.9 303 HFS # HFS Plus {83 %% T E. (Apple: Mac OS)
btrfs-tools V:11, 1:40 26 Bufs ERAHLE

zerofree V:2,1:53 25 1€ ext2/3/4 TR R4

Table 9.19: IERAKREIEAYITR

=R
Ext4 {E@RAMRE Linux R LTERIIERAS, MAEBEREEERAR, RIEGERKRNIEHNER,

VN
Btrfs #§R R4 7E Linux #zi0» 3.2(Debian wheezy) L7F1E, ERIAEES extd BERAKRZENT —EFERIERZR
%EO

m
FEEIE ST ESRINY fsck(8) HE03 B EIREIEsT, (RABIREKRIEE A Buls MRRM,

R’
—ETHAUAERZE Linux ROZEMER TABERASK (B2RE 972 T).

9.5.6 ERZAEBUMTEMEE

mkfs(8) 7 Linux R4 LEIIERZR R, fsck(8) AL Linux R4 LIRMIER R G BIEEENIEEINGEE,
EIERRREIE, Deblanfﬁ?'i‘ﬁ LA EHRERIEIT Fsck,



https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/e2fsprogs
http://qa.debian.org/popcon.php?package=e2fsprogs
http://packages.qa.debian.org/e/e2fsprogs.html
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/reiserfsprogs
http://qa.debian.org/popcon.php?package=reiserfsprogs
http://packages.qa.debian.org/r/reiserfsprogs.html
https://zh.wikipedia.org/wiki/Reiserfs
http://packages.debian.org/sid/dosfstools
http://qa.debian.org/popcon.php?package=dosfstools
http://packages.qa.debian.org/d/dosfstools.html
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/xfsprogs
http://qa.debian.org/popcon.php?package=xfsprogs
http://packages.qa.debian.org/x/xfsprogs.html
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon.php?package=ntfs-3g
http://packages.qa.debian.org/n/ntfs-3g.html
https://zh.wikipedia.org/wiki/NTFS
http://packages.debian.org/sid/jfsutils
http://qa.debian.org/popcon.php?package=jfsutils
http://packages.qa.debian.org/j/jfsutils.html
https://zh.wikipedia.org/wiki/JFS_(file_system)
http://packages.debian.org/sid/reiser4progs
http://qa.debian.org/popcon.php?package=reiser4progs
http://packages.qa.debian.org/r/reiser4progs.html
https://zh.wikipedia.org/wiki/Reiser4
http://packages.debian.org/sid/hfsprogs
http://qa.debian.org/popcon.php?package=hfsprogs
http://packages.qa.debian.org/h/hfsprogs.html
https://zh.wikipedia.org/wiki/Hierarchical_File_System
https://zh.wikipedia.org/wiki/HFS_Plus
http://packages.debian.org/sid/btrfs-tools
http://qa.debian.org/popcon.php?package=btrfs-tools
http://packages.qa.debian.org/b/btrfs-tools.html
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/zerofree
http://qa.debian.org/popcon.php?package=zerofree
http://packages.qa.debian.org/z/zerofree.html
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
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VIR
EEEHEIMIMERRR LT fsck , —MEARLEM.

R

7£’/etc/mke2fs.conf” #23% E’enable_ periodic fsck” it {# F3"tune2fs -cO /dev/<partition_na
me>" [RERAHEES 0, EoJUEEREF, B root ERRAEEEANNMBIERZAK L, T2HIMIT fsck(8) @
%. 28 mke2fs.conf(5) ¥ tune2fs(8).

RBR
RREN AR EBITHY fsck(8) AR 4R, vILATE"/var/log/fsck/” Bk 1818,

9.5.7 EBRHIRIBBLIERAMR

“/etc/fstab” HEETERWBRIERARLE. HIW,

# <file system> <mount point> <type> <options> <dump> <pass>
proc /proc proc defaults 0] 0]
UUID=709chbe4c-80c1-56db-8abl-dbce3146d2f7 / ext4 noatime,errors=remount-ro 0 1
UUID=817bae6bb-45d2-5aca-4d2a-1267ab46ac23 none swap sw O 0
/dev/scd0o /media/cdrom@ udf, is09660 user,noauto O 0]
B
UUID (28R% 953 1) AIUBRX—MRAREERR (FlW “/dev/sdal”, “/dev/sda2” - ) R A—{&
MEE,

—(EtE R R RAIBEANFHE B DB IR Fr AR SUEIEHRE TR (2 R fstab(5) #1 mount(8) ), EFEZHIE T HEL,

ooy

- “defaults” ZEIBESMTEZRIES: “rw, suid, dev, exec, auto, nouser,async”, (i@ )
« “noatime” =% “relatime” EIEHMNINEEIGIRAEEER, (BEE)

« “user” BIBAF—ELBERAEHEERAK, SEEIER “noexec, nosuid, nodev” BIEMAES., (BE, B
ﬁ’SCDj?,usbeT_%zE)

+ “noexec, nodev, nosuid” ZBIEESHAREETEME, (BFE)
« “noauto” IEIGMRFIHNE, RBRAMEETEREIREASETEHE (BF)
« AR ext3fs B “data=journal” ;EIE0]LAESEFMIEFENMNTENE, EEELX—EBARE,

R

IE root IERZMRIEFERMBGBER, REEZEQZOREMESIEH (BRE 3.1.2 1), Lkl rootflags=
data=journal’, ¥ lenny hRZ&, FERRAMI B RN ' rootflags=data=ordered”. ¥? squeeze R =&,
&"rootflags=data=writeback”.



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier

Debian 2= F 177 /260

9.5.8 BEIBIBALIR (superblock) BLIERZRR
— A= R G ET LA R tune2fs(8) A B @B AR IR SR IBL,

. #1717 “sudo tune2fs -1 /dev/hdal” BJUAEER “/dev/hdal” tHIBERZABAIRNE.

« #M{T’sudo tune2fs -c 50 /dev/hdal” i¥&”/dev/hdal” i8R K GZHEE (TERENRSFHIT fsck) SEEXERAT 50
/AEQE)J

« 11T “sudo tune2fs -j /dev/hdal” BAERZGIIEHGEINEE, B “/dev/hdal” HIERZRLLNE ext2 Eifp
& ext3, (BREBENIERRREEM, )

« #M1T“sudo tune2fs -0 extents,uninit_bg,dir_index /dev/hdal && fsck -pf /dev/hdal”fE"“/
dev/hdal” LHEER ext3 BIRA extd, (HRBEFIIRRSEM, )

"R
EE tune2fs(8) WRFRERN, BEMEREMAN ext2 ERAM, tHEEMI ext3 H extd {ERR K.

9.5.9 TEMREL

e
@ AR EIRIEE 231, SRS (RIIEIEIANE hdparam(8) 9 man TME, ESET B HEHTELE
RAREAMIRE,

{ReTLAIEI® “hdparm -tT /dev/hda” HAlE “/dev/hda” WERERISHRTIERRE, HH—Le(ER (E)IDEL iE’JEETJE
{Re]AERE “hdparm -q -c3 -d1 -ul -m16 /dev/hda” 3REZF “(E)IDE 32 iiz38". R{A “using_dma flag”.
(%% “interrupt-unmask flag” iE&FE “multiple 16 sector /O” ( f&k& 1), RMINERIERESRIEE,

{RETLAEI® “hdparm -W /dev/sda” 3Bz “/dev/sda” FERERVES AMREXINAE, fRETUAERA “hdparm -w 0 /
dev/sda” RARREE NIREXINBE,

IR SIE CD-ROM A, {(ReJlAE”setecd -x 27 [BKRE, RBEUNEBR4EHY CDROM HRE,

9.5.10 [EREIFIEE(L
ERERERE ( solid state drive, SSD ) BIRMBEFNIEREEIE o] LAEE T 5 A N E(L,
o {FERARHM Linux #Zit. (>=3.2)
o BV REEVRERR SR RVRERR RS,
— £ /etc/fstab HERE “noatime” X “relatime” HIFEIE,
« B TRIM &2,

- T£ /etc/fstab F5 ext4 ERZRM. swap HEIHE, Bufs FERTE discard HEHEIE, 28 fstab(5),
— 7£ /etc/1lvm/1lvm.conf A LVM & “discard” JEIE, 2R lvm.conf(5),
- 7£ /etc/crypttab A% dm-crypt :8E “discard” #EIE, 2R crypttab(5),

« LA SSD MR =R N EEBL AR,
— 7£ /etc/fstab H% Brifs 337F “ssd” BiEHEIE,



https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/TRIM
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
https://zh.wikipedia.org/wiki/Dm-crypt
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- BIRRR LAV, ERMAT 10 HESHBIEEHIERE.

- 1£ /etc/fstab Fi8E “commit=600" #\&EIE, 2 fstab(5),
— &7 pm-utils EREL AR, BIELE AC BRMHET, 28 Debian BTS #659260.

5 A=
s

B B — R 5 BECS 10 HETERBEERHERENESEL,

9.5.11 {£H SMART FEHIERE LSS

{RB] A{EFHEZE SMART HY smartd(8) 8 =5TREFZF ( daemon ) REITFNECERIRAVAERE,

—_

. #£ BIOS HRZ A SMART IfjgE,

2. &4 smartmontools EXEEE,

BB df(1) 7Y HFERRSREN AL R E 1.

- ERMIFEIESERIERES “/dev/hda”,

4. #8E “smartctl -a /dev/hda” HIEGH, & SMART NEER B ERA,

&

- WNRBE, ®@ “smartctl -s on -a /dev/hda” BATE.

(o))

BB FIIFHEINVEIT smartd(8) R ETFEIZF (daemon ),

- jBBR /etc/default/smartmontools” #EH “start_smartd=yes” HJFHE,
- 8@ “sudo /etc/init.d/smartmontools restart” EFRYE) smartd(8) EE=~T:EFZF ( daemon ),

TN
smartd(8) & E-TEF2F (daemon ) FJLAER /etc/smartd.conf IERETEHER, EEFEE THBANE S,

9.5.12 i&E& $TMPDIR (EEEaRS{ETZ B %

BN —MRERISRTRR “/tmp” TEIERHMER, MR “/tmp” RERHANZRE, RFTIEIR $TMPDIR £
RAIEVIE E RS RT B i

9.5.13 #EiB LVM EREATRHFEEZME

TELEERSENITE Logical Volume Manager EEEHEIE (LVM) (Linux $5M) EHHEE, SMTUBSNEBSHIER
EXSMRIBEREGNANNE RN, MATEESEARFRE TETAKENEFLEE.



http://bugs.debian.org/659260
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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9.5.14 ERHERH —ENEBRIEREMHTRFEFZHA

MRIFE—EZHSENE (B “/dev/sdx” ), fREJBAGER mkfs.ext4(1) A EHRIL, LAEMA mount(8) AFE H HZ!
MEEESTENER, (TFEERFRENANE. )

sudo mv work-dir old-dir

sudo mkfs.ext4 /dev/sdx

sudo mount -t ext4 /dev/sdx work-dir
sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

&P BB PP

N
fRETCARZR S — EERREGIER (2R% 965 T) FA—EEERKE (2R% 9.6.3 1), BRIVERE
FAEEhEE B EFERIEINmEM,

9.5.15 &@ “mount --bind” #& 5 —(EBFRBEAEGTRHRETZME
MRFES—EHENERE —EFEIRTHENZT B (FlW “/path/to/emp-dir”), fREILIEBHE “--bind”
EIEA mount(8), MEMHE—ERFEESTRHNE (HIE1 “work-dir”),

$ sudo mount --bind /path/to/emp-dir work-dir

9.5.16 {ERAMNSREGEAEHIRREEZE

1R
ER—EBMANTE, MRFENE, EA% 9515 BTERE,

MRMGES—(ENEEEE—EFTETAZHEN=EE (F1W “/path/to/emp-dir”), {REJTLAGEF In(8) 37 B %
K —{EFFSREL.

$ sudo mv work-dir old-dir

$ sudo mkdir -p /path/to/emp-dir

$ sudo 1n -sf /path/to/emp-dir work-dir
$ sudo cp -a old-dir/* work-dir

$ sudo rm -rf old-dir

o
=R
Ey

BB RREIEMB S (FI50 “/opt”) A “EHEEHR", ERNELERRFAREIRESREE,

a0 ||F£'n

AV
—LEIMBETTREE MmN EATIBRT MEEERRT,
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9.5.17 f{£FH overlayfs IEZE4 ] AFEEFZR

MRMFES—EREERPETHMNTA (F, “/path/to/empty” F1 “/path/to/work”), {RE]UAEEFE
M—{E B RIS REETEMWIBEEBE S (FlaN, “/path/to/old”), EiEkkMl, fREE Linux &l 3.18 X
E#f ( Debian Stetch 9.0 B{ & #7 ) A9 OverlayFS,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/o0ld-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty” # “/path/to/work” FEZAIMEIERHINEIE, EMeEsHE AN “/path/to/o0ld”,

9.6 HZRERRI%R

B E 1R 5T mbRR 72 EHVIRIF,

9.6.1 HFHIMRBRGRIESR

—{EREEEEE (190, FE_{E SCSI HFF ATA H£E “/dev/sdb” ) FIRREBGIESR “disk.img” "JLAEHE cp(1)
3% dd(1) 1B& T B AL,

# cp /dev/sdb disk.img

# dd if=/dev/sdb of=disk.img

{84 PC 15 IDE B E —BEMES|ERRHR (MBR) (2R%E 952 1) WG LAEH dd(1) @@ T 7!
AREIL

# dd if=/dev/hda of=mbr.img bs=512 count=1
# dd if=/dev/hda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/hda of=mbr-part.img skip=446 bs=1 count=66

« “mbr.img”: FHENEIERM MBR
« “mbr-nopart.img”: R EERLE MBR

 “mbr-part.img”: f£ MBR M9 EIiER

INRIRFEF SCSI FT ATA REFRMENER, RBEEA “/dev/sda” R “/dev/hda”,
INRIFERIRIATETRE —(EIEIR D BEHORR, (RFEMEMA “/dev/hdal” FEMK “/dev/hda’,

9.6.2 HIEBAER

HARRPRGIER “disk.img” FILAEB FHARNEAR —ELEX/NFKRBEEE (Fl90, FE SCSIFKE “/dev/
sdb”,

# dd if=disk.img of=/dev/sdb

R, ERESEIEMRIEER “partition.img” FTLAEB TIIAXNBARLEX/NRIREESEE (Fla1, =
{B sCSI H£ERE—E7EIE “/dev/sdbl” ),

# dd if=partition.img of=/dev/sdb1l



https://en.wikipedia.org/wiki/OverlayFS
https://zh.wikipedia.org/wiki/Master_boot_record
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9.6.3 HIEFMIRMIRIESR

B]AE DB K EilE T 7175 N SRR R K B S EE 7 EEMRG AR “partition.img”,

# losetup -v -f partition.img

Loop device is /dev/loop®

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
.hack...hack...hack

# umount /dev/loop0

# losetup -d /dev/loop0

ATLARS(E B0 R,

# mkdir -p /mnt/loop®

# mount -t auto -o loop partition.img /mnt/loop®
.hack...hack...hack

# umount partition.img

BJAEA EEEE HEE A S E)BEIHEIRE “disk.img” WEES B,
EtFHMFEER F’J"F?'JETE%?EQEEO

# modinfo -p loop # verify kernel capability
max_part:Maximum number of partitions per loop device
max_loop:Maximum number of loop devices

# losetup -a # verify nothing using the loop device

# rmmod loop

# modprobe loop max_part=16

REEERETUEESIE 16 B EIE,

# losetup -v -f disk.img
Loop device is /dev/loop0®
# fdisk -1 /dev/loop®

Disk /dev/loop®: 5368 MB, 5368709120 bytes

255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Disk identifier: ©x452b6464

Device Boot Start End Blocks Id System
/dev/loop0Opl 1 600 4819468+ 83 Linux
/dev/1loopOp2 601 652 417690 83 Linux
# mkdir -p /mnt/loop6pl
# mount -t ext4 /dev/loop@pl /mnt/loopOpl
# mkdir -p /mnt/loopOp2
# mount -t ext4 /dev/loopOp2 /mnt/loopOp2
...hack...hack. . .hack
# umount /dev/loopOpl
# umount /dev/loop0@p2
# losetup -d /dev/loopo

E&DE & E R

&, fREIUAER kpartx EXBEE FPRY kpartx(8) 337 H & HiFREE B REZERIAIIR,

# kpartx -a -v disk.img

# mkdir -p /mnt/loop@p2
# mount -t ext4 /dev/mapper/loopOp2 /mnt/loopOp2

...hack...hack...hack
# umount /dev/mapper/loop0Op2

# kpartx -d /mnt/loop0®

SAEIENEIE,



https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
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R
R ETAEREE L ERMREERIE VBR %, REFILEHERENEES I8, BEENEH ik,

9.6.4 EIBMIREBRIGIER
FERTENS, —EREBREIER disk. img” BEs BRI E DERRIER, MA— B FNRETRBRE new.

imguo

umount new.img
umount disk.img

# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

#

#

R “disk.img” IR ext2, ext3 B extd, {RtBB]LAME FEBRE(ER zerofree ERBEEIHAY zerofree(8),

# losetup -f -v disk.img

Loop device is /dev/loop3

# zerofree /dev/loop3

# cp --sparse=always disk.img new.img

9.6.5 RUFTHIMIIRPRIRIES

N ERYAINER dd(1) , FTURIE—EX/NE 5GiB HZEHERIRIRIES,
$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

BTENAGNVERRLDRE, (REEHEEEMIFREG disk. img” EEIT ext4 EERRR,

# losetup -f -v disk.img
Loop device is /dev/loopl
# mkfs.ext4 /dev/loopl
. .hack. . .hack. . .hack
# losetup -d /dev/loopl
$ du --apparent-size -h disk.img
5.0G disk.img
$ du -h disk.img
83M disk.img

it disk.img”, EFERAK/NZ 5.0 GiB, MEBREREREER 83MiB. iEEZIErIfeR MR ext4 BEBFHE

.

"R
BHERVBERERERASREEEHNBEAMEM,

DIRIEE o LB B FERBIMRIE, EELEERSE 9.6.3 THER, (REcsER parted(8) 3% fdisk(8) ¥1iE
(ERREIRIE disk . img” EITH ENHE, AEZD{EA mkfs.ext4(8), mkswap(8) £ L EIBIMIERA SRS,



https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
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9.6.6 HI{F 1SO9660 IRS:1EZ

» JRE % THIE & e] LB AN T iRk cdrkit 32 1£AY genisoimage(1) 5% REAE 1S09660 MRFKIES, ~cd.iso”,

# genisoimage -r -J -T -V volume_id -o cd.iso source_directory

ALY, P58 1SO9660 BREIESE, ~“cdboot.iso”, BEZA1 debian-installer ¥E{AH#k#”source_direct
ory” ®fE, AZVUITF,

# genisoimage -r -o cdboot.iso -V volume_id \
-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory

12481 Isolinux boot loader (2R 3.1.2 17) SHIRELEIN.
BRTEMNARN, Re] AR EETE mdssum B, TRE 1SO9660 R,

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso

oF

H
=]
S TISEIERGR, RZB/IVDE S Linux 1ISO9600 183 & 47858 bug.

[

af

9.6.7 HIEZE AIEZXRZ| CD/IDVD-RIRW

TN
LA cdrkit I24EHY wodim(1) 2R5&, DVD {EER—{EXHKY CD,

{REESDEIBIN T FTREYER L T2 A AR E,

# wodim --devices

SR1&A% /Y CD-R A CD BRENZZ L B B 1S09660 BREIESE, “cd.iso” BAREKESR, FINAWM TR wodim(1)
REHEAR"/dev/hda” &,

# wodim -v -eject dev=/dev/hda cd.iso

WNRF CD-RW & CD-R, AU TFRIEGSRER,

# wodim -v -eject blank=fast dev=/dev/hda cd.iso

BR
MRV EEA KB ENEE CDs, 7EER wodim(1) ZBIFELIREEA sudo umount /dev/hda” BB{REEE,



https://zh.wikipedia.org/wiki/Cdrkit
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/Cdrkit
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9.6.8 1F) 1SO09660 ML 1ESE

WNR7cd.iso” BE&—1E 1S09660 BRR, THEHMGSF I HESEERE]"/cdrom”.

# mount -t is09660 -o ro,loop cd.iso /cdrom

"R
MR EERAEELEENN S FTRENNE, Wk 1SO9660 LA CD(ZRE 10.1.7 ).

9.7 EMIBIEM
B8, BRREERERTNE LN T HER,

9.7.1 RIEFAREE EMFIER

REMRIBR EMHEMNTIARER d -t x1” &<,

ERESD) TE N LE

coreutils V:881,1:999 | 15103 l-)filc package which has od(1) to dump files (HEX, ASCII, OCTAL,
bsdmainutils V:866, 1:998 | 566 1.1.t.1;1ty package which has hd(1) to dump files (HEX, ASCII, OCTAL,
hexedit Vi1, 111 61 TEAFTAEA4REEES (HEX, ASCII)

bless V:0, I:5 973 2N T/NERF4REESS (GNOME)

okteta V2, 1:22 382 EIEERN T EMIBI4REEES (KDE4)

ncurses-hexedit | ., ., 126 | =2 EFI4EE828 (HEX, ASCIL, EBCDIC)

beav V0, I:1 133 TEN I PE 4w EE2s (HEX, ASCIL EBCDIC, OCTAL, ...)

Table 9.20: #@RFUE K I HIE R HIEREERLTIR

/TN

HEX is used as an acronym for hexadecimal format with radix 16. OCTAL is for octal format with radix 8. ASCII is
for American Standard Code for Information Interchange, i.e., normal English text code. EBCDIC is for Extended
Binary Coded Decimal Interchange Code used on IBM mainframe operating systems.

9.7.2 ENEMIRRIRIFIESR

BT RINEZEHEHENER TERESR.

0Ee MITE PN % BH
mtools V:13,1:114 361 AHEEEER MSDOS iEx T H
hfsutils V:0, 1.9 1842 B ERER) OFS F HFS+ i85 1T H

Table 9.21: NHEMIRIRFIERIVEIERIIR



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon.php?package=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/hexedit
http://qa.debian.org/popcon.php?package=hexedit
http://packages.qa.debian.org/h/hexedit.html
http://packages.debian.org/sid/bless
http://qa.debian.org/popcon.php?package=bless
http://packages.qa.debian.org/b/bless.html
http://packages.debian.org/sid/okteta
http://qa.debian.org/popcon.php?package=okteta
http://packages.qa.debian.org/o/okteta.html
http://packages.debian.org/sid/ncurses-hexedit
http://qa.debian.org/popcon.php?package=ncurses-hexedit
http://packages.qa.debian.org/n/ncurses-hexedit.html
http://packages.debian.org/sid/beav
http://qa.debian.org/popcon.php?package=beav
http://packages.qa.debian.org/b/beav.html
https://zh.wikipedia.org/wiki/Hexadecimal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/Octal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/IBM_mainframe
http://packages.debian.org/sid/mtools
http://qa.debian.org/popcon.php?package=mtools
http://packages.qa.debian.org/m/mtools.html
http://packages.debian.org/sid/hfsutils
http://qa.debian.org/popcon.php?package=hfsutils
http://packages.qa.debian.org/h/hfsutils.html
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9.7.3 BXTR

Software RAID systems offered by the Linux kernel provide data redundancy in the kernel filesystem level to achieve high levels
of storage reliability.

There are tools to add data redundancy to files in application program level to achieve high levels of storage reliability, too.

#}HE MITE A/ | FREH

par2 V2, I:11 238 Parity Archive Volume Set, for checking and repair of files
dvdisaster V.0, I:2 1743 data loss/scratch/aging protection for CD/DVD media
dvbackup V:0, I:0 412 backup tool using MiniDV camcorders (providing rsbep(1))
vdmfec V:0, I:.0 97 recover lost blocks using Forward Error Correction

Table 9.22: List of tools to add data redundancy to files

9.7.4 Data file recovery and forensic analysis

There are tools for data file recovery and forensic analysis.

;e MITE KN | FiEH

testdisk V:4,1:39 1344 utilities for partition scan and disk recovery
magicrescue V:0, 1:3 220 utility to recover files by looking for magic bytes
scalpel V:0, I:4 82 frugal, high performance file carver

myrescue V:0, I:2 38 rescue data from damaged harddisks
extundelete V:0, I:11 148 utility to undelete files on the ext3/4 filesystem
ext4magic V:0, I:2 232 utility to undelete files on the ext3/4 filesystem
ext3grep V:0, I:3 278 tool to help recover deleted files on the ext3 filesystem
scrounge-ntfs V0, I:3 45 data recovery program for NTFS filesystems
gzrt V:0, I:0 57 gzip recovery toolkit

sleuthkit V:1, 1.8 1114 tools for forensics analysis. (Sleuthkit)

autopsy V:0, I:2 1021 graphical interface to SleuthKit

foremost V:0, 1.7 123 forensics application to recover data

guymager V:0, I.0 1104 forensic imaging tool based on Qt

dcfldd V.0, I:5 94 enhanced version of dd for forensics and security

Table 9.23: List of packages for data file recovery and forensic analysis

"R
You can undelete files on the ext2 filesystem using 1ist_deleted_inodes and undel commands of debugfs(8)
in the e2fsprogs package.

9.7.5 IBRIEXNMZBE/NER
E— (EERAATAREER ISR, (REZERN ZFEIEE S EASE /R 2000MiB F/IMER, REEBEIEEL/E
REHAVIBIRER,

$ split -b 2000m large_file
$ cat x* >large_file



https://zh.wikipedia.org/wiki/RAID
http://packages.debian.org/sid/par2
http://qa.debian.org/popcon.php?package=par2
http://packages.qa.debian.org/p/par2.html
http://packages.debian.org/sid/dvdisaster
http://qa.debian.org/popcon.php?package=dvdisaster
http://packages.qa.debian.org/d/dvdisaster.html
http://packages.debian.org/sid/dvbackup
http://qa.debian.org/popcon.php?package=dvbackup
http://packages.qa.debian.org/d/dvbackup.html
http://packages.debian.org/sid/vdmfec
http://qa.debian.org/popcon.php?package=vdmfec
http://packages.qa.debian.org/v/vdmfec.html
http://packages.debian.org/sid/testdisk
http://qa.debian.org/popcon.php?package=testdisk
http://packages.qa.debian.org/t/testdisk.html
http://packages.debian.org/sid/magicrescue
http://qa.debian.org/popcon.php?package=magicrescue
http://packages.qa.debian.org/m/magicrescue.html
http://packages.debian.org/sid/scalpel
http://qa.debian.org/popcon.php?package=scalpel
http://packages.qa.debian.org/s/scalpel.html
http://packages.debian.org/sid/myrescue
http://qa.debian.org/popcon.php?package=myrescue
http://packages.qa.debian.org/m/myrescue.html
http://packages.debian.org/sid/extundelete
http://qa.debian.org/popcon.php?package=extundelete
http://packages.qa.debian.org/e/extundelete.html
http://packages.debian.org/sid/ext4magic
http://qa.debian.org/popcon.php?package=ext4magic
http://packages.qa.debian.org/e/ext4magic.html
http://packages.debian.org/sid/ext3grep
http://qa.debian.org/popcon.php?package=ext3grep
http://packages.qa.debian.org/e/ext3grep.html
http://packages.debian.org/sid/scrounge-ntfs
http://qa.debian.org/popcon.php?package=scrounge-ntfs
http://packages.qa.debian.org/s/scrounge-ntfs.html
http://packages.debian.org/sid/gzrt
http://qa.debian.org/popcon.php?package=gzrt
http://packages.qa.debian.org/g/gzrt.html
http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon.php?package=sleuthkit
http://packages.qa.debian.org/s/sleuthkit.html
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon.php?package=autopsy
http://packages.qa.debian.org/a/autopsy.html
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon.php?package=foremost
http://packages.qa.debian.org/f/foremost.html
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon.php?package=guymager
http://packages.qa.debian.org/g/guymager.html
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon.php?package=dcfldd
http://packages.qa.debian.org/d/dcfldd.html
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Ny
A THHILERER, BREFRIBEMLX” FHERESR,

9.7.6 ETIEENA

A TARBENAMERZENERNANE, 20 m() f<EMRIERARBIIMNTER, BASERERA&EE
SmLWITHHREERER, UTRBRERABTHIERTE,

$ :>file_to_be_cleared

9.7.7 RFNH

THEHNEGSRIRERFXEEX M.

$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

RAGEEIR T UM,

« »5kb.file”  5KB &,
« ”7mb.file” & 7MB REH%ELIE,

« ”zero.file” hEf B —{E 0 FEIMIXMF. MREEXHZRIFTFE, AEM mtime SHWEH, MENABTHRE
RETE,

- alwayszero.file” —E=—{E 0 FEXH, NREFEXEHZRIFE, HEN ntine EWHEH, MENASTER
5%%0

9.7.8 IEPREEIRIBLE

There are several ways to completely erase data from an entire hard disk like device, e.g., USB memory stick at ”/dev/sda”.

( : AN
Eiﬁﬁﬁ@ﬂ'ﬂﬁvZﬁu, {RIEEZFE mount(8) An < 2R4&1R USB sCIEEMIHEIE, "/dev/sda” FEEMEE
BEREBGRE RGN SCSI IFREE serial-ATA TEHE,

WTFATREEAERER 0 BV RIEMRER EAMBEEMN,
# dd if=/dev/zero of=/dev/sda

T RABHENERNA N RIERAAEERN,
# dd if=/dev/urandom of=/dev/sda

T RABHENEREN AN RESRIERMEEN,
# shred -v -n 1 /dev/sda

E#% dd(1) F<7EFT 2 FI5|E#Y Linux CDs (540 Debian Z8E5E5%) LAY shell IRIE N ERE T FAY, (REELNTERTB RMAMY
ERE |, N7 /dev/hda”, ”/dev/sda” SEEE FHITERG SR EREELTEN R,
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9.7.9 Erasing unused area of an hard disk

Unused area on an hard disk (or USB memory stick), e.g. ”/dev/sdb1” may still contain erased data themselves since they are
only unlinked from the filesystem. These can be cleaned by overwriting them.

# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk

dd: writing to ‘junk’: No space left on device
# sync

# umount /dev/sdb1l

%ﬂ:
: This is usually good enough for your USB memory stick. But this is not perfect. Most parts of erased
filenames and their attributes may be hidden and remain in the filesystem.

9.7.10 RIECEMERIEAKFRIAIIES

BMEMRANINOMIBR T REER, REBSEERNAR —LEAREIMER (FFESER ), MiBLERE 6N,
EATI6F

$ echo foo > bar

$ less bar

$ ps aux | grep ‘less[ ]’

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar

$ rm bar

$ 1s -1 /proc/4775/fd | grep bar

Ir-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> 2 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 > 3bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

BREET 1sof MIEERIEHE, ERI—ELIERITHTHL,

$ 1s -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 > bar

$ 1s -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.7.11 ZTEHFMBEEL

BEEENESR, esER"ls -11” .
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$ 1s -1i
total @
2738405 -rw-r--r-- 1 root root 0 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 foo

“baz” #1”foo” RIEAH A2 (>1), RAMMIBEEL. EFIRY inode SRERRE 2738404, EBRTREFIRRKIIEES
1B, NMRMEAEBAMIFEIREELIERE, RAILUER inode SRRERNE, LLUWER, ZTEAVHZNEH"27384047,

# find /path/to/mount/point -xdev -inum 2738404

9.7.12 An]RUEZREIBFE

FrERMBEEREMIRE, MARRERZE, GEMAREAREEN () FER, BLRMEREER I
Ky, =JRAER FTHEAY RS,

# 1lsof -s -X / |grep deleted

9.8 ENINZERR

With physical access to your PC, anyone can easily gain root privilege and access all the files on your PC (see 58 4.7.4 ).
This means that login password system can not secure your private and sensitive data against possible theft of your PC. You must
deploy data encryption technology to do it. Although GNU privacy guard (see 38 10.3 73) can encrypt files, it takes some user
efforts.

dm-crypt and eCryptfs facilitates automatic data encryption natively via Linux kernel modules with minimal user efforts.

]EHE TR NN L

cryptsetup V:25,1:73 355 utilities for encrypted block device (dm-crypt / LUKS)

utilities for encrypted block device (dm-crypt / LUKS) with focus on
mount/unmount by normal users

ecryptfs-utils V:5, 1:8 396 utilities for encrypted stacked filesystem (eCryptfs)

cryptmount V2, 1.4 224

Table 9.24: EXINZ T BT

Dm-crypt is a cryptographic filesystem using device-mapper. Device-mapper maps one block device to another.

eCryptfs is another cryptographic filesystem using stacked filesystem. Stacked filesystem stacks itself on top of an existing
directory of a mounted filesystem.

AV
Data encryption costs CPU time etc. Please weigh its benefits and costs.

=z
EE

Entire Debian system can be installed on a encrypted disk by the debian-installer (lenny or newer) using dm-
crypt/LUKS and initramfs.

N
See % 10.3 73 for user space encryption utility: GNU Privacy Guard.
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9.8.1 Removable disk encryption with dm-crypt/LUKS

You can encrypt contents of removable mass devices, e.g. USB memory stick on ”/dev/sdx”, using dm-crypt/LUKS. You
simply format it as the following.

# badblocks -c 1024 -s -w -t random -v /dev/sdx
# fdisk /dev/sdx

Ilnll Ilp" "1" Ilreturnll Ilreturnll "W"
# cryptsetup luksFormat /dev/sdx1

# cryptsetup open --type luks /dev/sdx1l sdx1

# 1s -1 /dev/mapper/

total 0
Crw-rw---- 1 root root 10, 60 2008-10-04 18:44 control
brw-rw---- 1 root disk 254, 0 2008-10-04 23:55 sdx1

# mkfs.vfat /dev/mapper/sdx1i

# cryptsetup luksClose sdx1

Then, it can be mounted just like normal one on to ”/media/<disk_label>”, except for asking password (see 58 10.1.7
79) under modern desktop environment, such as GNOME using gnome-mount(1). The difference is that every data written to it is
encrypted. You may alternatively format media in different filesystem, e.g., ext4 with ”"mkfs.ext4 /dev/mapper/sdx1”.

R
If you are really paranoid for the security of data, you may need to overwrite multiple times (the "badblocks”
command in the above example). This operation is very time consuming though.

9.8.2 Encrypted swap partition with dm-crypt

Let’s assume that your original ”/etc/fstab” contains the following.

/dev/sda7 swap sw 0 O

You can enable encrypted swap partition using dm-crypt by as the following.

aptitude install cryptsetup

swapoff -a

echo "cswap /dev/sda7 /dev/urandom swap” >> /etc/crypttab
perl -i -p -e ”"s/\/dev\/sda7/\/dev\/mapper\/cswap/” /etc/fstab
/etc/init.d/cryptdisks restart

H H K H

swapon -a

3

9.8.3 Mounting encrypted disk with dm-crypt/LUKS

An encrypted disk partition created with dm-crypt/LUKS on ”/dev/sdc5” can be mounted onto ”/mnt” as follows:

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdc5: ****

$ sudo 1lvm

lvm> lvscan

inactive "/dev/ninja-vg/root’ [13.52 GiB] inherit
inactive "/dev/ninja-vg/swap_1’ [640.00 MiB] inherit
ACTIVE "/dev/goofy/root’ [180.00 GiB] inherit

ACTIVE "/dev/goofy/swap’ [9.70 GiB] inherit
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lvm> lvchange -a y /dev/ninja-vg/root
lvm> exit

Exiting.
$ sudo mount /dev/ninja-vg/root /mnt

9.8.4 Automatically encrypting files with eCryptfs
You can encrypt files written under ”~/Private/” automatically using eCryptfs and the ecryptfs-utils package.

* Run ecryptfs-setup-private(1) and set up ”~/Private/” by following prompts.
« Activate ”~/Private/” by running ecryptfs-mount-private(1).

» Move sensitive data files to ”~/Private/” and make symlinks as needed.

— Candidates: ”~/.fetchmailrc”, ”~/.ssh/identity”, ”~/.ssh/id_rsa”, ”~/.ssh/id_dsa” and other files
with ”’go-rwx”

» Move sensitive data directories to a subdirectory in ”~/Private/” and make symlinks as needed.
— Candidates: ”~/ .gnupg” and other directories with g0 - rwx”

* Create symlink from ”~/Desktop/Private/” to ”~/Private/” for easier desktop operations.

« Deactivate ”~/Private/” by running ecryptfs-umount-private(1).

* Activate ”~/Private/” by issuing “ecryptfs-mount-private” as you need encrypted data.

R

Since eCryptfs selectively encrypt only the sensitive files, its system cost is much less than using dm-crypt on the
entire root or ”/home” device. It does not require any special on-disk storage allocation effort but cannot keep all
filesystem metadata confidential.

9.8.5 Automatically mounting eCryptfs

If you use your login password for wrapping encryption keys, you can automate mounting eCryptfs via PAM (Pluggable Authen-
tication Modules).

Insert the following line just before ”pam_permit.so” in”/etc/pam.d/common-auth”.

auth required pam_ecryptfs.so unwrap

Insert the following line just at the last line in ”/etc/pam.d/common-session”.

session optional pam_ecryptfs.so unwrap

Insert the following line at first active line in ”/etc/pam.d/common-password”.

password required pam_ecryptfs.so

BIRESE.
e

Configuration errors of PAM may lock you out of your own system. See 5 4 .
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VAV

If you use your login password for wrapping encryption keys, your encrypted data are as secure as your
user login password (see 58 4.3 F3). Unless you are careful to set up a strong password, your data is at
risk when someone runs password cracking software after stealing your laptop (see 28 4.7.4 7).

9.9 il

HHCZIERIZEE, Debian (EREEEER 5 R EMAE LAY Linux &l

9.9.1 Linux kernel 2.6/3.x
Linux #%il» 2.6/3.x 1HEIHR 2.4, BLEESTEMNFEL

« HEMH udev RAEIL (BRE 33 ).
- 38255 IDE CD/DVD &, ~HBf#ER ide-scsi 1R4H.
- {BIREIBBINAE(ER iptables #ZDEAH.

Linux hRZAE 2.6.39 BER 3.0, MEER—EEEMHRMCLE, thESE 20 EBEFLESH.

9.9.2 ZI\3|E
#2Z Linux 8o UR TENA R, BB 8REE,

- RLB|BOEIB bootloader HBATL (BRE 3.12 1)
- 818 sysfs SHRIMIZOGI8Y, EMITEBEE syscd(8) B (BRE 1.2.12 )
E—EIRAEHE RS, 183 modprobe(8) 5| BUIRREIRMES B, (2RE 963 )

2 R”kernel-parameters.txt(.gz)” # linux-doc-3.* BREEEIRMHAE SR (?/usr/share/doc/
linux-doc-3.*/Documentation/filesystems/*”),

9.9.3 ZIDIZTEIER

AREDEBRENFEGFAEEZZOEBIESR, IRFEERERTMREE, EEZSEHRETE, 7 Debian R L,
LEEDNREMTE 1ibce-dev EXEEE (H glibce [RIATE B EIT) 12 1EHY, 7£”/usr/include/1linux” 1”/usr/
include/asm” {2HIIZTEIE R,

==

i MRaE — Lz 0B TE0, ELUNER N ERR IR IS AR AE RO A% D AE 4B F] automounter 8 E<FF& (daemon ) T2
IV (amd), R ES SEENZOIETEEREI IR, tbl"-1/usr/src/linux-particular-version/incl
ude/”, Bl{RHIa <%, module-assistant(8) (ERVEGHE m-a) HEIFMEHEN A —BEE S EE (L ZO4RET
THIRBEREE B,
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]iFe ITE KA | FREA

build-essential 1:451 20 #2137 Debian EX52 B FTAZERVEREEEL: make, gcc, =+

bzip2 V:238,1:933 | 184 bz2 R BRI ERAGE T E

Libneurses5-dev | iy 1150 | 1027 | neurses BISEEEAISTH

git V:259,1:420 | 28761 | git: Linux ZOMERRABXMEET RS

fakeroot V:32,1:496 | 215 %3 root EFAE E I #XFE B IR —ERIERY root IR1E
Initramfs-tools | . oy 1990 | 105 | E3 initramfs 89 T.H ( Debian 3385 )

dkms V:70, 1:207 282 ENREZIDMEAHZ IE dynamic kernel module support (EIS\MS) GEBH)
devscripts V:10, 1:66 2070 ?}e)lzll;l;rfl’;%l;%gi maintainer Debian BEEE I EHTE S

Table 9.25: Debian Rz DARZEFTEZ L KN ETERERIIR

9.9.4 #R:ENZOFIERAIRAE

Debian '€ B C K73 T\ R 4w EIZ/ O FIERAIEAE,

WRMRESE 3.1.2 BH{EA initrd, 55— E K58 initramfs-tools(8), update-initramfs(8), mkinitramfs(8) [ initramfs.conf(5)
ErIERAE .

@ T“‘Jﬁnﬁ Linux IO\ RIAHERS, SBAEMENL"/usr/include/1linux” #1”/usr/include/asm” Bl R IEHEE
(Etgn: "/usr/src/linux*”) ¥ BRI SREL, (— LB EFEZERMN.)

EE
E7E Debian stable MR 4miZERFAY Linux #i0EE, PIEE ZE{EH — L€ Debian unstable r#E backported [a
BRENRMRAN IR,

ES=

dynamic kernel module support (DKMS) EjfEiz MR 18 B — BBV BIIESS, WERETRRAFFEEMNZ
IDEAERNEREZONIER T F 4k, ErF]UAREEZOIZSE SN EBRIIRZE, L@fﬂd\ﬂ%&*ﬁilblﬂ%, iR
ERESRIEEGE,

9.9.5 #w:EIZIDVEIATS: Debian #ZIDBEIXIER

i€ Ll DRI TS AR 2 E M LA D TEMIFIE, (REEERBTERMI"deb-pkg” ¥4,

@B BH B BH R RSP

&

sudo apt-get build-dep linux

cd /usr/src

wget http://www.kernel.org/pub/linux/kernel/v3.11/1linux-<version>.tar.bz2
tar -xjvf linux-<version>.tar.bz2

cd linux-<version>

cp /boot/config-<version> .config

make menuconfig

make deb-pkg
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http://packages.debian.org/sid/initramfs-tools
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http://packages.debian.org/sid/dkms
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B
linux-source-<version> EXEEE{EMA"/usr/src/linux-<version>. tar.bz2" 245 Debian T B9 Linux fZi»
[RIRHS,

% Debian #ZIDRIAISEFE B RIS EM _EMGIE, {REEEMA"debian/rules.gen” ##y”binary-arch_<arc
hitecture>_<featureset>_<flavour>” '1*%14:

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*

$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

EREENSR:
* Debian Wiki: KernelFAQ

» Debian Wiki: DebianKernel

* Debian Linux Kernel Handbook: http://kernel-handbook.alioth.debian.org

9.9.6 TEESERFNFNZ]E=E

EREERENIERMITERZEARAZ LAENME, KEHFEHEINTEEEHENEE, ELESELIER Debian ZDEIEEE,
BRFE main [Ei5,

« GPU ERE))

— Intel GPU BEEf) (main)
— AMD/ATI GPU E&E&f (main) 0/
— NVIDIA GPU 5&&} (nouveau ERENFITE main , MR T A _ENIHISREN, BITE non-free.)

« Softmodem EREf

— martian-modem F[I sl-modem-dkms EXEEEL (non-free)

FIREEHAERE FMFERAE (L3R, CPU microcode, GPU #i1THYELFERAE, 3% FPGA / CPLD &§}------ ) B8 ED
BEREAEHNEEE, ERESIEEHNESERERBBMNER, TEMGINRIESBHEEEE.

« firmware-linux-free (main)

« firmware-linux-nonfree (non-free)
« firmware-linux-* (non-free)

» *-firmware (non-free)

« intel-microcode (non-free)

« amd64-microcode (non-free)

”'H5

free fl contrib HIERBE Bl A2 Debian %.“EE’J—-“B . BXFAFNEA non-free f contrib EiHMES

I%-: non-
, 5% 2.1.4 TR, MEEEEIE 2.1.5 PEMNER @Fﬁ non-free ¥ contrib BEBAEEEHEFE,



http://wiki.debian.org/KernelFAQ
http://wiki.debian.org/DebianKernel
http://kernel-handbook.alioth.debian.org
https://zh.wikipedia.org/wiki/Graphics_processing_unit
https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Softmodem
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device

Debian 2= F

194 /260

9.10 EBRILARG

EBERAERAR, HFIEEEEMNSE CERRITSERR.

‘R
£ B http://wiki.debian.org/SystemVirtualization.

9.10.1 EHLIE

BR T RIEERY chroot THSM, Debian EIBHE—LEHEFRRERCLIRRMEIGER, SLREARMEGREILERRRE.

ERESD) AT XV | EREA

schroot V:6, 1:10 2653 | fE chroot F#i{T Debian _ BB BHNEE L E

sbuild Vi1, 1:3 283 € Debian [RIARE#E 2 Debian EMFIBRTE

pbuilder V:2,1:18 962 Debian EXFEEIRIFTE1ERER

debootstrap V:6, 1:68 259 21— EE AR Debian £ (A sh BHY)

cdebootstrap V0, I:3 112 T —1& Debian R4 (F3 C BHY)

virt-manager V:8, 1:31 7426 | ERESEEES: ANEEERESNRAEER

libvirt-clients | ., 147 1907 | libvirt BIEEFRT

bochs V0, I:.1 4086 | Bochs: IA-32 PC 125t 28

gemu I:41 518 QEMU: BERE A R IE 23 1% ik on

gemu-system .43 91 QEMU: 2INEERGIIER —EAIH

gemu-user V:2, 1:42 70592 | QEMU: {FHERNEVIRE —ERIHI

gemu-utils V:8,1:94 6657 | QEMU: L H&

gemu-kvm V:18, 1:68 100 KVM: x86 W82 E 5 WEa=amb) & LRI 2 R BT

virtualbox V:51, 1:64 72786 | VirtualBox:i386 # amd64 E x86 FJE LR 5

xen-tools V0, I.7 666 FIFREIE debian XEN EREREHNTE

wine V:25,1:106 | 174 Wine: Windows [EF TRV IZT kAl N H B e (12 B )
. DOSBox: B Tandy/Herc/CGA/EGA/VGA/SVGA BE/R+, BEM

dosbox V:3, :21 2755 DOS B x86 H&#FsE

dosemu Vi1, L4 4891 | DOSEMU: Linux DOS &t 28

vzctl V2, 14 1070 | OpenVZ EIRREERCHERAER - Ehl LE

vzquota V:2, I:4 222 OpenVZ AR ERCERAARE-NELE

Ixc V:8, 1:13 1297 | Linux s FREETE

Table 9.26: E#{L THEYIFT

2 R#EE B Comparison of platform virtual machines 3RIESAREFE0 E B LR S RIVFALLERE .

9.10.2 EBLIER

=z
EE

ETEFTERAIINEE RTE squeeze SKLARAIIRA A 20T AR,

==
=)

B lenny 2z, ¥Bi&HY Debian #ZDFLRZE KVM B,

BRVE) R B C TR M A T 1B 28R,
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http://lxc.sourceforge.net/
https://zh.wikipedia.org/wiki/Comparison_of_platform_virtual_machines
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Virtualization
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- BN ZEERAGR (B IR HERRRER).

- BiF#ieILAE@ mkdir -p /path/to/chroot” 317,

— [FRIRBVRRRPRIRAESREELD(ER dd(1) B3 (B RE 9.6.1 BHFE 9.6.5 ).
- qemu-img(1) BEZAERIIFNEY QEMU ZIBRIFEIEPRIRIES.

- R1aAAEINFN VMDK 18R, SESERER (L TRERERAEE.

« {3 mount(8) HEMIRIRGEIER R (FIE).

- HRRIBHIRREIESR, BEFREREE 5 REHR REHFH. (BRE 963 ).
- #H QEMU ZIBRVHEREPRIR, IEEFIES network block device #FIRFERHE (B2 RE 9.103 ).

- THRERAR LBEFTENRREN.

- {$ debootstrap #1 cdebootstrap Z MR RIGIEIZEEEBE (B2RE 9.104 ).
- EEDEERGIERR TERFERRTESS.

- EEBRARE FHIT-ERED.

— chroot RILEAMERLIRIE, BHEEEEERZEN, MITIRHIEER, MiTERETERERN daemon.
- QEMU R{#FBFER CPU 1RHE 8.
— QEMU #1 KVM &3 hardware-assisted virtualization F#52&#HEN EE (R IZ M S TNEE R R RIIE R

— VirtualBox B8] BA7E 386 # amd64 L, {EFH3%& A~ {# A hardware-assisted virtualization FEEEHEN E HE (L R IB £ TNEE
RIS

9.10.3 HIFUEBRMIRMRGIER

HRRIGHIRREIES, 2R5% 96 .
HINHE BERHEARIER, (REE59 A network block device ABREIRIEE #A5ERY qemu-nbd(8) IREE i fthFd, i fE %
IDMR4E nbd RIBEEM.

gemu-nbd(8) ¥ QEMU Fi Xz MM IR 0 QEMU X8 F S FE & =N: raw, qcow2, gcow, vindk, vdi, bochs, cow
(user-mode Linux copy-on-write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) F1FEHEEE.

IR E EEMAMEIREE - RN ARAZENENE (BRE 963 M) MEEMNR TEMANHE disk. img” FI58
—{En EHE.

# modprobe nbd max_part=16

# gemu-nbd -v -c /dev/nbd® disk.img

# mkdir /mnt/partil
# mount /dev/nbdOpl /mnt/parti

B
{RET A% gemu-nbd(8) {ERE”-P 17 ZBIEREEH disk.img” B9 —{ES EFE.



https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Chroot
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Hardware-assisted_virtualization
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Qcow
https://zh.wikipedia.org/wiki/VMDK
https://zh.wikipedia.org/wiki/VirtualBox#Virtual_Desktop_Image
https://zh.wikipedia.org/wiki/Bochs
https://zh.wikipedia.org/wiki/Parallels_Workstation
https://zh.wikipedia.org/wiki/Apple_Disk_Image
https://zh.wikipedia.org/wiki/Cloop
https://zh.wikipedia.org/wiki/VHD_(file_format)
https://zh.wikipedia.org/wiki/Network_block_device
https://zh.wikipedia.org/wiki/Loop_device
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9.10.4 Chroot Z4%;

chroot(8) R REARNFH X RHNIT—(EREH GNU/Linux RAFIIE, LEAFEEMEENR R,

VAV
TESFERRIBER A chroot RAEHZEE CPU 2248,

R AR T EM AR 2 E ERENFER chroot(8), BIBTE script(1) FT#{T pbuilder(8) 2=,

$ sudo mkdir /sid-root
$ sudo pbuilder --create --no-targz --debug --buildplace /sid-root

{REESDE R debootstrap(8) Z% cdebootstrap(1) BIMAI7E”/sid-root” FEE sid IRIBRIR A E .

)

15 LE debootstrap(8) 3 cdebootstrap(l) ;& Debian & 828 AR %8 Debian 8Y. i5LLth 0] AR 2REANER Debian %
HBRINBERT, L ERALE Debian, W] UBKELEHETE GNU/Linux ZE1ThR,

$ sudo pbuilder --login --no-targz --debug --buildplace /sid-root

fRETLAB R —E sid IRIRRIR R shell RUNFIFE T @AY TR IZAT,

1. B KA E ("/etc/hosts”, ”/etc/hostname”, " /etc/resolv.conf”)
2. HME”/proc” iERREG

3. BE”/dev/pts” IBERRH

4. ¥31”/usr/sbin/policy-rc.d” Bi@FE, 482 101EH

5. $1fT’chroot /sid-root bin/bash -c ’exec -a -bash bin/bash’”

JED =
—LE7E chroot FHIFEX, FEMMALLRIRR 4R LHY pbuilder & 3’]1&#8’]*”'“29I~E98’J’f””" g, »/sys”,

"/etc/passwd”, "/etc/group”, "/var/run/utmp”, "/var/log/wtmp” F%. thFFEZER bind-mounted B} #%
=]

==

ES=
"/usr/sbin/policy-rc.d" t25EBELLTE Debian 4 B ERENEETETEN. 2R"/usr/share/doc/sysv-
rc/README.policy-rc.d.gz".

BR
EAM chroot EX52E pbuilder MRIBAE, 21EE—(@ chroot 24, W7E chroot BEITEEER, ER—EE
BMARLZ, AIUARSGEREENETRRBUEREER, BEASENBRNZRIKBERENHREBEPAREL.

AN
FA{ARY schroot BEEEIATLARIR—EIERMER, £ amd64 RIFRM _LIMIT 1386 chroot B4R,



http://www.debian.org/releases/stable/installmanual
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9.10.5 ZEMEARLA

R Debian HBERR EER QEMU 5E VirtualBox, SLEIEEAERLRHEZENNITS RERR. SEERIFH
1T Debian AEEMRFIAIG R LMK ERAL B2 B R HRMNEEEE LRER,

EREMEN QEMU TERIFEIEH), EEXEMAMTIE KVM HIBHER, ZEERCRINE,

BTEMAGE, 8E50E2 I — B T AR QEMU Bl & Debian R 4N E B EME virtdisk . qcow2”, E{& Debian
Z 4R {EH debian TEEEE: /) CDREE,

$ wget http://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso
$ gemu-img create -f gcow2 virtdisk.qcow2 5G
$ gemu -hda virtdisk.qcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

£ Debian wiki: QEWU B AR E S &1,

VirtualBox B Qt BN E LERMEEEEHN. BARENERTEMa<S TRMEIZER]ATE VisualBox EHREF
it #0 VirtualBox {#EHEF M (PDF) #5148,

"R
FEEHL T AT Ubuntu A Fedora ZfBRIEE GNU/Linux 317hR, R—ER#ENEBHEERITNGE, HER
BIELRAMKMETATEIEE GNU/Linux E#E T RIFIIEAIT,



https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/QEMU
http://www.debian.org/distrib/netinst
http://wiki.debian.org/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Qt_(toolkit)
http://www.virtualbox.org/manual/UserManual.html
http://www.virtualbox.org/manual/UserManual.html
http://download.virtualbox.org/virtualbox/UserManual.pdf
https://zh.wikipedia.org/wiki/Virtualization
http://www.ubuntu.com/
http://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
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Chapter 10

SMEE

BAF 2RAIRFE Debian R4 EEE _EUHINFERNN TR RHEBRBERT.

10.1 H=E, BEEMEFE

: The uncoordinated write access to actively accessed devices and files from multiple processes must not be

done to avoid the race condition. File locking mechanisms using flock(1) may be used to avoid it.

ENNZ SN ENZERSZHNTEESE,

- FIEERNENL

- RiInFETFARE

- BR

- IRHHECXESE

- BEEHHE

« BIERAEIRENIESRIR
 BRAIRERENEREN

BLERTLEBERTRERER,

- FHEMEGTE
- ERAESTA
- PBIERRS
- BEEEFEN

« B2 shell

- REER

- RBEGHIRETR

» Hash and cryptographic encryption tools



https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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10.1.1 TFIEFIER4E T B

BAF 2 Debian 4% 7] BRTAEN B THEAVTEE,

ERES ATE X | BItER e iR
tar V:908, 1:999 | 2770 .tar tar(1) EEMERE LR (7858
. _ ) . . Unix System V BE{§HRiaas, &
cpio V:305, 1:998 | 720 .cpio cpio(1) find(1) —2{E
binutils V:177,1:715 | 23348 | .ar ar(1) BEUREENRETLR
fastjar V:5, 1:56 172 .jar fastjar(1) Java B8 T B (38 zip )
D R POSIX BRIE TH, 7Tit tar Al
pax V:17, 1:54 170 . pax pax(1) cpio 2
gzip V:877,1:999 | 231 | .gz 5313((11)) | GNULz77 BT E (8%
bzip2(1) Burrows-Wheeler block-sorting BR&E T
bzip2 V:238,1:933 | 184 .bz2 bch;t(l)’ | BBEL gip(l) EEMBEE (IR
’ gzip BEMMUNEEEEELLEE)
. LZMA B THEHEEL gzip() 5
lzma V:4, 1:60 126 .1lzma lzma(1) HBRER ( NEE) o
() Xz B TEBZELE bzip2(1) E&HY
xz-utils V:322,1:952 | 516 .XZ deec’(l) .| B (BERREER gzip (BRLE
’ bzip2 #; LZMA E“TIEE’J** JCu:m)
. o T 7zr(1), = Z
p7zip V:38, I:175 934 .7z p7zip(1) (LZMA ,—%, )
. : . 7z(1), = R
p7zip-full V:175,1:527 | 4407 | .7z 72a(1) (LZMA B r%nHﬂﬂ )
LZO B TEBELE gzip(l) EEHY
1zop V:5, 1:44 97 .1zo 1zop(1) i*ﬁ%ﬂﬁ#i*ﬁﬁﬁ (PR gzip BE4E
UREE A ERMERLLEIR)
zip V:47,1:395 | 608 .zip zip(1) InfoZip: DOS ERtEEEFEME T H
unzip V:271,1:791 | 534 .zip unzip(1) InfoZIP: DOS f#fE s TN 4E T B

Table 10.1: TFAEFIER4E T B 315K

Ore

RIEREANEREEEMNE, BAUAERESTAPE” 28, ESRE tar(1) KI1T5H

IS [

EE
gzipped tar(1) B1EEEAMREIERR". tgz” E". tar.gz” HIER,

ES=
xz-compressed tar(1) BFEEFAREIERR". txz" B&". tar . xz" FIEZR,

EE
FOSS T &, gl tar(1), FRERBLEFHEEELIRMNTARIVEBRE: gzip - bzip2 - xz

JE=
cp(1),scp(l) 0 tar(1l) TEFTEENE RN @A —LAFIRRIIES. cpio(l) TEMNBEREERRERN.



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon.php?package=tar
http://packages.qa.debian.org/t/tar.html
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon.php?package=cpio
http://packages.qa.debian.org/c/cpio.html
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon.php?package=binutils
http://packages.qa.debian.org/b/binutils.html
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon.php?package=fastjar
http://packages.qa.debian.org/f/fastjar.html
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon.php?package=pax
http://packages.qa.debian.org/p/pax.html
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon.php?package=gzip
http://packages.qa.debian.org/g/gzip.html
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon.php?package=bzip2
http://packages.qa.debian.org/b/bzip2.html
https://zh.wikipedia.org/wiki/Burrows-Wheeler_transform
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon.php?package=lzma
http://packages.qa.debian.org/l/lzma.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon.php?package=xz-utils
http://packages.qa.debian.org/x/xz-utils.html
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon.php?package=p7zip
http://packages.qa.debian.org/p/p7zip.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon.php?package=p7zip-full
http://packages.qa.debian.org/p/p7zip-full.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon.php?package=lzop
http://packages.qa.debian.org/l/lzop.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon.php?package=zip
http://packages.qa.debian.org/z/zip.html
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon.php?package=unzip
http://packages.qa.debian.org/u/unzip.html
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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R
cpio(1) is designed to be used with find(1) and other commands and suitable for creating backup scripts since the
file selection part of the script can be tested independently.

=z
EE

Libreoffice EFHERIIAIPLEER". jar” 1K,

10.1.2 #HEMETTEH
A2 Debian %5 HIA] AR BB RN T EHITEE,

}HE RITE XN | TR i
coreutils V:881,1:999 | 15103 | GNU cp ' ExRMER (-2 SIREIRIEE )

] 1R = 2 EL g ""-‘-', »_ ‘n
openssh-client | V:818,1:996 | 4106 | scp E?Em BRTIEE (B, "-r" SRR
openssh-server | V:677,1:807 | 883 sshd CESEEES NS @G FED)
rsync V:234,1:595 | 691 - 1-way remote synchronization and backup
unison V4, 1:20 2213 - 2-way remote synchronization and backup
obnam Vi, 1:2 1061 | - (Ein) IZ2HH
rdiff-backup V:9, I:18 704 - (=im) BEED

Table 10.2: ERFNE T T HEIIFER

EERMERMBHE, rsync(8) LEEM T EIRM TE S H4F,
mEEEZREEERREHEFEENEEERZANEZEELS
- BEGEEEE (FE5)) EEMANHERENENSEEEESR
« ”--exclude” #1”- -exclude-from” EIEFE{UAR tar(1)

* ”a trailing slash on the source directory” syntax that avoids creating an additional directory level at the destination.

-UN
Execution of the bkup script mentioned in 3 10.2.3 73 with the "-g1” option under cron(8) should provide very
similar functionality as Plan9’s dumpf's for the static data archive.

=N
Version control system (VCS) tools in & 10.11 can function as the multi-way copy and synchronization tools.

10.1.3 ER1EEE;

N T 2AAEN TERGEBEERGEEE". /source” BEPHAR.
GNU tar(1):

$ tar -cvJf archive.tar.xz ./source
$ tar -xvJf archive.tar.xz

B}E, WTFAR.



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon.php?package=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon.php?package=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon.php?package=rsync
http://packages.qa.debian.org/r/rsync.html
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon.php?package=unison
http://packages.qa.debian.org/u/unison.html
http://packages.debian.org/sid/obnam
http://qa.debian.org/popcon.php?package=obnam
http://packages.qa.debian.org/o/obnam.html
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon.php?package=rdiff-backup
http://packages.qa.debian.org/r/rdiff-backup.html
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$ find ./source -xdev -print@ | tar -cvJf archive.tar.xz --null -F -

cpio(1):

$ find ./source -xdev -print@ | cpio -ov --null > archive.cpio; xz archive.cpio
$ zcat archive.cpio.xz | cpio -1i

10.1.4 $EHRIEE;
MTERRRANIEEREE". /source” BiFPHNE,

o ARIEHRL: . /source” Bk - 7/dest” Bk
« JRIRER: AEH FRY”. /source” Bk - “user@host.dom” £ FHY”/dest” Bk

rsync(8):

# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

You can alternatively use “a trailing slash on the source directory” syntax.

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

&, WTFR.

# cd ./source; find . -print® | rsync -aHAXSv@ --files-from=- . /dest

# cd ./source; find . -print® | rsync -aHAXSv0O --files-from=- . user@host.dom:/dest
GNU cp(1) #0 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom ’(cd /dest && tar xvfp - )’
cpio(1):

# cd ./source; find . -print®@ | cpio -pvdm --null --sparse /dest

{REEsERT BB E”.” BB FE8H”foo” BX”.”, BXRFFILAMK”. /source/foo” BEkERIERE)”/dest/foo” B
ﬁio

You can substitute ”.” with the absolute path ”/path/to/source/fo0” for all examples containing ”.” to drop ”cd ./
source;”. These copy files to different locations depending on tools used as follows.

« ”/dest/f00”: rsync(8), GNU cp(1), #1 scp(1)
« ”/dest/path/to/source/fo00”: GNU tar(1), ¥ cpio(1)

B
rsync(8) 1 GNU cp(1) RJLAR"-u” BIE R ZR&1EZ s F B IIESR,
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b=l1] g

10.1.5 BE:HIERMEEE

find(1) is used to select files for archive and copy commands (see 58 10.1.3 5 and 58 10.1.4 ¥3) or for xargs(1) (see 58 9.3.9
T3). This can be enhanced by using its command arguments.

BATF R find(1) EAGEEAV4RLE,
- find 1§45 | BAVEERBR LR A,

+ This evaluation stops once its outcome is determined.

- "M% OR” (MR ZMEIY”-0” SIBUEER ) BEIEFRIL #E AND” (H”-a” 3| BIEEER G ZEREEM
%I%Sl Do

- " JBEE NOT” (HIRMFRITERY” ! $87E) BEIEFSH “#88 AND”,
* ”-prune” always returns logical TRUE and, if it is a directory, searching of file is stopped beyond this point.

+ ”-name” matches the base of the filename with shell glob (see 55 1.5.6 T7) but it also matches its initial ”.” with metachar-
acters such as ”*” and ”?”. (New POSIX feature)

« ”-regex” matches the full path with emacs style BRE (see 58 1.6.2 ¥7) as default.

» ”-size” matches the file based on the file size (value precedented with ”+” for larger, precedented with ”-” for smaller)
»-newer” 5| HILECLL S | MR PIRENEREZNIMESR,

7-print0” 5|Ei4E 2R [@#EE TRUE {iAF5EEE R (null terminated) FIENZIREH I E |,

MR find(1) BEER.

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ”".*\.cpio|.*~" -prune -o \
-type d -regex ”".*/\.git” -prune -o \
-type f -size +99M -prune -0 \
-type f -newer /path/to/timestamp -print@

ELmSEHITHTEME.

{ai

—_

&i”/path/to” FHIFTBER

2. Globally limit its search within its starting filesystem and uses ERE (see 55 1.6.2 ¥7) instead
3. Exclude files matching regex of ”. *\.cpio” or ”. *~” from search by stop processing

4. Exclude directories matching regex of ”. */\ . git” from search by stop processing

5. Exclude files larger than 99 Megabytes (units of 1048576 bytes) from search by stop processing

6. Print filenames which satisfy above search conditions and are newer than ”/path/to/timestamp”

Please note the idiomatic use of ”-prune -0” to exclude files in the above example.

EE
#523E Debian &1 Unix-like B4k, BLES|ERIEERHE find(1) npvﬁﬁiiﬁo EEREBERT, EZEERAELES
FEAL AR -print” B/ -printe’, {RrJERIEEEENEMERENGS,



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://zh.wikipedia.org/wiki/Unix-like
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10.1.6 ERiEIEEE

REENENFESK BERE R, GEIEEMNERYE. HVNENEAENEDR, BERARMATN CD-R

1 DVD-R ARIEERERER. §I§ FRENTS, (BRN—REBEFFENS)

==
R

kL e BEAREXHRGRE, XASHSTERERNRTENTEMEILARE, REERBRTES BRI

mzEE,

AL (EERRFEREERBEN ) FIMERFEFENENRAERSS,

« Ki? 100 £ : AS/KKHEEZAR

« 100 & : HHEfETF (CD/DVD, CD/DVD-R)

« 30 FF: MR (R, E]ER)

« 20 FF: HEEERETE (CD-RW)
EANEEHRASERIEMSESES,

BE (FERENRBEFEN) sTUAERBEENENRKIEIRE,
« K2 250,000 ;X : HEREERENZE

« K2 10,000 )% : REFCIERE

« 1,000 /X: CD/DVD-RW

« 1,8: CD/DVD-R, #R

AV
@ EENFEFSHNEXHNENANEZEARRE EFARBERENOFETEN,

EmIERA,

FHFERERRENE

VN

[E% CD/DVD-R AR REER —X, EFREALELETRRERERNWENEINER,

EREE !

R’

MRMFFBRFRBIREMETRENED, BEERSERABERNRIREM CAERRERBDN, FIeERMHE—7]

1TH9757%,

10.1.7 v EIEEFEE
BB EN TR B T AR A T AT — 78,

« USB tREG:CIERESS
. FERRERENZS



https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/wiki/Safe
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
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- ENRSHELE

- BFERIEMNEE
AT BAERE A T 7 T RE TR,
- USB

* IEEE 1394 / FireWire
« PC§

& GNOME #[l KDE iEHIRA R EIRIRAESTE /etc/fstab” IERPEZELEREIEER, BEHEELTRBEE
EO

+ udisks Bt T FEEFMEMNERRENRBHNERLTREELERE,
* D-bus creates events to initiate automatic processes.

* PolicyKit provides required privileges.

R’

Automounted devices may have the "uhelper="mount option which is used by umount(8).

R
REEBETBHEEGAE etc/ fstab’ MRRIILE, SEEETAREHET,

IR EEIEE T EEEA”/media/<disk_label>”, ErlAMII FERARMRER,
« FAT #&XBUIER A #(E A mlabel(1) @52

« 1SO9660 IERAMEAZE-Vv” BIER genisoimage(1) 85 %

« ext2/ext3/extd IERARFEREET”- L7 ZEIEM tune2fs(1) A5

N
BB R R ERMRITRIE (2R% 836 T )

BR
EEMNEEE LBRERAR, TSR THENEEEEFEGIM/dev/sdc”, MNRGEEREBENEEEE,
{REZIER SRR LE#A umount(8) i REMRTHTE,

10.1.8 EEZERARNEERNERRR

EMEBBAFTFREREMARD ZEHNNEER, FEZCCERIMBEMEFRAREIEMNBERN ERA
%, TESEZRANIIE,

’R
BI85 9.8.1 THRERHENRERARERNZNETENENHZNE.



https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
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E3Y T HAIFAIGREA
FAT12 B8 (<32MiB) EBIEENERSE
FAT16 E/VEEEE (<2GiB) EHMETFENERNE
FAT32 f: ZQEEE (<8TiB, #& MS Windows95 OSR2 A FRIFE R GiFT<iE) EMETEEMNER
TE

cross platform sharing of data on the large hard disk like device (supported natively on MS

NTES Windows NT and later version, and supported by NTFS-3G via FUSE on Linux)
1S09660 £ CD-R M1 DVD+/-R EMBEFENFREENNE

UDF incremental data writing on CD-R and DVD+/-R (new)

MINIX filesystem space efficient unix file data storage on the floppy disk

ext2 TERRIR ARBEE inx RRENEREENEHSE

ext3 TERR R ARBEE linx RRNEEENEHSE

extd TRRARIR AEERM linux RAEMER EHERS =

Table 10.3: HAUERISR T ] BEIFEFREEENERAMRIIR

FAT IBRAGBEBASHWIRREERATZIE, EHNBB{THEFETHNERRIRZIEEETAN,
ERVNBES FAT BREAGNBIEENHZNTRENRER, UTEZ2RMRINERE,
« FH fdisk(8), cfdisk(8) Bi# parted(8) @5 < (2R 952 1) LML AEENE S 2EL T M TEL,

— FE52/VBR 2GB BY FAT 2B AFIT767,
- 1B E KM FAT32 HEAFIT ",

« WIFFIRZER mkfs.vfat(8) A LB E S EIER,

- ENEERF, Flal”/dev/sdal” FiR FAT16 &8
- BAEERIBNENEES, FliN”-F 32 /dev/sdal” FHjL FAT32 &8

E £ FAT 2K 1S09660 IERAZAMN ZEHT, NTRFEIENLEFIE

- Far(l), % cpio(l) ROBAHLE, BHEATREIES, HHEL, FANEETTTRIISEREE &N,
- A split(l) SOIEEMEIER S MAET I\ 2GiB MIMER, ERESHEA/NRE,
- MR R NS R SRR,

JES =

E % FAT tERAMRBVERET, RARRMERANNS (2732 -1) bytes =(4GiB -1 byte), ¥IR—LLEZER 32 {iI
ZE LMWERREAMS, RAMERK/NEZEE/ (2731 -1) bytes =(26iB -1 byte), Debian ;2 Hi&Z|
BENRE,

B

MERAZRAB N A EEEEIB 200MB Fy 77 ElfE s & ERENSS E{FE A FAT, {th{fja9 Overview of FAT, HPFS, and NTFS
File Systems ERXERMHEER T MR AKITRE,, FIUMEKNAEESRERE, 827, FHMAE Lnux RELER
[Es%{E M extd tEER L,

N
BRIERARTDEIERARNES E, F2%E Filesystems HOWTO",



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://support.microsoft.com/kb/100108/
http://support.microsoft.com/kb/100108/
http://tldp.org/HOWTO/Filesystems-HOWTO.html
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AR HRTS HAIGAIESER
B8 “Microsoft Windows #HE8" HEEZR, 2K smb.confG) Fl B
SMB/CIFS F Samba B Ei4BIRIER R4 75 Samba 3.x.x ¥ §EFNLEFM ( The Official Samba 3.x.x HOWTO
and Reference Guide ) % samba-doc EX§EE]
S ] i AERE IR :
NFS F Linux b IBRIER R G B UnidLinu 5" SR, 7 exporis(5) 7l Linux
HTTP BRF% 7 web [ARF/BFPImZ BN Zla R
F—, ABMEMNZSERE (SS1) SE X2 MHE (TLS) HEEER
B/EFIRPNEER
FTP fR7% EFTP AR/ B In BN EER

Table 10.4: BRI (B S T ol R IBH AR ARFE TR
10.1.9 #EIEEFHEBRNZE

EERMEBRDZENIEHE, (REXERBERNRE. EB8BE—LRER.

BEEHRERSERRS, BRARBHEZRZAAINGEHEREHEEHEN, BEFERELL2HN, ERNERERY
HIB@EWN T RNEL 2,

+ FH SSL/TLS jnz&

« ¥837 SSH @&

« ¥37 VPN B8

 Limit it behind the secure firewall

W

285 6.10 THE 6.11 T,

10.2 1@ F0VRIE

BFIEAMNGTERERTHEE, NEARABNERERARNENER. BHNRERFEMINAREEPIE
EEEN—#7., AR —XIFNEMNS HFARE.

"R
FREFNRHNZEERZLBELERNENRR, BRODEHILERBNBNHHENZHTEEEENS,

B 3 (ERRIERREE R BN RIS RS,

1. FEEELRIETE,

- RECEIMNERER: £~/ THEH

s (RMEAMERRERNEIIMNEMMESR: T /var/” THEXN (BR7T”/var/cache/”, ”/var/run/” ¥1”/var/
tmp/”)

- RRMERR: " /etc/” THEN
o Kithi#R§8: 7£7/usr/local/” &”/opt/” FHIER
* System installation information: a memo in plain text on key steps (partition, ***)

* Proven set of data: confirmed by experimental recovery operations in advance

2. FIEERERHIIRE.



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://tldp.org/HOWTO/NFS-HOWTO/index.html
http://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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« ZEMBERET: REERNRBEENR ARG
- KERD: BEIENEL
* Redundant backup: data mirroring

* Fool proof process: easy single command backup
3. FHMEP RAVEFEFIRL A,

* Value of data when lost
- BFRENEIR: AN, TEEE, #EE, -

+ Failure mode and their possibility

JES =
PRIEMREIER MR E, BRIRE®ED /proc, /sys, /tmp, Fl /run BERTHRIERZR (2R%F 1212
THE 1.213 ), EfiREKXKBEERNEN.

ENTEMENMET, ENELRRREANFNHED BB LRFREFRMMBIKE L, REAZERZRELEN
BiR, EEMNERRIFREEREE —XEN LFIYW CD/DVD-R REFLLBEESH, (2RF 9.7 HEREE shell %
FIBARFEN, GNOME REBIRIFEF URFERZIEBEE: “UE - CD/DVD HEi%" RERBANERE, )

xr

e
ERNENNIHR, oA EEILL—LERERNTERERFIW MTA (2R%E 63 ),

ES=

{RIERX A& IM N D3t 5 40 FN VR 18 B 10 SR B A BARI B AME R FIUN"/etc/ssh/ssh_host_dsa_key”, "/etc/ssh/
ssh_host_rsa_key”, "~/ .gnupg/*”, "~/ .ssh/*", /etc/passwd”, "/etc/shadow”, "/etc/fetchmailrc”,
"popularity-contest.conf”, "/etc/ppp/pap-secrets” 1"/etc/exim4/passwd.client/”, ELE N
G —LIERENEEBGE R G A BRI T R REBLER,

E
SR A A E T2 8977 U BL4T cron job, R4 ZGATFIBRREN"/var/spool/cron/crontabs” B kit LR
cron(8), 285 9.3.14 TRIESEAI cron(8) M crontab(1) BIE .

10.2.1 ERHHEH

BAF =2 Debian 4 LEFEIFEMNERBNENEGRTIR,
B TEESENERNAE.

* Mondo Rescue is a backup system to facilitate restoration of complete system quickly from backup CD/DVD etc. without
going through normal system installation processes.

« shackup #l keep BXEEEIRM T SN EEERSEAN GUI Bk, ARTEHHENEAEER., BENIIEERTIER
—(ERSERIESHE (5 10.2.2 7)) # cron(8) REIR,

« Bacula, Amanda #1 BackupPC @2INEEMENEREY, FTERANRBANTEED.

5 10.1.1 T 1012 TEANER THENBERBEERESBRENARHEN, ELESHBIIIEEIAEBIMNT
K T E 3Kk,



https://zh.wikipedia.org/wiki/Mondo_Rescue
https://zh.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://zh.wikipedia.org/wiki/Backuppc
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]iFe ITE KA | FREA
dump V1, 1.7 341 4.4 BSD dump(8) # restore(8) @S FI?R ext2/ext3/ext4 FER AL
#£ GNU/Linux #1 IRIX EF xfsdump(8) #1 xfsrestore(8) aip 2 2R
xfsdum V0, I:11 838
P WRIWRIE XFS BRA S
backupninja V4, L[4 277 R E R [ IE7R EHFRY meta-backup R4
sbackup V:0, .0 488 B GNOME i@ﬂﬁ“ﬁﬁg’“iﬁ?‘ﬁ{#
bacula-common V:8, I:19 1291 | Bacula: %HE
bacula-client L5 157 Bacula: 4 géﬂﬁ?‘ 'Vf(@ﬂ]*?( ﬁiﬁ‘w‘ciﬂf"’
bacula-console | Vi1, L7 64 Bacula: FAREFER, MREMNZRE 3‘(%,.\
bacula-server I.2 160 Bacula: 4958 Eﬂﬁﬁj\, W&fﬁﬂl*ﬁ ﬂﬂﬁ%ﬁiﬁ"ﬁﬁ?ﬂ—ﬁg@
amanda-common Vi1, 1:3 7418 | Amanda: fimimas (|2
SEEEE [

amanda-client ViL 12 998 ?ﬁuﬁn;anda. E'SE BN rE_||3 .ﬂﬂ iR ERtEEE (5
amanda-server V:0, .0 1046 %ﬁm)anda:

=i A Y =Ty AT H= TG EERI{E
backuppc V4, 15 930 ]Z:;%E)PC =ARER pC HEN (EhHRE ) NS EENEE
backup-manager | V:1,1:2 543 mPEHRITE
backup2l Vil 11 13 low-maintenance backup/restore tool for mountable media (disk

based)

Table 10.5: BERENIERNEHIIR

« obnam ERESELRESIEE M (=R )
* rdiff-backup EEEELRELSHIEEH (=R ).

» The dump package helps to archive and restore the whole filesystem incrementally and efficiently.

R
£8"/usr/share/doc/dump/” # "Is dump really deprecated?” 3R 7 ## dump £\

10.2.2 —({ERFEHENEIELSHELF

HH#1T unstable EAFHIEA Debian KEZR AR, AFBREBAEHNBREN, BAEEREFEEIEN
TR—XRG, AREAZRNEERAINEZESNENRNEREL,

BERAGEMNESIERRFARBENNBERERLA GUI NEIEEESE CD/DVD #, UTEIEENESIE
?O

#!/bin/sh -e

# Copyright (C) 2007-2008 Osamu Aoki <osamu@debian.org>, Public Domain
BUUID=1000; USER=o0samu # UID and name of a user who accesses backup files
BUDIR="/var/backups”

XDIRO=".+/Mail|.+/Desktop”
XDIR1=".+/\.thumbnails|.+/\.?Trash]|.+/\.?[cC]ache|.+/\.gvfs|.+/sessions”
XDIR2=".+/CVS|.+/\.git|.+/\.svn|.+/Downloads|.+/Archive|.+/Checkout|.+/tmp”
XSFX=".+\.iso|.+\.tgz|.+\.tar\.gz|.+\.tar\.bz2]|.+\.cpio]|.+\.tmp|.+\.swp|.+~"
SIZE="+99M"

DATE=$(date --utc +"%Y%m%d-%H%M" )

[ -d "$BUDIR” ] || mkdir -p ”BUDIR”

umask 077

dpkg --get-selections \* > /var/lib/dpkg/dpkg-selections.list
debconf-get-selections > /var/cache/debconf/debconf-selections

{



http://packages.debian.org/sid/dump
http://qa.debian.org/popcon.php?package=dump
http://packages.qa.debian.org/d/dump.html
https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/xfsdump
http://qa.debian.org/popcon.php?package=xfsdump
http://packages.qa.debian.org/x/xfsdump.html
https://zh.wikipedia.org/wiki/IRIX
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon.php?package=backupninja
http://packages.qa.debian.org/b/backupninja.html
http://packages.debian.org/sid/sbackup
http://qa.debian.org/popcon.php?package=sbackup
http://packages.qa.debian.org/s/sbackup.html
http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon.php?package=bacula-common
http://packages.qa.debian.org/b/bacula-common.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon.php?package=bacula-client
http://packages.qa.debian.org/b/bacula-client.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon.php?package=bacula-console
http://packages.qa.debian.org/b/bacula-console.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon.php?package=bacula-server
http://packages.qa.debian.org/b/bacula-server.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon.php?package=amanda-common
http://packages.qa.debian.org/a/amanda-common.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon.php?package=amanda-client
http://packages.qa.debian.org/a/amanda-client.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon.php?package=amanda-server
http://packages.qa.debian.org/a/amanda-server.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon.php?package=backuppc
http://packages.qa.debian.org/b/backuppc.html
https://zh.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon.php?package=backup-manager
http://packages.qa.debian.org/b/backup-manager.html
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon.php?package=backup2l
http://packages.qa.debian.org/b/backup2l.html
http://dump.sourceforge.net/isdumpdeprecated.html
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find /etc /usr/local /opt /var/lib/dpkg/dpkg-selections.list \
/var/cache/debconf/debconf-selections -xdev -print0

find /home/$USER /root -xdev -regextype posix-extended \
-type d -regex "$XDIRO|$XDIR1” -prune -o -type f -regex "$XSFX” -prune -o \
-type f -size "$SIZE” -prune -0 -print0®

find /home/$USER/Mail/Inbox /home/$USER/Mail/Outbox -print0@

find /home/$USER/Desktop -xdev -regextype posix-extended \
-type d -regex "$XDIR2” -prune -0 -type f -regex "$XSFX” -prune -o \
-type f -size "$SIZE” -prune -o -print0

} | cpio -ov --null -0 $BUDIR/BUS$DATE.cpio

chown $BUUID $BUDIR/BUS$DATE.cpio

touch $BUDIR/backup.stamp

IER—1EF root FFRIEMITHIIE L HBHIF,
BEFRIR BB T A RBE B A TIEEE <15,

- REIESEESISEHENBEIFMENEEZEN (285 10.1.5 T 102 17 ),
« A3”find ...-newer $BUDIR/backup.stamp -print0” & find ...-print0” REIRIEEMHM.

- BREBER, A scp(l) B rsync(l) Si S RBMIERIZIRNELEFIEEE CD/DVD £, (FH{EA GNOME RE
GUI R&E% CD/DVD, 285 12.1.8 HREFESHEN. )

ICEIBMENL !

B
You can recover debconf configuration data with "debconf-set-selections debconf-selections” and
dpkg selection data with "dpkg --set-selection <dpkg-selections.list”.

10.2.3 ARBEHEHNIERIESHE

HINBSE TENENSE, "cp -a” LA UBRER BN,

For the set of large non-overwritten static data under a directory tree such as the one under the ”/var/cache/apt/packa
ges/” directory, hardlinks with ”cp -al” provide an alternative to the normal backup with efficient use of the disk space.

AT R2—EAREMMBNIRS bkup HERTESHE., BIEERIHFETHMAE (hon-VCS) ERERIIRBFTHEE
B ke iR in £ L,

#!/bin/sh -e

# Copyright (C) 2007-2008 Osamu Aoki <osamu@debian.org>, Public Domain
fdot(){ find . -type d \( -iname ”.?*” -0 -iname ”CVS” \) -prune -o -print®;}
fall(){ find . -printo;}

mkdircd(){ mkdir -p ”$1”;chmod 700 ”"$1”;cd ”"$1”>/dev/null;}
FIND="fdot"”;OPT="-a” ; MODE="CPIOP” ;HOST="1localhost” ;EXTP="$(hostname -f)”
BKUP="$(basename $(pwd)).bkup”;TIME="$(date +%Y%m%d-%H%M%S)" ; BU="$BKUP/$TIME"
while getopts gcCsStrlLaAxe:h:T f; do case $f in

g) MODE="GNUCP”;; # cp (GNU)

c) MODE="CPIOP”;; # cpio -p

C) MODE="CPIOI”;; # cpio -i

s) MODE="CPIOSSH”;; # cpio/ssh

t) MODE="TARSSH”;; # tar/ssh

r) MODE="RSYNCSSH”;; # rsync/ssh

1) oOoPT="-alv”;; # hardlink (GNU cp)

L) OPT="-av”;; # copy (GNU cp)

a) FIND="fall”;; # find all

A) FIND="fdot”;; # find non CVS/ .??7?/

X) set -x;; # trace
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e) EXTP="${OPTARG}"”;; # hostname -f
h) HOST="${OPTARG}"”;; # user@remotehost.example.com
T) MODE="TEST”;; # test find mode
\?) echo "use -x for trace.”
esac; done
shift $(expr $OPTIND - 1)
if [ $# -gt 0 ]; then
for x in $@; do cp $OPT $x $x.$TIME; done
elif [ $MODE = GNUCP ]; then
mkdir -p ”../$BU”;chmod 700 ”../$BU”;cp $OPT . "../$BU/”
elif [ $MODE = CPIOP ]; then
mkdir -p ”../$BU”;chmod 700 "../$BU"
$FIND|cpio --null --sparse -pvd ../$BU
elif [ $MODE = CPIOI ]; then
$FIND|cpio -ov --null | ( mkdircd ”../$BU"&&cpio -i )
elif [ $MODE = CPIOSSH ]; then
$FIND|cpio -ov --null|ssh -C $HOST ”( mkdircd \”$EXTP/$BU\”&&cpio -i )”
elif [ $MODE = TARSSH ]; then
(tar cvf - . )|ssh -C $HOST ”( mkdircd \"$EXTP/$BU\"&& tar xvfp - )”
elif [ $MODE = RSYNCSSH ]; then
rsync -aHAXSv ./ "${HOST}:${EXTP}-${BKUP}-${TIME}"
else
echo "Any other idea to backup?”
$FIND |xargs -0 -n 1 echo
fi

This is meant to be command examples. Please read script and edit it by yourself before using it.

"R
| keep this bkup inmy”/usr/local/bin/” directory. | issue this bkup command without any option in the working
directory whenever | need a temporary snapshot backup.

-UN
For making snapshot history of a source file tree or a configuration file tree, it is easier and space efficient to use
git(7) (see 5 10.6.5 ).

10.3 BENZEER

ENRsERRERENNE, MERENZRIANES,

See 38 9.8 7 on dm-crypto and ecryptfs which implement automatic data encryption infrastructure via Linux kernel modules.

10.3.1 GnuPG £&&1E

WMTR GNU BB T BEANEREESGSD,

Here is the meaning of the trust code.

T a$ E{EFEY71DD8D791” N8RV N #8(FARES"hkp: //keys.gnupg.net”,
$ gpg --keyserver hkp://keys.gnupg.net --send-keys 1DD8D791

JEER BRI/~ 88EIAREE"~/ . gnupg/gpg. conf” ( BMIfIETE"~/.gnupg/options”) ERPETE, ERES
TUTE,



https://zh.wikipedia.org/wiki/Dm-crypt
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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}HE MITE NS Bz
gnupg V:652,1:999 | 2088 | gpg(1) GNU [BFAB T - OpenPGP IZEFMFER LE
gpgv V:874,1:999 | 721 gpgv(1) GNUBHMET - ZFRRELE

I extract just the secret information out of OpenPGP
paperkey V0, I:1 54 paperkey(1) secret keys

) ) cryptsetup(8), | utilities for dm-crypto block device encryption
cryptsetup V:25,1.73 355 supporting LUKS
ecryptfs-utils | V:5,1:8 396 (.e.c.ryptfs(7), utilities for ecryptfs stacked filesystem encryption
coreutils V:881,1:999 | 15103 | md5sum(1) TR ERER MDS SERE
coreutils V:881,1:999 | 15103 | shalsum(1) | FTEEERER SHAL AERE

) ] compute message digest with “openssl dgst”
openssl V:785,1:988 | 1255 openssl(1ssl) (OpenSSL)

Table 10.6: EXlZ2EMR T HYIFR

e B

gpg --gen-key R —EFRNEEE

gpg --gen-revoke my_user_ID AR my_user ID FI— REHES
gpg --edit-key user_ID EEXN4REEEE, B help” RIEGEE?
gpg -0 file --export = TES T T TREILEES

gpg --import file REXEANES

gpg --send-keys user_1ID 531X user_ID B EBEI N i@ AR ER
gpg --recv-keys user_1ID KN BEIRRES N & user_ID I8
gpg --list-keys user_ID ZIE user_ID FFEZ i

gpg --list-sigs user_ID ZH user ID HEF

gpg --check-sigs user_ID T8E user_ID Zimae =

gpg --fingerprint user_ID & user_ID FIFEAX

gpg --refresh-keys EEiE SIS

Table 10.7: GNU [BFAB T £ BT BGOSR

code description of trust

- no owner trust assigned / not yet calculated
trust calculation failed

not enough information for calculation
never trust this key

marginally trusted

fully trusted

ultimately trusted

C|—h 3 S|Q|ld

Table 10.8: List of the meaning of the trust code



http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon.php?package=gnupg
http://packages.qa.debian.org/g/gnupg.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon.php?package=gpgv
http://packages.qa.debian.org/g/gpgv.html
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon.php?package=paperkey
http://packages.qa.debian.org/p/paperkey.html
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon.php?package=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/ecryptfs-utils
http://qa.debian.org/popcon.php?package=ecryptfs-utils
http://packages.qa.debian.org/e/ecryptfs-utils.html
http://ecryptfs.sourceforge.net/
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon.php?package=openssl
http://packages.qa.debian.org/o/openssl.html
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keyserver hkp://keys.gnupg.net
The following obtains unknown keys from the keyserver.
$ gpg --list-sigs --with-colons | grep ‘Asig.*\[User ID not found\]’ |\

cut -d ":" -f 5| sort | unig | xargs gpg --recv-keys

There was a bug in OpenPGP Public Key Server (pre version 0.9.6) which corrupted key with more than 2 sub-keys. The newer
ghupg (>1.2.1-2) package can handle these corrupted subkeys. See gpg(1) under ”- -repair -pks-subkey-bug” option.

10.3.2 HFEELE{EFER GnuPG

BEE-LEERLER GNU BRAR T S:<nfl+.

e = BR

gpg -a -s file sign file into ASCII armored file.asc

gpg --armor --sign file B E

gpg --clearsign file ERBAXEFEM

gpg --clearsign file|mail foo@ PN g

example.org {EiX—1nBAXEF 2 foo@example.org

gpg --clearsign --not-dash- . .

escaped patchfile clear-sign patchfile

gpg --verify file BB ANIER

gpg -o file.sig -b file ER—HOHRENET

gpg -o file.sig --detach-sig =

file =L

gpg --verify file.sig file verify file with file.sig

gpg -o crypt_file.gpg -r name - public-key encryption intended for name from file to binary
e file crypt_file.gpg

gpg -o crypt_file.gpg -- BLE

recipient name --encrypt file

gpg -o crypt_file.asc -a -r public-key encryption intended for name from file to ASCII armored
name -e file crypt_file.asc

gpg -o crypt_file.gpg -c file symmetric encryption from file to crypt_file.gpg

gpg -o crypt_file.gpg -- Bt

symmetric file

gpg -o crypt_file.asc -a -c symmetric encryption intended for name from file to ASCII armored
file crypt_file.asc

gpg -o file -d crypt_file.gpg - decryption

r name

gpg -o file --decrypt =

crypt_file.gpg F£

Table 10.9: EFEZR EFEAM GNU BFIAB LGSR

10.3.3 7£ Mutt F{FFH GnuPG

Add the following to "~/ .muttrc” to keep a slow GnuPG from automatically starting, while allowing it to be used by typing
”S” at the index menu.

macro index S ”:toggle pgp_verify_sig\n”
set pgp_verify_sig=no



http://sourceforge.net/projects/pks/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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10.3.4 £ vim F{EH GnuPG

The gnupg plugin let you run GnuPG transparently for files with extension ”.gpg”, ”.asc”, and ”. ppg”.

# aptitude install vim-scripts vim-addon-manager
$ vim-addons install gnupg

10.3.5 MD5 #RERF

mdSsum(1) B TRIEWERRIN—E IR, SR rfc1321 BIAXNREREESR.

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffO0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

B
MD5 #REGFNH CPU stEI8E Lt GNU Privacy Guard (GnuPG) IZHZELM. EEEERT, REERINIEE
BRAZTENZFBREFRENTEM.

10.4 [RRBEHIE

EREHZRREBESHIA, ATHERRBEBNTE,

10.4.1 NRRBEERELHER

The following procedures extract differences between two source files and create unified diff files *file.patch®@” or file.
patchl1” depending on the file location.

$ diff -u file.old file.new > file.patch@
$ diff -u old/file new/file > file.patchl

10.4.2 Merging updates for source files

The diff file (alternatively called patch file) is used to send a program update. The receiving party applies this update to another
file by the following.

$ patch -p0 file < file.patcho
$ patch -p1 file < file.patchi

10.4.3 Updating via 3-way-merge

If you have three versions of a source code, you can perform 3-way-merge effectively using diff3(1) by the following.

$ diff3 -m file.mine file.old file.yours > file



http://tools.ietf.org/html/rfc1321
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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}He MITE NS R bR

diffutils V:856,1:978 | 1327 | diff(1) EITEERMETESE

diffutils V856, 1:978 | 1327 | diff3(1) EITIERE T =EfER

vim V:118,1:393 | 2374 | vimdiff(1) 7 vim P HFEERm{ERE S

patch V:100, 1:928 | 216 patch(1) RIRERITE T

dpatch Vi1, 117 191 dpatch(1) EIZ Debian BREEEHIRIIE T

diffstat V:20, 1:188 70 diffstat(1) produce a histogram of changes by the diff

patchutils V:19,1:180 | 223 | combinediff(1 ;;etilees cumulative patch from two incremental

patchutils V:19, 1:180 223 dehtmldiff(1) | extract a diff from an HTML page

patchutils V:19, 1:180 223 filterdiff(1) extract or excludes diffs from a diff file

patchutils V19, 1:180 | 223 | fixcvsdiff(1) | o diff files created by CVS that patch(1)
mis-1nterprets

patchutils V:19, 1:180 223 flipdiff(1) exchange the order of two patches

patchutils V:19, 1:180 993 grepdiff(1) i:gg( which files are modified by a patch matching a

patchutils V:19, 1:180 223 interdiff(1) show differences between two unified diff files

patchutils V:19, 1:180 223 Isdiff(1) show which files are modified by a patch

patchutils V:19, 1:180 223 recountdiff(1) | recompute counts and offsets in unified context diffs

patchutils V:19, 1:180 223 rediff(1) fix offsets and counts of a hand-edited diff

patchutils V:19, 1:180 223 splitdiff(1) separate out incremental patches

patchutils V:19, 1:180 223 unwrapdiff(1) | demangle patches that have been word-wrapped

wiggle V:0, I:0 166 wiggle(1) apply rejected patches

quilt V:4, 1:44 711 quilt(1) manage series of patches

meld V:13, 1:.42 3049 meld(1) compare and merge files (GTK)

dirdiff V:0, I:3 144 dirdiff(1) d%splay differences and merge changes between
directory trees

docdiff V:0, I:0 573 docdiff(1) compare two files word by word / char by char

imediff2 V:0, 1.0 34 imediff2(1) interactive full screen 2-way merge tool

makepatch V:0, I:0 102 makepatch(1) | generate extended patch files

makepatch V:0, I.0 102 applypatch(1) | apply extended patch files

wdiff V:5, 1:85 643 wdiff(1) display word differences between text files

Table 10.10: [RIRISSH T AYIFE
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http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/diffutils
http://qa.debian.org/popcon.php?package=diffutils
http://packages.qa.debian.org/d/diffutils.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon.php?package=vim
http://packages.qa.debian.org/v/vim.html
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http://qa.debian.org/popcon.php?package=dpatch
http://packages.qa.debian.org/d/dpatch.html
http://packages.debian.org/sid/diffstat
http://qa.debian.org/popcon.php?package=diffstat
http://packages.qa.debian.org/d/diffstat.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
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http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
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http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
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http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/patchutils
http://qa.debian.org/popcon.php?package=patchutils
http://packages.qa.debian.org/p/patchutils.html
http://packages.debian.org/sid/wiggle
http://qa.debian.org/popcon.php?package=wiggle
http://packages.qa.debian.org/w/wiggle.html
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon.php?package=quilt
http://packages.qa.debian.org/q/quilt.html
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon.php?package=meld
http://packages.qa.debian.org/m/meld.html
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon.php?package=dirdiff
http://packages.qa.debian.org/d/dirdiff.html
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon.php?package=docdiff
http://packages.qa.debian.org/d/docdiff.html
http://packages.debian.org/sid/imediff2
http://qa.debian.org/popcon.php?package=imediff2
http://packages.qa.debian.org/i/imediff2.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon.php?package=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon.php?package=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon.php?package=wdiff
http://packages.qa.debian.org/w/wdiff.html
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10.5 Version control systems

Here is a summary of the version control systems (VCS) on the Debian system.

S-==
=)

If you are new to VCS systems, you should start learning with Git, which is growing fast in popularity.

ERES] TE XN | TH VCS type Hadk

CcSscC V:0, I:2 1979 CSsC local clone of the Unix SCCS (deprecated)

rcs V4, 1:24 547 RCS local ”Unix SCCS done right”

cvs V:7, 1:60 4574 | CVS =im previous standard remote VCS

subversion V:40,1:161 | 4743 | Subversion | &l CVS done right, the new de facto
standard remote VCS

git V:259, 1:420 | 28761 | Git distributed | 125t DVCS in C (used by the Linux
kernel and others)

mercurial V:13,1:64 205 Mercurial distributed DVCS in Python and some C

. . DVCS influenced by t1a written in

bzr V:4,1:23 72 Bazaar distributed Python (used by Ubuntu)

darcs V0, 1.7 36373 | Darcs distributed ](21\353 with smart algebra of patches

tla V:0, I:8 1011 GNU arch distributed DVCS mainly by Tom Lord (Historic)

monotone V0, I:.0 5815 Monotone distributed DVCS in C++

tkevs V:0, I:1 1498 | CVS, - i GUI dlsplay of VCS (CVS, Subversion,
RCS) repository tree

gitk V:9, I:51 1391 Git distributed GUI display of VCS (Git) repository tree

Table 10.11: List of version control system tools

VCS is sometimes known as revision control system (RCS), or software configuration management (SCM).

Distributed VCS such as Git is the tool of choice these days. CV'S and Subversion may still be useful to join some existing open
source program activities.

Debian provides free VCS services via Debian Alioth service. It supports practically all VCSs. Its documentation can be found
at http://wiki.debian.org/Alioth .

There are few basics for creating a shared access VCS archive.

. EA”umask 002” (2R%E 1.24 )

» Make all VCS archive files belonging to a pertinent group

+ Enable set group ID on all VCS archive directories (BSD-like file creation scheme, see 38 1.2.3 1)

» Make user sharing the VCS archive belonging to the group

10.5.1 Comparison of VCS commands

Here is an oversimplified comparison of native VCS commands to provide the big picture. The typical command sequence may
require options and arguments.

AV
@ Invoking a git subcommand directly as "git-xyz” from the command line has been deprecated since
early 2006.
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http://cssc.sourceforge.net/
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon.php?package=rcs
http://packages.qa.debian.org/r/rcs.html
https://zh.wikipedia.org/wiki/Revision_Control_System
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https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon.php?package=subversion
http://packages.qa.debian.org/s/subversion.html
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/git
http://qa.debian.org/popcon.php?package=git
http://packages.qa.debian.org/g/git.html
https://zh.wikipedia.org/wiki/Git_(software)
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon.php?package=mercurial
http://packages.qa.debian.org/m/mercurial.html
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon.php?package=bzr
http://packages.qa.debian.org/b/bzr.html
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://www.ubuntu.com/
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon.php?package=darcs
http://packages.qa.debian.org/d/darcs.html
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon.php?package=tla
http://packages.qa.debian.org/t/tla.html
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/monotone
http://qa.debian.org/popcon.php?package=monotone
http://packages.qa.debian.org/m/monotone.html
https://zh.wikipedia.org/wiki/Monotone_(software)
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon.php?package=tkcvs
http://packages.qa.debian.org/t/tkcvs.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon.php?package=gitk
http://packages.qa.debian.org/g/gitk.html
http://alioth.debian.org/
http://wiki.debian.org/Alioth
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Git CVS Subversidiy iE
svn
git init cvs init cre create the (local) repository
ate
- cvs login | - login to the remote repository
git clone CVsS co z\én check out the remote repository as the working tree
git pull Ccvs up z\pm update the working tree by merging the remote repository
git add . cvs add ;\ég add file(s) in the working tree to the VCS
. svn . . .
git rm CVS rm m remove file(s) in working tree from the VCS
- svn . .
- cvs ci ci commit changes to the remote repository
git commit -a - - commit changes to the local repository
git push - - update the remote repository by the local repository
svn
git status cvs sta display the working tree status from the VCS
status
tus
git diff cvs diff 3\]{2 £ diff <reference_repository> <working_tree>
git repack -a - | ) . . .
d:git prune repack the local repository into single pack
gitk tkcvs tkcvs | GUI display of VCS repository tree

Table 10.12: Comparison of native VCS commands

SUIN
If there is a executable file git-foo in the path specified by $PATH, entring "git foo” without hyphen to the
command line invokes this git-foo. This is a feature of the git command.

N
GUI tools such as tkcvs(1) and gitk(1) really help you with tracking revision history of files. The web interface
provided by many public archives for browsing their repositories is also quite useful, too.

R

Git can work directly with different VCS repositories such as ones provided by CVS and Subversion, and provides
the local repository for local changes with git-cvs and git - svn packages. See git for CVS users, and 5 10.6.4
.

Wi
Git has commands which have no equivalents in CVS and Subversion: "fetch”, "rebase”, "cherry-pick”, ---

10.6 Git

Git A AR RMAMFLZIRRBEENTMER, EBWE, REMNERMEHRNBEN, MARYABHIEE
EERRRER,



http://www.kernel.org/pub/software/scm/git/docs/gitcvs-migration.html
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10.6.1 FECE Git ZFiH

fRE]BATE”~/ . gitconfig” REREL(E Git T RFREANEF/ECE, LWRMRBRFHEFE L,

$ git config --global user.name "¥&"”
$ git config --global user.email E-FE it

NRIREE(ER CVS X Subversion a5 %, RIFFAEREIN T HEEH SRR,

$ git config --global alias.ci ”“commit -a”
$ git config --global alias.co checkout

fReesmEdIl T AR E RV EEAER,
$ git config --global --list

10.6.2 Git&=

ETE,
« man Fff}: git(1) (/usr/share/doc/git-doc/git.html)
+ Git HFEZFf# (/usr/share/doc/git-doc/user-manual.html)
. git N4AEFE (/usr/share/doc/git-doc/gittutorial.html)
. git M4AEFE: 35 °32B (/usr/share/doc/git-doc/gittutorial-2.html)
« GIT B—X 20 AL ERI&G<S (/usr/share/doc/git-doc/everyday.html)
« CVS FHFHA git (/usr/share/doc/git-doc/gitcvs-migration.html)
- WA T EREERTS, URAMFIEENEENE CVs BRE Git,
- HEEE B EFER git BIR
— Git - SVN Hil {E:R72
— Git B#7 (/usr/share/doc/gitmagic/html/index.html)
git-gui(1) F gitk(1) HLfE Git EB3EEBTAFER.

R A
o

FEERABTSHRIEEFASR, BE-LTH, 9 gitk(l) R RERE, EEMERETE git &<,

10.6.3 Git@%

BNEREY I ERARRRIRAESI R, £/ git() (FRAMEENIRAEG RS, DAR—EIFHNER, BEE git 7]
PARRRTEIZ B Ll ERIIER T, EBRNARAHEER, ERE L git() EANENGSL,

oUIN

With git(1), you work on a local branch with many commits and use something like "git rebase -i master”to
reorganize change history later. This enables you to make clean change history. See git-rebase(1) and git-cherry-
pick(1).

B
When you want to go back to a clean working directory without loosing the current state of the working directory,
you can use "git stash”. See git-stash(1).



http://www.kernel.org/pub/software/scm/git/docs/git.html
http://www.kernel.org/pub/software/scm/git/docs/user-manual.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
http://www.kernel.org/pub/software/scm/git/docs/everyday.html
http://www.kernel.org/pub/software/scm/git/docs/gitcvs-migration.html
http://git-scm.com/documentation
http://git-scm.com/course/svn.html
http://www-cs-students.stanford.edu/~blynn/gitmagic/
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ERES3) ATE RS BT

git-doc 1:20 10381 | N/A Git EAXIE

gitmagic I.2 719 N/A Git B, ZHRIERRRY Git F

git V:259, 1:420 | 28761 | git(7) Git RiE, FIER. HHIRIREEFIRS

gitk V9, I:51 1391 | gitk(1) BRELIEN Gt BEEEAER

git-gui V:3, [:29 2149 | git-gui(1) Git BF2Rm (BELINE)

git-svn V:2, I:29 931 gl f&€ Subversion BHER, BAZ Git
svnimport(1)

git-svn V:2,1:29 931 git-svn(1) 7£ Subversion 1 Git Z R HE@IREE

git-cvs V:0, 1:13 1053 | 8¢ # cvs BHEIE, BAZ Git
cvsimport(1)

git-cvs V:0, I:13 1053 gi- export a commit to a CVS checkout from Git
CVSEXpOI‘tCOIIlIIllt%(B

git-cvs vio, 113 | 1053 | B¢ Git fJ CV'S FRF&HHE 28
cvsserver(1)

git-email V:0, 1:13 733 g;; ;el?f) t Git BEFEUEENERRET

stgit V0, I:1 1692 | stg(1) FTEERT git (Python)

git- o git- . | N

buildpackage V2, I:11 3850 | b dpackage( [)Fﬁ Git BENHRME Debian €1

guilt V:0, I:0 147 guilt(7) 2/ git (SH/AWK/SED/+)

Table 10.13: git HHEBMH LT

10.6.4 F3j? Subversion EER Git

{RA] LA3E”svn+ssh://svn.example.org/project/module/trunk” B9 Subversion ER7E Fr i B E i Git BRiE
Fr8Y” . /dest” L IBECAER 3B Subversion BRFEFT, 40 :

$ git svn clone -s -rHEAD svn+ssh://svn.example.org/project dest
$ cd dest
. EITIER
$ git commit -a
. BEEAMA git TfF
$ git svn dcommit

B
{ER"- rHEAD” BEZHEE TR 5Rf£14 Subversion BERNEBEREANS.

10.6.5 ECEECEFEERY Git

fRe]BAMER Git TERF T RHEELRIEFNEERSE, ERE—EFF, BIRREBEH"/etc/apt/” RE,

cd /etc/apt/

sudo git init

sudo chmod 700 .git
sudo git add .

sudo git commit -a

&P B BB P

RREE, MALbXER
HECE X FEITIEY,

$ cd /etc/apt/
$ sudo git commit -a



http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon.php?package=git-doc
http://packages.qa.debian.org/g/git-doc.html
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon.php?package=gitmagic
http://packages.qa.debian.org/g/gitmagic.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon.php?package=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon.php?package=gitk
http://packages.qa.debian.org/g/gitk.html
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon.php?package=git-gui
http://packages.qa.debian.org/g/git-gui.html
http://packages.debian.org/sid/git-svn
http://qa.debian.org/popcon.php?package=git-svn
http://packages.qa.debian.org/g/git-svn.html
http://packages.debian.org/sid/git-svn
http://qa.debian.org/popcon.php?package=git-svn
http://packages.qa.debian.org/g/git-svn.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon.php?package=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon.php?package=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon.php?package=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon.php?package=git-email
http://packages.qa.debian.org/g/git-email.html
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon.php?package=stgit
http://packages.qa.debian.org/s/stgit.html
http://packages.debian.org/sid/git-buildpackage
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon.php?package=git-buildpackage
http://packages.qa.debian.org/g/git-buildpackage.html
http://packages.debian.org/sid/guilt
http://qa.debian.org/popcon.php?package=guilt
http://packages.qa.debian.org/g/guilt.html
https://zh.wikipedia.org/wiki/Git_(software)
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RRECE, HARR, #ERYIF,

$ cd /etc/apt/
$ sudo gitk --all

MEEIHNELEREE,

==
=]

=

sudo(8) RFEZAREEREXH, EEXHERNER. HNEBAFNEERE, MFEEEM sudo,

=z
R

ELEfFE chmod 700 .git" &<, RARRESESIRNERERENENE,

"R
EEMEENRIEERLCHR, F2R etckeeper B: 5 9.2.10 T,

10.7 CVS

&M,

* cvs(1)

« ”/usr/share/doc/cvs/html-cvsclient”
« ”/usr/share/doc/cvs/html-info”

« ”/usr/share/doc/cvshook”

« ”info cvs”

10.7.1 Configuration of CVS repository

The following configuration allows commits to the CVS repository only by a member of the ”src” group, and administration of
CVS only by a member of the ”staff” group, thus reducing the chance of shooting oneself.

# cd /var/lib; umask 002; mkdir cvs

# export CVSROOT=/srv/cvs/project

# cd $CVSROOT

# chown root:src .

# chmod 2775 .

# cvs -d $CVSROOT init

# cd CVSROOT

# chown -R root:staff .

# chmod 2775 .

# touch val-tags

# chmod 664 history val-tags

# chown root:src history val-tags
B

You may restrict creation of new project by changing the owner of "$CVSROOT” directory to "root : staff” and its
permission to "3775".
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10.7.2 Local access to CVS

The default CVS repository is pointed by ”$CVSROOT”. The following sets up ”$CVSROOT” for the local access.
$ export CVSROOT=/srv/cvs/project

10.7.3 Remote access to CVS with pserver

Many public CVS servers provide read-only remote access to them with account name “anonymous” via pserver service. For
example, Debian web site contents are maintained by webwml project via CVS at Debian alioth service. The following sets up
”$CVSROOT” for the remote access to this CVS repository.

$ export CVSROOT=:pserver:anonymous@anonscm.debian.org:/cvs/webwml
$ cvs login

=z
EE

Since pserver is prone to eavesdropping attack and insecure, write access is usually disable by server administra-
tors.

10.7.4 Remote access to CVS with ssh

The following sets up "$CVS_RSH” and »$CVSROOT” for the remote access to the CVS repository by webwml project with
SSH.

$ export CVS_RSH=ssh
$ export CVSROOT=:ext:account@cvs.alioth.debian.org:/cvs/webwml

You can also use public key authentication for SSH which eliminates the remote password prompt.

10.7.5 Importing a new source to CVS

RN T ETREI "~/path/to/modulel” BE T HIFRAIA DR B 748,
$ mkdir -p ~/path/to/modulel; cd ~/path/to/modulel

EAERFAILR)"~/path/to/modulel” FHIFRAIA IR B %45,
Import it to CV'S with the following parameters.

. {®#H%: "modulel”

* Vendor tag: "Main-branch” (tag for the entire branch)

 Release tag: "Release-initial” (tag for a specific release)
$ cd ~/path/to/modulel

$ cvs import -m “Start modulel” modulel Main-branch Release-initial
$ rm -Rf . # optional



http://alioth.debian.org/projects/webwml/
http://alioth.debian.org/projects/webwml/
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10.7.6 File permissions in CVS repository

CVS does not overwrite the current repository file but replaces it with another one. Thus, write permission to the repository
directory is critical. For every new module for “7modulel” in repository at ”/srv/cvs/project”, run the following to
ensure this condition if needed.

cd /srv/cvs/project

chown -R root:src modulel
chmod -R ug+rwX modulel
chmod 2775 modulel

H H F*

10.7.7 Work flow of CVS

Here is an example of typical work flow using CVS.
Check all available modules from CVS project pointed by ”$CVSROOT” by the following.

$ cvs rls
CVSROOT
modulel
module2

Checkout “modulel” to its default directory ”. /modulel” by the following.

$ cd ~/path/to
$ cvs co modulel
$ cd modulel

REERXERNAS,
BB TARNGSRIGENRE, HIFAMEENRER diff -u [repository] [local]”,
$ cvs diff -u

REBIE IR T File_to_undo” IR, MEMAIEREZITFH.
Overwrite »file_to_undo” file with the clean copy from CVS by the following.

$ cvs up -C file_to_undo

Save the updated local source tree to CVS by the following.

$ cvs ci -m “Describe change”

Create and add *file_to_add” file to CVS by the following.

$ vi file_to_add
$ cvs add file_to_add
$ cvs ci -m "Added file_to_add”

Merge the latest version from CVS by the following.
$ cvs up -d

EDLAC filename” BESERYTT, EEMREERIVNE,

Look for unmodified code in ” . #filename.version”.
BFERPHY <<<<<<<” F7>>>>>>>7 RIEGHERAIVINENE .

REENERRBRER,

U TR — AL E " Release-17,
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$ cvs ci -m "last commit for Release-1”"
$ cvs tag Release-1

HEREIER,
RN TR RBREL 55X "Release-17,
$ cvs tag -d Release-1

Check in changes to CVS by the following.

$ cvs ci -m "real last commit for Release-1"

Re-add the release tag "Release-1” to updated CVS HEAD of main by the following.

$ cvs tag Release-1

Create a branch with a sticky branch tag "Release-initial-bugfixes” from the original version pointed by the tag
”Release-initial” and check it out to ”~/path/to/0ld” directory by the following.

$ cvs rtag -b -r Release-initial Release-initial-bugfixes modulel
$ cd ~/path/to

$ cvs co -r Release-initial-bugfixes -d old modulel

$ cd old

R
Use "-D 2005-12-20" (ISO 8601 date format) instead of "-r Release-initial” to specify particular date as
the branch point.

Work on this local source tree having the sticky tag "Release-initial-bugfixes” which is based on the original version.
%BB7 Release-initial-bugfixes” X L T{E... EEIBEMAMARILES 2,
Sync with files modified by others on this branch while creating new directories as needed by the following.

$ cvs up -d

BREEERRERER
Check in changes to CVS by the following.

$ cvs ci -m "checked into this branch”

Update the local tree by HEAD of main while removing sticky tag (”-A”) and without keyword expansion (”-kk”) by the
following.

$ cvs up -d -kk -A

Update the local tree (content = HEAD of main) by merging from the ’Release-initial-bugfixes” branch and without
keyword expansion by the following.

$ cvs up -d -kk -j Release-initial-bugfixes

FR#REE 2R R ABRER,
Check in changes to CVS by the following.

$ cvs ci -m "merged Release-initial-bugfixes”



https://zh.wikipedia.org/wiki/ISO_8601
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TRINT PR EILERTE,

$cd ..

$ mv old old-modulel-bugfixes

$ tar -cvzf old-modulel-bugfixes.tar.gz old-modulel-bugfixes
$ rm -rf old-modulel-bugfixes

R
"cvs up” command can take "-d” option to create new directories and "-P” option to prune empty directories.

R
You can checkout only a sub directory of "modulel” by providing its name as "cvs co modulel/subdir”.

option = BR
-n A, RERE
-t display messages showing steps of cvs activity

Table 10.14: Notable options for CVS commands (use as first argument(s) to cvs(1))

10.7.8 Latest files from CVS

To get the latest files from CVS, use »tomorrow” by the following.

$ cvs ex -D tomorrow module_name

10.7.9 Administration of CVS

Add module alias ”mx” to a CVS project (local server) by the following.

export CVSROOT=/srv/cvs/project

cvs co CVSROOT/modules

cd CVSROOT

echo "mx -a modulel” >>modules

cvs ci -m "Now mx is an alias for modulel”
cvs release -d .

R R T

Now, you can check out “modulel” (alias: “mx”) from CVS to “new” directory by the following.

$ cvs co -d new mx
$ cd new

=z
IE=)

In order to perform above procedure, you should have appropriate file permissions.

10.7.10 Execution bit for CVS checkout

When you checkout files from CVS, their execution permission bit is retained.

Whenever you see execution permission problems in a checked out file, e.g. ”filename”, change its permission in the corre-
sponding CVS repository by the following to fix it.

# chmod ugo-x filename
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10.8 Subversion

Subversion is a recent-generation version control system replacing older CVS. It has most of CVS’s features except tags and
branches.

REELRE subversion, libapache2-svn # subversion-tools EX82ER{EE Subversion {FlAREE,

10.8.1 Subversion FEZENEE

subversion MIERBEANSEEELHETE, FIUGWEFEERE, BIFETENUERE/srv/svn/
project”,
RUFRREI B,

# mkdir -p /srv/svn/project

BRI AREMNEEFEENE.

# svnadmin create /srv/svn/project

10.8.2 @18 Apache2 {a]fk2355f Subversion

MR R RA Apache2 AIARZZEHE Subversion fETFE, RRFRUM FARNEREFERIZEHIR www EREZ IR,

# chown -R www-data:www-data /srv/svn/project

f£”/etc/apache2/mods-available/dav_svn.conf” R (S EGHERERE) W FFARIIRAFFEBEREREN
RBfEFE.

<Location /project>
DAV svn
SVNPath /srv/svn/project
AuthType Basic
AuthName ”Subversion repository”
AuthUserFile /etc/subversion/passwd
<LimitExcept GET PROPFIND OPTIONS REPORT>
Require valid-user
</LimitExcept>
</Location>

RITFARNG SR ERERRIESR.

# htpasswd2 -c /etc/subversion/passwd some-username

EERY Apache2,

iBi@”http://localhost/project” #1”http://example.com/project” URL 3KzHRT svn(1) A9 Subversion {&
FE (RE%1REY web {8]ARE3HY URL &”http://example.com/”),

10.8.3 IRZAAIMEAR Subversion

WFATRASEIfEREHE, B9 project, FILAZAHIEARIRY Subversion fETF/E.,

# chmod 2775 /srv/svn/project
# chown -R root:src /srv/svn/project
# chmod -R ug+rwX /srv/svn/project

Bht project RV AM{ERE T LAFHRIE"file: ///localhost/srv/svn/project” 3 file:///srv/svn/
project” F svn(l) HFHEYFR Subversion fE7FE, R ZETE umask 002” F#ITEEU svn, svnserve, svnlook #
svnadmin &<, REREREHE] AR,
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10.8.4 iBi® SSH Ei#zAR] Subversion

{EEFA &4 0] LAFATEIAY Subversion F&TFERY URL A”example.com:/srv/svn/project”, ZhR SSH A%, {REEZATE
svn(1) FfY”svn+ssh://example.com:/srv/svn/project” URL FHfEE,

10.8.5 Subversion Bif45iE

#4152 Subversion 2R3, 32 BRERMUMTHEFERBHEN D ZAEHNTE,

----- modulel

| -- branches

| -- tags
| |-- release-1.0
| ‘-- release-2.0
!

I
|
I
I
|
| -- trunk
I
|
I
I

|-- filel
|-- file2
‘-- file3
-- module2
W
{RAZEfER"svn copy " IS HKIERL N ZHMEE, EFER Subversion IEREREIFIERIENBR LRI ST
=M,

10.8.6 {¥ Subversion #£[E A\ —{E IR

U RETRERI"~/path/to/modulel” BRIE T RIFRRI AR B $R481,
$ mkdir -p ~/path/to/modulel; cd ~/path/to/modulel

BB RFIER]"~/path/to/modulel” FHIFTEI AR B $R48,
{EEEEAZI Subversion BFIBHEFEB L FEI5I €1,

- 14 %: "modulel”

+ Subversion {ii& URL: "file:///srv/svn/project”

* Subversion B #k: “modulel/trunk”

+ Subversion #2%: "modulel/tags/Release-initial”

$ cd ~/path/to/modulel
$ svn import file:///srv/svn/project/modulel/trunk -m ”Start modulel”

$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <«
-initial

qE, WTAR.

$ svn import ~/path/to/modulel file:///srv/svn/project/modulel/trunk -m ”“Start modulel”

$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <«
-initial

BR
{REEZHA & http://-" FI"svn+ssh://. . .” EEBRM URL RER"file:///" URL,
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10.8.7 Subversion T{E%

B8 45 H{EF Subversion REFREEFPiRAVEE T ERRE,

=UIN
Client commands offered by the git-svn package may offer alternative work flow of Subversion using the git
command. See 5 10.6.4 3

ISR T FT/RAY URL ”file:///srv/svn/project” }§EHAY Subversion B2 LT 0] FARIRAE,

$ svn list file:///srv/svn/project
modulel
module2

U R RA9EE H”modulel/ trunk” E|”modulel” B %,

$ cd ~/path/to
$ svn co file:///srv/svn/project/modulel/trunk modulel
$ cd modulel

REEREENAS,
BB TAARNGLRIZENRE, EERAEERERdiff -u [repository] [local]l”
$ svn diff

{REIE B E T file _to_undo” 85, MEMMIERE 2T,
AN R Fr/RBY A Subversion RHVEZEEIAREZ"file_to_undo” B,

$ svn revert file_to_undo

BRI ATRBVIEEEEH 7 HAHR B $x46 #7772 Subversion,

$ svn ci -m "Describe change”

RUIFERARMEI"file_to_add” HERMIEEEHIEZ] Subversion,

$ vi file_to_add
$ svn add file_to_add
$ svn ci -m "Added file_to_add”

RN T ATREFH LIFFEEE Subversion FHIERFTARAS,

$ svn up

ZDBAC filename” BHEEMTT, EEREZERIINE,

SIRERPREIENMFERE, FlgN”filename.r6”, "filename.r9” f1”filename.mine” &3,
BHERPI"<<<<<<<” FI7>>>>>>>" RESHRONEOE,

REBENIERRBRER,

RINTFFRETIE — (B L 1RE Release-17,

$ svn ci -m "last commit for Release-1"
$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <+
-1

>
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HEERIEIESR.,
U TR RBMREL 32"Release-17,
$ svn rm file:///srv/svn/project/modulel/tags/Release-1

YN T PR IECY &3 A Subversion,

$ svn ci -m "real last commit for Release-1”"

HUN T ET/RTEERFTAY Subversion FEFAVERE FEFIRIMNEER DL Release-17,

$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <«
-1

¥ FEi/R7E"modulel/tags/Release-initial” BREIEEMNRVIMRAER EBEN —EKE % modulel/
branches/Release-initial-bugfixes” H5%z, HIEEHEFHEI"~/path/to/o0ld” BiF,

$ svn cp file:///srv/svn/project/modulel/tags/Release-initial file:///srv/svn/project/ «
modulel/branches/Release-initial-bugfixes

$ cd ~/path/to

$ svn co file:///srv/svn/project/modulel/branches/Release-initial-bugfixes old

$ cd old

B
Use "modulel/trunk@{2005-12-20}" (ISO 8601 date format) instead of "modulel/tags/Release-init
ial” to specify particular date as the branch point.

EENRRIARAR " Release-initial -bugfixes” 9k AYAHE B $F18 T 1F,
BT "Release-initial-bugfixes” #X ET1E.. ERIBEEMAMAZILE S,
BRUNTERES Efth ATELL S 2 EIRENRITESR,

$ svn up

REFIERRBRER,
U0 F Er B e e 28 A\ 2 Subversion,

$ svn ci -m "checked into this branch”

RN T PR F A B 8 R ESF M RITRE.
$ svn switch file:///srv/svn/project/modulel/trunk

RN T ATRBBE " Release-initial-bugfixes” 7 AV NREH AN BH ikt (WER/EBHMRETARA),

$ svn merge file:///srv/svn/project/modulel/branches/Release-initial-bugfixes

:I Win 25 Xﬁ*l%{i]
i NI el o] :'J Subversion,

$ svn ci -m "merged Release-initial-bugfixes”

BRI REILERE,

$cd ..

$ mv old old-modulel-bugfixes

$ tar -cvzf old-modulel-bugfixes.tar.gz old-modulel-bugfixes
$ rm -rf old-modulel-bugfixes



https://zh.wikipedia.org/wiki/ISO_8601

Debian 2= F 228/ 260

<N
{REESAE & http: //---" F"svn+ssh://. . .” EHEEE URL RENK file:///---" URL,

BT
®i@"svn co file:///srv/svn/project/modulel/trunk/subdir modulel/subdir” &<, {REI

HEF W modulel” B—{@EF B &k,

option a%BH
--dry-run AR, RERE
-V RA7R svn  menH e A& AT

Table 10.15: {E15iEE MY Subversion a5 EIE (ERRSIEA svn(1) BIE—(ES I8
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Chapter 11

S ER

T ERRAI Debian 4 L] AMBINEL THE K EERRRROEH,

Standard based tools are in very good shape but support for proprietary data formats are limited.

11.1 XFERERTER

WTRXFENBIRTE,

#}HE MATE RN | FAsER anfH

1ibc6 V:933,1:999 | 10679 | Ef5EE text encoding converter between locales by iconv(1)
(fundamental)

recode V5, 1:35 608 charset+eol text encpdmg converter between locales (versatile,
more aliases and features)

konwert V:2,1:58 123 %ﬁrz% text encoding converter between locales (fancy)

nkf Vi, I:11 346 FHE character set translator for Japanese

tcs V:0, I:0 479 FHE character set translator

unaccent V:0, I:0 36 FE replace accented letters by their unaccented equivalent
text format converter between DOS and Unix:

tofrodos V:2,1:35 50 eol fromdos(1) and todos(1)

macutils V:0, I:1 208 col text format converter between Macintosh and Unix:
frommac(1) and tomac(1)

Table 11.1: XFEHEL T HYIER

11.1.1 Hiconv S RERIFIEE

N
iconv(1) & libc6 EXEEEIRI—ER ) HEn] AFESE Unix R4 LR T TTHY4RES,

fREesm @@ FHYE < A iconv(l) SR FIERAI4RES,

$ iconv -f encodingl -t encoding2 input.txt >output.txt

WISERXNEANRBY, BEAELKHZE “-" 1 ", aJUER “iconv -1" GLBEIENRE.



http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon.php?package=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/recode
http://qa.debian.org/popcon.php?package=recode
http://packages.qa.debian.org/r/recode.html
http://packages.debian.org/sid/konwert
http://qa.debian.org/popcon.php?package=konwert
http://packages.qa.debian.org/k/konwert.html
http://packages.debian.org/sid/nkf
http://qa.debian.org/popcon.php?package=nkf
http://packages.qa.debian.org/n/nkf.html
http://packages.debian.org/sid/tcs
http://qa.debian.org/popcon.php?package=tcs
http://packages.qa.debian.org/t/tcs.html
http://packages.debian.org/sid/unaccent
http://qa.debian.org/popcon.php?package=unaccent
http://packages.qa.debian.org/u/unaccent.html
http://packages.debian.org/sid/tofrodos
http://qa.debian.org/popcon.php?package=tofrodos
http://packages.qa.debian.org/t/tofrodos.html
http://packages.debian.org/sid/macutils
http://qa.debian.org/popcon.php?package=macutils
http://packages.qa.debian.org/m/macutils.html
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dmASE &

ASCII EREAR EIVAE :

UTF-8 BERFBRREEZEZRZNZE T:ﬁEE

1SO-8859-1 ENARESIZZE, ASCII+ EE1T55

1SO-8859-2 ENRERGESIZE, ASCI + EE&T TR

1SO-8859-15 ENE BT E AR S 122 (1S0O-8859-1)

P850 code page 850, FHIRPHERFE = RUMEX DOS N BEFIF T,

1SO-8859-1 HYE£5E
CP932 code page 932, Microsoft Windows style Shift-JIS variant for Japanese
code page 936, RREIRETXHIMRFEERREIEN GB2312,

P95 GBK 3{# GB18030 fy4488
CP949 code page 949, FIREREEMIMERFERRE IR EUC-KR &
Unified Hangul Code f%&£52
CP950 code page 950, FHMREFERHY =
CP1251 code page 1251, FANREER FH 1?2&?1‘?%% & ﬁgﬁjﬁ-mﬁ%
CP1252 code page 1252, FARRAERRE SRIMERTEER R EIREY
1SO-8859-15 Ky £58
KOI8-R ARAERTEERE UNIX 5%
ISO-2022-JP standard encoding for Japanese email which uses only 7 bit codes
old Japanese UNIX standard 8 bit code and completely different from
eucJP .
Shift-JIS
Shift-JIS JIS X 0208 Appendix 1 standard for Japanese (see CP932)
Table 11.2: #RES{EM AERITIR
R

— R AR EENER, ENRIFAESRENE (E 831 1),

& ASCII # 1SO-8859 EMERMREMTANFHE, FmBNFHELFRENRE—HFE,

For character sets with many characters such as JIS X 0213 for Japanese or Universal Character Set (UCS, Unicode, ISO-10646-1)
for practically all languages, there are many encoding schemes to fit them into the sequence of the byte data.

» EUC and ISO/IEC 2022 (also known as JIS X 0202) for Japanese
+ Unicode B9 UTF-8, UTF-16/UCS-2 1 UTF-32/UCS-4 4#k%

A BB, FRHENFTHIEZEEZRENER,

The code page is used as the synonym to the character encoding tables for some vendor specific ones.

B

Please note most encoding systems share the same code with ASCII for the 7 bit characters. But there are some
exceptions. If you are converting old Japanese C programs and URLs data from the casually-called shift-JIS
encoding format to UTF-8 format, use "CP932" as the encoding name instead of "shift - JIS” to get the expected
results: @x5C — "\” and Ox7E - "~". Otherwise, these are converted to wrong characters.

N
recode(l) the] e {E AT B NMEE R iconv(l), fromdos(l), todos(l), frommac(1l) #1 tomac(l) INEEMI&ES, 18
BESEZEM, H28R"info recode’,



https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/ISO/IEC_8859-2
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_936
https://zh.wikipedia.org/wiki/GB2312
https://zh.wikipedia.org/wiki/GBK
https://zh.wikipedia.org/wiki/GB18030
https://zh.wikipedia.org/wiki/Code_page_949
https://zh.wikipedia.org/wiki/Extended_Unix_Code#EUC-KR
https://zh.wikipedia.org/wiki/Code_page_950
https://zh.wikipedia.org/wiki/Big5
https://zh.wikipedia.org/wiki/Windows-1251
https://zh.wikipedia.org/wiki/Windows-1252
https://zh.wikipedia.org/wiki/ISO/IEC_8859-15
https://zh.wikipedia.org/wiki/KOI8-R
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Shift_JIS
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ISO/IEC_8859
https://zh.wikipedia.org/wiki/Character_encoding
https://zh.wikipedia.org/wiki/JIS_X_0213
https://zh.wikipedia.org/wiki/Universal_Character_Set
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/ISO/IEC_2022
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-16/UCS-2
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
https://zh.wikipedia.org/wiki/Code_page
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11.1.2 Hiconv IEBERXRIENE UTF-8 45

{REELDIBIBIN T <A iconv(l) RIEBE—EX FIEERAEA UTF-8 i),
$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo "non-UTF-8 found”

B
£ EERIEIFHREER" - -verbose” 5| %K% EI5E —{& non-UTF-8 =T,

11.1.3 Converting file names with iconv

Here is an example script to convert encoding of file names from ones created under older OS to modern UTF-8 ones in a single
directory.

#1/bin/sh

ENCDN=1is0-8859-1

for x in *;

do

mv "$x” "$(echo "$x” | iconv -f $ENCDN -t utf-8)”
done

The "$ENCDN?” variable specifies the original encoding used for file names under older OS as in & 11.2.

For more complicated case, please mount a filesystem (e.g. a partition on a disk drive) containing such file names with proper
encoding as the mount(8) option (see 55 8.3.6 T7) and copy its entire contents to another filesystem mounted as UTF-8 with ”cp
-a” command.

11.1.4 EOL conversion

The text file format, specifically the end-of-line (EOL) code, is dependent on the platform.

platform EOL code control| decimal hexadecimal
Debian (unix) LF ~J 10 0A

MSDOS and CR-LF M3 | 1310 0D 0A
Windows

Apple’s Macintosh CR "M 13 0D

Table 11.3: List of EOL styles for different platforms

The EOL format conversion programs, fromdos(1), todos(1), frommac(1), and tomac(1), are quite handy. recode(1) is also useful.

ES—
Some data on the Debian system, such as the wiki page data for the python-moinmoin package, use MSDOS
style CR-LF as the EOL code. So the above rule is just a general rule.

R
Most editors (eg. vim, emacs, gedit, ---) can handle files in MSDOS style EOL transparently.

R

Theuseof"sed -e ’"/\r$/!s/$/\r/’"instead of todos(1) is better when you want to unify the EOL style to the
MSDOS style from the mixed MSDOS and Unix style. (e.g., after merging 2 MSDOS style files with diff3(1).) This
is because todos adds CR to all lines.
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11.1.5 TAB #Eif

EEE L TAB IZNVIBMEET A,

IheE bsdmainutils coreutils
TE’,@' RABAEGFRTIE »col -x” expand
AEERBEAEGRERT »col -h” unexpand

Table 11.4: bsdmainutils Fl coreutils B ER TAB MG ST

indent BH#Y indent(1) FF S EELAZEFIE L C FEXNPMITHE,

490 vim # emacs BRI 4RIBENRS B] A#E R SRIEZR E 4 TAB, FAZ vim KiR, {REESRIEFE#IAN": set expandtab”
7 :%retab” AL RIBAEH TAB, RBe]UIRIEFEA :%set noexpandtab” F1”:%retab” a5 < RE[R,

11.1.6 FEEHIEIRINEENIRIEZS
& vim EENRA S SRR SRS AN B AR BTARER AU R T AEEER, (REZESIE UTF-S
URRERNISEIIE LG 7E UTF-8 BRI T E A S L 4RiE R B S RIFIESI,

BA latinl (iso-8859-1) #RISEETZMETEEEES A Unix XFERE, “u-file.txt”, BEEBW TE/RIVA vim BHHY
“miE,

$ vim u-file.txt

IERFTRENER vim FIE RIS B e ARG SCREERR UTF-8 4ghS, MREKWT, BIBREER latinl #riS,
BA latin2 (iso-8859-2 ) 4RESHATFAVERBEZERY Unix XFIER, “pu-file.txt”, BEEBIWTAT/RAIA vim 4REE,

$ vim ’"+e ++enc=latin2 pu-file.txt’

An old Japanese unix text file, ”ju-file. txt”, stored in the eucJP encoding can be edited with vim by the following.

$ vim '+e ++enc=eucJP ju-file.txt’

An old Japanese MS-Windows text file, ”jw-file. txt”, stored in the so called shift-JIS encoding (more precisely: CP932)
can be edited with vim by the following.

$ vim "+e ++enc=CP932 ++ff=dos jw-file.txt’

When a file is opened with ”++enc” and ”++ff” options, ”:w” in the Vim command line stores it in the original format and
overwrite the original file. You can also specify the saving format and the file name in the Vim command line, e.g., ”:w ++enc=
utf8 new.txt”.

Please refer to the mbyte.txt “multi-byte text support” in vim on-line help and & 11.2 for locale values used with ”++enc”.

The emacs family of programs can perform the equivalent functions.

11.1.7 Plain text extraction

The following reads a web page into a text file. This is very useful when copying configurations off the Web or applying basic
Unix text tools such as grep(1) on the web page.

$ w3m -dump http://www.remote-site.com/help-info.html >textfile

B, RAIAMERI AR TREEEMBINRIEXFEN.




Debian 2% F{f 23317260

]iFe mITE X/ | EE#E Ihge
w3m V:212,1:813 | 2294 | html - text ?; wam -dump” 8538 HTML Bt A FRIHR
html2text V:21,1.74 258 html - text advanced HTML to text converter (ISO 8859-1)

2] _ 3y AN A
lynx V32, 1:104 | 1901 | html text fﬁgéy”x dump” #5218 HTML LA FRIE
elinks VA4, 132 | 15687 | hmlotext | eiinks -dump” SRR HTML BEANE

EEb s
links V:17,1:46 | 2149 | html - text ;E%élnks dump” #5215 HTML AT
B

»q 4 _ 9 NN = [~

1inks2 V2, 1:17 5392 | hemltext | [B.1inks2 -dump” &2 IE HTML BALASFHY
EEb A

antiword V6, [:14 623 MSWord - text, 1Y MSWord 1& 22 2] 45 3 75X, ps 1a& ==

catdoc V27, 1:45 676 MSWord — text, B8, MSWord f& 22 245X 7 8%, TeX 1@ 22

pstotext V4, 1.7 126 ps/pdf —text | extract text from PostScript and PDF files

unhtml V:0, I:0 42 html - text —E HTML fE =X EmMFRIECI= S

odt2txt V3, 16 53 odt  text KR R FIRARE L ER

Table 11.5: ARREEAEXFEMM T AR

11.1.8 SRIBINEAENFEN

IRETABIBIN R AR RS R AL TR,

11.2 XML Bl

The Extensible Markup Language (XML) is a markup language for documents containing structured information.

See introductory information at XML.COM.

* "What is XML?”

”What Is XSLT?”

”What Is XSL-FO?”
* "What Is XLink?”

11.2.1 Basic hints for XML

XML text looks somewhat like HTML. It enables us to manage multiple formats of output for a document. One easy XML system
is the docbook - xs1 package, which is used here.

Each XML file starts with standard XML declaration as the following.

<?xml version="1.0" encoding="UTF-8"7?>

The basic syntax for one XML element is marked up as the following.

<name attribute="value”>content</name>

XML element with empty content is marked up in the following short form.

<name attribute="value”/>
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http://packages.qa.debian.org/l/links2.html
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http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon.php?package=unhtml
http://packages.qa.debian.org/u/unhtml.html
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon.php?package=odt2txt
http://packages.qa.debian.org/o/odt2txt.html
https://zh.wikipedia.org/wiki/XML
http://xml.com/
http://www.xml.com/pub/a/98/10/guide0.html
http://xml.com/pub/a/2000/08/holman/index.html
http://xml.com/pub/a/2002/03/20/xsl-fo.html
http://xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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] TR XN | EABEE anfA

. . T Vim MACRO to convert source code to HTML with
vim-runtime V20, 1:433 27580 | =5 ”:source $VIMRUNTIME/syntax/html.vim”
cxref V:0, .0 1174 | c—html & C 1202 Tatex #0 HTML FUEEIRES (C B
src2tex V0, 1:0 622 = B ZRIARE TeX (CE=
source- convert many source codes to HTML, XHTML,
highliaht V:1, 1.7 2008 == LaTeX, Texinfo, ANSI color escape sequences and

ghiig DocBook files with highlight (C++)
. - — 5 = = RA/~E HIML,
highlight Vi1, 116 N7 &R XHTML, RTE, LaTeX, TeX or XSL-FO {82, (C++)
grc V:0, I:2 104 text — color generic colouriser for everything (Python)
txt2html V-0, I:4 296 text—html | 3XFF] HTML E3288 (Perl )
markdown V:0, 1.7 56 text - html Errl)e:;ll()down text document formatter to (X)HTML
asciidoc V0, I:14 63 text  any AsciiDoc text document formatter to XML/HTML
(Python)

pandoc V4, 1:26 69422 | text—any general markup converter (Haskell)

pyt hor_1 - Vi1, 1:569 1725 text - any ReStructured Text document formatter to XML

docutils (Python)
document conversion from text to HTML, SGML,

txt2tags V0, I:1 951 text — any LaTeX, man page, MoinMoin, Magic Point and
PageMaker (Python)

udo V:0, 1:0 569 text  any universal document - text processing utility (C
language)

stx2any V:0, 10 264 text » any document converter from structured plain text to other
formats (m4)

restoweb V:0, 1:0 596 text » html document converter from ReStructured Text to html
(Python)

aft V:0, I:0 235 text —» any ”free form” document preparation system (Perl)

yod1 V:0, 1:0 547 text  any pre-document language and tools to process it (C
language)

sdf V:0, I:0 1445 text — any simple document parser (Perl)

sisu V:0, 1:0 5338 text  any document structuring, publishing and search
framework (Ruby)

Table 11.6: HRAXFERNTHRIIR
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http://qa.debian.org/popcon.php?package=src2tex
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http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon.php?package=source-highlight
http://packages.qa.debian.org/s/source-highlight.html
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon.php?package=highlight
http://packages.qa.debian.org/h/highlight.html
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon.php?package=grc
http://packages.qa.debian.org/g/grc.html
http://packages.debian.org/sid/txt2html
http://qa.debian.org/popcon.php?package=txt2html
http://packages.qa.debian.org/t/txt2html.html
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon.php?package=markdown
http://packages.qa.debian.org/m/markdown.html
http://packages.debian.org/sid/asciidoc
http://qa.debian.org/popcon.php?package=asciidoc
http://packages.qa.debian.org/a/asciidoc.html
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon.php?package=pandoc
http://packages.qa.debian.org/p/pandoc.html
http://packages.debian.org/sid/python-docutils
http://packages.debian.org/sid/python-docutils
http://qa.debian.org/popcon.php?package=python-docutils
http://packages.qa.debian.org/p/python-docutils.html
http://packages.debian.org/sid/txt2tags
http://qa.debian.org/popcon.php?package=txt2tags
http://packages.qa.debian.org/t/txt2tags.html
http://packages.debian.org/sid/udo
http://qa.debian.org/popcon.php?package=udo
http://packages.qa.debian.org/u/udo.html
http://packages.debian.org/sid/stx2any
http://qa.debian.org/popcon.php?package=stx2any
http://packages.qa.debian.org/s/stx2any.html
http://packages.debian.org/sid/rest2web
http://qa.debian.org/popcon.php?package=rest2web
http://packages.qa.debian.org/r/rest2web.html
http://packages.debian.org/sid/aft
http://qa.debian.org/popcon.php?package=aft
http://packages.qa.debian.org/a/aft.html
http://packages.debian.org/sid/yodl
http://qa.debian.org/popcon.php?package=yodl
http://packages.qa.debian.org/y/yodl.html
http://packages.debian.org/sid/sdf
http://qa.debian.org/popcon.php?package=sdf
http://packages.qa.debian.org/s/sdf.html
http://packages.debian.org/sid/sisu
http://qa.debian.org/popcon.php?package=sisu
http://packages.qa.debian.org/s/sisu.html
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The ”attribute="value”” in the above examples are optional.
The comment section in XML is marked up as the following.

<!-- comment -->

Other than adding markups, XML requires minor conversion to the content using predefined entities for following characters.

predefined entity character to be converted into
&quot; 1 quote

&apos; ": apostrophe

&1t; <: less-than

&gt; > : greater-than

&amp; & : ampersand

Table 11.7: List of predefined entities for XML

@ VIR

"<” or "&” can not be used in attributes or elements.

IR
When SGML style user defined entities, e.g. "&some-tag:”, are used, the first definition wins over others. The
entity definition is expressed in "<!ENTITY some-tag "entity value”>".

R

As long as the XML markup are done consistently with certain set of the tag name (either some data as content or
attribute value), conversion to another XML is trivial task using Extensible Stylesheet Language Transformations
(XSLT).

11.2.2 XML processing

There are many tools available to process XML files such as the Extensible Stylesheet Language (XSL).

Basically, once you create well formed XML file, you can convert it to any format using Extensible Stylesheet Language Trans-
formations (XSLT).

The Extensible Stylesheet Language for Formatting Objects (XSL-FO) is supposed to be solution for formatting. The fop
package is new to the Debian main archive due to its dependence to the Java programing language. So the LaTeX code is usually
generated from XML using XSLT and the LaTeX system is used to create printable file such as DVI, PostScript, and PDF.

Since XML is subset of Standard Generalized Markup Language (SGML), it can be processed by the extensive tools available
for SGML, such as Document Style Semantics and Specification Language (DSSSL).

-UN
GNOME's yelp is sometimes handy to read DocBook XML files directly since it renders decently on X.



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/wiki/Java_(programming_language)
https://zh.wikipedia.org/wiki/SGML
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
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] E TATE XN | EABEE anfH
docbook-xml 1:530 2131 xml XML document type definition (DTD) for DocBook
) . XSLT command line processor (XML - XML,
xsltproc V:15, 1:120 149 xslt HTML, plain text, etc.)
docbook-xs1 V:15,1:231 | 14998 | xml/xslt XSL stylesheets for processing DocBook XML to
various output formats with XSLT
xmlto V:3, 1:37 126 xml/xslt XML-to-any converter with XSLT
dbtoepub V:0, I:1 71 xml/xslt DocBook XML to .epub converter
dblatex Vi6, 1:25 4639 <ml/xslt convert Docb.ook files to DVI, PostScript, PDF
documents with XSLT
fop V:3, I:53 64 xml/xsl-fo convert Docbook XML files to PDF
Table 11.8: List of XML tools
ERESS) ATE AV | BASEE an BH
openjade Vi3, 1:36 988 dsss] ISO/IEC 10179:1996 standard DSSSL processor
(latest)
openjade1.3 V:0, 1:0 NOT_FOUEND iir?e/il)ic 10179:1996 standard DSSSL processor (1.3.x
jade V:0, I:111 NOT_FOtrNdD James Clark’s original DSSSL processor (1.2.x series)
docbook-dsssl Vi2, 1:39 2604 <ml/dsss] DSSSL stylesheets for processing DocBook XML to
various output formats with DSSSL
utilities for DocBook files including conversion to
docbook-utils V1, 1:27 281 xml/dsssl other formats (HTML, RTF, PS, man, PDF) with
docbook2* commands with DSSSL
sgm12x V:0, 1:0 90 SGML/dsssl converter from SGML and XML using DSSSL
stylesheets
Table 11.9: List of DSSSL tools
ERESS) TATE XV | BASEE an BH
Wy V6, 1:9 717 MSWord  any document converter from Microsoft Word to HTML,
LaTeX, etc.
texi2html V:0, I:10 1832 texi — html converter from Texinfo to HTML
man2html V:0, .3 141 manpage — htmlconverter from manpage to HTML (CGI support)
tex4ht V1, 1:22 36 tex o html converter between (La)TeX and HTML
unrtf V2, I:4 145 rtf - html document converter from RTF to HTML, etc
info2www V:3, 1.4 156 info - html converter from GNU info to HTML (CGI support)
T converter from OpenOffice.org SXW documents to
0o002dbk V0, I:.1 217 sxw — xml DocBook XML
WordPerfect 5.0 and 5.1 files to TeX, LaTeX, troff,
wp2x V:0, I:0 215 WordPerfect | AN 11 and HTML
doclifter V:0, I.0 457 troff - xml converter from troff to DocBook XML
Table 11.10: List of XML data extraction tools
ERESS) TATE XAV | BABERE anfH
libxml2-utils | V:24,1:318 | 177 | xmlehtmlo xht?ﬁfnma“d line XML tool with xmllint(1) (syntax
check, reformat, lint, ---)
tidy V2, 1:17 83 xml o html  xh#iI'ML syntax checker and reformatter

Table 11.11: List of XML pretty print tools
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http://packages.qa.debian.org/j/jade.html
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon.php?package=docbook-dsssl
http://packages.qa.debian.org/d/docbook-dsssl.html
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon.php?package=docbook-utils
http://packages.qa.debian.org/d/docbook-utils.html
http://packages.debian.org/sid/sgml2x
http://qa.debian.org/popcon.php?package=sgml2x
http://packages.qa.debian.org/s/sgml2x.html
http://packages.debian.org/sid/wv
http://qa.debian.org/popcon.php?package=wv
http://packages.qa.debian.org/w/wv.html
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon.php?package=texi2html
http://packages.qa.debian.org/t/texi2html.html
http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon.php?package=man2html
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11.2.3 The XML data extraction

You can extract HTML or XML data from other formats using followings.

Fornon-XML HTML files, you can convert them to XHTML which is an instance of well formed XML. XHTML can be processed
by XML tools.

Once proper XML is generated, you can use XSLT technology to extract data based on the mark-up context etc.

11.3 HEhR

Unix E#Y troff RN RYIZH AT&T 2 E]FERN, sJARAMEERR, BERAREILIFHRE.

Donald Knuth Z2BAfY Tex 2IEFE@ANMHR T E W RER L%, =Y H Leslie Lamport FAZEHY LaTex {E15{E
EHoJUERAHFERFIA Tex BI3E KINEE,

q]Ea RITEE XN | EA#EE ZREH
texlive V-6, 1:69 68 (La)TeX R HERR. TEEFVIENE TeX R4
groff V:7,1:151 9362 | troff GNU troff X FIERL AR

Table 11.12: HERR TE/ZIR

11.3.1 roff HERR

BEBHREEL, roff 2 Unix EXEENNFEEZRGZ, 2R roff(7), groff(7), groff(1), grotty(1), troff(1), groff mdoc(7),
groff_man(7), groff_ms(7), groff_me(7), groff mm(7) #1”info groff~,

You can read or print a good tutorial and reference on ”-me” macro in ”/usr/share/doc/groff/” by installing the groff
package.

R
"groff -Tascii -me -" produces plain text output with ANSI escape code. If you wish to get manpage like
output with many "H” and ”_", use "GROFF_NO_SGR=1 groff -Tascii -me -"instead.

N
To remove "H” and

from a text file generated by groff, filter it by "col -b -x".

11.3.2 TeX/LaTeX

The TeX Live software distribution offers a complete TeX system. The tex1live metapackage provides a decent selection of
the TeX Live packages which should suffice for the most common tasks.

EEBFZFI AN TeX #l LaTeX WE2EERHM,

e The teTeX HOWTO: The Linux-teTeX Local Guide
 tex(1)
* latex(1)

+ texdoc(1)
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http://www.tldp.org/HOWTO/TeTeX-HOWTO.html
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* texdoctk(1)

+ ”The TeXbook”, fEZ& Donald E. Knuth, (Addison-Wesley)

« ”LaTeX - A Document Preparation System”, {fE& Leslie Lamport, (Addison-Wesley)

+ ”The LaTeX Companion”, fE# Goossens, Mittelbach, Samarin, (Addison-Wesley)

This is the most powerful typesetting environment. Many SGML processors use this as their back end text processor. Lyx

provided by the 1yx package and GNU TeXmacs provided by the texmacs package offer nice WYSIWYG editing environment
for LaTeX while many use Emacs and Vim as the choice for the source editor.

B R LEREFE.

» TEX Live Guide - TEX Live 2007 (*/usr/share/doc/texlive-doc-base/english/texlive-en/live.html”)
(texlive-doc-base &)

« Latex/Lyx By —{EIf§EE$55|

A LaTeX EITXERIE

- teTeX/LaTeX HYAHIfEAEE5]

When documents become bigger, sometimes TeX may cause errors. You must increase pool size in ”/etc/texmf/texmf.
cnf” (or more appropriately edit ”/etc/texmf/texmf.d/95NonPath” and run update-texmf(8)) to fix this.

EE
The TeX source of "The TeXbook” is available at http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex.
This file contains most of the required macros. | heard that you can process this document with tex(1) after com-
menting lines 7 to 10 and adding "\input manmac \proofmodefalse”. It's strongly recommended to buy this
book (and all other books from Donald E. Knuth) instead of using the online version but the source is a great

example of TeX input!

11.3.3 EXMIIENFME

fREESHRAMN MER — B SEENRE LIRZRAFENFMRE,

$ man -Tps some_manpage | lpr
$ man -Tps some_manpage | mpage -2 | lpr

The second example prints 2 pages on one sheet.
11.3.4 EIFME
BE AL voff BB FME (manpage ) BFJEER, EEERE —LHEMNEXNEANREIFMRE,

11.4 FJERIAYE R}

Printable data is expressed in the PostScript format on the Debian system. Common Unix Printing System (CUPS) uses Ghostscript
as its rasterizer backend program for non-PostScript printers.



https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
http://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
http://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
http://supportweb.cs.bham.ac.uk/documentation/LaTeX/lguide/local-guide/local-guide.html
http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
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}HE MITE AN | FAsER an R

SGML - man .
docbook-to-man V:1,1:18 179 =maE converter from DocBook SGML into roff man macros

text » man = .
help2man V:0, I:9 454 E=MmE 1BIB --help 5| B EHENERFMEMNTAR
. info - man a o= om
info2man V0, I:0 134 EhE #i2 GNU info £ POD X F B AVEE R3S

. text - man Yt i = & =
txt2man V0, I:1 65 EHWE IBAERER ASCH X FE(LAFMER
Table 11.13: M FMENTHEIIE

g}He MITE KN | FREA
ghostscript V:123,1:686 | 225 GPL Ghostscript PostScript/PDF B 7% zx
ghostscript-x V:25, .76 211 GPL Ghostscript PostScript/PDF B 5= es8-X Ba/R 2 15
libpoppler64 V:45,1:109 3214 PDF rendering library forked from the xpdf PDF viewer
éigggppler - Vi233,1:525 | 435 | PDFBZE (£ Glib B Z[E)
poppler-data V:96, 1:669 12123 | CMaps for PDF rendering library (for CJK support: Adobe-*)

Table 11.14: Ghostscript PostScript B 22873

11.4.1 Ghostscript

BRIZPTENRIAYE #4894Z100 2 Ghostscript PostScript B 3228,

E RS E RS

The latest upstream Ghostscript from Artifex was re-licensed from AFPL to GPL and merged all the latest ESP version changes
such as CUPS related ones at 8.60 release as unified release.

N
"gs

-h” 8E40RE7R Ghostscript FIECE & .

11.4.2 &E{#m{E PS = PDF {&%

RAESAMER Ghostscript A9 gs(1) ZREHMI{E PostScript(PS) BYF] BB 418 (PDF) 185,

$ gs
$ gs

-q -dNOPAUSE -dBATCH -sDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo02.ps
-q -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf

=z
EE

PDF RRERENEFEENERNERER, E4AE LEHE —LRIMIMAIRAEAIVEL T/ PS 183,

TN

R mLIIRER, psmerge(l) # psutils BIFRRVE A STERRIE PostScript XIS EEE A, pdftk BHR
pdftk(1) 7EBEIE PDF X{4FRIBHER KRR IF AR,

11.4.3 EREFEIRIERNNITE
T REETENRE RN TR,



http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon.php?package=docbook-to-man
http://packages.qa.debian.org/d/docbook-to-man.html
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon.php?package=help2man
http://packages.qa.debian.org/h/help2man.html
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon.php?package=info2man
http://packages.qa.debian.org/i/info2man.html
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon.php?package=txt2man
http://packages.qa.debian.org/t/txt2man.html
http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon.php?package=ghostscript
http://packages.qa.debian.org/g/ghostscript.html
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon.php?package=ghostscript-x
http://packages.qa.debian.org/g/ghostscript-x.html
http://packages.debian.org/sid/libpoppler64
http://qa.debian.org/popcon.php?package=libpoppler64
http://packages.qa.debian.org/libp/libpoppler64.html
http://packages.debian.org/sid/libpoppler-glib8
http://packages.debian.org/sid/libpoppler-glib8
http://qa.debian.org/popcon.php?package=libpoppler-glib8
http://packages.qa.debian.org/libp/libpoppler-glib8.html
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon.php?package=poppler-data
http://packages.qa.debian.org/p/poppler-data.html
http://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Portable_Document_Format
https://zh.wikipedia.org/wiki/Portable_Document_Format
https://zh.wikipedia.org/wiki/PostScript
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g}HE TR Ry | BHEER Bz
e ] ] pdfps,text, | PDF THE: pdftops, pdfinfo, pdfimages,
poppler-utils V:53, 1:488 526 pdftotext, pdffonts
psutils V:11,1:199 | 219 ps - ps PostScript fRRBRT E
poster V:0, I.7 49 pPS—PpsS create large posters out of PostScript pages
R -ﬂ-EI i g
enscript V2, 127 o111 | EXt-ps, #t ASCHI X ZFF PostScript, HTML, RTF 5%,
html, rtf Pretty-Print
azps V:3, 1:28 3624 text - ps ’ Anything to PostScript’ converter and pretty-printer
pdftk V:8, .57 3873 | pdf = pdf PDF XHE#TH: pdftk
mpage V:0, I:5 141 text,ps — ps print multiple pages per sheet
html2ps V:0, I:5 320 html - ps & HTML %1 PostScript FYEEREE
gnuhtml2latex V0, I:1 53 html - latex | & html Z] latex FI#ER 2
. 5 LaTeX XHFEIBEE Microsoft Word FBEXHY

latex2rtf V:0, I:7 475 latex — rtf RTF &3t

7FK R ] i A
ps2eps V71113 94 DS eps %}ECESCHN F EPS ( Encapsulated PostScript ) B9

SR EN-1-]

e2ps V:0, 1:0 112 text - ps Text to PostScript converter with Japanese encoding

support
impose+ V:0, I:1 180 ps - ps PostScript TH

. E=RIFENFFZ JEFES (C, C++, Java, Pascal, Perl
3 . IRIC A /) ) > ] ] ]

trueprint V:0, 10 138 text~ps Pike, Sh, # Verilog ) %!l PostScript, (C 585
pdf2svg V0, I:5 27 ps — svg PDF Z[e] AL B EEFZ IR NIV ERES
pdftoipe V:0, 1:0 63 ps — ipe € PDF B[ IPE ‘s XML &\ RIEH#a2E

Table 11.15: RIEFJENRIE RN T EYIR

11.4.4 F3 CUPS 7IJE[]

Unix BAZIENZRAE (CUPS) HRY Ip(1) # lpr(1) S EIR M T B ERIIENERANEIE,
fRE] AER R oan < PRy —{ERIUED 3 (BRI EIBHIESR,
$ 1p -n 3 -0 Collate=True filename

$ lpr -#3 -0 Collate=True filename

{RBESTIE®”-0 number-up=2”, ”-0 page-set=even”, ”-o page-set=odd”, -0 scaling=200”, ”-o natu
ral-scaling=200" FEENREGBIERE— P EREDREIRE, FHENXELEHSII5ENFEIE,

11.5 EHHEHERER

OB B R IREREE BLIRIE T FAVEREX,

nHete ATE XV | BAEED B

sharutils V8, I:117 1385 0 shar(1), unshar(1), uuencode(1), uudecode(1)

mpack V:2,1:25 91 MIME AmASFNRERS MIME & 5l: mpack(1) F1 munpack(1)

%8 MIME PFfFELR ] application/ms-tnef”, FZIETV

tnef V6, I:11 98 ms-tnef éEEf%&E’K oo i applicaion/ms-inel =, eAfax
- . TIB R 4wt 2 AR RS ES: uuencode, xxencode,

uudeview Vi, 15 97 Bt BASE64, quoted printable ¥ BinHex

readpst I:1 21 PST L HERRY Outlook PST & 2] mbox 183

Table 11.16: BEIFBRM+E HERAVIREERTIR



http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon.php?package=poppler-utils
http://packages.qa.debian.org/p/poppler-utils.html
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon.php?package=psutils
http://packages.qa.debian.org/p/psutils.html
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon.php?package=poster
http://packages.qa.debian.org/p/poster.html
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon.php?package=enscript
http://packages.qa.debian.org/e/enscript.html
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon.php?package=a2ps
http://packages.qa.debian.org/a/a2ps.html
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon.php?package=pdftk
http://packages.qa.debian.org/p/pdftk.html
http://packages.debian.org/sid/mpage
http://qa.debian.org/popcon.php?package=mpage
http://packages.qa.debian.org/m/mpage.html
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon.php?package=html2ps
http://packages.qa.debian.org/h/html2ps.html
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon.php?package=gnuhtml2latex
http://packages.qa.debian.org/g/gnuhtml2latex.html
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon.php?package=latex2rtf
http://packages.qa.debian.org/l/latex2rtf.html
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon.php?package=ps2eps
http://packages.qa.debian.org/p/ps2eps.html
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon.php?package=e2ps
http://packages.qa.debian.org/e/e2ps.html
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon.php?package=impose+
http://packages.qa.debian.org/i/impose+.html
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon.php?package=trueprint
http://packages.qa.debian.org/t/trueprint.html
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon.php?package=pdf2svg
http://packages.qa.debian.org/p/pdf2svg.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon.php?package=pdftoipe
http://packages.qa.debian.org/p/pdftoipe.html
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
http://localhost:631/help/options.html
http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon.php?package=sharutils
http://packages.qa.debian.org/s/sharutils.html
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon.php?package=mpack
http://packages.qa.debian.org/m/mpack.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon.php?package=tnef
http://packages.qa.debian.org/t/tnef.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon.php?package=uudeview
http://packages.qa.debian.org/u/uudeview.html
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
http://packages.debian.org/sid/readpst
http://qa.debian.org/popcon.php?package=readpst
http://packages.qa.debian.org/r/readpst.html
https://zh.wikipedia.org/wiki/Personal_Folders_(.pst)_file
https://zh.wikipedia.org/wiki/Mbox

Debian 2= F 241/ 260

R’
RBAZFFIme] AECE (£ IMAP4 [EIARES, MBFRAEEE2EMMHE RE 4 IMAP4) BiREE (2R%E 6.7 ) 7]
PARZRICE B BB R REE R 2R,

11.5.1 EHEEREE

B4 (SMTP) ERFEZWREIZ 7 (I EMFS, TEABIERF 8 AIXXFE#HER Multipurpose Internet Mail Extensions
(MIME) 48FR 458 2 g B BAEY MIRENFHERER 7 118X, (2R 831 ).

EEMNEBEEEFIRNE mbox, ER2MKIE RFC2822 (F RFC822 E#) RIIHE. 2R mbox(5) (H mutt EXEEEIRM).
HREGNES, R B A 8 il T, “Content-Transfer-Encoding:quoted-printable” jl ISO-8859-1
FRHEBEWHANREBYE, NMREBNXFE2WHmBES UTE-8, HRN&LT2E 7 184, FH”Content-Transfer-
Encoding:quoted-printable” th & &Y,

It HEE, E4%I Content-Type:text/plain;charset=1S0-2022-JP” BE# AR BERIRIFZIXFE 7 1L
BREMNMNRZAKEERZEESHENR TER Shift-JIS REHXEMG, MNRHEXFEA UTF-8 475, HNSBHFZ 8
fiiE%}, {EF Base6d BEEN, HEDMNES LEEMNER.

R
SNRAREAE Unix BB R AT IEIR —EE#HF IMAP4 JRFEiE893E Debian ZFE AR, (Re] B BHITIRE
IMAP4 FRFSZRIGEMHERBEH, (BR%E 6.7 ).

EI=
MRMFREAHEBEREFERN, F—LIEEMBENZ mbox BLLELF, & mutt(l) EXRSINEMNEFIRTZNATM
BRI TS SRIRIE,

R e] LAfEFR procmail(1) F formail(1) EEFE N A 57 FAR 5 —EE 4.
BB ResERARE mpack EREEENY munpack(1) % (ETHEMNTE ) RKIES MIME HIENEA.

11.6 EBFERTE

T RERERENER, RENEENTIASL,

B
7 aptitude(8) (2%E5 2.2.6 T) HHAERRARIN'~Gworks-with: :image” REHAESIFRITE,

B A& gimp(1) EREMBERNERERR2IEEE AN, {B1R imagemagick(l) iEEMNH S T EERIESIBEEELEIES
KEFRRB AN,

BR EMEBERNE KRB RIRINERIERIER(EXIF), BEEEINRE JPEG ERIERIEN LIS —LTERIES,
CHREAMBE. BB ENE.

The Lempel-Ziv-Welch (LZW) EEEERBEENELBHA T, EH Lzw BiEH N B 281180 (GIF) TRIRE]
BATE Debian 48 EEHHERT,

PN
B IR BN RN B R SRS AE M SR B3 80 P ATE Linux £i@i® USB f17:BENEE R TIE, AT EIBEEE
RAMREHRA BER FAT ERRHK, 28% 10.1.7 75,



https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc2822
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
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}HE MITE AN | FAsER RER
. ERACE , o
gimp V91, ;507 | 16278 ;;’ G GNU B, EIEREX
. : EhACAE , o
imagemagick V:142, 1:538 | 192 ;g’ (= B RIEER
i . B2 (BhFE . o - . s
graphicsmagick | V:7,1:15 4821 ;;’ = ERRIEEN (imagemagick JREH R
Z (E -
wsane Vi22,1:191 | 909 B (B | GTK+-based X11 frontend for SANE (Scanner Access
) Now Easy)
B2 (BhFE ,
netpbm V29, 1:541 | 4302 ;g’ < B TENERTE
icoutils V:8, 1:80 191 png  ico(bitma onvert MS Wlndgws icons and cursors to and from
G formats (favicon.ico)
scribus vi13, 129 | 19136 | PPAUSVE! g ihus DTP 8BS
i i - EhA N -
libreoffice v:320, 1478 | 070 | B2 CFL p i eotfice BAEE-18E
draw =)
. & 2 = ” og
inkscape V:141, 1:354 | 129840 ;;’ () SVG ( Rl #k[a £ B2 ) 4miE 25
=
) Bl oo
dia-gnome V:5, 1:10 20 ﬁ’ (2 BlZ<#weE2S (GNOME )
] EhA g g
dia V:25, I:41 3881 ;;’ (1 BlRAmEERS (Gtk)
xFig Vi12, 1:19 1765 i"-g; ([ ;alcllhty for Interactive Generation of figures under
=i i e PR = A \ig}“ﬁ’
pstoedit V13,1339 | 67 | p3/pdf~imagd(fbstScript F PDF fE3eEIRTARSEHIR BB HVERIR
=) 28 (SVG)
libwmf-bin V:13,1:359 | 104 Windows/imag,e?xigﬁfgrys metafile (vector graphic data) conversion
fig2sxd V:0, I:0 149 fig - sxd(vectdrE#8 XFig f& 322 OpenOffice.org BRI\
unpaper V:2,1:16 453 image — image| post-processing tool for scanned pages for OCR
tesseract-ocr Vi4,1:28 558 image - text | =h: B HJRa OCR 5| 2% E OCR EX5E
tesseract-ocr- 1:29 37486 | image - text OCR engine data: tesseract-ocr language files for
eng English text
gocr V:1,1:23 477 image - text | & OCR 52
ocrad Vi1, 1.7 299 image ~text | & OCR #XHEZ
eog V:95,1:329 | 10582 | image(Exif) | Eye of GNOME F2 R EIZ T,
gthumb V:15,1:26 3269 | image(Exif) | &K FEzs (GNOME )
geeqie V:16, 1:24 1588 | image(Exif) | ER GTK+ MIEREE S
shotwell V:15,1:126 | 5762 | image(Exif) | EXEMEFR &2 (GNOME )
gtkam V0, 117 1079 image(Exif) application for retrieving media from digital cameras
(GTK+)
gphoto2 Vi1, 1:14 969 image(Exif) | gphoto2 REER MLV AN B IEERSHEEN TE
gwenview V:29,1:104 | 4509 | image(Exif) F2[E s (KDE)
kamera V:3,1:104 230 image(Exif) | KDE ERIZ I ERREAE/ER0E FREREE
digikam V4, 117 1760 | image(Exif) | FAhX KDE REIRIBHIE FRF 212 &R
exiv2 V:5, 171 247 image(Exif) | EXIF/IPTC TTEHRIE L
exiftran V:2,1:25 71 image(Exif) | transform digital camera jpeg images
jhead Vi1, 1113 105 image(Exif) mgn}pulate the non-lmage part of Exif compliant JPEG
(digital camera photo) files
exif V1, I:10 236 image(Exif) | B8R JPEG f@&F /) EXIF EIHR <IN TR
exiftags V.0, I:4 288 image(Exif) | utility to read Exif tags from a digital camera JPEG file
exifprobe V0, I:3 482 image(Exif) | REMEEF FEIOTER
dcraw V:3, 1:24 384 image(Raw) — pperode raw digital camera images
findimagedupes | V:0,I:1 79 image — fingerpdRETH X ERIIZ R
ale V:0, I:0 753 image — imagel merge images to increase fidelity or create mosaics
imageindex V:0, I.0 144 image(Exif) - htgeherate static HTML galleries from images
outguess V:0, I:1 216 jpeg,png universal Steganographic tool
librecad Vi1, 1:18 8039 | DXF CAD E#lfwEE=s (KDE)
K1 naa N4 FJ.21 101200 blend! TIFF’ 20 4 4+ acdie £ 3 43 +
ULTTIUTT V.74, 1.01 TUTOJJ VRML) e O L CUITITTTIT TUIUT 1TUT diiiriiatroir T
mm3d V:0, I:0 5314 g:ff?"?’_ b #5 OpenGL #9 3D A8 HI4REE 3

Anaoan ffAnt+


http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon.php?package=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon.php?package=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon.php?package=graphicsmagick
http://packages.qa.debian.org/g/graphicsmagick.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon.php?package=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon.php?package=netpbm
http://packages.qa.debian.org/n/netpbm.html
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon.php?package=icoutils
http://packages.qa.debian.org/i/icoutils.html
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon.php?package=scribus
http://packages.qa.debian.org/s/scribus.html
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon.php?package=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon.php?package=inkscape
http://packages.qa.debian.org/i/inkscape.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia-gnome
http://qa.debian.org/popcon.php?package=dia-gnome
http://packages.qa.debian.org/d/dia-gnome.html
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon.php?package=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon.php?package=xfig
http://packages.qa.debian.org/x/xfig.html
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon.php?package=pstoedit
http://packages.qa.debian.org/p/pstoedit.html
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon.php?package=libwmf-bin
http://packages.qa.debian.org/libw/libwmf-bin.html
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon.php?package=fig2sxd
http://packages.qa.debian.org/f/fig2sxd.html
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon.php?package=unpaper
http://packages.qa.debian.org/u/unpaper.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon.php?package=tesseract-ocr
http://packages.qa.debian.org/t/tesseract-ocr.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon.php?package=tesseract-ocr-eng
http://packages.qa.debian.org/t/tesseract-ocr-eng.html
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon.php?package=gocr
http://packages.qa.debian.org/g/gocr.html
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon.php?package=ocrad
http://packages.qa.debian.org/o/ocrad.html
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon.php?package=eog
http://packages.qa.debian.org/e/eog.html
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon.php?package=gthumb
http://packages.qa.debian.org/g/gthumb.html
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon.php?package=geeqie
http://packages.qa.debian.org/g/geeqie.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon.php?package=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/gtkam
http://qa.debian.org/popcon.php?package=gtkam
http://packages.qa.debian.org/g/gtkam.html
http://packages.debian.org/sid/gphoto2
http://qa.debian.org/popcon.php?package=gphoto2
http://packages.qa.debian.org/g/gphoto2.html
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon.php?package=gwenview
http://packages.qa.debian.org/g/gwenview.html
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon.php?package=kamera
http://packages.qa.debian.org/k/kamera.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon.php?package=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon.php?package=exiv2
http://packages.qa.debian.org/e/exiv2.html
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon.php?package=exiftran
http://packages.qa.debian.org/e/exiftran.html
http://packages.debian.org/sid/jhead
http://qa.debian.org/popcon.php?package=jhead
http://packages.qa.debian.org/j/jhead.html
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon.php?package=exif
http://packages.qa.debian.org/e/exif.html
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon.php?package=exiftags
http://packages.qa.debian.org/e/exiftags.html
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon.php?package=exifprobe
http://packages.qa.debian.org/e/exifprobe.html
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon.php?package=dcraw
http://packages.qa.debian.org/d/dcraw.html
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon.php?package=findimagedupes
http://packages.qa.debian.org/f/findimagedupes.html
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon.php?package=ale
http://packages.qa.debian.org/a/ale.html
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon.php?package=imageindex
http://packages.qa.debian.org/i/imageindex.html
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon.php?package=outguess
http://packages.qa.debian.org/o/outguess.html
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon.php?package=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon.php?package=blender
http://packages.qa.debian.org/b/blender.html
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon.php?package=mm3d
http://packages.qa.debian.org/m/mm3d.html
http://packages.debian.org/sid/open-font-design-toolkit
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon.php?package=open-font-design-toolkit
http://packages.qa.debian.org/o/open-font-design-toolkit.html
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon.php?package=fontforge
http://packages.qa.debian.org/f/fontforge.html
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon.php?package=xgridfit
http://packages.qa.debian.org/x/xgridfit.html
https://zh.wikipedia.org/wiki/Hinting
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11.7 AEREENENEIRTEAR

EEBHSHMARENEIRMN TR, 7 aptitude(8) (2E%F 2.2.6 17 ) #BAIEAIRIRI"~Guse: :converting”” K
BN THEER,

L) mATE XV | EAER B
alien V4, 1:64 166 rpm/tgz — deb | FEINREVEREERLEFIRZ Debian EXFEE!

converter from ”Electric Book” (popular in Japan) to a
single JIS X 4081 format (a subset of the EPWING V1)
calibre V:8, 1:36 49341 | any~EPUB | EFESHERENEEIE

freepwing V:0, I:0 421 EB - EPWING

Table 11.18: NEIFEIBE MR T BEYIR

{REEZDEIBUN T A& <1 RPM ISR B HRIRENE M,

$ rpm2cpio file.src.rpm | cpio --extract



http://packages.debian.org/sid/alien
http://qa.debian.org/popcon.php?package=alien
http://packages.qa.debian.org/a/alien.html
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon.php?package=freepwing
http://packages.qa.debian.org/f/freepwing.html
http://ja.wikipedia.org/wiki/JIS_X_4081
http://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon.php?package=calibre
http://packages.qa.debian.org/c/calibre.html
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Chapter 12

AmTE

ERFALA L —L Debian REPIER, EPEBHEVADITERRNE, TERESRAINEREGEMEZHEN
X1E,

LSO ATE NI

autoconf V:29, 1:226 1868 | H autoconf-doc R “info autoconf”

automake V:27,1:220 1707 | B automakel.10-doc BI3E{HEY “info automake”

bash V:853,1:999 | 5799 | H bash-doc BRHA) “info bash”

bison V:10, I:113 2061 | H bison-doc BIiRfHRY “info bison”

cpp V:394,1:806 | 41 H cpp-doc BEMER “info cpp”

ddd Vi1, 1113 3965 | B ddd-doc IR “info ddd”

exuberant-ctags V:7,1:38 333 exuberant-ctags(1)

flex V:10, [:101 1174 | A flex-doc BLIEHREY “info flex”

gawk V:355,1:478 | 2199 | M gawk-doc B1RHE) “info gawk”

gcc V:148,1:606 | 43 H gcc-doc BEMER “info gcc”

gdb V:21, 1:140 7983 | H gdb-doc BEREHER “info gdb”

gettext V:53,1:367 | 7076 | H gettext-doc BEMR “info gettext”

gfortran V:20, 1:63 16 M gfortran-doc BIEH#K) “info gfortran” (Fortran 95 )

fpc 4 113 fpc(1) FIH fp-docs BEMER html 3XFE (Pascal )

glade Vi1, 112 2209 | 3@1@ Ul Builder REIRHERIXIE

1ibce V:933, 1999 | 10679 il;i;ifcglibc—doc #0 glibc-doc-reference IBHEM “info

make Vi154,1:622 | 1211 | i®1@ make-doc BIEHF “info make”

xutils-dev V:2,1:18 1466 | imake(1), xmkmf(1) &,

mawk V:371,1:997 | 183 mawk(1)

verl V610, 1:996 | 651 ?;rl(l) CA%@® perl-doc #0 perl-doc-html EHEM html 3X
==

python V:683,1:988 | 648 python(1) A @@ python-doc 2R HER himl Xig

tcls.4 V:3, 1:50 NOT_FOWNB) A E@ tcl8.4-doc BRREMNEFMANFHEE

tk8.4 Vi1, .31 NOT_FOW@) AE @ tk8.4-doc BIRENEAFANFMENE

ruby V:103,1:321 | 38 ruby(1) AR%iE® ri BRENRZEASEFMH

vim V:118,1:393 | 2374 | @@ vim-doc BIIEHAER) (F1) X8

susv2 1.0 15 @ "E— UNIX fR#8 (FRA2) 7 R (REENIE )

susv3 1.0 15 B “E— UNIX #H& (hRA3) 7 1EEY (RFEXIE)

Z# manpages #l manpages-dev 821, mILAE®ET “man BB
BB iEEZE, FTLBBET “info BFER" EBZ2EE,

Table 12.1: BN RIZHVERAELIBE

EEFMETMEEEE, TETGNU L
HLIt GFDL B34 E DFSG AR T,


http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon.php?package=autoconf
http://packages.qa.debian.org/a/autoconf.html
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon.php?package=automake
http://packages.qa.debian.org/a/automake.html
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon.php?package=bash
http://packages.qa.debian.org/b/bash.html
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon.php?package=bison
http://packages.qa.debian.org/b/bison.html
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon.php?package=cpp
http://packages.qa.debian.org/c/cpp.html
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon.php?package=ddd
http://packages.qa.debian.org/d/ddd.html
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon.php?package=exuberant-ctags
http://packages.qa.debian.org/e/exuberant-ctags.html
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon.php?package=flex
http://packages.qa.debian.org/f/flex.html
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon.php?package=gawk
http://packages.qa.debian.org/g/gawk.html
http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon.php?package=gcc
http://packages.qa.debian.org/g/gcc.html
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon.php?package=gdb
http://packages.qa.debian.org/g/gdb.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon.php?package=gettext
http://packages.qa.debian.org/g/gettext.html
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon.php?package=gfortran
http://packages.qa.debian.org/g/gfortran.html
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon.php?package=fpc
http://packages.qa.debian.org/f/fpc.html
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon.php?package=glade
http://packages.qa.debian.org/g/glade.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon.php?package=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/make
http://qa.debian.org/popcon.php?package=make
http://packages.qa.debian.org/m/make.html
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon.php?package=xutils-dev
http://packages.qa.debian.org/x/xutils-dev.html
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon.php?package=mawk
http://packages.qa.debian.org/m/mawk.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon.php?package=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/python
http://qa.debian.org/popcon.php?package=python
http://packages.qa.debian.org/p/python.html
http://packages.debian.org/sid/tcl8.4
http://qa.debian.org/popcon.php?package=tcl8.4
http://packages.qa.debian.org/t/tcl8.4.html
http://packages.debian.org/sid/tk8.4
http://qa.debian.org/popcon.php?package=tk8.4
http://packages.qa.debian.org/t/tk8.4.html
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon.php?package=ruby
http://packages.qa.debian.org/r/ruby.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon.php?package=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon.php?package=susv2
http://packages.qa.debian.org/s/susv2.html
http://www.unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon.php?package=susv3
http://packages.qa.debian.org/s/susv3.html
http://www.unix.org/version3/
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FrLARe]BEFREE main EEFEE contrib # non-free AgEFHE LR EM,

OF

ﬂ:

7Fzﬁﬁ “test” FRFIHMITRORIGEAXHREF, EE shell FREE “test” @

||@

Ny
@ {Re] ARG R IE AR 2B EIMNIEF EIEME “/usr/local” 5 “/opt” Bi#fk, EXRFIUBRERAERF
1=

®R
“EREh: 99 MRMEE" MIRISROIFT MR MR ER B IEES T ES,

12.1 Shell 14

Shell {14 2iEBEE FEBNA AT RITHIXEX M,
#1/bin/sh
B 1TIEAR AL M TIE (B S Y shell fEFEES.

B IE shell BI AR R IFIHIE R SCIEME UNIX R WA TERY, ﬁ%ﬁ — L& shell #RTZRVIRR. BE “Shell 84
i2" ( http://www.greenend.org.uk/rjk/2001/04/shell.html ), BJUAfEERPEE,

& shell REART (2R3 15 DI 1.6 1), shell IASIEEERSH. REFMBERE,

12.1.1 POSIX shell #& 4

R S AER ] LAEIA{EE POSIX shell (28R 1.13) R#1T. RLAIIER shell  “/bin/sh”, EEREREE
%% shell T2 FRI§EE,

- #f lenny SAEBMIRMRER, E= bash(l)
« dash(1) ft squeeze SEFHIIRE

Avoid writing a shell script with bashisms or zshisms to make it portable among all POSIX shells. You can check it using
checkbashisms(1).

Good: POSIX Avoid: bashism

if [ "$foo” ="$bar” ] ;then -- if [ "$foo” =="$bar” ] ;then -
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar,baz}

funcname() { -} function funcname() { -}

octal format: ”"\377” hexadecimal format: ”\xff”

Table 12.2: List of typical bashisms

The ”echo” command must be used with following cares since its implementation differs among shell builtin and external
commands.



http://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
http://www.greenend.org.uk/rjk/2001/04/shell.html
https://zh.wikipedia.org/wiki/POSIX
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* Avoid using any command options except ”-n”.

* Avoid using escape sequences in the string since their handling varies.

==
=)

Although ”-n" option is not really POSIX syntax, it is generally accepted.

N

Use the "printf” command instead of the "echo” command if you need to embed escape sequences in the output

string.

12.1.2 Shell 3|

F57RHY shell 5| BIASETE shell FIAEE#EAE,

shell 5|24 ]

$0 shell 5% shell F5 LB
$1 5 —1{E shell 51EX

$9 2 9 {& shell 51E}

$# MNESIBEE

3 "$1 $2 $3 $4 -7

"$@” II$1II II$2" ”$3" II$4II .
$? R — X e T FE HIKERS
$3$ =& shell F§<H5RY PID

$! wIDFAIRFIEEEFE PID

Table 12.3: shell 5| &4%1&

Basic parameter expansions to remember are as follows.

parameter expression form value if var is set value if var is not set
${var:-string} ”$var” ”string”
${var:+string} ”string” ”null”
${var:=string} ”$var” ”string” (and run ”var=string”)
. echo ”string” to stderr (and exit with
var:?strin "$var”
${ g} $ error)

Table 12.4: List of shell parameter expansions

Here, the colon ”:” in all of these operators is actually optional.

» with ”:” = operator test for exist and not null

» without ”:” = operator test for exist only

12.1.3 Shell conditionals

Each command returns an exit status which can be used for conditional expressions.

* Success: 0 (*True”)
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parameter substitution form result

${var%suffix} remove smallest suffix pattern
${var®%bsuffix} remove largest suffix pattern
${var#prefix} remove smallest prefix pattern
${var##prefix} remove largest prefix pattern

Table 12.5: List of key shell parameter substitutions

* Error: non 0 (*False”)

EE
"0" in the shell conditional context means "True”, while "0” in the C conditional context means "False”.

=z
=)

"["is the equivalent of the test command, which evaluates its arguments up to "]” as a conditional expression.

Basic conditional idioms to remember are the following.

e ”<command> && <if_success_run_this_command_too> || true”
e ”<command> || <if_not_success_run_this_command_too> || true”

A multi-line script snippet as the following

if [ <conditional_expression> ]; then
<if_success_run_this_command>

else
<if_not_success_run_this_command>

fi

Here trailing ”| | true” was needed to ensure this shell script does not exit at this line accidentally when shell is invoked with
”-e” flag.

RV 1R[] # 85 H P 35 B IR 14

-e <file> <file> 777

-d <file> <file> 77Nt HE —(EE #%

-f <file> <file> FETLER —EEBER

-w <file> <file> FREMLETE

-x <file> <file> FEM BT 81T

<filel> -nt <file2> <file1> is newer than <file2> (modification)

<filel> -ot <file2> <file1> is older than <file2> (modification)

<filel> -ef <file2> <file1> 0 <file2> I FRFEEIRVEEE £t H BHHERY inode AR3%

Table 12.6: TEMFHRRIVPEITIERILER

EMERWLEBRERGRRAPR"-eq”, ”-ne”, 7-1t7, ”-1e”, ”-gt” §”-ge”,

12.1.4 shell \2&

EEBLIERT AR POSIX shell FIEEF I,
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12.1.5 shell F<FIHYERIE|

B IR [B] 85 B P £ B IR

-z <str> <str> {7 3

-n <str> <str> RENAE

<strl> =<str2> <str1> 0 <str2> 10

<stri> !=<str2> <str1> Fl <str2> NEZH

<strl> < <str2> <str1> HESITE <s2> Z /1 (BURIREESIRIR )
<stri> > <str2> <str1> HEFITE <str2> 218 (BRI B E IR )

Table 12.7: TEIRFRRINPEITF ALK

»for x in fool foo2 ---;do command ;done”, FZEBEH’fool foo2 -7 B FEEx” A # 1T comm
and”,

"while condition ;do command ;done”, E”condition” BERS, EEEH 1T ’command”,
until condition ;do command ;done”, E”condition” (R, EEEH 1T ’command”,
“break” B] LAFZRIE B E,

“continue” BLAAREMFAE T —/XEE,

R’
The C-language like numeric iteration can be realized by using seq(1) as the "fool foo2 ---” generator.

RBR
285 939 T,

BT

shell REA T FURINERR R EEIE —EFE <88,

shell ZBEX—1T,

The shell groups a part of the line as one token if it is within ”---" or " ==+’

shell BB F A XAGITHIVEEE 2 57 BRIE tokens,
- THg> <tab> <ITH >
-7 | ;& ()

shell EI@EE—EARAL 7" 3K ' ... " B9 token FHY BIRFRAEEMITA.

<
>

— B : if then elif else fi for in while unless do done case esac
shell RFAARMAL 7" 8% ... P HIA,
shell RFEAARAIAL 7" Bk ... BV IKRRER,

-~ BRERENXKRB &
- ’~<user>” - <user> KRB

shell AR “. . .7 HH) SHREMARENE,

— &8): "$PARAMETER” E{”${PARAMETER}”



https://zh.wikipedia.org/wiki/C_(programming_language)
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o shell REANNMIRR /... P HSEiR,

- ”$( command )” - “command” B
— »° command '” - ”command” BY#H

* shell AARAIFE 7" BE 7. .. " HHY glob BRERFAAILECHIER,

- EEFT
-? 5 _{@$ﬁ
~ ] - R SRS

« shell i RIS EER GFLALHMIT,

- AREE
- NESS
— “$PATH” HRfa]#IITIESR

« shell I{EF—17, LIFXBEEIEFHBERRXETREE,
€35 RPRIEESIRRIZBE MR,

7E shell F#IT “set -x" BR{EFA “-x" EIERLED shell FTLAGE shell BRI RTINS S, EHRERARIEES
(E:

12.1.6 FHj? shell $5$ 1B EREDR
5T {5E1RAY shell F2R7E Debian R4 HBETAEHE GO RIEN, (REZDER WENREAFIZMIERRELR,

- "aptitude search ~E”, 7 HEREGESR,
- 7dpkg -L <package_name> |grep ’/man/man.*/’”, 3t <package_name> EXEEEIFATIZ LAY man

0nEe RITE K Z5AA
coreutils V:881,1:999 | 15103 | GNU L LE
debianutils V:934,1:999 | 213 A2 Debian IEFELE
bsdmainutils V:866, 1:998 | 566 KE FreeBSD BT EES
bsdutils V:851, 999 | 238 KH 4.4BSD-Lite ERE 1 &
moreutils V4, 1:19 201 ERYMEY Unix TH

Table 12.8: A1 shell S5/ NELE AR AVEREE R
hT

& moreutils FIERNFFE Debian 24, (BERM T —LH\BI/NERN, HIEFETER—(ER sponge(8), EfF
IEEEEJ_JEE’J EXEE, EEEEFA,

12.1.7 shell IELEEEEHIR
— (B ESEE Y shell RRAVERENER, echo Fl read LM EENME S —/, (RO]MERALEERNERIEATENM,



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon.php?package=debianutils
http://packages.qa.debian.org/d/debianutils.html
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon.php?package=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon.php?package=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon.php?package=moreutils
http://packages.qa.debian.org/m/moreutils.html
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e ATE NI L

x11-utils V:305, [:635 | 637 xmessage(1): £ —TERE T RE~— Eal S oz (X)

whiptail V:415,1:.995 | 68 & shell IESBPRREAERFRIERE AR (newt)

dialog V:29, I:151 1111 | & shell B S BHRRERERAERIFIVEGE SR (ncurses )

zenity V:112,1:425 | 362 1 shell }ES B PRERERZE ¢ (gtk2.0)

ssft V:0, 10 129 S}.lell Scripts Frontend Tool (wrapper for zenity, kdialog, and dialog
with gettext)

gettext V:53, 1:367 7076 “/usr/bin/gettext.sh”: EJE&:

Table 12.9: FARENEEZEXIIR

12.1.8 zenity £ shell 5% 1530

TEHE—EMEMNIESHE, T8 dvdisaster(1) B3 7454 RS02 #H7E B HIMT 1SO MR1I%,
#!/bin/sh -e

# gmkrs@2 : Copyright (C) 2007 Osamu Aoki <osamu@debian.org>, Public Domain

#set -x
error_exit()
{
echo "$1" >&2
exit 1
}
# Initialize variables
DATA_ISO="$HOME/Desktop/iso-$$.img”
LABEL=$(date +%Y%m%d -%H%M%S -%Z)
if [ $# 1= 0 ] & [ -d "$1” ]; then
DATA_SRC="$1"
else
# Select directory for creating ISO image from folder on desktop
DATA_SRC=$(zenity --file-selection --directory \
--title="Select the directory tree root to create ISO image”) \
|| error_exit "Exit on directory selection”
fi
# Check size of archive
xterm -T “Check size $DATA_SRC” -e du -s $DATA_SRC/*
SIZE=$(($(du -s $DATA_SRC | awk ’"{print $13}’)/1024))
if [ $SIZE -le 520 ] ; then
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is good for CD backup:\\n $SIZE MB”
elif [ $SIZE -le 3500 ]; then
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is good for DVD backup :\\n $SIZE MB”
else
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is too big to backup : $SIZE MB”
error_exit "The data size is too big to backup :\\n $SIZE MB”
fi
# only xterm is sure to have working -e option
# Create raw ISO image
rm -f "$DATA_ISO” || true
xterm -T ”“genisoimage $DATA_IS0” \
-e genisoimage -r -J -V ”"$LABEL” -o "$DATA_IS0” "$DATA_SRC”
# Create RS02 supplemental redundancy
xterm -T “dvdisaster $DATA_ISO” -e dvdisaster -i "$DATA_ISO0” -mRS02 -c
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="IS0/RS02 data ($SIZE MB) \\n created at: $DATA_IS0”
# EOF

{RRIRE S BE R MR —EENRE, HPMNHSRESLEM “/usr/local/bin/gmkrse2 %d” HIRZT,



http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon.php?package=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon.php?package=whiptail
http://packages.qa.debian.org/w/whiptail.html
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon.php?package=dialog
http://packages.qa.debian.org/d/dialog.html
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon.php?package=zenity
http://packages.qa.debian.org/z/zenity.html
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon.php?package=ssft
http://packages.qa.debian.org/s/ssft.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon.php?package=gettext
http://packages.qa.debian.org/g/gettext.html
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12.2 make

Make B —{E4EFEFZNAMN TR, —B#MT make(1), make EFEEVRRIIES Makefile, Bt LIXBIEERHIENRE,
MREBFERCBNEERZELETRE, TERSENERER, NEERERENTE, BEEEEREHTES
EIRFEE A,

RAEREZW TR,

BiF: [HEEER ...]

[TAB] @1

[TAB] -#%&2 # ZEEEER

[TAB] @&<3 # ZILEIEE

Here ”[ TAB]” is a TAB code. Each line is interpreted by the shell after make variable substitution. Use *\” at the end of a line
to continue the script. Use ”$$” to enter ”$” for environment values for a shell script.

BiZIRERAE Rt LB RAIA S H, B0, TR,
%.0: %.c header.h

#FiEE, BREaT % Fu (REREMATRIINE—E), "% FrealiERNBERERTERE—EIEZNTFH.
ERAERERER"%” RRAEMR EHRE B FEREIIBLRN,

BENEE (=1

$@ SRIER

$< ERELELEEES

$? FTE R HY AR E =

$” FrEERTE =

$* ”%” matched stem in the target pattern

Table 12.10: BENEEHITIR

EREREN AR

fool :=bar —RERREHR
foo2 =bar EEBARERF
foo3 +=bar IZh0

Table 12.11: EIBRZEHRITIR

#iT'make -p -f/dev/null” i< RIgMRAEREENLRIARAL,

123 C

{REIAEIB F I EREEENIRIER mEMEH C ENESHREER,
# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential
libc6-dev §R82El, B GNUC &, Rt T C12%E, EEA7T C IENESHERMIZEERMEGIZ,
S2EENAT,
“info libc” (CERNEE)
« gce(1) 0 “info gec”
+ each_C_library_function_name(3)

« Kernighan & Ritchie, “C f2xVi&515E5", % _hR ( Prentice Hall )



https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/C_(programming_language)
https://zh.wikipedia.org/wiki/C_standard_library
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12.3.1 F§ER C #2x{ (gee)

—(ERGERFIF “example.c” FILAEBIITARF “libm” E—E4mERTTHNITIERXN “run_example”,

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>

int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\0’; /* fill to make sure string ends with ’'\@’ */
printf(”%5i, %5.3f, %10s, %10s\n”, argc, x, y, argv[1]);
return 0;

}

EOF

$ gcc -Wall -g -o run_example example.c -1m

$ ./run_example
1, 2.915, ./run_exam, (null)

$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

& T{ER sqrt(3), WZEER “-1m” E4RE libc6 BBEERE “/usr/1lib/libm.so”, BRRIIEERNMMN “/1ib/
", BERA “libm.so.6”, ERIEME “libm-2.7.s0” H—{EEL.
BFE-—THEXFNRE . BEEET “%»10s”, EMREBET 10 BFT,

The use of pointer memory operation functions without boundary checks, such as sprintf(3) and strcpy(3), is deprecated to prevent
buffer overflow exploits that leverage the above overrun effects. Instead, use snprintf(3) and strncpy(3).

12.4 PRt

PREBRIEDNPREEN IS, MEEREMRIBIZNESIESR Debian (ERENMR, EHMEBEERN

mH
=113
JHO

=R

BHY

12.4.1 EAH) gdb FERAGHES

Debian F/RIGHIEEETZNR gdb(1), ERERRERNMITHRHEIGE I,

RmIFIERA TR REE gdb REABRIED.

# apt-get install gdb gdb-doc build-essential devscripts

gdb MEFRIZRIZER~info gdb” RIAELE LA LAY EMmt S HE, STFREA gdb() > 1B T -9 EIaMRwE
OB SR L PREEE L

$ gdb program

(gdb) b 1 y EE— (TR
(gdb) run args § | ETIER
(gdb) next # MITTF—8
(gdb) step » BHEA

(gdb) p parm # BIED parm (A
(gdb) p parm=12 » EERS 12

(gdb) quit



https://zh.wikipedia.org/wiki/Debugger
http://www.unknownroad.com/rtfm/gdbtut/gdbtoc.html
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R
72 gdb(1) AR ERREMRAERS. Tab IEZREMIRTE shell —#RERBELIE,

12.4.2 [4$8 Debian #5268

Since all installed binaries should be stripped on the Debian system by default, most debugging symbols are removed in the normal
package. In order to debug Debian packages with gdb(1), corresponding * - dbg packages need to be installed (e.g. 1ibc6-
dbg in the case of 11bc6).

If a package to be debugged does not provide its * - dbg package, you need to install it after rebuilding it by the following.

mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential
sudo apt-get build-dep source_package_name

apt-get source package_name

cd package_name*

@B BH B BL R PRSP

Fix bugs if needed.

Bump package version to one which does not collide with official Debian versions, e.g. one appended with ”+debug1” when
recompiling existing package version, or one appended with ”~prel” when compiling unreleased package version by the fol-
lowing.

$ dch -1i

Compile and install packages with debug symbols by the following.

$ export DEB_BUILD_OPTIONS=nostrip,noopt
$ debuild

$cd ..

$ sudo debi package_name*.changes

You need to check build scripts of the package and ensure to use "CFLAGS=-g -Wall” for compiling binaries.

12.4.3 Obtaining backtrace
When you encounter program crash, reporting bug report with cut-and-pasted backtrace information is a good idea.
The backtrace can be obtained by the following steps.
* Run the program under gdb(1).
* Reproduce crash.
— It causes you to be dropped back to the gdb prompt.
+ Type ”bt” at the gdb prompt.

In case of program freeze, you can crash the program by pressing Ctr1-C in the terminal running gdb to obtain gdb prompt.

‘R

Often, you see a backtrace where one or more of the top lines are in "malloc()” or "g_malloc()”. When this
happens, chances are your backtrace isn’t very useful. The easiest way to find some useful information is to set
the environment variable "$MALLOC_CHECK_" to a value of 2 (malloc(3)). You can do this while running gdb by
doing the following.

$ MALLOC_CHECK_=2 gdb hello




Debian 2= F 254/ 260

12.44 SP% gdb s

e < AR HEIA

(gdb) thread apply all bt get a backtrace for all threads for multi-threaded program

(gdb) bt full get parameters came on the stack of function calls

(gdb) thread apply all bt full get a backtrace and parameters as the combination of the preceding
options

(gdb) thread apply all bt full get a backtrace and parameters for top 10 calls to cut off irrelevant
10 output
(gdb) set logging on write log of gdb output to a file (the default is ”gdb . txt”)

Table 12.12: /5P gdb G2 FIR

12.4.5 Debugging X Errors

If a GNOME program previewl has received an X error, you should see a message as follows.

The program ’'previewl’ received an X Window System error.

If this is the case, you can try running the program with ”- - sync”, and break on the ”gdk_x_error?” function in order to
obtain a backtrace.

12.4.6 GEEMREM

Use 1dd(1) to find out a program’s dependency on libraries by the followings.

$ 1dd /bin/1s
librt.so.1 => /lib/librt.so.1 (0x4001e000)
libc.so0.6 => /1lib/libc.so0.6 (0x40030000)
libpthread.so0.0 => /lib/libpthread.so0.0 (0x40153000)
/1ib/1d-1inux.so0.2 => /1lib/1d-1linux.so0.2 (0x40000000)

For 1s(1) to work in a “chroot ed environment, the above libraries must be available in your “chroot’ed environment.

See 8 9.3.6 1.

12.4.7 FIEEAREITER

Debian EHB—LER] B IEE ARG TE,

}He MITE NINEL

libc6-dev V:269, 1:615 | 15628 | mtrace(1): malloc debugging functionality in glibc
valgrind V:8, 1:56 70463 | memory debugger and profiler

kmtrace V:1,1:18 351 KDE memory leak tracer using glibc’s mtrace(1)
alleyoop V0, I:1 655 GNOME front-end to the Valgrind memory checker
electric-fence V:0, I:6 70 malloc(3) debugger

Teaktracer V0, 122 56 C++ FZT\AC 1B Ae 5 oa B o0k o

Iibdmalloc5 V0, I:3 360 iCiERE N EEERE

Table 12.13: sEiE R IRIGE T EMYIR



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon.php?package=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon.php?package=valgrind
http://packages.qa.debian.org/v/valgrind.html
http://packages.debian.org/sid/kmtrace
http://qa.debian.org/popcon.php?package=kmtrace
http://packages.qa.debian.org/k/kmtrace.html
http://packages.debian.org/sid/alleyoop
http://qa.debian.org/popcon.php?package=alleyoop
http://packages.qa.debian.org/a/alleyoop.html
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon.php?package=electric-fence
http://packages.qa.debian.org/e/electric-fence.html
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon.php?package=leaktracer
http://packages.qa.debian.org/l/leaktracer.html
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon.php?package=libdmalloc5
http://packages.qa.debian.org/libd/libdmalloc5.html
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g}He MITE NN

splint V:0, I:5 1889 tool for statically checking C programs for bugs

flawfinder V0, I:1 175 tool to examine C/C++ source code and looks for security weaknesses
perl V:610,1:996 | 651 interpreter with internal static code checker: B::Lint(3perl)

pylint V:6, 1:15 945 Python code static checker

weblint-perl V:0, 1.2 34 syntax and minimal style checker for HTML

linklint V0, I:1 343 fast link checker and web site maintenance tool

libxml2-utils V:24,1:318 177 utilities with xmllint(1) to validate XML files

Table 12.14: EEREFEDN BN T EMNIIR
12.4.8 FREEAEST LA

There are lint like tools for static code analysis.

12.4.9 =4 _EMHIFEN

You can disassemble binary code with objdump(1) by the following.
$ objdump -m 1386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

=z
IE=N

gdb(1) may be used to disassemble code interactively.

12.5 Flex —{EFFHY Lex

Flex is a Lex-compatible fast lexical analyzer generator.
Tutorial for flex(1) can be found in ”info flex”.

You need to provide your own “main()” and ”yywrap()”. Otherwise, your flex program should look like this to compile
without a library. This is because that ”yywrap” is a macro and *%option main” turns on ”%option noyywrap” implic-
itly.

%option main
%%

.|\n ECHO ;
%%

Alternatively, you may compile with the ”-1f1” linker option at the end of your cc(1) command line (like AT&T-Lex with ”-
11”). No *%option” is needed in this case.

12.6 Bison —a better Yacc

Several packages provide a Yacc-compatible lookahead LR parser or LALR parser generator in Debian.
Tutorial for bison(1) can be found in ”info bison”.

You need to provide your own ”main( )” and ”yyerror ()”. "main()” calls ?yyparse()” which calls ?yylex( )”, usually
created with Flex.

%%

%%



http://packages.debian.org/sid/splint
http://qa.debian.org/popcon.php?package=splint
http://packages.qa.debian.org/s/splint.html
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon.php?package=flawfinder
http://packages.qa.debian.org/f/flawfinder.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon.php?package=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon.php?package=pylint
http://packages.qa.debian.org/p/pylint.html
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon.php?package=weblint-perl
http://packages.qa.debian.org/w/weblint-perl.html
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon.php?package=linklint
http://packages.qa.debian.org/l/linklint.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon.php?package=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
https://zh.wikipedia.org/wiki/Flex_lexical_analyser
https://zh.wikipedia.org/wiki/Lex_programming_tool
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https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
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g}He MITE NN

bison V:10, I:113 2061 GNU LALR parser generator

byacc V:0, I:7 160 Berkeley LALR parser generator

btyacc V:0, 1.0 207 backtracking parser generator based on byacc

Table 12.15: List of Yacc-compatible LALR parser generators

12.7 Autoconf

Autoconf is a tool for producing shell scripts that automatically configure software source code packages to adapt to many kinds
of Unix-like systems using the entire GNU build system.

autoconf(1) produces the configuration script >configure”. configure” automatically creates a customized "Makefile”
using the "Makefile.in” template.

12.7.1 #mENiLEEiEl
oF

Debian RE7E”/usr/local” 3¢”/opt” BER FEIUIER, WRFEEFRIREREEN, IEEXEE2”/usr/local/”
BT, AAELAEREE| Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make

$ make install # E— T RIEERTEIRK L

52 A=
[=]
(i darm]

SRR RMBFFRINHR, IEAEBERAER,

12.7.2 fERREREN

WMRFEREIE B EEA autoconf(1)/automake(1), INR{FEECSMFEREBREBETHEE, MITHNTHGSREBMRLE
=,

$ ./configure "all-of-the-options-you-gave-it”

# make uninstall

5, MRE+THO B EREREFILEREMIET”/usr/local/” T HEEEZHEEENERA, (RelUE BT
MYRBEREMBIAR,

# find /usr/local -type f -print® | xargs -0 rm -f

If you are not sure where files are installed, you should consider using checkinstall(8) from the checkinstall package, which
provides a clean path for the uninstall. It now supports to create a Debian package with ”-D” option.

12.8 Perl short script madness

Although any AWK scripts can be automatically rewritten in Perl using a2p(1), one-liner AWK scripts are best converted to
one-liner Perl scripts manually.

Let’s think following AWK script snippet.



http://packages.debian.org/sid/bison
http://qa.debian.org/popcon.php?package=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon.php?package=byacc
http://packages.qa.debian.org/b/byacc.html
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon.php?package=btyacc
http://packages.qa.debian.org/b/btyacc.html
https://zh.wikipedia.org/wiki/Autoconf
https://zh.wikipedia.org/wiki/AWK
https://zh.wikipedia.org/wiki/Perl
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awk ' ($2=="1957") { print $3 }' |

This is equivalent to any one of the following lines.

perl -ne ’'@f=split; if ($f[1] eq ”“1957"”) { print ”"$f[2]\n"}’ |
perl -ne ’'if ((@f=split)[1] eq ”1957”) { print ”"$f[2]\n"}’ |
perl -ne '@f=split; print $f[2] if ( $f[1]==1957 )’ |

perl -lane ’‘print $F[2] if $F[1] eq "1957"' |

perl -lane ‘print$F[2]if$F[1]eq+1957" |

The last one is a riddle. It took advantage of following Perl features.

*» The whitespace is optional.

+ The automatic conversion exists from number to the string.

See perlrun(1) for the command-line options. For more crazy Perl scripts, Perl Golf may be interesting.

12.9 Web

Basic interactive dynamic web pages can be made as follows.

* Queries are presented to the browser user using HTML forms.

+ Filling and clicking on the form entries sends one of the following URL string with encoded parameters from the browser to
the web server.

— ”http://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- ”http://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- 7http://www.foo.dom/program.php?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”

« 7£ URL #8@E"%nn” 2fEA—{@ 16 EALHIF T nn ERE,
IRIBSERES: "QUERY_STRING="VAR1=VAL1 VAR2=VAL2 VAR3=VAL3"”.

+ CGI program (any one of ”program. *”) on the web server executes itself with the environment variable “$QUERY_STR
ING”.

* CGI f2\HY stdout {FiXRIBIER, (FRAEEEIRE web HEHRETR.
For security reasons it is better not to hand craft new hacks for parsing CGI parameters. There are established modules for them

in Perl and Python. PHP comes with these functionalities. When client data storage is needed, HTTP cookies are used. When
client side data processing is needed, Javascript is frequently used.

EZ &M, 2R EFARIERNME, Apache BREEEEE, M JavaScript.

Searching ”CGI tutorial” on Google by typing encoded URL http://www.google.com/search?hl=en&ie=UTF-8&q=CGI+tutorial
directly to the browser address is a good way to see the CGI script in action on the Google server.

12.10 [RIRASER

[RIARSEIRIZ,



http://perlgolf.sourceforge.net
https://zh.wikipedia.org/wiki/HTML
https://zh.wikipedia.org/wiki/Uniform_Resource_Locator
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
https://zh.wikipedia.org/wiki/PHP
https://zh.wikipedia.org/wiki/HTTP_cookie
https://zh.wikipedia.org/wiki/JavaScript
https://zh.wikipedia.org/wiki/Common_Gateway_Interface
https://zh.wikipedia.org/wiki/Apache軟件基金會
https://zh.wikipedia.org/wiki/JavaScript
http://www.google.com/search?hl=enamp;ie=UTF-8amp;q=CGI+tutorial
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L] ATE XV | BAERE anBH
perl V:610, 1:996 | 651 AWK - PERL| fE[RIEFEHE AWK B2 PERL: a2p(1)
f2c V0, I.7 433 FORTRAN -, ¢ JEJRI5757E FORTRAN 77 B3R} C/C++: f2c(1)
intel2gas V-0, I:0 174 intel - gas & NASM (Intel #&=) TR GNU E4RTELN (GAS)

12.11 =4 Debian &

WNRAFAERME—{E Debian €1, BIRETEAZE.

- 5 2 FERELXNEEERRR
« 5 2713 TIERERNBEIAE

« 58 9.10.4 TIERREAR chroot $i
+ debuild(1), pbuilder(1) 1 pdebuild(1)

58 1242 THRFETIPREE
« Debian #i##EEIES| fFA—(EFZ (maint-guide )
« Debian B35 E2%EFM (developers-reference &)
* Debian ZEHEFM (debian-policy )
» Debian 4#:&€&155| (debmake-doc )

Table 12.16: [RIRT5ER T BY|&R

debmake, dh-make, dh-make-perl E#iEE, HMBERAITEBEE, thBEL,



http://packages.debian.org/sid/perl
http://qa.debian.org/popcon.php?package=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/f2c
http://qa.debian.org/popcon.php?package=f2c
http://packages.qa.debian.org/f/f2c.html
http://packages.debian.org/sid/intel2gas
http://qa.debian.org/popcon.php?package=intel2gas
http://packages.qa.debian.org/i/intel2gas.html
http://www.debian.org/doc/manuals/maint-guide/
http://www.debian.org/doc/manuals/developers-reference/
http://www.debian.org/doc/debian-policy/
http://www.debian.org/doc/manuals/debmake-doc/
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Appendix A

B %

AXIEE R,

A.1 Debian *=

Linux R#E —EEEAET ERNINEERANGETE, A, BEEACNLIINEELIESE. EAIF PostScript
FUFTENHEECE LPR $TENHERRTY, BRELFHIF. ( BIRERH CUPS RN LRAKLIRER, MTBEEHEE. )

BE-RETEMFRMMEM “SOURCE CODE” , EFEREMMIZM, EE —LLSEEN HOWTO F mini-
HOWTO, EFIZREMR, BRETASHERMBATI TAHE, BTERREEGS, RBERFERRKN HOWTO
P EF+ R,

BALEEE “Debian 2EFF M (FhR )" B7E Debian REREMA, RHE—ELIFHIFIKIESI

A2 RIEESE

Debian £2ZFMHF ( Osamu Aoki<osamu at debian dot org> ) e, HEEBE—ERARRETEERL. HFNHFER
BHEBRF ¥ Debian FI EE 47 R E fth Debian 1ERAE RIBSNEE,

TEFRAN T 3R 8 Josip Rodin A% 2 1% (Josip Rodin fEDebian XHEIEE (DDP ) FIEE;ERE ), “Debian 2EFM (5
—hR, 2001-2007 )" FLET DDP XiEH—8,

6 F1&, HEHEIRRN “Debian 2EZFM (F—HR ) NBRE, EHBEHRESANE, il “Debian 2EFM (F
ZHR )’ £ 2008 FE2E,

HIEMERNER, oJUBE TENAERER.

« "Linux A& FM” Larry Greenfield (1996 £ 12 B)
- B HEIREY (Debian #F2) BV

« ”Debian #{#£” Havoc Pennington (1998 ££ 12 B 11 H)

— 2843 H Oliver Elphick, Ole Tetlie, James Treacy, Craig Sawyer #[I Ivan E. Moore Il £
— X1 REY (Debian GNU/Linux: ZEEFERAFM) BUX

+ ”Debian GNU/Linux: ZEF1{8F F” John Goerzen 1 Ossama Othman (1999)

- & (Debian 2 FM (F—hR D) B
R B MR — L R R, (@0 T ERAERER,



http://lists.debian.org/debian-user/
http://www.debian.org/doc/ddp
http://www.ibiblio.org/pub/Linux/docs/linux-doc-project/users-guide/user-beta-1.pdf.gz
http://www.debian.org/doc/manuals/debian-tutorial/
http://archive.debian.net/woody/debian-guide
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« ”Debian FAQ” (March 2002 £ 3 ARRr4A, EBFZH Josip Rodin #5E)
HEARH—LEFEMER, 850818 TR RER.
* ”Debian 2EFf} (55 —hR)” Osamu Aoki (2001-2007)
- HIEEHHI”Debian 2EFM (FE_hR)” B
7GAAY “Debian 2EFM (B—iR)" HHFSERERE,

« Thomas Hood R4B4RECE TREMNETENETERE

* Brian Nelson R BRI T EAN X 1 VCS RIAERAERE

« Jens Seidel E1BERIAFZFZ ABHEIERMH TEE)

« David Sewell 1T 7 KERIRE

- REWESE. EREN bug IREEMFSER

Debian RAEFAZNEPNEERNEEEERARFEEEXENEESE. £ EENEF LHEET AFER
MPRIEF2S M7, LAHRGTHER, HEBHJ Ok, LBEELRAMERAIENEELS.

gdb FAFABIAVIEIAER T HER Debian HERNERIEME R 4R, iIER M Ari Pollak, Loic Minier, 1 Dafydd Harries EEHY.
BRT LEREIAY, “Debian 2EFM (FTIR ) WABHINTRHBECHIE., SLhBEREETN.

fF#& Osamu Aoki FEIREBFIEEXIERIFBIER B4 TEIMA,

A3 XIEET

RN RIRXIEREX BRI R{ER AsciiDoc X AN HREE, AsciiDoc EHERIEEER, AETLLREEEN XML,
BEALLEL, THAEFEEMNAAZIFRIE, MeILARE XML 1 PO XEREIEMEN ., @iBEER4A, i
FERRY DocBook XML &2, BEIEAMEREWIEAN, LA M —BE&44HY Docbook XML JE, E{BEE&44HY Docbook
XML JE 4 BES0#EF A, HTML, epub, #5378, PostScript, ¥ PDF. (2 hAVBHE, ZAIRIBOIER, )



http://www.debian.org/doc/manuals/debian-faq/
http://packages.debian.org/search?keywords=debian-referenceamp;searchon=sourcenamesamp;exact=1amp;suite=allamp;section=all
https://zh.wikipedia.org/wiki/Fair_use
http://wiki.debian.org/HowToGetABacktrace
http://packages.debian.org/search?keywords=asciidoc
http://packages.debian.org/search?keywords=asciidoc

	GNU/Linux 教程
	控制臺基礎
	shell 提示符
	X 系統下的 shell 提示符
	root 賬戶
	root shell 提示符
	GUI系統管理工具
	虛擬控制檯
	怎樣退出命令行提示符
	怎樣關閉系統
	恢復一個正常的控制檯
	建議新手的額外軟件包
	額外用戶賬號
	sudo 配置
	玩的時間

	類 Unix 文件系統
	Unix 文件基礎
	文件系統深入解析
	文件系統權限
	控制新建檔案的許可權：umask
	一組使用者的許可權（組）
	時間戳
	連結
	命名管道（先進先出）
	套接字
	設備文件
	特別設備文件
	procfs 和 sysfs
	tmpfs

	Midnight Commander (MC)
	自定義 MC
	啟動 MC
	MC 文件管理
	MC 命令列技巧
	MC 內部編輯器
	MC 內部檢視器
	自動啟動 MC
	MC 中的 FTP 虛擬檔案系統

	類 Unix 工作環境基礎
	登入 shell
	定製bash
	特殊按鍵
	Unix類型的鼠標操作
	文件內容查看
	文本編輯器
	設置默認文本編輯器
	定製vim
	記錄shell活動
	基本的Unix命令

	簡單 shell 命令
	命令執行和環境變量
	“$LANG”變量
	"$PATH" 變數
	"$HOME" 變數
	命令列選項
	Shell 萬用字元
	命令的返回值
	典型的順序命令和 shell 重定向
	命令別名

	類 Unix 的文本處理
	Unix 文本工具
	正則表達式
	替換表達式
	正則表示式的全域性替換
	從文字檔案的表格中提取資料
	用於管道命令的小片段指令碼


	Debian 軟體包管理
	Debian 軟體包管理的前提
	軟體包配置
	基本的注意事項
	持續升級的生活
	Debian 檔案庫基礎
	Debian 是100% 的自由軟體
	軟體包依賴關係
	包管理的事件流
	對包管理問題的第一個迴應

	基礎軟體包管理操作
	apt-get / apt-cache vs. aptitude
	命令列中的基礎軟體包管理操作
	aptitude 的互動式使用
	aptitude 的按鍵繫結
	aptitude 軟體包檢視
	aptitude 搜尋方式選項
	aptitude 正則表示式
	aptitude 的依賴解決
	軟體包活動日誌

	aptitude 操作範例
	通過正則表示式匹配軟體包名稱來列出軟體包
	使用正則表示式匹配瀏覽
	完整地清理已刪除軟體包
	調整自動/手動安裝狀態
	全面的系統升級

	高階軟體包管理操作
	命令列中的高階軟體包管理操作
	驗證安裝的軟體包檔案
	預防軟體包故障
	搜尋軟體包元資料

	Debian 內部軟體包管理
	檔案庫元資料
	頂層 "Release" 檔案及真實性
	檔案庫層的 "Release" 檔案
	獲取用於軟體包的元資料
	APT 的軟體包狀態
	aptitude 的軟體包狀態
	獲取的軟體包的本地副本
	Debian 軟體包檔名稱
	dpkg 命令
	update-alternatives 命令
	dpkg-statoverride 命令
	dpkg-divert 命令

	從損壞的系統中恢復
	不相容舊的使用者配置
	具有相同檔案的不同軟體包
	修復損壞的軟體包指令碼
	使用 dpkg 命令進行救援
	恢復軟體包選擇資料

	軟體包管理技巧
	如何挑選 Debian 軟體包
	混合源檔案庫中的軟體包
	調整候選版本
	Updates and Backports
	阻止推薦的軟體包的安裝
	使用帶有 unstable 軟體包的 testing 版本
	使用帶有 experimental 軟體包的 unstable 版本
	自動下載和升級軟體包
	限制 APT 的下載頻寬
	緊急降級
	上傳軟體包的是誰？
	equivs 軟體包
	移植一個軟體包到 stable 系統
	用於 APT 的代理伺服器
	小型公共軟體包檔案庫
	記錄和複製系統配置
	轉換或安裝一個外來的二進位制軟體包
	不使用 dpkg 解壓軟體包
	更多關於軟體包管理的文件


	系統初始化
	啓動過程概述
	第一階段：BIOS
	第二階段：引載加載程序
	第三階段：迷你 Debian 系統
	第四階段：常規 Debian 系統

	SysV 風格的 init
	執行級別的含義
	執行級別的配置
	執行級別管理示例
	每個 init 指令碼預設的引數
	主機名
	檔案系統
	網路介面初始化
	網路服務初始化
	系統訊息
	核心訊息

	udev 系統
	核心模組初始化


	認證
	一般的 Unix 認證
	管理賬號和密碼資訊
	好密碼
	設立加密的密碼
	PAM 和 NSS
	PAM 和 NSS 訪問的配置檔案
	現代的集中式系統管理
	“為什麼 GNU su 不支援 wheel 組”
	嚴格的密碼規則

	其它的訪問控制
	sudo
	PolicyKit
	SELinux
	限制訪問某些服務端的服務

	安全認證
	網際網路密碼安全
	安全 Shell
	網際網路額外的安全方式
	root 密碼安全


	網絡設置
	基本網絡架構
	主機名解析
	網路介面名稱
	區域網網路地址範圍
	網路裝置支援

	現代的桌面網路配置
	圖形介面的網路配置工具

	傳統的網路連線和配置
	網路連線方式（傳統）
	乙太網 DHCP 連線
	乙太網靜態 IP 連線
	使用 pppconfig 的 PPP 連線
	使用 wvdialconf 的另一種可選的 PPP 連線
	使用 pppoeconf 的 PPPoE 乙太網連線

	使用 ifupdown 進行基本網路配置（舊）
	簡單的命令語法
	"/etc/network/interfaces" 基本語法
	迴環網路介面
	使用 DHCP 的網路介面
	使用靜態 IP 地址的網路介面
	無線區域網介面基礎
	使用 WPA/WPA2 的無線區域網介面
	使用 WEP 的無線區域網介面
	PPP 連線
	另一種 PPP 連線
	PPPoE 連線
	ifupdown 網路配置狀態
	網路重新配置基礎
	ifupdown-extra 包

	使用 ifupdown 的高階網路配置（舊）
	ifplugd 軟體包
	ifmetric 軟體包
	虛擬介面
	高階命令語法
	對映節 mapping stanza
	手動的可切換網路配置
	ifupdown 系統的指令碼
	guessnet Mapping 對映

	底層網路配置
	Iproute2 命令
	安全的底層網路操作

	網路優化
	找出最佳 MTU
	設定 MTU
	WAN TCP 優化

	Netfilter 網路過濾框架

	網路應用
	網頁瀏覽器
	瀏覽器配置

	郵件系統
	電子郵件基礎
	現代郵件服務基礎
	工作站的郵件配置策略

	郵件傳輸代理 (MTA)
	exim4 的配置
	帶有 SASL 的 postfix 配置
	郵件地址配置
	基礎 MTA 操作

	郵件使用者代理 (MUA)
	基礎 MUA — Mutt

	遠端郵件檢索和轉發實用工具
	getmail 配置
	fetchmail 配置

	帶有過濾器的郵件投遞代理 (MDA)
	maildrop 配置
	procmail 配置
	重新投遞 mbox 內容

	POP3/IMAP4 伺服器
	列印服務和工具
	伺服器遠端訪問和工具 (SSH)
	SSH 基礎
	SMTP/POP3 隧道的埠轉發
	免密碼遠端連線
	處理其它 SSH 客戶端
	建立 ssh 代理
	怎樣通過 SSH 關閉遠端系統
	SSH 故障排查

	其它網路應用服務
	其它網路應用客戶端
	系統後臺守護程序（daemon）診斷

	X 視窗系統
	關鍵軟體包
	設定桌面環境
	Debian 選單
	Freedesktop.org 選單
	從 Freedesktop.org 選單到 Debian 選單

	伺服器/客戶端關係
	X 伺服器
	X 伺服器的（重新）配置
	連線到 X 伺服器的方式

	啟動 X 視窗系統
	使用 gdm3 啟動 X 會話
	自定義 X 會話（經典方式）
	自定義 X 會話（新方式）
	通過 SSH 連線一個遠端 X 客戶端
	連線網際網路的安全 X 終端

	X 視窗中的字型
	基礎字型
	其它字型
	CJK 字型

	X 應用
	X 辦公應用
	X 實用應用

	X 瑣事
	剪貼簿
	X 中的鍵盤和滑鼠按鈕對映
	典型的 X 客戶端
	X 終端模擬器 —— xterm
	以 root 執行 X 客戶端


	I18N 和 L10N
	鍵盤輸入
	IBus 支援的輸入法
	一個日語的例子
	禁用輸入法

	顯示輸出
	語言環境
	編碼的基礎知識
	UTF-8 語言環境的基本原理
	語言環境的重新配置
	“$LANG” 環境變數的值
	只用於 X 視窗的特定語言環境
	檔名編碼
	本地化資訊和翻譯文件
	語言環境的影響


	系統技巧
	screen 程式
	screen(1) 的使用場景
	screen 命令的鍵繫結

	資料記錄和展示
	日誌後臺守護程序（daemon）
	日誌分析
	清晰的記錄 shell 活動
	定製文字資料的顯示
	定製時間和日期的顯示
	shell 中 echo 的顏色
	有顏色輸出的命令
	記錄編輯器複雜的重複操作動作
	記錄 X 應用程式的圖形
	記錄配置檔案的變更

	監控、控制和啟動程式活動
	程序耗時
	排程優先順序
	ps 命令
	top 命令
	列出被一個程序開啟的檔案
	跟蹤程式活動
	識別使用檔案和套接字的程序
	使用固定間隔重複一個命令
	使用檔案迴圈來重複一個命令
	從 GUI 啟動一個程式
	自定義被啟動的程式
	殺死一個程序
	單次任務時間安排
	定時任務安排
	Alt-SysRq 鍵

	系統維護技巧
	誰在系統裡？
	警告所有人
	硬體識別
	硬體配置
	系統時間和硬體時間
	終端配置
	聲音基礎設施
	關閉螢幕保護
	關閉蜂鳴聲
	記憶體使用
	系統安全性和完整性檢查

	資料儲存技巧
	硬碟空間使用情況
	硬碟分割槽配置
	使用 UUID 訪問分割槽
	LVM2
	檔案系統配置
	檔案系統建立和完整性檢查
	通過掛載選項優化檔案系統
	通過超級塊（superblock）優化檔案系統
	硬碟優化
	固態硬碟優化
	使用 SMART 預測硬碟故障
	通過 $TMPDIR 指定臨時儲存目錄
	通過 LVM 擴充套件可用儲存空間
	通過掛載另一個分割槽來擴充套件可用儲存空間
	通過 “mount --bind” 掛載另一個目錄來擴充套件可用儲存空間
	使用符號連結擴充套件可用儲存空間
	使用 overlayfs 擴充套件可用儲存空間

	磁碟映像
	製作磁碟映像檔案
	直接寫入硬碟
	掛載磁碟映像檔案
	清理磁碟映像檔案
	製作空的磁碟映像檔案
	製作 ISO9660 映象檔案
	直接寫入檔案到 CD/DVD-R/RW
	掛載 ISO9660 映象檔案

	二進位制資料
	檢視和編輯二進位制資料
	不掛載磁碟操作檔案
	資料冗餘
	Data file recovery and forensic analysis
	把大檔案分成多個小檔案
	清空檔案內容
	樣子文件
	擦除整塊硬碟
	Erasing unused area of an hard disk
	恢復已經刪除但仍然被開啟的檔案
	查詢所有硬連結
	不可見磁碟空間消耗

	資料加密提示
	Removable disk encryption with dm-crypt/LUKS
	Encrypted swap partition with dm-crypt
	Mounting encrypted disk with dm-crypt/LUKS
	Automatically encrypting files with eCryptfs
	Automatically mounting eCryptfs

	核心
	Linux kernel 2.6/3.x
	核心引數
	核心標頭檔案
	編譯核心和相關模組
	編譯核心原始碼：Debian 核心團隊推薦
	硬體驅動和韌體

	虛擬化系統
	虛擬化工具
	虛擬化工作流
	掛載虛擬磁碟映像檔案
	Chroot 系統
	多桌面系統


	資料管理
	共享，拷貝和存檔
	存檔和壓縮工具
	複製和同步工具
	歸檔語法
	複製語法
	查詢檔案的語法
	歸檔媒體
	可移動儲存裝置
	選擇用於分享資料的檔案系統
	網路上的資料分享

	備份和恢復
	實用備份套件
	一個系統備份的指令碼例子
	用於備份資料的複製指令碼

	資料安全基礎
	GnuPG 金鑰管理
	在檔案上使用 GnuPG
	在 Mutt 中使用 GnuPG
	在 vim 中使用 GnuPG
	MD5 校驗和

	原始碼合併工具
	從原始碼檔案匯出差異
	Merging updates for source files
	Updating via 3-way-merge

	Version control systems
	Comparison of VCS commands

	Git
	配置 Git 客戶端
	Git 參考
	Git 命令
	用於 Subversion 倉庫的 Git
	記錄配置歷史的 Git

	CVS
	Configuration of CVS repository
	Local access to CVS
	Remote access to CVS with pserver
	Remote access to CVS with ssh
	Importing a new source to CVS
	File permissions in CVS repository
	Work flow of CVS
	Latest files from CVS
	Administration of CVS
	Execution bit for CVS checkout

	Subversion
	Subversion 儲存庫的配置
	通過 Apache2 伺服器訪問 Subversion
	按組本地訪問 Subversion
	通過 SSH 遠端訪問 Subversion
	Subversion 目錄結構
	往 Subversion 裡匯入一個新的源
	Subversion 工作流


	資料轉換
	文字資料轉換工具
	用 iconv 命令來轉換文字檔案
	用 iconv 檢查檔案是不是 UTF-8 編碼
	Converting file names with iconv
	EOL conversion
	TAB 轉換
	帶有自動轉換功能的編輯器
	Plain text extraction
	高亮並格式化純文字資料

	XML 資料
	Basic hints for XML
	XML processing
	The XML data extraction

	排版
	roff 排版
	TeX/LaTeX
	漂亮的列印手冊頁
	建立手冊頁

	可印刷的資料
	Ghostscript
	合併兩個 PS 或 PDF 檔案
	處理可印刷資料的工具
	用 CUPS 列印

	郵件資料轉換
	郵件資料基礎

	圖形資料工具
	不同種類的資料轉換工具

	編程
	Shell 腳本
	POSIX shell 兼容性
	Shell 引數
	Shell conditionals
	shell 迴圈
	shell 命令列的處理順序
	用於 shell 指令碼的應用程式
	shell 指令碼對話方塊
	zenity 的 shell 指令碼案例

	make
	C
	簡單的 C 程式（gcc）

	除錯
	基本的 gdb 使用命令
	除錯 Debian 軟體包
	Obtaining backtrace
	高階 gdb 命令
	Debugging X Errors
	檢查庫依賴性
	記憶體洩漏檢測工具
	靜態程式碼分析工具
	反彙編二進位制程式

	Flex — 一個更好的Lex
	Bison — a better Yacc
	Autoconf
	編譯並安裝程式
	解除安裝程式

	Perl short script madness
	Web
	原始碼轉換
	製作 Debian 包

	附錄
	Debian 迷宮
	版權歷史
	文檔格式


