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1. Application purpose

Biomaj Watcher (BW) has been designed to provide a quick overview of the banks managed by
Biomaj and a simple access to the most common administration tasks.

2. Features

BW allows :
e A guest user to visualize/search/filter the online banks. It includes charts and detailed
information about a bank.

e Alogged-in userto:
o Runupdates
o Visualize the status of the banks
o Schedule updates with a cron-like syntax.
o View the latest errors with access to the related log files
o Create/modify banks properties

3. Setting up

Most of the configuration for BW is done via the installer, but you can manually modify it via the
properties in, preferably:

<tomcat dir>/conf/Catalina/<host>/BmajWatcher.xml

Or:

<tomcat dir>/webapps/BmajWatcher/WEB-INF/web.xml

3.1.Configuration

3.1.1. Authentication
Two authentication methods are available: local authentication and LDAP authentication.

3.1.1.1. Local authentication
Local authentication is done against the Biomaj database. You need to have at least one user present
in the database (should have be added during Biomaj installation).
To enable local authentication:
e Setthe USELOCAL property to 1.

3.1.1.2. LDAP authentication
To enable LDAP authentication, modify the following parameters in the configuration file:
e USELDAP:Settol.
e LDAPHOST : LDAP server address
e LDAPDN : LDAP distinguished name
e OPTFILTER : Search filter
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3.1.2. Administrator selection
The database holds no information about which user is the administrator. The admin selection is
done in the configuration file by specifying what user (identified by his login) should be given the
admin privileges.

e ADMIN LOGIN parameter set to desired login.

3.1.3. Host selection

3.1.3.1. Local host

The default behavior for BW is to run the bank updates on the localhost. It means that you need both
BW and BioMAJ to be installed on the same computer.
It is set with the parameter EXECUTION setto local.

3.1.3.2. Remote host

BW can run updates on any host that is reachable via SSH. However, there are some requirements to
use this functionality:

e BW does not handle the update process. It only starts “biomaj.sh” in an external shell
with the required parameters. So the remote servers must have BioMAI installed.

e BW and BioMAJ access common data such as the banks properties files or the production
directories. Therefore each host must share the same data and configuration. More
precisely, the following directories have to be shared:

o BIOMAJ_ROOT directory and its subdirectories (bin, log, tmp, conf...) defined in
$BIOMAJ ROOT/general.conf.
o data.dir that contains the production directories

Remote execution is configured with the following parameters:
e EXECTION :setto remote
e SSH_AUTH_TYPE: 1ogin for login/password authentication or key for SSH key
authentication.
e SSH_LOGIN: user login
e SSH_PASSWD: user password
e SSH_KEY_PATH: private key location for key authentication
e SSH_PASSPHRASE: passphrase for key authentication
e SSH_HOSTS: hosts list to connect to, separated by a comma.

If several hosts are specified:

e BW will connect to one that is available: BW considers a host to be available if an update is
not already running on that host. If no hosts are available, BW will connect to the next one in
its list.

e If a connection to a specific host fails, BW will try to connect to each remaining host until it
succeeds.

3.1.4. Other parameters

e BIOMAJ_ROOT: Main Biomaj installation directory. Same as SBIOMAJ_ROOT

e JOBS_LOCATION: Absolute path of your jobs.xml/jobs.xsd files.

e MESSAGE_MAX: Maximum number of error messages to display in the “errors” tab of the
web interface.
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3.2.Start up

3.2.1. Embedded tomcat server
To run BW, start the application server that hosts it. If it is the tomcat server shipped with the
biomaj-<version>.tar.gz archive, run apache-tomcat-6.0.24/bin/startup.sh. The application
can bereached at http://<server>:8080/BmajWatcher/

3.2.2. Already installed server
If you already have a tomcat server running, copy the following files in your tomcat directory:
e <tomcat>/webapps/BmajWatcher.war
e <tomcat>/lib/biomaj.jar (symbolic link)
e <tomcat>conf/Catalina/<host>/BmajWatcher.xml
e <tomcat>conf/Catalina/<host>/BmajWatcher#logs.xml

4. Multitenancy

4.1.Customized view
BW supports multitenancy, meaning that each user sees a different content depending on his
privileges on the banks. It has introduced user group and bank ownership notions.

What a user has access to is detailed in the following table:

Private bank Public bank

Belongs to user Full access Full access
Belongs to a group member Full access Full access
Belongs to another group No access Restricted access

The default access for a bank is defined in “global.properties” with the property:
visibility.default=private|public

Looking into the consequences of multitenancy on the interface:
e Scheduler: The user only sees the jobs of his group
e Errors: The user only sees the errors of his group
e Global statistics: Only statistics of the group. If not logged, the statistics are processed for the
public banks.

4.2.0verride general settings

Each user inherits “global.properties” but only the admin can modify it.
If you have specific settings, make sure you override the required properties. You have 2 ways to do
so:

e Rewrite the properties in the bank file.
e Rewrite the properties in an intermediate file that you include in your bank file. This way it is
reusable.

A If you override data.dir, make sure that the user that runs tomcat has write access on the

directory.

5. User interface
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5.1.Main interface
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Figure 1: BW main interface
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1: Grid that contains the banks
2: Detailed information on a bank that shows up when user double clicks on a bank
3: Bank dependencies visualization
4: Scheduler where the jobs are displayed
5: A specific job. To remove a bank from a job, right click on the bank name then click on ‘remove'.
Banks are added to a job by drag&dropping them from the main grid to the desired task.
e Firsticon is for updating immediately all the bank of this schedule
e Second icon is for editing the schedule

e Third icon is for deleting the schedule

6: The first button is for creating a new job. The second button is to display a calendar view of the
jobs.

7: The contextual menu that offers several options for the selected bank.

8: The toolbar that allows you, in addition to the options of the contextual menu, to display the
banks type hierarchy.

’

9: The other available tabs: ‘Statistics’ provides general statistics for the banks. ‘Latest errors
displays the latest errors/warning for the updated banks.

10: Refresh the scheduler tasks and (for admin only) stop/resume the scheduler.

11: User panel. Click on user to edit profile.

@ genome/eucat fasta,blast Drosophila_rne 2011-05-17  2011-08-12 01:17:12 (1].4 ! |

custanm sql fasta gag_ensembl a3 - - ]

@ ather =il Gene_0Ontolog 2011-08-16  2011-08-18 04:05:51 (1] 4 3|
Figure 2: Bank ownership color 3

1: Blue = Bank belongs to logged in user.
2: white = Bank does not belong to user nor to user group, but is still visible as it is public.

3: Purple = Bank does not belong to user but to a member of user group.
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5.2.User management

User management

“ Users 4 USER INFO

= o admin

,;E, admin

= '-1_:-1 Genouest

Local user | 1

Login : admin

£ admin Password
£ rzabas | |
£ abretaud Canfirm

& oo | |

# Remove user from group
I -

£ add group ={@mail.org

£ Add user ar rest querying
| e—————
Besef kev 3

Groups
4, Search for user.. | admin |':'I}='|='|

ﬂ@ |gennueat |'=|'}=|='|

Save | Delete |

Close

Figure 3: Admin panel

User has access to this panel when he clicks on his login. Presented above is the administrator panel
that allows the administrator to manage users and groups.

1: User type. Only one authentication mode can be enabled:
e Local: Users are authenticated locally against the biomaj database. Admin has to create these
users.
e LDAP: Users are authenticated with LDAP. The first time an LDAP user logs in, he is added to
a group named after his login. Admin can later move him to the desired group.
When LDAP authentication is enabled, only the admin can be logged using local authentication.
2: User mail that is mainly used to notify user when his password has changed.

3: Authentication key that is used for REST services. That key can be reset at any time.

4: Users panel that shows groups and users. A user can belong to several groups.
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5.3.Bank properties edition

5.3.1. Main panel
Bank editor
BANK SELECTION

You can choose to either create a new bank or edit an existing bank's properties :

@ Edit bank )
& Load from local IAcyrthosiphon_pisum-bcm j@
€ Load from remote : | 2l
T Create new hank
Load I
SELECTED BANK : Acyrthosiphon_pisum-bcm
Options
I See inherited properties 2
I Override inherited properties
Include files :|Create new include file... El Add | 3
Properies
4 5

Related files : | Acyrthosiphon_pisum-bcm.properties v| % | Add a property

¥V Bank dependencies

£J Depends hank Drosophila_melanogaster-flybase _'J 6
Files to move >
_5‘ Depends hank IMGT EI
Files to move flat™.nin
New dependency |

Retrieve release from hank :IIMGTI

P Initialization

P Synchronization
P Pre-processes
P Post-processes o

P Remove-processes o

Save Close ‘

Figure 4: BW bank edition
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1: In this section you can:

e Edit banks properties loaded from :
o The local repository
o A remote repository which consists in the URL of a web page that biomaj will parse to retrieve any

.properties file.

e Create a new bank from a predefined set of properties :
o Mandatory: Mandatory only properties
o Common: Properties commonly used
o Exhaustive: All available properties

e See inherited properties: show properties inherited from global.properties and any included properties file.
e Override inherited properties : allow inherited properties modification

3: The files located in <workflows.dir>/<user login>/include are listed and can be included to the
currently loaded bank.

4: List all the selected bank related files: The bank file, the global .properties file and any other files that have
been included.

5: List of the remaining properties that can be added to the bank.

6: Select what banks should be updated before the current one.

“Files to move” is a regular expression that specifies what files of the selected bank should be moved to the current
bank production directory.

You can then specify if a specific bank release must be used as the current bank version (“retrieve release from
bank”).

Detailed documentation is available in the Biomaj_1.2 user guide at section “4.4 Computed bank: bank dependencies”

7: This section contains the bank's properties organized by categories. Changing the related file changes the
properties values.

8: The 'save' button allows you to:
e Override the loaded bank
e Save the bank under a new name
e Save the bank and run an update
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5.3.2. Process edition panel

V Post-processes «

Block : B1 1 %’
Meta: POST % Meta: POST2 %
Process % Process _’i:‘_
multiplelink concat| 2 )]
Process i
formatdb 11}
Process edition
Block : BB35276 - -
=| Key name : concat
Meta : M163237 % Executable : 3 | |concat.sh ke
Process % MName : concat
- = Arguments : "flatyCHR** fa" "" "fastafAllfall fasta"
Description : concat fasta files
Type Iconcat

ﬂl Cancel

Figure 5: Process visualization

1: Th
[ ]

e processes are displayed in boxes with the following convention:
From top to bottom is sequential (blocks and processes)
From left to right is concurrent (meta-processes).

The boxes can be:

reordered via drag&drop

renamed : click on the link the change the name of a meta or a block
Deleted : [-] button

Added : [+] button

2: Clicking on the name of a process opens a dialog box that allows the user to edit the process properties.

3: The 'executable' field is a suggest box. It displays as suggestions any of the processes listed in the BioMAJ
process.dir. Selecting a process that way will auto fill the name and description fields if a description was

provi

ded: process descriptions have to be entered manually in the file processDescription.properties

located at BW root. It has the following structure:
process name l=process description.
process name 2=process description
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5.3.3. Site manager

You can choose to either create a new bank or edit an existing bank’s properties :

@ Edit bank
% Laad from local : IAcyrthDsiphnn_pisum—bcm j@
" Load from remote : I Vé@

" Create new bank Site manager

Url Saved sites

nttpc//hioma). genoues age_id=20

http ffbiomaj.genouest org/7pag
Description

BEioMAJ official
repository

Select | Sawe | Delete | Cancel |

Figure 6: Remote repositories manager

The site manager panel shows up when the user clicks on the star.

In this panel the user can save remote repositories URL to easily load them later on.

To load the banks from such a repository, select the site in the list on the right, click the “select” button then click on
the icon next to the star.

5.3.4. Properties selection panel

& bank.num.threads =! ¥ Description
Dowenload
data_di ! 3
ata._dir
=5
o, BXtract threads 4 | Addl propery | Close |
¥ Options
ﬂfiles.num.threads 5
Download Cla_tegl:unes Sorting
v Download C
ftp.active. mode o Sort by name
_ _ _ M Initialization  Sort by category
Connection configuration ) i )
M Connection configuration et
i nheritance
II%I‘tpl.autulm:atlt:.nat:uunmat:t ¥ Miscellaneous
Connection configuration W HTTRE configuration M Show inherited
. ftp_timeout M Deployment M Show non inherited
Connection canfiguration j ﬁ Make release Mandatory properties
¥ Release
I ® M Showe randatory
- _ M Extract ¥ ch dat
ow non mandato
- Search in name 2 M Ditect HTTP configuration "
Search in description
P M Al

Add a property. .

Figure 7: Properties selection panel
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This panel contains all the properties available for the selected bank along with several options to filter these
properties.
1: Properties list with the category they belong to:
e Properties in red are mandatory
e Each category has its own color
e The blue arrow next to a property indicates that it is already defined in a parent file (generally
global.properties)

2: Search for properties by looking up their name and/or description.
3: Description for the selected property
4: Add the selected property to the bank or close the panel

5: Options to filter properties depending on:
e (ategories
e Inheritance
e Mandatoriness
e Sort type : sort by property name or by category name

6. Running bank updates

6.1.Manual updates

You can run at any time an update for any selected bank in the status grid. The update options are available in the
toolbar or in the contextual menu for a bank. You can:
e Start a normal update: -- update bank

e Start a new update (ignores previous unclosed sessions): --update bank —new
e Start an update from scratch: --update bank --fromscratch
e Rebuild a bank (run only the post-processes if they changed): --rebuild bank

6.2.Scheduled updates

Scheduled updates are run automatically at a given time defined by the scheduler in the web interface. For each
task, a normal update is run for the complete bank list.

The syntax used to schedule jobs is very similar to the cron syntax. The main difference is that it can handle seconds
while cron smallest time unit is the minute.
http://www.quartz-scheduler.org/docs/tutorials/crontrigger.html

7. REST Querying service

The following documentation is also available at <BW_URL>/rest.hml

7.1.Retrieving bank information

BW provides a REST service that allows the user to retrieve information on the banks in JSON format via the URL.
You can get 3 types of result:

7.1.1. The formats list
Syntax: <BW URL>/GET?formats
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"format": [

{
"value":"blast"

}y
{

"value" :"emboss"
br
{

"value":"fasta"

7.1.2. The types list
Syntax: <BW URL>/GET?types

"type " : [
{
"value":"aphidbase/nucleic"

}y
{

"value":"aphidbase/proteic"

y
{

"value":"gene/duplicate"

7.1.3. The banks list

7.1.3.1.  General structure
The structure of the returned JSON object is the following:

"banks": [
{
"name" : "bank name",
"session date":"session date",
"current release":"release number",
"releases": {

"release number": {
"path":"directory path",
"formats": [

{
"value":"format 1",
"sections": [
{
"name" :"section name",
"files": [

"filepath 1",...,"filepath n"

1,

"sections": [

BioMAJ Watcher user doc

14



"value":"format 2",
"sections": [

]

y

}y
"db type":"bank type"

7.1.3.2. Section element

In further details, for each format, a list of the associated files is returned as a section element. A section structures
the files according to their directory structure.

Example:

Directory structure:

fasta
|- dir 1
| |- dir 11
| \ |- file a
| \ |- file b
| |- dir 12
| |= f#ile @
|- dir 2
|- file d
|- dir 21
|- file e
Sections :
"formats": [
{
"value":"fasta",
"sections": [
{
"name":"dir 1",
"sections": [
{
"name":"dir 11",
"files": [
"file a","file Db"
]
b
{
"name":"dir 12",
"files": [
"file c"
]
}
]
by
{
"name":"dir 2",
"files": [
"file 4"

1 p
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"sections": [

{

"name":"dir 21",
"files": [
"file e"

]

If you don't want the the sections to be shown you can use the lightmode parameter: only the formats name will be
returned.

"formats": [

{

"value":"fasta"

}y
{

"value":"blast"

7.1.3.3.  Filtering the results

You can specify 4 parameters to retrieve the bank list:

e banks (mandatory) : Can be either the bank name or "all" to retrieve all the banks.

e formats (optional) : Can be either a specific format or "all". Multiple formats are separated with | character.

e types (optional) : Can be either a specific type or "all". Multiple types are separated with | character.

e lightmode (optional) : Use these parameter if you don't need the formats directories to be listed.

e nocache (optional) : Do not use cache. This will cause the cache to be refreshed. The cache is implemented
as files named “listing.<format>" located in each bank production directory. Deleting this files will also force
the “nocache”.

e key (optional) : Authenticate with an user key. If not provided, only the public banks are available.

Examples:

e All banks with fasta format:
<BW URL>/GET?banks=all&formats=fasta

e All banks with fasta format and nucleic type:
<BW URL>/GET?banks=all&formats=fasta&types=nucleic&ligthmode

e All banks with fasta or xml format and nucleic or proteic type :
<BW URL>/GET?banks=allé&formats=fasta|xml&types=nucleic|proteic

e Genbank bank only if it has fasta format:
<BW URL>/GET?banks=genbank&formats=fasta

e Genbank with no cache :
<BW URL>/GET?banks=genbank&nocache

7.2.Downloading files

The REST service can also be used to download bank files or directory.
The URL syntax is:

<BW URL>/GET?bank=<bank name>&path=<path>[&=version=<version>&zip=<true|false>&key=<user key>]

e path and bank parameters are mandatory.
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e bank s the bank name to consider.

e version is the version of the bank to consider. If not specified, default value is current

e path is the relative path to the file or directory to download (relative to <bank>/<version>, e.g. flat/dir/file1).
To download the whole version, leave that parameter empty.

e If path points at a directory, a zip archive will be provided by default.

e zip parameter only applies to files.

e [fthe bank is private, an authentication key is required. This is done with key parameter.
Access will be granted only if you belong to the group the bank owner belongs to.
Your key is available in your user panel in the web interface.

7.3.Starting updates

Standard bank updates can be run via the REST service if you are authenticated and have access to the bank:

<BW URL>/GET?update=<bank name>&key=<user key>
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