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HERRLYTE

A3ET YN N fER bash(1) shell ai L FRYBZE A UREHRER.
# <A root WKFIB{THIEGRS>
$ <MEBAFKFIETHGS>

XL shell RARFX S TFAERMKS, HTENENE, EAFMRP shell RAFHEXMNIMEEERIZER “PS1="\3$""
M “ps2=' ', XEFLMBERINFRAFERL shell BRFREFTESTE,

=
EE

SIL7E bash(l) RPIIMREEE “sPs1” F1 “$Ps2” MR,

ERZREERANITHRIE, FRFEDHER, W “7E shell PRABSFHRG, BA Enter 1,7

RIS EMMERAERBE - RIAEIE, FEXRRNAESERR, JEEIERERIEANEY " f7the”, E
MBI B S — N RENEEFRIEE, ERVENNEGSHERNEREAT 0", BEATRIESIEERE
R, XENEREIMAEREN TIEXEHEERRIJENERE, XERIEETEFSHINEEANEIRAT
FHAEN.

=z
B

IR EEEANHOBMT AL, RIELEXFEANSRE,

EXAEERS| ANG S FETHENG | SEERMFTEINIFAETIRG, #M& aptitude safe-upgrade”,
EXAESERS| ArRBRE XX A BIEBNG | SIEL R TEMN FERHAITIRG, #M&K deb-src”,

BHEMETHEMERESANFMIETE (FIiEk), BITFVFEHAITIRE, & bash(l), FEANIEMEX @I
AT @RS RIZIFES.
$ man 1 bash

manpage SEFTFYVFARFEIES 27K manpage TET S, Y sources.list(5), RIXIRET BN N aSRIXENEEED

B/

$ man 5 sources.list

info page UMW S Z ERFTFHFMAKITE, 91 info make, EIVfRETHEALTHESHKKIEBHIER,

$ info make

XHBRE NG| SIERRMITEMN FRHITIRE, FK"/etc/passwd”, WFEEXMH, {RAILAEHA TGS RIK
NENER.

$ sensible-pager "/etc/passwd”

BRBEBNG | SEERITENINFMREITIRE, FiE”/etc/init. d”, {REIUEATINGSRNEERHIAE,
$ mc "/etc/init.d/”

REBBIREBITEMNFERIEITIRE, &K vim, FETUBATIINGSRANENESR.

$ dpkg -L vim
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$ zcat "/usr/share/doc/sysv-rc/README.runlevels.gz” | sensible-pager
$ sensible-browser "/usr/share/doc/base-passwd/users-and-groups.html”
$ sensible-browser "http://www.debian.org”

BT ERANE | SEERMITEINFREITIFE, FFE"$” B4R, MK STERM”, {REICAMA TG SRKIKNE
OEEIIER

$ echo "$TERM”
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HER amd64 RIREMIAHRABIMEBEFMAERIEL, popcon BIFEEZITFZ IHRATRIRE,

BL “V:” FFLRR “votes” B4 popcon FETHE A I “1000 * ( HENHBITIE PC EHIERY popcon 1£3Z )/ ( EH popcon
B,

B “I” FARR “L2EE” B popcon BETHEANA “1000 * ( HFILEAE PC EHIEHR popcon 123% ) / (&K
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EEELZRSARIEEE®R “/bin” MWES, HEHINHES “noatime” EIMLMRA R LG EEE, XHENR KB
BT “HK%E (vote )’ IHEE,

BRI

BHRTHIERERBTNESNENENEHEE, EET “apt-cache show” 3% “aptitude show” @< ( HAIE
amd64 FIRIZERHAIEM ) MER “RERXN, RMEWRTHIRMR KiB (Kibibyte= R7R 1024 Bytes BRI ),

[

/

’

KIB— A NRENETERRTEAME “FRE" BENER—ENE, EOAXFRBERNEENE,
REHMNE, BHOEETRTIENSE 1,

o> @ R

=z
=)

BR/NSHERE"(*)” REBX MR EERNIE RS HEEREFIEIER T KR A PR EBRNREN,

LAAXIEIE Bug

WMRIRE MA@ B, 5EMA reportbug(1) [ debian-reference MEEIRE bug, IS IRATENAT
ER7diff -u” MXGHEIN, BEIE bug IREEM,



http://popcon.debian.org/
https://zh.wikipedia.org/wiki/Kibibyte
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— LW HERAENSIS

M Debian HB{FFRRE)—ELHBE5IX, HAERTUBPHERESR.

« “iIXR Unix, BAMREBHEBZERBEIMED,  --- Miquel van Smoorenburg <miquels at cistron.nl>

« “Unix AP RIFHY---EUEFEREMBIR,” - Tollef Fog Heen <tollef at add.no>

HEBPXEUnix 2 5IH T —EHBWES.



http://en.wikipedia.org/wiki/Unix_philosophy
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Chapter 1

GNU/Linux 72

BIARZES]) — PN ENRSE, MEFESI—THIMNE, ERABENXEREENN, BMRYABCES], »THEER
RS, RIFMAR—EEAER,

Debian GNU/Linux & 38 KAVIRIT KRB UnixiZ2ER R, — N SHPSESHIRER S, FUINFEST X LEEH K
Unix #1 GNU/Linux BYAE{1HE,

AIELEEE Unix BIXH, AERZME T GNU/Linux X414, ZH#MKIFRTRIFSEANES,

xR
WMRIREEFIZE UnixREFRERT — R EIMS ST IR, RrIgtEEEETXMXHEFTHAST., BiEiEedM—
ANSCAERAG I8 F0 3] B,

1.1 =HIaEM

1.1.1 shell R%

BiR%zE, MRFEERRX BORANEREERSE (FIE] gdm3), MAMGAZIERNFHERRE, RIFHE
Hl&n foo, BBAERRRMAHFUN TR,

foo login:

MBMRERT — GUI 15, 190 GNOME % KDE, IBAfREENS A Ctl-Alt-F1 #AERERE, BRE @
Alt-F7 [BE] GUI ﬂ-iﬁ. (BSFBEBESHTIXE 1.1.6 T ),

EERRERNET, MAANFNAFR, W0 penguin, ARREER, ETREAMWBRLHBRIREER,

B
81{E Unix {648, Debian A TFTHAFSNBREANSHEN., AFIBEH/ISFBEM. - AFKSE
BETEMEFTAR, FIMIAFKSH root AP A adduser(8) BIE,

RGLURIFIE”/etc/motd” FAIRE{EE ( Message Of The Day ) KA 18, ERER— N LRRT,

Debian GNU/Linux jessie/sid foo ttyil

foo login: penguin

Password:

Last login: Mon Sep 23 19:36:44 JST 2013 on tty3

Linux snoopy 3.11-1-amd64 #1 SMP Debian 3.11.6-2 (2013-11-01) x86_64



http://www.debian.org
https://zh.wikipedia.org/wiki/GNU
https://zh.wikipedia.org/wiki/Linux
https://zh.wikipedia.org/wiki/Unix
https://zh.wikipedia.org/wiki/Multi-user
https://zh.wikipedia.org/wiki/Computer_multitasking
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/X_Window_System
https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
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The programs included with the Debian GNU/Linux system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
permitted by applicable law.
foo:~$

EXE, MBENEERDEEBETRIE"/etc/motd. tail” XMFREEN. F—1TEEMA”uname -snrvm” i
MR SEERER,
DI7E, {REATE shell ¥, shell BATIREVGHZ,

1.1.2 X R4 TH shell 2R

MBFERTHBEEREELEM X Window System, FIU1@iT7E % 3 Debian BiEF “SEIME" FrEHRGNOME i
gdm3, BAGERMALRRERRRERRE. BIAFHNAFPBNBETUERIESNEAFKS, £ Tab #
(B8R ) sIUERFP BBz E#Ea), the]MERBRIRE S,

FE X BO T 3A1F shell 2R, M%ﬁ%ﬂ—¢><%ﬁﬁﬂ%ﬁﬁ.WW@%WMMMMXmmDﬁMmmm%E
GNOME fEIMET, Rall&dE “NMAREFR" - “ME" - “KE" RITHLIR.

RERTAE T FEMNE 116 TET,

FHE-EREAL (9 fluxbox) THE, FIERBHENFBRRBEAL, IREZMER, A TEERERRHA
ERERERE,

1.1.3 root K/
root M P L A VERB R P SIS, FXANKE, (FEEBEIT TENRASIEES

% SRR S LREAXE, RBREIRISFXER
- RERF LEMXAHIFREETINR

- REAYG LEMIESINA P RERD

« BRAPEBEFEAKS

FERRAX 789 root MK/, BERRIEEM I TEMIER.

Z2E
FRAEMEth AHZE root Z515.

JED =

— AN (BIEEHIRE, W CD-ROM &, XLENY Debian LRI R R — X ) FINFR ] BES S IE root
RPZEEERNLEE, BAEXMIBRAT, £ root IkFE—MHRERTIE, BIEMPIMBRTTIENIZEI AR
FRAA AR EITEEMIRE (B0F 1.23 1),



https://zh.wikipedia.org/wiki/Shell_(computing)
https://zh.wikipedia.org/wiki/X_Window_System
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Superuser

Debian & Fift 3/260

1.1.4 root shell R
XEBEFHLERMAETILRTERIA root BB E3%13 root A9 shell IR,
s EENFRENERERST, BAroot ERAFRBRES,
- £ GNOME KREMETRE “MAREFE" - “ME" - “Root £LiF”,
« HEERFH shell BRFFHWA “su -17,
- IARSREHFIAFPIHIMEIRE,
« IE{EEZ R shell IR Fi@A “su’,

- XRFREFHIAFPHN—EIMRIRE,

1.1.5 GUI R4EIETHE

MRFHNRERAXELEESNNEENARAEIETR, RoIUE X LintEiled (140 gnome-terminal(1), rxvt(1) 8%
xterm(1) ) A root B9 shell IR7RFF FENE., ENE 1.1.4 TFIE 7.85 13,

5 A
e

KIEABERREIESE (190 gdm3(1) ) R ARTF FHA root K{ER root BN X B RMESEHIESS,

5 H=
e

KEABERRERERN X Window TiEFASEEMLRE GUI 2/, EATITALKITFRN X B,

1.1.6 EHIZEHIE

TEZRIARY Debian REEH, B 6 NrINHRAYZE VT100FFFERIE, BJRAEEAE Linux EHL LS5 shell, BRIE(REET GUI
WET, SWRATURRETE Alt #F F1—F6 Z—MREEMIEFIGEINR, B—1FHEFHGERITRIE
FEMK P H R Z APIE, X2 AFMERHAR Unix B4, REZ LR,

MBRAETF X Window B4 H, (RETLAEIE Ctrl-Alt-F1 BEIEZFREHE 1, HUHBEEMNRTE ctrl 8, &£
Alt BEF0 F1 &, {ReIAIRT Alt-F7 [@Z] X Window System, E—RRIE{TEEMIZEFIE 7,

R ] AEARSITIIHRE B — P EIIEGIE, fIantIHmIEsE 1.
# chvt 1

1.1.7 EFRUGSITRRN

FEmLITRA Ctrl-D, BNERHZR T AM-Ctrl-8F d-%, BNeIXA shell j&6), MRMELTFFFEHS, F5F
RIBREFERRRIT. REXLEEHFR “control D” AT AEFE, MHAFEEIRME shift-i, Ctrl-D thaJbhiE
55 D, &, REFATAEA" exit” BHH ST,

ARARALTF x LIRIEIUZE (1) B, REIMERXNRHA x LiRRIEE .,



https://zh.wikipedia.org/wiki/VT100
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1.1.8 EMXFZRSA

MBEFREMARAIRIER A —F, Debian B AFPRIEFRIEHITXHREUES R, FtERREZ S
RAMBFBESNRNLTE, BTFAFHORIERSE ANEERER XFN RN, MRRGVBIRZEGTAH, B
LARNMIRRHAEENRARERIR, (BN, RA]EFEEXRVNIRZ GREIRERILDH, )
TEEZAFPRIELNT, AUERGLITXARSE,

# shutdown -h now

TEBEAFPRIT, FIUERGLITRARSR,

# poweroff -i -f

246, MNRE “/etc/inittab” HEEB “ca:12345:ctrlaltdel:/sbin/shutdown -t1 -a -h now”, B4
{REIBAFR R Ctrl-Alt-Delete (EBIRTZ Cctrl #. & Alt %0 Delete) Kxk#l, S inittab(5) FKEXE S
M,

S5 696 T,

119 WwE—NIEEREHIAE

LT —LEBRRME (I “cat<ZHEIXH >7) 5, RESLNE, MEIUESSITHA “reset”, {REJEETIEE
FEFEIMRGANGS, RETTUBA “clear” K&K,

1.1.10 EiNFTFHIZINREGR

REELTFEIREIMER Debian RAR/NLREBIEM TEARY Unix I08E, EXIHFMS, A apt-get(8) TR—L
ETFHLIRMEGE LT curses AL (F1%0 me F vim) KIBR— M NBHER.

# apt-get update

# apt-get install mc vim sudo

MRMFEZRLZRTXERAHE, BARIEMWRAEBREZR,

0GR RITE KV | 5ER

mc V:69, 1:237 1431 | XAEBEXNEEXGEIERS

sudo V:347,1:708 | 3033 | AEZEAFPETERS root NFRAITEF

vim V:118,1:393 | 2374 }#iim)x AR Vi B » TS i (40
vin-tiny V465, 1:967 1067 };ini)x XAYwiER Vi UiNERR, — I EFRRPAXEARERS (FBE
emacs25 V2, 1.4 19225 | GNU ITE /) Emacs, =7 Lisp B9 & X A ZmiE 2a

w3m Vi212,1:813 | 2294 | AR RO L PX] B 28

gpm V:13, 1:21 489 XAZEHE Unix EFRMENEFEDL (5F3F)

Table 1.1: BB AEXIZF IR

Hig—EERXE, tR—IMFHNEER.
RE] AR FEM &GS T RXLEE,

# apt-get install package_name



https://zh.wikipedia.org/wiki/缓存
http://packages.debian.org/sid/mc
http://qa.debian.org/popcon.php?package=mc
http://packages.qa.debian.org/m/mc.html
http://packages.debian.org/sid/sudo
http://qa.debian.org/popcon.php?package=sudo
http://packages.qa.debian.org/s/sudo.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon.php?package=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/vim-tiny
http://qa.debian.org/popcon.php?package=vim-tiny
http://packages.qa.debian.org/v/vim-tiny.html
http://packages.debian.org/sid/emacs25
http://qa.debian.org/popcon.php?package=emacs25
http://packages.qa.debian.org/e/emacs25.html
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon.php?package=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/gpm
http://qa.debian.org/popcon.php?package=gpm
http://packages.qa.debian.org/g/gpm.html
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RHEE WATE A/ [ EA

doc-debian 1:856 166 Debian Il H 315, ( Debian & NIIa]@ ) FIEHEX
debian-policy 1:107 3744 | Debian REEFMFIERX IS

‘:g‘f’giggigs - 1.7 1299 | Debian A EIRSHHISE

maint-guide L4 1005 | Debian FiZEIFEFH

debian-history | L1 5034 | Debian IBAE

debian-faq 1:843 1277 | Debian & Dl [e]RR

1.1.11 ZSNEFPIKS

Table 1.2: XA EUS B XEHIIR

MRAEAEAIFECHERF KA REIT FEAVSGSIRE, (RRAINERTENANEIZ-—NMESIRAFKF, (e,
SIZ—/ AR K fish IKS,

# adduser fish

1R A o)

XFLIB—NEH fish MFKS, EMRGITME, RAIAMER TENGS R MBFKSHENBFREER,

# deluser --remove-home fish

1.1.12 sudo fi2E

TR B A TR, fllz

B1T{E

ZCARHEMN ERIEME Debian 24, BEEEMEE sudo(8) KEAIEFFINAEF
(BIeNAF penguin) REH AR FZEMIE root ZBHEFLEEIX 1S & IE IR,

# echo ”"penguin ALL=(ALL) ALL"” >> /etc/sudoers

4, FIMER TGS EIRENAR (FISNAF penguin) ZHRZMEKSEERNR,
# echo ”"penguin ALL=(ALL) NOPASSWD:ALL"” >> /etc/sudoers

LRI MR EIR B AP TR ME—RIA B,

e
AP TSR AEREHNEERP RS, BACASRESFENAALZ S ME.,

NIy

ELERfIFH, AP penguin HEHRIKSEER root IikS ZEEHF 2 HIRIF,

VAV

@@@

ERXMIFAT, EEANREE FRLEENN THEEFITRAERESZSHA, KEFEZILFRHNABITHER

EBIIESRARRIBREITEE (FIANAETFRANINER ), BRIEMATIRIG TRNARXFRIEE,



http://packages.debian.org/sid/doc-debian
http://qa.debian.org/popcon.php?package=doc-debian
http://packages.qa.debian.org/d/doc-debian.html
http://packages.debian.org/sid/debian-policy
http://qa.debian.org/popcon.php?package=debian-policy
http://packages.qa.debian.org/d/debian-policy.html
http://packages.debian.org/sid/developers-reference
http://packages.debian.org/sid/developers-reference
http://qa.debian.org/popcon.php?package=developers-reference
http://packages.qa.debian.org/d/developers-reference.html
http://packages.debian.org/sid/maint-guide
http://qa.debian.org/popcon.php?package=maint-guide
http://packages.qa.debian.org/m/maint-guide.html
http://packages.debian.org/sid/debian-history
http://qa.debian.org/popcon.php?package=debian-history
http://packages.qa.debian.org/d/debian-history.html
http://packages.debian.org/sid/debian-faq
http://qa.debian.org/popcon.php?package=debian-faq
http://packages.qa.debian.org/d/debian-faq.html
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JES =N
AT ZRAVIRE NG REBRINER, RZEERERARRHZRILE, MAZEL sudo(8) KEF root £X
FR.

IR
FEE HREBAKEAZNEE, sudo(8) FIARF—IMHZERE LNHEERFPBRNEEMNRMAHLE root ZE, X
BN ESNEERNWENHRITREER, RAINTHRIZEMRT A, 5—7H, ReENMEEMATXEN
R,

1.1.13 IghYAtE)

IMEREZHEZIFIn Debian R T, REMERIFHNAFRKSMAZHENRL,

XRZE N Debian R4 (AMERMINER ) RIREIE SIS NRRDLEIFSNA AT RESAMIT, SR, vJEEHA
BF-ERETUNA, BXO0XERBEIANYIZFIEZX—T, MAEIZEHIE Debian KEFf,

HAWER TENA, 1B Debian ZHLE— 2 Unix RARES,

< £ 12 T (BAHE)
< %13 T (ERRN)
- % 14 T (EEHN)

% 1.5 T (shell #1&l)
« % 1.6 7 (XAELER)

1.2 2 Unix XHEHZRG

£ GNU/Linux FIEfhE UnixERATR, XHRALARBRP, AMENXEFBRHREN /" HRHNEXIINE,
WEMZRMNRFELEXAERSE, SBERME—RN, B CEHEIIRE,

XEHFB XA ADBES MR EH. mount(8) BT EE M E LHEINIXHRAMEREARRIXMAH £, HERAEY,
umount(8) ILEBRX 7B, EHAIRY Linux WIZE mount(8) iHRLESE, FJLMEX I —ERHER HIMIT, =X
HRUEX R REHAHZN, AEH. NRE. HARTHEN, WENGRASZHFHETE R BAE/ share/

doc/linux-doc-*/Documentation/filesystems/#%Z),

Unix R EMUMBER, REEMARRE CUMXER, BRFEE, EEM Unix R L, RBHREN[EIEZ, Fl0
‘A, BRE-AMXHGRE, FEMBRAHEEEAN. XENTF Windows KR —MERIIM S,

1.2.1 Unix SXHEER
THE—LE Unix XEEER,

« XERBR XaXKNER, BiEiRiR, "MYFILE” fI”"MyFile” B REMIXE,
- REREREXHRENR, EREOMA /7, FAEEER root BFHERBER “/root” JBET.,

- BAERBE-AEF, ERAINEEERFEERT /" UHIIFS, REXEMH. ENBEFR /7 (FF ‘B
4" % “RER"), HEETERESS.
« BAIXH R EFRBREBEE - EMREXHR, BWYXHR, WHiER, ZIRFLELHLNZIHEZAMEIAENE K.

X=AARNERRE X8,



http://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Computer_file
https://zh.wikipedia.org/wiki/Directory_(file_systems)
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- IEMLREXHELU /" BRAR, #EESNMERIXEBZEE—N /7. -1 /" RROEER,
fthey “/" BTFARIBENTFER. ERFAREMAL, BLMGRXENEM, XEIFTESSAER, A TEXN
2REXURBIERGIF: “/usr/share/keytables/us.map.gz”, A, AMIMBIEEHES “us.map.gz” B
MIEAXHR,

- RERBEREHZ, BN “/etc/” 1 “/usr/”, FEFERMMRHEESHFER, HIN “/etc/init.d/”
“/usr/local/”, XEMANME “BEFM", FEILUE—NERNXHEBEREMN ©/" JIERHEREANZT (—AX
) MERN—SBE, MERIAIKEERN, RITECE— M EMEERERY “RE" W —AE, X
AEWMIRER (“/7): ERFERERER, HA—SBEERT —AXHEBENEL, DERNEZNE
HHE, MARMRER, GRAGFCEASR “../" HARER, IAREHERTEMEME ROEH, WHE
BiELEH,

CHF—AYIEEE ERE—MBENERBEBRNEOEMBS. XARETFRT1L, CP/M,0penVMS,MS-
DOS,AmigaOS, LA R E Windows, XERABFE—MEEEET—MEERT, tbarc:\, (REMILL, ¥
RREMNGE B TYESEHEENXERAN 5. S2F 122 5, )

EE

BARMRIIUNEXHFBHERAETENFEIENTS, EREXMBATINME—MEE. RIFERER—LES
PITEAMSBIFHRENIFR, LIS, IR, 7/F, MEEMS®RERF { Y () L] 7~ 7" \/>< ] ;!
#&" * % @%. MBMEE—IMXPERFNG R, LERFIEREN BN, EFHMT L. (RS $iE
HEFEEAE, X XRIEGEE, LLiiXF## LikeThis”. RBFEEM Linux AFEHEFEXHEPNMEATIE.

==
=)

xAroot” FTREREER BARAIF root’ RER RAR (oot) . XIRIEL FRWEEHAE.

==
=]

i3 path MIRTEZEMENMFR, tLAJERTGSERNER. BEBZESNEERRFTEEY LT CRIAMH.

AT XUEEBRNREFALEREXGRFERERIFE (?/usr/share/doc/debian-policy/fhs/fhs-2.3. txt.
gz” 0 hier (7). {RRAZICEU T —EAREE R FRFE ISR,

EES EE3EE}ES

/ EEES

/etc/ AR EENEENH
/var/log/ RBEHEXHF

/home/ FIEIEENAFAFER

Table 1.3: EE B RIVARIIR

1.2.2 NXHZRGRNEEM

288 UNIX R4 091248, Debian GNU / Linux XA ZREVIRIIBF IS BN B S EMEMFLE L, SEH
BENRE, NIXHEIZEEOKXIEMRUE—NAREWE “/dev /7 TM@H,

AN, BR, SREE (—MEANMNMEFEIHRZLIEATFE ), X Debian GNU/Linux R4 ERIIBIREZEE— 1N
8 inodeRIENIELENY, IR T EHMEXEM, GIUBBEENBF (FiE& ), EBTHE, RE—/KiAlOEE, FE, R
{RERMLHBIIE, PJUAFTH Debian GNU/Linux REEMERY “/usr/include/linux/fs.h” E—TFXxTF “inode £
0" HEBEN, IMEXEGRLZERRTFABEREANLIER Unix RZEREIHE, WA Linux AZ#E—F KR T7TXEl
B, IE, EEETSENPETIHENERETUEXGRGEmILE.
XANDIESLAFI N FHIEMN A — MR BIETEARN, EAXAFHINBRHENGESWNIEFS T2 RERMIZEZHITE
HRIRE, EErJLABE T @RI THENERXES NIRRT AZIIETAR.



https://zh.wikipedia.org/wiki/RT-11
https://zh.wikipedia.org/wiki/CP/M
https://zh.wikipedia.org/wiki/OpenVMS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/MS-DOS
https://zh.wikipedia.org/wiki/AmigaOS
https://zh.wikipedia.org/wiki/Microsoft_Windows
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/Inode
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R’

NRMFFEIRBI XA MFIMIESAR Z BN N KRR, NHESHEIT mount(8).

1.2.3 XHEZRFEINR
# UnixR A1 R AIPRHETE XA = RS MM A R,

- BEXNMMAHARF (u)
« XNXEFREAENEMAF (g)
- FEERKAF (o), BEHFHA “HR" 1 “FAAEAN"

KR, S NMARRRTF T 5UENE,

« w[iE (r) NRAFABEEREXHNARE.
- 75 (w) RAFAMBEEEIXXERE,
« AT (x) MRATFBEEEX G SM— 1 <LiE1T.
WFBEFRI, BONENERLTFTFIEINE,

« /iE (r) NRAFAEEIILERANAR,
- A5 (w) RV ERINEMERE R EmRISH,
« ATRIT (x) ERAFFEE VIR B RENXHF,

EXE, —MERNITHITREERENMXAFEZERENX G, TAFERRMINEY, FIaXNFIEKETE,

Is(1) BFERXGHBERNRER (B2 ), HETHNER “-17 @&, ENRETEIIFERTIER.

« XHERB (F—1TFR)

o XERARIER (9 NFER, EAFRAEMR —ERBRAF. A, EtENIRFRT)

 HHEREIAFRIRE HHE RS

- XHFBEENAFR

© XPMXFFERAR

« AFR (F1) AR
« XHHI B EAFNRTE] ( mtime )

- XFHBF

chown(1) AT root IFELXSXARIFRERE., chgrp(1) AT XHERIFTBEEEL root K IELIX A FTERIE. chmod(1) AT

XHABIFTBEEEL root M P IE LSRR AV IBEINER, BIE—1 foo XHHIERIEEMT,

# chown <newowner> foo
# chgrp <newgroup> foo
# chmod [ugoa][+-=][rwxXst][,...] foo

flgn, {ReRICARBBTREE—NERWMIEAF foo FTE, HHZ44A bar,



https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/File_system_permissions

Debian & Fift 9/260

tER
B
EEs
TSHEE
FHRETR
RIZETR
ﬂﬂgfg

EEF

-
L

(n'OO‘OI—'Q.:L_N}

Table 1.4: “1s -1" HHAIE—NFHIIR

# cd /some/location/
# chown -R foo:bar .
# chmod -R ug+rwX,o=rXx .

B =B IEREIRAL

+ Set-User-ID(SUID) 1if (s 3k S AP x)
+ Set-Group-ID(SGID) fi (s 3% S E%4HM) x )
o MEOL (¢ T BREMBAFX)

R “1s -1" WXLEMKGHEXEFE, WRRXLHE FTEMRITURRE,

LB— R ITXHR B Set-User-1D (i 2 1F— AP AR B C/Y ID iBTX AN AT (140 root AP ), 3E{URY,
B—NEI TR E T Set-Group-ID LG 81— MNP AU FTELERY ID iE1TiE X, (140 root 48 ), HFIXLE
REFJRESHEZENE, RECITHTANMRZIERINEER,

i’_ AMBERLEIRE “Set-Group-ID” 1FFTFE BSD I HEIZITX], FIEAEEREmEIBHNXHIFETBRFABIAE,

—ABERRE “MHL" BRIPIZERANXERREMEEZMNI—NEPBR, ATHRIP—AER “/tmp” X
*iﬁﬁﬁ)k_f‘ﬁ‘iﬂfﬂ_l%E’JE%'FS‘(#FV\]@E’J;‘:% NMXEERAIENR, EBLEEMEBRIREMNHFL, N, &
XA R AR EEX AT B R B SNFREI A P RS2 — R R A

XEH— LBl ARG F
$ 1s -1 /etc/passwd /etc/shadow /dev/ppp /usr/sbin/exim4

Crw------ T 1 root root 108, 0 Oct 16 20:57 /dev/ppp
-rw-r--r-- 1 root root 2761 Aug 30 10:38 /etc/passwd
-rW-r----- 1 root shadow 1695 Aug 30 10:38 /etc/shadow

-rwsr-xr-x 1 root root 973824 Sep 23 20:04 /usr/sbin/exim4
$ 1s -1d /tmp /var/tmp /usr/local /var/mail /usr/src
drwxrwxrwt 14 root root 20480 Oct 16 21:25 /tmp

drwxrwsr-x 10 root staff 4096 Sep 29 22:50 /usr/local
drwxr-xr-x 10 root root 4096 Oct 11 00:28 /usr/src
drwxrwsr-x 2 root mail 4096 Oct 15 21:40 /var/mail
drwxrwxrwt 3 root root 4096 Oct 16 21:20 /var/tmp

chmod(1) & 5 —MEUERIURIEIR AR, XFFRIVER 3 2 4 (1/\iEF (KR 8) e

RITEERBE XL EAEER, MRMFIE “1s -17 HSWEHAEILE] (2-10), BRAUITHE (KA 2) RRXHE
ROARBR (“-" JRL 0, “rwx” /AL 1), Wf"ﬁﬂ&ﬁﬁ#ﬁﬂ%*ﬁ‘tﬁﬂ’]riz 3 AIERF X SRR R it Bl R 7R,

Zid FIAF

$ touch foo bar

$ chmod u=rw,go=r foo

$ chmod 644 bar

$ 1s -1 foo bar

-rw-r--r-- 1 penguin penguin 0 Oct 16 21:39 bar
-rw-r--r-- 1 penguin penguin 0 Oct 16 21:35 foo



https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
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0¥ iAe
CE—AERF Set-User-ID (=4), Set-Group-ID (=2) #I ¥57& 1\ (=1) Z#0
TE_ABF BEFITIRNE (=4), 715 (=2) 70 "] 31T (=1) PR Z A0
TE=ARF HNPRR E
FIIBFAL HitFFIPRERE £
Table 1.5: chmod(1) & X NPEIEFIEX
RBR

WMRIRBEE shell BiarifE “1s -1" ERMER, MMEEFEAMEXGS, U test(1), stat(l) F readlink(1),
shell BE&<, W “[” =X “test”, "JEEtSHERI,

1.2.4 EHRIFTEAFRINER: umask

24X RIE N 2 Fh 2S4S shell RE &S umask FIFRSI, £ 0 dash(1), bash(1), FIRETFS (7).
(XHBR) = (BEREIXEBE) & ~(umask 1H)

umask & IR AR EEISEEDUE [=}F3
0022 -rwW-r--r-- -rWXr-Xr-X NSRRI
0002 SrW-rw-r-- S rWXIWXI - X NFrEZHe] 5

Table 1.6: umask &4l

Debian ZRIAMERBFFAAL (UPG), SH— /AP RINE RENRHEESEIE— UPG, UPG MBAFMEIETH
BFERER, IMEFPREA UPG ME—RR R, BENSNEFPEHBEECHFAALZE, 1B umask IRER 0002 TEE
Z27, (FERL Unix TP, ERBEEAFPIREZI—MU users FARIEEENMIMIE, EXMIBERAT, HTF
LZE2EEL umask i%5 0022 B2—MFEE)

N
BT “umask 002" B A ~/.bashrc X7 UPG,

1.25 —(HREFRINEE (48)

ATERPPRMAE —MIEAF, ITMHEPEEELEA “sudo vigr” 4w48 /etc/group BAR{ER “sudo vigr
-s” YR8 /etc/gshadow R HIZAMIR R, MEEEHZEEMER (HEIT “exec newgrp” ) ABRHHIER
B,

B
&, RPJLAEIEARINI—1T “auth optional pam_group.so” %] “/etc/pam.d/common-auth” CAKECE
“/etc/security/group.conf” , EEESMNEILTEMNSRNAFRE, (BIE 4 &, )

£ Debian R4EH, BHFIRER D —MXMGF. WRIMEA—TAFKFILRIREERSEHIE-, FI90 CD-ROM # USB 18
2%, (REZEXNAFRAERERIRLG,

—LEZRNHRRREMNBERTFEMRATTEE root MERVIEIELEREFXHHIRE.
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‘H BA R XX AR & PR

dialout TERERMARIEORO ("/dev/ttyS[0-3]")

dip BRPBRIEL, SEREERIES IP &R

cdrom CD-ROM, DVD+/-RW JXz/28

audio BINRE

video IR &

scanner ESE TV

adm R EEAE

staff —ERTVIREEIENER: “/usr/local”, “/home”
Table 1.7: X FXHAEIMHASKRENEZRETIR

B

FRERT dialout AEFFIUEREARIRER, KSRERMA, FF5. BNR root AFE “/etc/ppp/
peers/” AZEERCIETEXBEXMGHIE, MRFERET dip H, METLLBLERA pppd(8). pon(l), BA
R poff(1) G2 IR S IP BEER X LEREEN <,

RELEZZMHARRBFVEARITFENNIMRNT root MRBITHENGS.

H BAEEES
sudo ANEENRZEREETT sudo
lpadmin RITRSUMNITEWIEREE R, Bk, BRRITENH

Table 1.8: ZERMHRARMATHERLSEBITHAIR

HARZIREMAFPFENTEYIR, SIH base-passwd BIRHAY “/usr/share/doc/base-passwd/users-
and-groups.html” &1, HEThRAR “FAAFIE",

BPFPMERZENEIEGS, S0 passwd(5), group(5), shadow(5), newgrp(1), vipw(8), vigr(8), BAKz pam_group(8),

1.2.6 AfjE) &

GNU/Linux X458 =fh3E B p9 A (8] B,

ESd] 15 BH
mtime N BRATE] (1Is-1)
ctime XERASERAE (Is -1c)
atime NXEERHIAEEIAE (Is -1u)
Table 1.9: B [B) B2 BVFIZR
EE
ctime 24 EIEATE],

- BE XM, BRNTRXEFER mtime, ctime, [ atime E14,
« REXHMFMEEHENR, HFXEXHH ctime F] atime B4,
< E—AXHE, BT atime,
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-
PENSY

WPie R2E B iiZEY Debian R4 LHI—MXHF, BEEHZSIE — M XHSEIFEEH inode EMEAY atime 52,

T “noatlme HE “relatime” EIEH —MNERASFERFHITXS
WIOERE, BEEEZEICALSBIGIHEM, AAXHETEERIHNE, HHEE 8l

B, & 1+$?E1’FH‘J

HRERIIX A

{3 touch(1) AR LHER EFAEX AR [B1RL,

SFETE, 1s e LM FEREIERIEX (“fr_FR.UTF-8") 5K (“C”) RE.
$ LANG=fr_FR.UTF-8 1ls -1 foo

-rw-rw-r-- 1 penguin penguin
$ LANG=C 1s -1 foo

-rw-rw-r-- 1 penguin penguin 0 Oct 16 21:35 foo

0 oct.

16 21:35 foo

TN

£E% 925 TAEX “1s -17 #it,

1.2.7 i

BRMAEE—XH “foo” HEHED—

- TEEHE
- WRBXHEE R

“ln foo bar”

. S HEEEY symlink

- BYRFEE A — X EERX G

— ”1n -s foo bar”

BEETENSRE, rm@dt
$ umask 002

$ echo ”"0Original Content” > 1 foo

$ 1s -1i foo

1449840 -rw-rw-r-- 1 penguin
$ 1n foo bar # hard link
$ 1n -s foo baz # symlink

$ 1s -1i foo bar baz

1449840 -rw-rw-r-- 2 penguin
1450180 lrwxrwxrwx 1 penguin
1449840 -rw-rw-r-- 2 penguin
$ rm foo

$ echo "New Content” > 3 foo
$ 1s -1i foo bar baz

1449840 -rw-rw-r-- 1 penguin
1450180 lrwxrwxrwx 1 penguin
1450183 -rw-rw-r-- 1 penguin
$ cat bar

Original Content

$ cat baz

New Content

penguin

penguin
penguin
penguin

penguin
penguin
penguin

17

17

17

17

12

Oct

Oct
Oct
Oct

Oct
Oct
Oct

16

16
16
16

16
16
16

21:

21:
21:
21:

21:
21:
21:

MERXHEE “bar”

ERAPEHERR TR AREIZER],

42

42
a7
42

42
a7
48

foo

bar
baz
foo

bar
baz
foo

-> 2 foo

-> 4 foo



https://zh.wikipedia.org/wiki/Hard_link
https://zh.wikipedia.org/wiki/Symbolic_link
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BHHERUER — I XERAALIE, HHAR— inode S, Wis() #F “-1" HEINEIRA,

HERHZELREXERE “ruxrwxrwx” BIXHEI5ERER, W EEGIFAR, SERREIBEXIARIREREEREEAX G
WE,

( : ) NEy
BRAEFBIEFFIER, BSNAZCR—NEXANFTSHENFHEEERNFEE, FSiEMNZIEES
AIRES M R A EZMRAVTRIBIA,

-

=)
BEEANSHELEREREESE, RIEFE—MAIEBERERERE,

7 BREBEITHENER, EIEMFEERMEELRM 2 AR, .7 BREEIRXER, BIEREEHER
BEE 0+ B RAVEIEMmIEM,

YNERRMIA Windows iEFE Linux, {RIEWRIGFER Unix BIXEREEEERT Windows RABIEH “HRIFAR” B2 4
IR, BT ERENXGRAPNN, MALEERHENXGRFEIRNXGZENX R, EEEIMERL, X
BEMRELER,

1.2.8 #BEE (K%L )

mREERE—MREE XM, MIERTNETXH, ENZ—imdR, FEit, EWMHR FIFO, BIE#HSEH: 1R
NEERImRTREENRESAS —iRTLHR,

MR- HRBEBHITENRE, EANIREASKLL, BEEANERNEERRIZELR, BT
LI BEERIMZE L, EEMNAXNMNAERTE, ERFMEIE, ERRERMNURE, Bhell BHHY” 1| 2718
EINEE—1, AW, —BEEERTEN, IMMNERAITURNLER—MG<L1T, EEAR—IAFIET. BEER
UNIX —MEERRmANEIH.

Zid FIAF

$ cd; mkfifo mypipe

$ echo "hello” >mypipe & # put into background

[1] 80622

$ 1s -1 mypipe

prw-rw-r-- 1 penguin penguin 0 Oct 16 21:49 mypipe
$ cat mypipe

hello

[1]+ Done echo "hello” >mypipe
$ 1s mypipe

mypipe

$ rm mypipe

1.2.9 EEF

ERFWOZNATHRENEEMERE, BIEETIRMEARELS, EXUTHREE (FIFO) AEATHIEZEEE
AR ENZEHITEERR. WTERY, IEHBAFEAER—MEET, UAFERR—IMRHAENFHIE,
EEHREERE (IPC) N—1M TR, EENRRITESEIMNELREERNFENZE, RELNFAHE SRNER
F M UNIX HEEF .

=R
Bid"netstat -an” ALEIURAGENEBRACZITH T HLEERT,



https://zh.wikipedia.org/wiki/Named_pipe
https://zh.wikipedia.org/wiki/Inter-process_communication
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Internet_socket
https://zh.wikipedia.org/wiki/Unix_domain_socket
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1.2.10 i&XH

BRENGBEAZHYIBIREMNENIRE, NEE, Bt EFRE. B2, EILEEN—MIFERESE, A
console” RiFiA,

IRENXMEMAEE,

- FHIRE
- 8RB —ANFRF
[ ledaras

- —MNEFEF—I=EFED
— NEERR. &0
. RIEE
- BEFERIET-IR, #HITA
- MRS —AFET
- WRERE--
REJLMEEHRIGE X, REBZXXGRIEEE S Zi#FIEE, 12BEBRET/EIERIVELE, BIXEGESARE

CABSBNTE AIRE MNP, EEAN, fRPTBMEXAXES AITEINIRE “/dev/1p0”, SEFARIFIAGS
FIERO “/dev/ttyse”. BR, MRIFXLIRZEE/IDTTH, BNAIESKSH AR, FUZEREID,

“/dev/

, BEA]

IXEIEE

=z
TR

EAAEIFTEIN, A Ip(1),

REBHT [T BOEL T Is(1) 52, WMTFAR.

$ 1s -1 /dev/sda /dev/sr@ /dev/ttyS@ /dev/zero
brw-rw---T 1 root disk 8, 0O Oct 16 20:57 /dev/sda
brw-rw---T+ 1 root cdrom 11, O Oct 16 21:53 /dev/sro0
crw-rw---T 1 root dialout 4, 64 Oct 16 20:57 /dev/ttyS0
crw-rw-rw- 1 root root 1, 5 Oct 16 20:57 /dev/zero

BR& 8, RRESE 0. EFJUE disk BHAEAMAFIEE,
BR 11, KiRESRE 0. EFJUE cdrom HAMNAFIEE,
« ?/dev/ttySe” MEIRESRE 4, KIRESE 64, EFJUM dailout BHARAFIES,

« ”/dev/zero” MERESE 1, KiIRESE 5 EFJUREEAFIEE,

FEIAN Linux RFEH, L&E7/dev” Z FTHIXERAZE WK udev() VIHIEFE,

1.2.11 $5HRigEXH

BB — AR & X
XERFRNRE XM EEH shell RIBEEERBKRSER (885 158 W),



https://zh.wikipedia.org/wiki/Device_file
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BEXH S i [z 5

/dev/null FEQ: BRE “XEHEEFR (EOF) ©

/dev/null EA TRME ( — N ERPBIEETRH)

/dev/zero 1ZEY RE\O EFHF (5 ASCII FRIERE 0 A~ E)
/dev/random - fé?ﬁﬁ?ﬂ&ﬁiﬁﬁﬁ@—ﬂﬁm%w, HENER (&
/dev/urandom 1ZHY MEEB LT INZR AN E£3HR B — N EIFERT
/dev/full =PN REMEEH (ENOSPC ) HBix

Table 1.10: $F5KiZ B X 435R

1.2.12 procfs # sysfs

procfsFlsysfsT MR %, HBIMNET/proc” M7/sys” 2z £, BRZPHWIIBLEHREELRAEE, &R,
XLEREREMN, BT TRATRBREARETHREZI ],

Bx”/proc” ABNEAEGITHHERHE T — 1N FE R, BRMNBFMEBFHERIRFT (PID), SEIZEHAEEENR
ZTH, tps(), JLANXNBEREMKEBER.

»/proc/sys” ZTFTHE R, B8 T UERELEAZGITSHMED, (RETUEREII sysctl() LN, A
EREMMNE/BEXE”/etc/sysctl.conf”, )

HANBRXMFRI KB H”/proc/kecore” B, BEESIRIELE, IMNXEGETFHROMNBRAFEFXNMEERS, E
HAXRIBXNZ, ER—NEMNXYE, EERAKARNTE, FIUAABIELERKX/N,

»/sys” \FHBRE ST AZELWEELEY, EMMEN, URENZENGHE, TRNtEEE THREREEARNZ
BT S#MEO,

&%&”proc.txt(.gz)”,”sysfs.txt(.gz)”, BAREMME X Linux A#Z3X#4 (”/usr/share/doc/linux-doc-
*/Documentation/filesystems/*”), XLEXHH linux-doc-* RGEIRE,

W

1.2.13 tmpfs

tmpfs@ —MeRXEHR %K, EMNXEHESREFEEMATR, DEN, UTAFIIETH tnpfs BB ERIIIREER
PRRRD X,

RBBHRHEAMEL, »/run” BRIEFN umpfs, XHEE /7 EHARE, EHRFAIUEEARN, EATESXHEHR
H®T HFFME=E), Bt T Filesystem Hierarchy Standar2.3 kR i BBRI B RAIE :

« ”/var/run” - ”/run”

« ”/var/lock” - ”/run/lock”

« ”/dev/shm” = ”/run/shm”

SE&tmpfs.txt(.g9z)”, XEALTF Linux A% (”/usr/share/doc/linux-doc-*/Documentation/file
systems/*”) BRZTF, H#RHE linux-doc-* &,

1.3 Midnight Commander (MC)

Midnight Commander (MC) —"* Linux iRz HEELIRAMETH GNU k™ ImEET])” . ERAFFIIRET -1 XKE
AHFMNLIRERARY, XESTFSZAREN Unix 85,

{REIBE R ERB TEM GBS RELRFRIA N mc ” #Y Midnight Commander €1.

$ sudo apt-get install mc



https://zh.wikipedia.org/wiki/Procfs
https://zh.wikipedia.org/wiki/Sysfs
https://zh.wikipedia.org/wiki/Tmpfs#Linux
https://zh.wikipedia.org/wiki/Virtual_memory
https://zh.wikipedia.org/wiki/Page_cache
https://zh.wikipedia.org/wiki/Paging
https://zh.wikipedia.org/wiki/Filesystem_Hierarchy_Standard
https://zh.wikipedia.org/wiki/Midnight_Commander
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{£FA mc(1) AR L AKX S Debian R4, XRERIFHIZEIHN, BEAAITENDERREE - LRAMEBHIAE,

- 7/etc” REFEHR

- » /var/log” REFBEF

« ” /usr/share/doc” REFHR
«” /sbin” #1” /bin”

1.3.1 BEX MC

ATERE MC FIBRHEE KRB R cd I HEB R, HBEIENR ~/.bashrc” B8&—1"H mc BIREIIMZA,
. /usr/lib/mc/mc.sh

E& mc(1) (f£7-P” N E) NERE. NREAEEBIXERMAN, FeIUHEEEXEE)

1.3.2 BsiMC

MC BB ¥ B ENE R,

$ mc

MC BIE REEE TABENXGRIE, BtMLAFREELE ). REER F1 M UMRERISERE, MRAIFERKL
FREEFNINRE R AT LAER MC,

IR
R Le&imEL YN gnome-terminal(1), INEERAVIREMAIHETRESWAIRTZFEEL, 7 gnome-terminal E=] B
i$"Edit” ~ "Keyboard Shortcuts” & &K IFX K EE

MRIFEEFrFmESIE, BRHREZEE, BILRMN-a” B MC s 1TEIFER T FIth 2L 6]
MEBXFAREEMR MC R ERIB)@, SJLASEE 946 T

1.3.3 MC XHEIE
BINNAANEREREEE TR, B— A MEANERRIEBEEINED N S5 RIEBSHIARINIRIEE, BT

RE-LNERRER, TIPHE gpm(8) BITHEHR, (RBA]UEFNRSITERRIFKEME. (E MC BE#TEH!
FIREMGIRIFRIRHR — E BHRAE shift #, )

TREERE B EThEE

F1 BEIXEE

F3 A EEERS

F4 eSS

F9 s NI ER

F10 1B Midnight Commander

Tab EmA '\ OEBon

Insert 8 Ctr1-T AT EXHERFNIREXEF, WMETR

Del RS GEBR--RE MC AEE£HFRER)
TR BHRER

Table 1.11: MC RIBBRYE
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1.3.4 MC @<1THI5

- cd LHEEFHFEEPFHNEE R,

* Ctrl-Enter orAlt-Enter NI X#HEE &< 1T, £ op(l) M mv(1) MRS REITRIE,
« Alt-Tab ERXHBZBE N EER,

- BRI MC sGr S SBEILIEEF BB *; B4, "mc /etc /root”,

« Esc +n-key - Fn (i.e, Esc +1 - F1,etc.; ESC+0 - F10)

. S5i% Esc AR ALt 8—#; HIg, WA Esc + c FIREY ALt-C 2—###, Esc BN meta 82, HHIEHFH
ZHN-,

1.3.5 MC NZRYmiE2E

XMAEBERERE—NEEBNMEAR, 1B F3 ARERREES, BE F3 ERLSASREREX, 2RI
BoREYEAR, R F6 S EXBNEIHAIAIR T, FS M EX SEHIB HaIR T, F2 RENXHE., F10 B, 2
BOAARBUAE MR A R TIE,

MC 4wiE23P] MNE RN FTEMEGS AN E,

$ mc -e filename_to_edit

$ mcedit filename_to_edit

EAR— N SEOYRiERE, BEREEITE BLIERAZNEHMNE, EmNEOEIES, FERZ Alt-F <n > XKt
EHIL IR F{E A File - Insert file” 37 File - Copy to file” RN A,

M ERYwAE 23 T LA /) BB 4w 25 B 1K,

B, FSEFERMEEE SEDITOR 3 $VISUAL RIRTEIRIERZHVEA, WMRIFEZMER vim(1) 2 nano(1) R
g, REITHRER TEMRBIIA~/ . bashrc” K3 mcedit #ITIRE,

export EDITOR=mcedit
export VISUAL=mcedit

MR AT RERERR A vim”,

WNRMREER vim(l) HARIAF, (RETAEARERS 2 G4 4505 A meedit(1) SRFET TIE,

1.3.6 MC AZPEESE

MC 2—MEEBANSER, X2 —MEXHPIERNANTF TR, BREEHTE /usr/share/doc BRHPEH
X, XENEAR Linux EENERAR, XNMEERTUET TGS PHERN— N REEB,

$ mc -v path/to/filename_to_view

$ mcview path/to/filename_to_view

1.3.7 Hshiash MC

EXfFREALE, RESNEFREEXMFNRAT (EES 9311 T). X MC —MEEHENAE,

ML LEEERRZMENXAFHEEN, FTEBNWXHNEBIRIRENFIMIT. £ chmod(1) il MC XH R ENE
A IEPIRS,
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XA 5 [0] 4= 2 A A
AT AT
g EEANTEE sk
html X EEABMITX SIS
>* . tar.gz” #1"* . deb” X NEEABTMBEETFER—1F

Table 1.12: MC A3 [@] Z= §2 A9 M0 S

1.3.8 MC FY FTP EIXHE R %

MC 8E95{EF FTP EEREYF M iA 0] 314, TERE IR Fo, REHAN"p” KiBIE FTP BN RS, ¥ username: passwd@
hostname.domainname” B 4G A\ URL, FiG A R — R RIZEE R,

iX & FTFF”[deb.debian.org/debian]” 3R ¥ Debian A3 F4ALALEM,

1.4 2% Unix T{EIMEETH

B MC EARSE]UILRBMERIER, BEFESMN shell BRTEAGLITLEMRIEEEER, vJLALRTEREL
Unix TYEMIE,

1.4.1 %E3K shell

AR LAEIT chsh(1) EIRREIE R shell,

nEe mITE K/ | POSIX shell | iiiHA

bash V:853,1:999 | 5799 | Yes Bash: GNU Bourne Again SHell (3% ERIFRE)

tcsh V:11, :41 1306 | No TENEX C Shell: —7" Berkeley csh FJIE 5@ iR

dash V:914,1:980 | 204 Yes Debian Almquist Shell, K shell FiIZ

zsh V:34, 1:67 2150 | Yes Z shell: B Z HEom AT E shell

mksh V:3,1:13 1281 Yes Korn shell BJ— MRZE

csh V2, 112 336 No OpenBSD C Shell, Berkeley csh BJ—/ R A

sash V:0, I:5 969 Yes ﬁ,l,j\] E.E_B%\E’?, Stand-alone shell (F- A EPAE R/
#9”/bin/sh”)

ksh V:5,1:23 3277 | Yes Korn shelFJE 1IER AT&T hRAE

rc V:0, [:4 154 No AT&T Plan 9 rc shell F—/ LI

posh V-0, 1:0 187 Yes Policy-compliant Ordinary SHell FRIEFRARIE &

shell(pdksh k&)

Table 1.13: shell }2F %R

'R
BIRK POSIX HEEAFE, BT shell EENE/T REERLFRE L, 1THAIURNE, ATHBEERMAIIIIN
(=N

FEARHIZF, RXEIHY shell 52758 bash.

1.4.2 7ZEfl bash

{RETAEE “~/ .bashrc” REH bash(1) 89975,
Zif T HEIF,



http://packages.debian.org/sid/bash
http://qa.debian.org/popcon.php?package=bash
http://packages.qa.debian.org/b/bash.html
https://zh.wikipedia.org/wiki/Bash
http://packages.debian.org/sid/tcsh
http://qa.debian.org/popcon.php?package=tcsh
http://packages.qa.debian.org/t/tcsh.html
https://zh.wikipedia.org/wiki/Tcsh
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/dash
http://qa.debian.org/popcon.php?package=dash
http://packages.qa.debian.org/d/dash.html
https://zh.wikipedia.org/wiki/Almquist_shell
http://packages.debian.org/sid/zsh
http://qa.debian.org/popcon.php?package=zsh
http://packages.qa.debian.org/z/zsh.html
https://zh.wikipedia.org/wiki/Z_shell
http://packages.debian.org/sid/mksh
http://qa.debian.org/popcon.php?package=mksh
http://packages.qa.debian.org/m/mksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/csh
http://qa.debian.org/popcon.php?package=csh
http://packages.qa.debian.org/c/csh.html
https://zh.wikipedia.org/wiki/OpenBSD
https://zh.wikipedia.org/wiki/C_shell
http://packages.debian.org/sid/sash
http://qa.debian.org/popcon.php?package=sash
http://packages.qa.debian.org/s/sash.html
https://zh.wikipedia.org/wiki/Stand-alone_shell
http://packages.debian.org/sid/ksh
http://qa.debian.org/popcon.php?package=ksh
http://packages.qa.debian.org/k/ksh.html
https://zh.wikipedia.org/wiki/Korn_shell
http://packages.debian.org/sid/rc
http://qa.debian.org/popcon.php?package=rc
http://packages.qa.debian.org/r/rc.html
https://zh.wikipedia.org/wiki/Plan_9_from_Bell_Labs
https://zh.wikipedia.org/wiki/Rc
http://packages.debian.org/sid/posh
http://qa.debian.org/popcon.php?package=posh
http://packages.qa.debian.org/p/posh.html
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# enable bash-completion
if ! shopt -oq posix; then
if [ -f /usr/share/bash-completion/bash_completion ]; then
. /usr/share/bash-completion/bash_completion
elif [ -f /etc/bash_completion ]; then
. /etc/bash_completion
fi
fi

# CD upon exiting MC
. /usr/lib/mc/mc.sh

# set CDPATH to a good one
CDPATH=. :/usr/share/doc:~:~/Desktop:~
export CDPATH

PATH="${PATH+$PATH: }/usr/sbin:/sbin”
# set PATH so it includes user’s private bin if it exists
if [ -d ~/bin ] ; then
PATH="~/bin${PATH+:$PATH}"
fi
export PATH

EDITOR=vim
export EDITOR

N
fREJPATESE 9 EFHMIE 9.2.7 WHEIESXTF bash BEHIFKIT.

"R
bash-completion B HEEWIL bash #HiTHRSH 2.

1.4.3 1iRiRpE

£ Unixifg, B—LABEKRESXWER, §I8, T8 Lin FAHEHE, RBEFILM Cctr1F Alt 9]
MIEETIE, ERE/LI/MERICENKRE,

B
Ctrl-S MILLIRINBERTBEM stty(1) 22A,

1.4.4 Unix ZRIRIRRE

Unix ERMEARMRFET 3 RIBITR A,

AERAREBAR LAPRIRE, WINRRPEE, FaIUESMPERER, 2 REMRANBELT, RNELE
MERMES TRPER, R THE Linx FHEGIGERRR, (RERIC gpm(8) {FABETHF#HE (daemon ) BT,

1.45 HTIEF

less(1) LB —MERBIRNDTIRERF (XHANETEERR). ERBEENGSSHEMAERERKIZAXY, £H
less ML EENMBRMREZEMIUIE “h”, ENINEELL more() HLEEE, BEEMANFLMIT eval
$(lesspipe)” B ’eval $(lessfile)” EMNINEELREREEMEK, FHMIESE"/usr/share/doc/lessf/
LESSOPEN”, ”-R” EINF] ASCHLR IR F & IR FT A /B ANSI B X F5, 1¥MIESE less(1),
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RIER v

ctri-u HER R ZI TE R F R

Ctrl-H MR ARG — N F T

Ctrl-D ZIFRA (ANRIREEF shell, MHIEH shell )
Ctri-C BIF— N EEBITHER

Ctrl-z B EEFRFRNIEEREEER

Ctri-s [EN=E

Ctri-Q %) & B e e

Ctrl-Alt-Del

ER/XAZ%, £ inittab(5)

Left-Alt-key (2 Windows-key)

Emacs F1AEX UI B97cHE ( meta-key )

Up-arrow FFIR7E bash FRGSHEEER

Ctrl-rR FFIETE bash FMEEGRSHEER

Tab 7£ bash 2 THHEXER

Ctrl-VTab 7£ bash G2 THEE Tab MARHEITHE
Table 1.14: bash FIIRE4FE 71 3R

BRE Nl 5

EEFEDRR EREF EFIZEINER

BELHE T K

BEERHE EEREREFE 2R

HEhEE MBI AR EERRAE

Table 1.15: Unix ¥R RINMRIETIR

1.4.6 NXAYwiEzS

TE(EFZE Unix RAATFEFR, SFEMFVim 3K EmacskI TR, {RRIZAEBEEA—1,

HKiIAAIMRFERA Vin L2 —MAENERE, ER Linuy/Unix RAE —MREBMT T Vi w883, CArL:YIM vi
AR EREI nvi XETREFEREN. ERfE vin BRHT F1ENE, ERAXTARENINEERK, AUIRERE

Vim MARHEEHHMN—LTEH, )

BRIZIRA 2 Emacs fi2F XEmacs {E ARV RiERS, ENAEBEFINERE, LERERIZNAHE, Emacs TBREZH
s, BERFERIE, BRHEERS, MEEFRESE, SRSHANEFNRE, EEEMNIRAIZ 8 TIEEXFT
NI, iILERAENER, L AEZRIFZ AN Lnx REEEEERZSWFHLE Emacs, £ T2 #HEF>] Emacs
AL A EEMN TER TE S A6, 7ELRZIEEZ S)ER Emacs MR E (£ GNU Emacs & F .

AEXBNAFREXLEREFHSE I RIE, WA vin” 1 F1 eI Vim, BIMRRFIHIE— T HIER 35 17,
BENAAREN” | tutor |” ¥ ctrl-] el UNBRIELIS IR,

=z
=)

FFHIREERE, & Vim 0 Emacs, FIMAKLIE UTF-8 REEARERARBERANXE, BNMBINMRE X MR TER
UTF-8 4t8, HRXRERMIEFINFA, HiEREFICUERIAITF X MEMNRBIZN, XTFSFONESAUEHS

EXHH,

1.4.7 &EEINNAKYRIESS

Debian BIFZRERIRIESEE. FMEBINKRLERESIE vim RHGEL,

Debian BT &< “/usr/bin/editor” Mt TWRARKINRIBRNHZ— 150, ELEEIER (FI40 reportbug(1) ) 7]
REAE. Fe]EE FIeHSlEE,

$ sudo update-alternatives --config editor
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WFHFHFE, HREBIWEAR “/usr/bin/vim.basic” & “/usr/bin/vim.tiny”, BAEXZHFIEAER.

BR
WZIEFERIMETE “SEDITOR” 8% “SVISUAL” RIREFEHBIBNmIESE (SME 1.3.5 BHE 9.3.11 1), B
F Debian R4 —EMHEE, EA1HIZEE] “/usr/bin/editor”, (EAE L, “$EDITOR” & “ed”, “$VISUAL”

% “Vi”o )

1.4.8 7EHl vim

{Ref BB “~/.vimre” RESI vim(1) 89175,
28 T F

" Local configuration

"

set nocompatible
set nopaste
set pastetoggle=<f2>
syn on
if $USER == "root”
set nomodeline
set noswapfile
else
set modeline
set swapfile
endif
" filler to avoid the line above being recognized as a modeline
" filler
" filler

1.4.9 1ic3% shell j&zh

shell L HHILBRIERNH TRER, HoESERELEZBEERI T, 1§ shel FMEREIXGEFERDMERIA
BIEE, HERTENRAZEZRESH, IMHiCRIESN AT LM,

183K shell JERIRIEARFFIERTE script(1) FIB1T shell,

=X T 7 61F

$ script
Script started, file is typescript

£ script F{ERET shell 5%,

¥ Ctrl-D3kKEH script,

$ vim typescript

1.4.10 EAR) Unix &5

IEBRZESJEARR Unix <9, EXE, HIEMWRE—MEN LR “UNIX", ] UNIX ZERABEHBIRHLESN
i<, Debian RAMALIS, WRE - LS NEIBIAFLRIFER, BAEED. MR shell PEATHIR, EXNN
MaLEhaNE, XEFFHABREZ X MAFRMNIT.

ZERERNAFRKSRERTING S,
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e 15 BH

pwd ERSa/LTEERNET

whoami ERIRINAFR

id ERIRIAFPHNEM (B, uid, gid FIFEXE )

file <foo>

BR "<foo>" XHRIXHEKEL

type -p <commandname>

B~ “<commandname>" & HIXEFFRRENIE

which <commandname>

5Lt

type <commandname>

B “<commandname>" GmZHIEXEERE

apropos <key-word>

EHE "<key-word>" BXH&GHS

man -k <key-word>

EL

whatis <commandname>

BA— 1T “<commandname>" &%

man -a <commandname>

8~ “<commandname>" &< HIEERE (Unix XNig)

info <commandname>

E/R “<commandname>" @S HEIKIVMERE (GNU X% )

1s ERERAR (FMEEU. aSHAERXEFNER)

Is -a ERERAT (BEFMEXHNER)

Is -A ERERAT (BANLFREXHMER, BT “..7 #F “.7)
Is -1a ERFIENERAT, FESEFEANER

Is -lai ERFBHNERATR, FES inode FIEHAMER

Is -d ERSRIEX FHAFMEEXR

tree FEAMRKEERERAR

1sof <foo>

FEETFFFREHI A <Foo>”

1sof -p <pid>

SRR E AR T AN A "<pid>”

mkdir <foo>

AIRERFPEUFAR "<foo>"

rmdir <foo>

BFRSEIERFH "<foo>” HR

cd <foo> RIIERIE R e = $CDPATH” Ry “<foo>" Hix
cd / IRZIREE X

cd A EET) IR S E =

cd /<foo> INREEITERIZ R “/<foo>" HIER

cd .. I E—RBE=E

cd ~<foo> tIREIEF “<foo>" BMIREXR

cd - Ik P ETERIEES

</etc/motd pager

FERRIANATIIEFRET “/etc/motd” AR

touch <junkfile>

BI—A=EXH "<junkfile>”

cp <foo> <bhar>

B—NEXH "<foo>” EFIFI— A XHE “<bar>”

rm <junkfile>

MFRSE “<junkfile>”

mv <foo> <bar>

B— 1P BEXHE “<foo>” EfFmBM <bar>" (“<bar>" I
REE)

mv <foo> <bar>

B— A EXHE “<foo>" BHEFHAME “<bar>/
<foo>" (ILWTTFIE “<bar>" BHE)

mv <foo> <bar>/<baz>

Boii— 1 UBXHE “<foo>” B EFE/mEZ N "<bar>/
<baz>" ( WATFE “bar” BF, BREE “bar>/<baz> X

14:")
chmod 600 <foo> gﬁﬁk%iﬁi%%ﬂﬁﬁﬁ "<foo>” (HHMBAELEMITZ
)

chmod 644 <foo>

BEEMEANMEXH “<foo>" FIZEARRE (FHEMBARL
ERITIZXH)

chmod 755 <foo>

EEMAXN “<foo>" FNEMARE (FEMEABERITEX
)

find .-name <pattern>

& shell “<pattern>” BERLENXHERE (RERE)

locate -d .<pattern>

A shell “<pattern>” ERMENXHERE CRERR, FAE
HA4E AR B BRI )

grep -e "<pattern>"” *. html

EIRIER X “.htnl” ZEEMNAEXHFFR, EHILE
“<pattern>" MIX#&HER

top

ERETHERER, WA "q° BHE

ps aux | pager

ERBLEAETIERENES (BSD Kig)

ps -ef | pager

ErEEEGTIHERERNEE (Unix system-V X% )

ps aux | grep -e "[e]xim4*”

ERFBIEEE{T “exim” ¥ “eximd” BHEIE

ps axf | pager

ERATBEEETIHIENERS (ASCI X% )

kill <1234>

RIEID B "<1234>" BHTE

[ &z =

azin £faoo
7P o0

T 1_Zixe 4
AT EeMper-Z2iv—s

gunzip <foo>.gz

4% “<f00>.gZ” ﬁg,:_tﬁ‘j “<f00>"

bzip2 <foo>

& F3 Burrows-Wheeter I3RHF £ 48 &% F0 Huffman ZRA53 5
“<foo>" [E4EH “<foo>.bz2” (E4EMRLL gzip BEF)
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=z
R

Unix B—MREI, B “.7 FkBIXERERRE, El—fRAe a8 TEEESMAFPERIIXG,

=z
R

W+ cd @<, S0 builtins(7),

EE
EHAH Debian ZRAMEKIADTIIEF R more(l), EXLEFEERE, BiTaF< “apt-get install less” ¥k
less RGBT, less(l) &R AEINNATIER, ERILIET 75 B BERR,

EF =1

"[F"] EIEMRIARps aux | grep -e "[e]lxima*”" e5&H, BJUE R grep EERHHIBREBEZ, 1E
MFBAX PR 4 BEREHFERF A", XL grep BEHE exim” hikE"eximd”, B sJLARAF&HS
MILEFMENRAXNFR, BERENNE X2 —#80, &RIFA TRRIENRAXTUSE grep(l),

fERilZ, BERLANGSRERERARRAL. NRFBEEABEXEGGHSWEEA, BF3YUEEFMR,
I FIGF

man man
man bash

man builtins
man grep

man 1ls

BB BB PR

FMOIXAEETREIEABSMEUSIR, EANENESBBESEEE, LERERER. EEERNBLFMH. B2, —BI}R3
BRTE, RRMEENNEE.

HERE, WS Unix % (B1ERHE GNU M BSD #9) #rIAEREEMNFEIESR, Re]AERATINER—#7]
AREBE (BRAHEMFASHEAIR),

$ <commandname> --help
$ <commandname> -h

1.5 [ shell i35

WA, (RITUNFIER Debian RAEEHE —LRE T, IEFAVERAT #2 Debian RAEMEGLMITHG, EXE, i
FNIFM—ARBYIHAE. FBREIRERES I bash(1),

—RREYE < BB FRVAB AL,

1L iRBTEE ()

2. ¥
3. B8 (Fik)
4, EEM[ (Hik: >,>>, <, << EH)

5. IEHUIRIE (PIiE: &&, ||, <#ITH>,;.&,(,))
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1.5.1 HSRITHNMNESS

EIMET EMERNT IS Unix asSHIITH,
T EMENAER PAM %%?ﬂﬁ"‘{t, Bt im e N R E IR E,

- ERETEEE (FI0 gdm3 ) EEHITEIMETE,
« Shell A BHESEE”~/ .bash_profile” #1”~/.bashrc” FHIMETE,
152 “SLANG” TE

“SLANG” LEMFTEAIESIMNRER 3 8B 4EM: “xx_YY.Zz2277,

BSIEE 1B

XX ISO 639 IBE XS (/NE ) a0 “en
YY I1SO 3166 EZXES (K5 ) a0 “US”
772727 Ymrg, SEIREAN "UTF-8”

Table 1.17: B IMEER 3 M

WFESRBMERNKE, S “info gettext” FRMEXIER,

S FHLK Debian RAFIIGRES, RRIZSRIZEN UTF-8, [RIEMRERBIIEBNE SHIRFH B 1551186 AT B #Y
IR

WFESIMEERENAT, 205% 83 T,

/IE
“LANG=en_US” BEAE “LANG=C” th RZE “LANG=en_US.UTF-8", EE “LANG=en_US.IS0-8859-1" (&N
% 831 1)

en_US.UTF-8 RiE (%l )
en_GB.UTF-8 =IB (KATEN)
fr_FR.UTF-8 =B GEE)
de_DE.UTF-8 =8 (E )
it_IT.UTF-8 BEXFNE (BEXF)
es_ES.UTF-8 BIEcE (AT )
ca_ES.UTF-8 INREE (T )
sv_SE.UTF-8 In#E (ImBl)
pt_BR.UTF-8 BETiE (BA)
ru_RU.UTF-8 s (RE)
zh_CN.UTF-8 XiE (FEARENE)
zh_TW.UTF-8 XiE (FEEE)
ja_JP.UTF-8 HiE (HAE)
ko_KR.UTF-8 BiE (HE)
vi_VN.UTF-8 WEE (HEE)

Table 1.18: B IMEHEFTIZR
£ F8 shell G 1THRIMFHMIT I BRIy ER S
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$ date

Sun Jun 3 10:27:39 CST 2007

$ LANG=fr_FR.UTF-8 date

dimanche 3 juin 2007, 10:27:33 (UTC+0800)

XE, date(1) BFEHITIMER T SFELTE “SLANG” REIMIE,
« B—1%, “SLANG” BB HRFEMENESIAEE “en_US.UTF-8",
« BTN E, “SLANG” iRE FiXIBHY UTF-8 1BSIMEE “fr_FR.UTF-87,

ARSBHGLERTRIFLBEMEEXIMERE, WTLENFF, HREATERNTHAR,

$ LANG=fr_FR.UTF-8
$ date
dimanche 3 juin 2007, 10:27:33 (UTC+0900)

IERFAERIN, sn<MatRIMETENFM, FESENRFERL, MRMFEIMMEEE A FHEREPRY
REDE (FIA0ATT shell HIASEY), RFZEATEHNGESSH (export) €,

$ export LANG

B
EERAEMNEG S LIRNEHE, ELE'SLANG BERWMKREINEL 28T exported FRNEE, NRENA
export HRAIFM, XNETRERE— MERIFAIGIF

RBR
B3Z—/ BUG IREMEHE, NRERINRIESIBIIIFE, £’LANG=en_US.UTF-8" IME TGS H#HITEITIIRE
SEfF—LE,

BT BLEE 75 locale(5) Fl locale(7) SREE”$LANG” RIEXHIMELE,

xR
BINRTAZESLANG” REBERAIMERE, REEEAFENEATAA $LC_*" ALNEE,

1.5.3 "$PATH’ TE=

H{RTE Shell BEMAGLHIAHER, Shell RAE"SPATH BEEMBZMBRIIREHITIRER, "$SPATH LEMEDIE
Shell FHEREEIZ,

FEEXIARY Debian ZEITFEH, F)T{EFHE’JFHF)”’L:?E’J "$PATH” MB L EF]BEARELIE”/sbin” F1”/usr/sbin” B&,
i, ifconfig H<MEEIETETEMIZIZ”/sbin/ifconfig”, (FEUt, ip S EE"/bin” BRT)

B BATE Bash BIASZ 47~/ .bash_profile” 3"~/ .bashrc” iYL "$PATH” IMET EME,

1.5.4 "$SHOME” &=

RERSERAFERTEHEHRTHFEENEE, ARBIRENABTRAZENMITAN, BFBERBERA $HOME”
LERIETE.

N
Shell "~/ BEAYSFIAFHTES, W2 $HOME/”, Shell ¥ B"'~foo/" }3 foo BIBER, thFEiE"/home/
foo/",
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”$HOME” L E19E EFEITINE

/ VIEHEERITHER (STIPHE)

/root root FH PR Shell ITRITE =
/home/<normal_user> E@FH PR Shell ITHITER
/home/<normal_user> EEAF GUI KRERERTHER
/home/<normal_user> FA root AFIXPERMITIEF"sudo program”
/root H root AP PEHITIEF"sudo -H program”

Table 1.19; ”$HOME” TLE(HFIER

—Ea ST S, XESHA-7 - -7 Fk, BEMZRIEN, AREHGSHMITEI

$ date

Mon Oct 27 23:02:09 CET 2003

$ date -R

Mon, 27 Oct 2003 23:02:40 +0100

XERGLSE-R” 8L date(1) G52 HILH 9 RFC2822 #R/ER HEAFFFHE I,

1.5.6 Shell B

SEAXMBERMIEGSHEBNIITMATER M, BXEHRT R glob, (BRMR#EM ) BECH), BALER
R EIFER,

shell glob 2\ UL P 200 00 F s

* AL SRR ()

¥ . AL HEE (FR)

? R

[] BEEES FINEEFFAE ] CMEREHFR

[a-z] ’a” Bz” ZRINEE— AT FRAE o] UM A BHREN

o BRTHSARSTHEESE (C 17 2 B, ECTHETN
1E BT

Table 1.20: Shell glob &z

I FIGF

mkdir junk; cd junk; touch 1.txt 2.txt 3.c 4.h .5.txt ..6.txt
echo *.txt

LEXt 2. txt

echo *

.txt 2.txt 3.c 4.h

echo *.[hc]

.c 4.h

echo .*

. .b.txt ..6.txt
$ echo .*[A.]*
.5.txt ..6.txt
$ echo [~r1-3]*

4.h
$cd ..; rm -rf junk

- WP AR e

£ glob(7),
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EE
5 shell BAMXEBLEARARE, FEHR” -name " EINAY find (1), H shell X" * », LE” .” FRHX
H&. (FHPOSIX Hy4HHE)

R
BASH =] BAEFHAERY shopt IEHEN” dotglob ”, ” noglob ”,” nocaseglob ”,” nullglob ”,” extglob ”
EHILBFZITH, £ bash (1) BEFFAIHEA,

1.5.7 H<SHIRE/E

FOBOHSERMENRHRS (ZE: “$?7) fFAREIE.

A PHNE RS HFIREME ZiEIRO{E
success zero, 0 TRUE
error non-zero, -1 FALSE

Table 1.21: SSAYIE HTHD

=id R+,
$[1=11]; echo $?
0
$[1=217],; echo $?
1

R

BEE, success B3 TRUE, 0 (zero) MEREMNE, XIELREM, FEEXER—T.

1.5.8 HEM|AFE<LH shell EEE
UL HICETE shell HLEBABLITAMERNH L IE,

Debian RAR— N ZESBHRIERR. FEESILAFEBE— shell FRITSNERF. FEEFHENTIED KX shell
HIREHS: jobs, fg. bg #l kill, i5[iE bash(1) FMIET: “SIGNALS”, “JOB CONTROL” #1 “builtins(1)”,

=i T+
$ </etc/motd pager

$ pager </etc/motd
$ pager /etc/motd
$ cat /etc/motd | pager

RE 4 4 shell EEANFI FEHZETERNER, BRE—MIFELESGHIEITTHIIMY cat LRETHIR.
shell SEVFRER exec BT EE— MR RITH XM
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w2 EIAE L)
command & £ shell F9fg & 1T command

commandl | command2

B EEE commandl BFREREE R command2 B9FRERIA
(H1THIT)

commandl 2>&1 | command2

BIEER commandl BUFRER EFIARESRIRIE R command2 B9
FERIA (FITHIT)

commandl ;command2

®IMFH 7T commandl ] command2

commandl && command?2

17 commandl; WEMTL, FFHIT command2 (0%
commandl 1 command2 &#ITRLIN T, IR[A success )

17 commandl; WEREARRIN, FIMFHNIT command2 (Z0XR

commandi || command2 commandil 8% command2 #{TRLI, iR[E success )
command > foo & command BIfnEREEE@ZIXH foo (BE)
command 2> foo & command BFRERBREEQEIXE foo (B= )
command >> foo ¥ command BimEREETE BRI foo (FFAN)
command 2>> foo & command FIfRERREE @ EIXE foo (FTAD)
command > foo 2>&1 & command B9FR Ed EFIARERIREE @ EIXH foo
command < foo & command FIFR ERAZEERZIXHE foo

command << delimiter ¥ command NiMERAEEQDR FTEN&®ST, BENEE]

“delimiter” ( here document )

command <<-delimiter

& command R ERMAZEEQDZ TENG ST, E2NEE]
“delimiter” ( here document, AR {THHALIGIRFTEWLRIR)

echo Hello >foo
exec 3<foo 4>bar
cat <&3 >&4

exec 3<&- 4>&-
cat bar

# FTHXH
# KA H

FIE B AHERTT 0-2,

Table 1.22: Shell <& L%

# IVERAEE@R 3, fnERUETEER 4

1%&E 1 BH NIRRT
stdin FRERIA 0
stdout FrERH 1
stderr INERR 2
Table 1.23: FE X B8R FF
159 @WLHR

RE]A A ZEERMGSIRE— 5B,
I FAGF

$ alias la=’1ls -la’

iEI_,E , ula"

£ “Is -al” WEBKR, HEHAUKIIREAIIHAENXY,

{RETLAER alias RIHFABERFIR (S0 bash(1) FAY “SHELL BUILTIN COMMANDS” ),

$ alias

alias la='1ls -la’
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{ReIBAEA type RIAGSHERIZZEZEEL (20 bash(1) A “SHELL BUILTIN COMMANDS” ),

I FIGF

$ type 1s

1s is hashed (/bin/1s)
$ type la

la is aliased to 1ls -1la
$ type echo

echo is a shell builtin
$ type file

file is /usr/bin/file

1s ERERERE, ™ “file” &F, ELL “1s” #RIEH “hashed” (R ANIRAR ), B shell B—NAZRIICRA

RRiEAE] “1s” FrALRIIE,

PN
S0%E 9.2.7 T,

1.6 £ Unix B9SZAEAIE

3£ Unix M TEIMER, XALGERBEIERAEEEMMNINEXSAIET BTN, XS —MEER Unix I,

1.6.1 Unix XATEH
XEBH—LEE Unix RAPREFERINREXAGIETE,

- RBEERENRAR:

- cat(l) EEXHHELHLBHIAT,

- tac(l) EEXHH R EHL.

- cut(l) IEEITH—E o FHEH,

— head(1) ¥ X HAIFF 3%,

- tail(1) ¥ X HRIRE,

— sort(1) W XA HFRITIEITHEF,

- uniq(1) NEHEFRRIX 4P RIRERIIT,

- tr(1) FEHRE PR F

— diff(1) W SHRITTRITIILE,
- {EREMIENRAT (BRE ):

— grep(1) ILEC#E pattern R A,

- ed(1) B—MRIAITRIERS.

- sed(1) @ — 1 NRYmiERS.

- vim(1) B— NERERESR.

- emacs(l) B— M ERmER. (BLY B BRE )
- ERT RMIENRAI (ERE ):

— egrep(1) [LEC#H/E 21 pattern FI A,
— awk(1) EITE BRI AELIE,
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— tcl(3tcl) AIBAEITERIFRSRIRIXALIE : S0 re_syntax(3) , 2F 5 tk(3tk) —#EfER,
— perl(1) FTBAEITEAMRE R RN ALIE, S0 perlre(1) ,
— pcregrep R ELHEY peregrep(1) FILAILEC/HE Perl REIEMRIAR (PCRE) RAMIXE,

- T8 re H&ERH python(1) o] LA TERMRIE BRI ALIE, S0 “/usr/share/doc/python/html/index.
html”,

IRMBABEXLHSARREMT 4, BEA “man command” RECEERERIE,

EE
HEFMIRF AR AR MSEREUR TES R, NRFEERES— N SMERITH, STUEGS ZRIER “LANG=
C” it CEESHBRB UTF-8 (ESN%F 152 THHE 83 1),

EE
Perl IEMZRIAR (perlre(1) ). Perl ##BFIEMRIAR (PCRE) 1 Python ) re {RIEHMEMNRIAR S —HEAY
ERE MLt 2 TIFZEHAMY E,

1.6.2 EMFRIAL

ENFRARNREREF S XALIETEAR, ENIEM shell BFEECH, EEMELRFEAX,
ENFRANHABRLENED, ERAXEFHFTFEAFMAME,
TFEFXNBFERASXNFN. SlERMEENAIN, BRE Ml ERE , ERMMEUAT LXMW XETE,

BRE ERE EENFRAR AR
\.[1~ $* \.[T 8 * BANTER
EAYAYE YR YERY BRE BEH "\” BXTFRF
+2() { 7 | ERE HEMAEE “\7 BXHTFR

c c MEIETFR “c”
\o \C MERE—AFEEX ERFR “c”, BfE

“c” RERTFEN
. . MEITEFT, BERTHE
) ) FREBOABRAMAE
$ $ FRBMERMNE
\< \< BHIEMARAMAE
> > BiHRNERMNE
[abc-] [abc ] LEE “abc...” FHEREMN
[Tabc+] [Tabc-] LEFRT “abc...” RATFEFEMN
r* r* MEFAHZA 1
r\+ r+ MEE—ANES 4 “r”
r\? r? MEFEAN N — “r”
ri\|r2z rifr2 CEE— “r17 8 “r2”7

ME— “r1” 5 “r2 , #ERESRA
\(ri\|r2\) (ri|r2) BIENEiAT

Table 1.24: BRE #l1 ERE AT FER

emacs PHIENRIAXNEAR -2 BRE (E8%F ERE RHTER “+” # “?” , Bk, 7£ emacs AEMEFER “\” X
X EAT,

grep(1) PIBAMEREMNRIANRIFAITIAIEER,
Zid FIAF



https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Perl
https://zh.wikipedia.org/wiki/Perl_Compatible_Regular_Expressions
https://zh.wikipedia.org/wiki/Python_(programming_language)
https://zh.wikipedia.org/wiki/Regular_expression
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$ egrep ’'GNU.*LICENSE|Yoyodyne’ /usr/share/common-licenses/GPL

GNU GENERAL PUBLIC LICENSE

GNU GENERAL PUBLIC LICENSE

Yoyodyne, Inc., hereby disclaims all copyright interest in the program

-PIN
S0 9.2.7 T,

1.6.3 EHRRIARN

WFEHRTAN, —EFHFERANS X,

BRTRIAD BERBANERIIXE
& IEMFREXAEERAE (£ emacs FEA \& )
\n Al n MESHIENREAXLENAT (" B8F)

Table 1.25: KA

5t Perl FIBHRFRH, “sn” BT “\n” , M “&" MIEBRHE X,
=i T+

$ echo zzzilabc2efg3hij4 | \

sed -e 's/\(1[a-z]*\)[0-91*\(.*\)$/=&=/"
zzz=1labc2efg3hij4=

$ echo zzzilabc2efg3hij4 | \

sed -e 's/\(1[a-z]1*\)[0-91*\(.*\)$/\2===\1/"
zzzefg3hij4===1abc

$ echo zzzilabc2efg3hij4 | \

perl -pe ’'s/(1[a-z]*)[0-9]*(.*)$/$2===%1/"
zzzefg3hij4===1abc

$ echo zzzilabc2efg3hij4 | \

perl -pe ’'s/(1[a-z]*)[0-9]1*(.*)$/=&=/"
zz7=&=

BRANFEXEESENRANMRN, URXERLENXAERRNTEHZIN RS RN,
XL IE MIRIATUAE — L4838 th o] AR SR ENEARFN B RS AS,

7E shell BLITITRIRBHL “\" QBB —MRITH (FRZEM), SRR T —1THITE,
BEEABERRFMREI LGS,

1.6.4 ENREAANEZER

ed(1) @S EJLATE “file” FRIEFTEAY “FROM_REGEX” Eipy “TO_TEXT” ,

$ ed file <<EOF
, S/FROM_REGEX/TO_TEXT/g
w

q
EOF

sed(1) AL BIATE “file” HIEGFTEMY “FROM_REGEX” Ei®py “TO_TEXT” .
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$ sed -i -e 's/FROM_REGEX/TO_TEXT/g’ file

vim(1) AL ] BB ER ex(1) S 7E “file” HIEATEHRY “FROM_REGEX” Eigpy “TO_TEXT” ,
$ vim '+%s/FROM_REGEX/TO_TEXT/gc’ '+w’ ’'+q’ file

N
LERM “c” ST UBRESRERNEHITZERAIMIA.

A ( “file1”, “file2” #0 “file3” ) BILAfER vim(1) 3K perl(1) BT [EMFRA NI TRIAMALIE,
$ vim ’+argdo %s/FROM_REGEX/TO_TEXT/ge|update’ ’'+q’ filel file2 file3

N
FEH “e” IFERRITHLE “No match” fBiRPEIE,

$ perl -i -p -e "s/FROM_REGEX/TO_TEXT/g;’ filel file2 file3

£ perl() flFH, 7-1” RES— M ENRXMANEREARE, -p” BRAEIABELEENX M.

N
ERASH “-i.bak” KB “-1" , ATUEXHRERN “.bak” BRE, WFEXNER, XEENERPRE

A=
TEES.

=z
IE=A

ed(1) # vim(1) £/ BRE ; perl(1) {£F ERE,

1.6.5 MXAFHIRIGHIRZENEIE

TEE-AXAXH “DPL” , EEAEE 2004 FLAHI Debian B MMSEBFHREEE, FUSIEIIR.

Ian Murdock  August 1993
Bruce Perens April 1996
Ian Jackson January 1998
Wichert Akkerman January 1999
Ben Collins April 2001

Bdale Garbee April 2002
Martin Michlmayr March 2003

R’
£ “Debian &52" ZREXEZHAY Debian NSMEH L.

Awk ZEWRARMNZMEREI S P IREVERIE,
I FIGIF



http://www.debian.org/doc/manuals/project-history/
http://www.debian.org/doc/manuals/project-history/ch-leaders
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$ awk "{ print $3 }’ <DPL # month started
August

April

January

January

April

April

March

$ awk ' ($1=="Ian”) { print }’ <DPL # DPL called Ian
Ian Murdock August 1993

Ian Jackson January 1998

$ awk ’($2=="Perens”) { print $3,$4 }’ <DPL # When Perens started
April 1996

Shell (5140 Bash ) 2] BARSRZ X #SF,
Zid FIAF

$ while read first last month year; do
echo $month
done <DPL
v B AWK Al F Ryt

NE®S read A “SIFS” (AZBPHNIRF ) PHIFFRRIFITHRAS 214,
WMRIRIE “SIFS” taTRH “:7 , {RETLARIFHIEER shell R4 “/etc/passwd”,
$ 01dIFS="$IFS” # save old value
$ IFS=":'
$ while read user password uid gid rest_of_line; do

if [ "$user” = "bozo” ]; then

echo "$user’s ID is $uid”
fi
done < /etc/passwd

bozo’s ID is 1000
$ IFS="$01dIFS” # restore old value

(WNREA Awk HEIERENE, £A “Fs=':"" RREFHIWHA. )

IFS th# shell ARDENISHT R, SSBBRNEARAT RINER, IASHMAENSISHES|SH, IFS HEIAER <
=g >, <tab> Fll < #RITHF >,

TEIEMEER shell BY IFS $%I5, 3 shell FHIAN —SS @R AN ENBAN, SRE-LHFENE,

$ IFS=":," # use ":” and ”,” as IFS

$ echo IFS=$IFS, IFS="$IFS” # echo is a Bash builtin

IFs= , IFs=:,

$ date -R # just a command output

Sat, 23 Aug 2003 08:30:15 +0200

$ echo $(date -R) # sub shell --> input to main shell
Sat 23 Aug 2003 08 30 36 +0200

$ unset IFS # reset IFS to the default

$ echo $(date -R)
Sat, 23 Aug 2003 08:30:50 +0200

1.6.6 HATEEGSH/NAEMA

TEOMAFREEN &85, T —EARNES.

{8 find(1) 0 xargs(1), B1T shell BIABEBEZS N LBINMER, sTURITHEEEZEMNES, SRE 1015 T
2 9.39 1.

HEA shell REBANEFAIMMAYESR, FEES— shell X (BHE 12.1 ).
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BIZAFER (E—1TRHA)

MR

find /usr -print

®E”/usr” TRIFREXHE

seq 1 100

E=121100

xargs -n 1 <command>

ENEEIRNE-—TEASR, EERITHS

xargs -n 1 echo

ENEET R, AEREAND, 2RAS1T

xargs echo

ENEETRNMEBETEF 1T

grep -e <regex_pattern>

IEEBIIR, BI&H <regex_pattern> 917, RENHE

grep -v -e <regex_pattern>

EBAEETR, FNEEE <regex_pattern> AT, REIEXR

cut -d:-f3 -

EREETR, F7:” PIHE = SIEEER (passwd XHE, )

awk "{ print $3 }’

ICA=RREANE=JIRNEX

|

|

|

|

I

[ awk -F’\t” "{ print $3 }’ R tab RPRFRIE =FIERENE K
[ col -bx BFRERREE, TR b BhTHRE
| expand - 7E b BE=RE

[ sort| uniq HEFFRFRESTT

| tr "A-Z" "a-z’ BRNFEERAHNEFTE

| tr -d "\n’ B21TERN—1T

[ tr -d "\r’ MFRIRITEIETT

| sed "s/ /#/" EETTEEN—# &

| sed "s/\.ext//g’ MIER” . ext”

| sed -n -e 2p EREZIT

| head -n 2 - ERERAIE AT

| tail -n 2 - ErREHT

Table 1.26: EiBaR<HI/\F ERIIATIZR
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Chapter 2

Debian {4

BEE

R
X—ERERHIVIAERMNAKS H: stretch,
Debian @ —MNERBEEE, EEY —MWBERRENINREIEZ_HFBHMNEREFL LT

T2 RRIGIRM T HTTP #1 FTP B9 XK 1518 Debian #43€E, the]U{EH CD-ROM/DVD,

Debian R BEE RS, HERAESHM, AJILAP NERERR

ANETFHF amd64 ZRHIBIEREEL,
Debian M B ERRABFENAE, GIFSERMeIRRAPEFNEIRAR AR, WE, FIEFTIANXLE,

« apt-get(8) BTFFIER

A A=
m<T(T

RE—IREN _HEFIRG BRI RER, WA, B 55089

BF, BaRHENTR. BRI,

+ aptitude(8) (EA— M REXNNNAREKREE S RERMREEFIERTARMGEL,

REE TE KAV | AR
SEREERTE (APT), dpkg BYATm, |BET “nttp” . “ftp”
apt V:871,1:999 | 3531 | 1 “file” UM EAIEFAN (BE apt-get #lapt-cache
we)
aptitude V:151,1:906 | 4452 | aptitude(8) , BT X ImMREAARHFEEE LE
tasksel V:39,1:972 374 Debian £ ENZRHFATERENITE (APT BIFIGH )
3;3&;3226"' Vi132,1:302 | 244 | FF APT MMIBIIEE, REHMTERLEH
o ETZRNREFEEETE (ZRINE, APT IRIRMEEE
dselect V:5, 1:66 2485 b )
dpkg V:933,1:999 | 6704 | FAT Debian NREFBEEE RS
synaptic V68, 1:451 | 7793 | EMRIERVIRIFEIZEE THE (GNOME HY APT RiER )
apt-utils V:366, 1:997 | 1099 APT SEHTEFF: apt-extracttemplates(1) . apt-ftparchive(1) F0
apt-sortpkgs(1)
apt-listehanges | .oy 1830 | 368 | KBRS EREETA
apt-1listbugs V7, 112 451 E8X APT Zx=a15H ™ER bug
apt-file V:12,1:78 82 APTRHFREETE—aSTHRA
apt-rdepends V0, I:6 40 SEAEHIREIRETIR T

Table 2.1: Debian X4 BEE T B3R



http://www.debian.org
http://www.debian.org/mirror/
http://deb.debian.org/debian/
http://www.debian.org/CD/
http://packages.debian.org/sid/apt
http://qa.debian.org/popcon.php?package=apt
http://packages.qa.debian.org/a/apt.html
http://packages.debian.org/sid/aptitude
http://qa.debian.org/popcon.php?package=aptitude
http://packages.qa.debian.org/a/aptitude.html
http://packages.debian.org/sid/tasksel
http://qa.debian.org/popcon.php?package=tasksel
http://packages.qa.debian.org/t/tasksel.html
http://packages.debian.org/sid/unattended-upgrades
http://packages.debian.org/sid/unattended-upgrades
http://qa.debian.org/popcon.php?package=unattended-upgrades
http://packages.qa.debian.org/u/unattended-upgrades.html
http://packages.debian.org/sid/dselect
http://qa.debian.org/popcon.php?package=dselect
http://packages.qa.debian.org/d/dselect.html
http://packages.debian.org/sid/dpkg
http://qa.debian.org/popcon.php?package=dpkg
http://packages.qa.debian.org/d/dpkg.html
http://packages.debian.org/sid/synaptic
http://qa.debian.org/popcon.php?package=synaptic
http://packages.qa.debian.org/s/synaptic.html
http://packages.debian.org/sid/apt-utils
http://qa.debian.org/popcon.php?package=apt-utils
http://packages.qa.debian.org/a/apt-utils.html
http://packages.debian.org/sid/apt-listchanges
http://qa.debian.org/popcon.php?package=apt-listchanges
http://packages.qa.debian.org/a/apt-listchanges.html
http://packages.debian.org/sid/apt-listbugs
http://qa.debian.org/popcon.php?package=apt-listbugs
http://packages.qa.debian.org/a/apt-listbugs.html
http://packages.debian.org/sid/apt-file
http://qa.debian.org/popcon.php?package=apt-file
http://packages.qa.debian.org/a/apt-file.html
http://packages.debian.org/sid/apt-rdepends
http://qa.debian.org/popcon.php?package=apt-rdepends
http://packages.qa.debian.org/a/apt-rdepends.html
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2.1 Debian G BAEIEIVGEIR

211 REBEE
TER Debian RANRHBREN—LES,

* Debian EERREERNFIMNEE, HRAODENR, KEBAEERATNZATHEMEENILEE.
- BIMMRAERTFEECHEENA, SEAFERPED debeonf(7) REBBR A BB ZRITIZ,
* Debian FF& HEBIRHBEEME, RAEIREER —NTROIARKR.

« RAERRFUERRGETRENSHINE, EERANNTRPSERBPLEETLEXEH.

- MRBFDNHET —LEEFLLREBMRS, FERETEHIXRK,

c BANEEFTUBAAAEERFNER, XAESNATAREENERRITEIREFERTH.

2.1.2 EARREEED

[

==
: AENIFANESEHTRRRMGE, ErlESiTRRGEN X, IFEMREBRENZAEER, F

90 ABI 4miX35. FERRAFIBRB[EMSESE,

Debian A EIERPRFFMNIZRIFERFEITEELEH stable frE, BNERE, RIFEZTIIN—LITAER

—INFApsHENE, BEEfR+5 T #E Debian R4, FHEHE—LRE,

« £ “/etc/apt/sources.list” RAAREHS testing 5 unstable,

« £ “/etc/apt/sources.list” BREENNER Debian FESEHAE EIE Debian 9143 ZE, 130 Ubuntu ,

« RNE®EY “/etc/apt/preferences” ,

- RTHMBEMNLBEMN, IABZBEREXGNTREEEETAMNIIATA,
« ANEFEA “dpkg -i <random_package>" TEFARLE,

« BRER “dpkg --force-all -i <random_package>" TERIEMMREE,
- RNEMpRSIENR “/var/1ib/dpkg/” HEISTH,

- REILNEBEERLRNEFESRAXH,

- MRFENNE, BENIEEER “/usr/local” ¢ “/opt” H,

L£iR%t Debian R BEE R AMEVIT OIS BHIAREZ M R EMRNRATIEER.
ARBXRBES IR BBAIIER Debian RAZRREIER, NZfERMIMITABIEE,

« RBERENFERG TERMFEENEERTHRNIL, MAZEMN Debian ZREMMHAHE (BSLEEH ).

- (MEARAEERBEMRNRA R REK,
— Debian RFERKAMIREEHTFRIET 4,



https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/Library_(computing)
https://zh.wikipedia.org/wiki/Newbie
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2.1.3 BEHEEE

RERA LEHITTES, BAETS FIRXN XAEMAEZBEEA Debian fY testing 5 unstable EFRIFH
NETEENSKEIMENER A, IRENILEMFZITHRRL, BN, HRERHE TR,

VIR
@ WFREFRS RS, BIUERTELZEETH stable Ef, WFRRH#ITERERNSEHE PC h2EH
Wik, FIENIREERY PC,

RRAFEE “/etc/apt/sources.list” AEEMEGLITIRFARIREANEHSR: “testing” 3 “unstable”;
HENRS: “buster” 5 “sid” , REFEREZIFEAREE,

M testing 3 unstable 2 BB R, ERTR—LXLE, RE Debian RHHI unstable EMFFE KNS HEHE
ERKREIEEIZE, {B7E Debian RLEHY testing #l unstable ERFHEFE—LRGEEE, FEEITPH—HSZ
AEGRARE, XWMERIAETERBEES. BE, FeIERE - MURRE B IRV ELEThEETL N2,

XBEH—LTE, sTUEIREERIEMM Debian 348 bug FRE,

« BiT4F Debian Z4RI stable EHERESZ— MK, RIMERSEEBHITEH

- HIfERR CD ETHT BIBER

« BELE apt-listbugs , XAIUEHRZFIHEE Debian Bug IRIRASE (BTS ) HIER

- WIRHBRAGHERIZHES BB T KRR D)

« B — chroot EMBIMERIBRIGITRINASR (BIE 9.10 1)
(MNRETEMBILEMPLEERAMER— 1, BRREIEEIR&MITER testing 1 unstable EHESR,
EfEFERTEMIATEE—NA, EAEILTFHEARIIAE R RN APRRE, FibhiAZ] Debian B K5,

2.1.4 Debian #4ZEEETM

IEHAM R R R FPRIAERES Debian 555,

BR
Debian #4EEBEHENTE XS M Debian EXHY, 5 2 E——Debian B2,

Y FBARIEY HTTP i8], BIRETE “/etc/apt/sources.list” XEFETEIBHFIEE, B0, W stable =
stretch &4,

deb http://deb.debian.org/debian/ stretch main contrib non-free
deb-src http://deb.debian.org/debian/ stretch main contrib non-free

deb http://security.debian.org/ stretch/updates main contrib
deb-src http://security.debian.org/ stretch/updates main contrib

XEB, BMiETERNRS “stretch” RRBEHR “stable” , Uil&ET—1 stable lRALMHITHIZIN,
“/etc/apt/sources.list” Y& XTE sources list(5) RH{T TR, TEHR—EES,

- “deb” BIBRITRE X T ZHFIRE .,

- “deb-src” BIBBITE X TIRRBIRGEE,



http://www.debian.org/Bugs/
https://zh.wikipedia.org/wiki/Bodhi
https://zh.wikipedia.org/wiki/Naraka
https://zh.wikipedia.org/wiki/Karma
https://zh.wikipedia.org/wiki/Nirvana
http://deb.debian.org/debian/
http://www.debian.org/doc/debian-policy/ch-archive
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o T—ANSHE Debian B4ZFERIIE URL ,
s FIASHELRITREBM: JUAEREGFRZNKS,
« BEANTZBHSER Debian EEEMNBRERETBE B,

IRAZH aptitude (ERIEIRMIBEAXIITTIHNE ), “deb-src” WITEIU R HMIE (B EX A LRI

W ORFEERE ), XPIUILERRETHENER. URL BJE “http://" | “ftp://"

“file://” «we

"R

WMRE LRWFIFH, AT “sid” K& “stretch” , 4 “/etc/apt/sources.list” HfY “deb:http:
//security.debian.org/-" X{THMABET. BREEAT “sid” (unstable) MLLEHIEREE,

TEREEXFATER Debian HHREI <K URL FIEFRNASHTIR,

153 URL

EfFR (KS)

EL§]

http://deb.debian.org/debian/

stable (stretch)

stable (stretch) release kR 7%

http://deb.debian.org/debian/

testing (buster)

testing (buster) release AR 2%

http://deb.debian.org/debian/

unstable (sid)

unstable (sid) release fR7Z&

http://deb.debian.org/debian/

experimental

experimental pre-release hfRA (7[iE, HiE
BFALE)

http://deb.debian.org/debian/

stable-proposed-updates

BT T T RERENEH (FIiE)

http://security.debian.org/ stable/updates FATF stable release (RANILZLEH (EE )
http://security.debian.org/ testing/updates E:')F testing release REEH (B
=z
. . FATF stretch FIRIREBAFTIREE. IM EF i
http://deb.debian.org/debian/ stretch-updates 3T E !

http://deb.debian.org/debian/

stretch-backports

H T stretch B3R FEY backported X & &
(FIit)

Table 2.2: Debian 4 EILS5R

O

AV

RETELEEHMNAEN stable release IR AT U R RENIREM, BITAKS 4 stable release i
ARG 2HEE—LRKE testing 2 unstable release RGBS LLIBITLHIZM unstable
release fRAE B RIINFE, XE2EDEREIHALESHEY, tNRE stable release IRA N FEMNEE—
LEFRMRITIRE, EfEMARE stretch-updates #1 http://backports.debian.org (S0 2.7.4 1) BRG
B, FERXLREERAMERIN D,

O

VIR

£rdeb” 1TH, fRRFEIIH stable, testing & unstable EHFFM—/NENE], WMR(RTE"deb” {TH
JEB7T stable, testing # unstable Eff, APT EFMMITEEBSTEHBERERHNEEERS
Bi., REE /etc/apt/preferences” X HRMEIRMN{E, BEMNIRAREEXN, (BEEFE
273 )

N

Y F{EA stable 1 testing E4H Debian REMS, £ “/etc/apt/sources.list” FEEHHE “http:
//security.debian.org/” M—1TRABHNER., ESRBALLEN.



http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://security.debian.org/
http://security.debian.org/
http://deb.debian.org/debian/
http://deb.debian.org/debian/
http://www.debian.org/News/2011/20110215
http://backports.debian.org
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EE

Deblan ZE2HAREAIEIE stable HERENT LG, XLETHR+H™HA]EMN, testing 7fé|7.<F'FPE’Jﬁ;EBa,
2% Debian MiXET2FAMKEIE, BT —LFER, XETHAEN stable HRELEIBLTIE, EoJEEE

'l}?—i:Eﬂ"IEE’J unstable R E#IEZ testing, unstable HRENRME, KBS MEPEENR. %‘QE?F'E’J

unstable KEBEBEELTFHEIAFHKR, BREFNRAT LREMNEZL2IEIE, BX Debian ,u#&tiiﬁcéﬁkﬁa,

55 )l Debian &£ & [o)(o)50

Xig REBHE REBEEINE

~ T T A= =g T N -
main £4202 ﬁléeDeblan BRREFEEFH (DFSG), HFEARMKHEHT non
contrib 342 B X Debian EBIETEEF (DFSG), BT non-free
non-free 545 B Debian BERRAFIEE S (DFSG)

Table 2.3: Debian |314%1FR

EFRREERINER amd64 Z2HIR), main XIFIR LAY Debian 24 (SWE 2.15 T ),

BT HERRYN BT RS IR [EFH3RE URL, XL URL 7£ dists Bk pool Z/5 R & MEREHY, Debian tHRERETBIRBAXIRY
QE.’/\O

RITHRATUAEARASRIEE, RITRETFS XEPEEIAMBEANRNIE, EFFASHXRALSEWMT,

B8] suite = stable suite = testing suite = unstable
7f stretch %G codename = stretch codename = buster codename = sid
7£ buster XHfg codename = buster codename = bullseye codename = sid

Table 2.4: EHFFEHIXRR

KEHIAEE M Debian FAQ: 6.2.1 Which other codenames have been used in the past?

T_ 527" 48R Debian #4ZRK1E," B89 "X —1A4FER M AR D KRR RIKR], (BR,” EEEBS “("main section”)
—iA B S AREA Debian #4EXH, B8R main TE” X1, )

Debian 1% % (DD ) X LR B R unstable #5%E (@il incoming &2 ), BLIHR LENREE SR
B unstable HEEFHNRINGERE,

3NR DD MEBITIREZNEF REFHXMFREM, XBE R Debian AR EMHIIRFHITAS,

£ Debian #RELIFHIAIGRHEFEM unstable BMREBINE testing BREFI, HRELIFHMARNICER (8]
(#5910 X)) FIMEER RC bug IREIVIRE, TR2IXBRENTUNMRIILN testing MREFREGRS, XMNIIE
515 testing ¥4REIEEIEMRTTA,

B AR MENRSENE L REERENSE, FET-EFHNTM, £ testing HRETE—H, TiRfE, A5,
¥ IB8Y testing HRENNIBRAMOECLEFE stable HRE, H RO testing HRECIEZIMAIED R, FHY
testing HRERVIWABTNI LML stable HRENATTLMERE.

unstable 1 testing MREHFTRESKEZ AU T LNEZS BRI IEEAY/)VEE,
- IR GBH LEREEE (Z2RTF unstable )

- ILREZIHRGBEIEEE (B0F unstable)

- MREREREE )M (testing #l unstable )

- FAITFIEERE, FINBRREE (BT testing ) &,

FEt, SIRIFREERXLELREE, (RNIZEEBIES D ZXLLRM/NE,



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2010/01/msg00000.html
http://www.debian.org/security/faq
http://www.debian.org/doc/manuals/developers-reference/resources.html#codenames
http://www.debian.org/doc/manuals/debian-faq/ch-ftparchives#s-oldcodenames
http://incoming.debian.org/
http://lists.debian.org/debian-devel/
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VIR

E#8Y stable RAEZFGEN/LNE, AEBRFEAFPNZERATELTELEH stable #RE, BENEM
{ITBE{ER unstable % testing HHERE, EXMLERF, unstable #l testing BRERNEEARZ
WA, {RfEMA unstable MRENRARREFRBFRIFNIIERSH, AHESEZRLREBHNKEFH
LITE, testing BMREAKRER, AAEEESBMEBELEIHN stable HREMHERBIIANE ( Debian
testing &2 /& 2008-12), —MNBELGRIE(E)fE, NRMFIFHESIVIE, unstable PHREIFI UER,

AN
IRER testing EHRERN, H—MERRIREBSIEMNRBEEFIALE unstable HREPHEERGE (B
{E€ bug ) KRR,

PUSRREROTE B M Debian 8L,
)

- RSESR

- PERRG

. TREBMRAE”

2.1.5 Debian 2 100% BYE B4
Debian 2 100% FIEHB#E, Ei:

» Debian BIARLRBHBANRYE, XEETHFIBER,

» Debian 7£ main QIR B RRH.

» Debian EiY RB1TRE main B8 HRME,

« £ main RRVRGEIEBHKEI T non-free X contrib FRIRHEFE,

BEABMETINANELEEEETFE,

« “Debian 143848 2 100% FIE HRIRAE", ( Debian 11E¥3249HIEE—5%)
« Debian PR 22 B —LE non-free #l contrib #4E,

AR TINERERA, IHFAFE.

+ Debian KRG EE 100% BB H, FEEMKEEAMTF Debian AR5 25H9 main X1,
« Debian R4 Z IMAIREELIF Debian ARSZ88H non-free 1 contrib Xig,

£ Debian #LE$32£90958 4 SRFNEE 5 F{IXHIT 7 RRAIRERE

« BIMBHEEEBATVAFRBEBERG

- BINBERMNNABPREBERGHENFEMSE. BHSRESEMNORE, BAFES T EMRERSIEH
MNEAPIRMFEE, HTARIE Debian R LERIFEANRA, HNBASEIHECIEFNERXERD IR
RAPREZER, BIaiFtA, F2ERITNAENEET, HiEEHE Debian ALEWARGIEEES. B TIA
RUXLERR, BAMFHRMEMR. SHREN. 100% BBRA, A NESR =T 8ERE LA X L 75 fE R R AR
il



http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://lists.debian.org/debian-testing-security-announce/2008/12/msg00019.html
http://www.debian.org/doc/debian-policy/
http://www.debian.org/doc/debian-policy/ch-archive#s-subsections
http://www.debian.org/doc/debian-policy/ch-archive#s-priorities
http://www.debian.org/doc/debian-policy/ch-binary#s3.7
http://www.debian.org/doc/debian-policy/ch-binary#s3.8
http://www.debian.org/social_contract
http://www.debian.org/social_contract
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« MLEEAF AT S A8 B BT

- HAET, BEEBRNWAFPEEFEATRES Debian BHENEIEE A HIER. HITXLEER, EFRITRRE
HEHT “contrib” LAK “non-free” BR, EXLEERTHWREE, HAET Debian AARETC(IEHECE
B P] BATE Debian F{EMA, FAISHHIFEEHIE R 515X L B R FHRERFTE, UERrth1RE T UEXBR L
TR, B, REIEEHREFIE Debian RAEMN—E05, BAMNZIHFENINER, HEFRINAIEBHKRE
R T AHEFR (ENFHABRFEIRER R 5 A R EBEFIER),

BFMiZT#EA non-free # contrib ARG B EE SN :

s FREUMNRGESLEERH

+ 52 Debian WGBS IF (XLREBTTiEA0IERE, Debian RNEEHITEE2HITIE, )

« SHAR 100% BHHHAY Debian R4

Debian B 4185 /5%t 79 Debian 18371 7 B AR/, Debian Wik RRREM T RIZHEE, 818314, &
4. logo FNEZ 4B, iX{F18 Debian M B RIREIREIEE ™8,

RTHRE main EE B HREIRE, Debian 121t T ZiE Mozilla B 45 B9EE (5140 Firefox . Thunderbird 0
Seamonkey ), ENBIRT logo M1 —LLEREIE; FHIFEA19 A1 Iceweasel . Icedove F1 Iceape EX,

HAIR) non-free # contrib MEEEE T TIEEMNBHD KRG :

+ 7EGNU Free Documentation License FEINHEE, BEATHIEES, b0 GCC F Make B9, ( ASEEBEILATE non-
free/doc %)

- BERERABN ZHGBIENEGREE, FIUNES 9.9.6 THRIIHAY non-free ZREEL, (ZNRTF non-free/

kernel 2453, )
o EXRFIFHRRER, WElERFM/ERSERHTT TR,
&iEE, non-free #l contrib A E LT main GBI 2%, iFiAGIE non-free F contrib FASIE

PR ERIRIR, £ aptitude(8) M ERFREXNRE ] MM T EMIAI WMEMT RS, AJMLFRERZRKREE
MRS EL, REMRNRFFRIFER,

2.1.6 MEBEMKEHIKZR

Debian £ 4l 2 HI 4 FERFRIMR AL TSI A BN FREH - BN T HTIRGEES, TEE—LEIN
BIERTE Mo

- KRR

~ BTHOMKE, FYSTEXEIIHNRG S BU AR RIRATRE,
- R

~ %MUF Depends, BIIHNKABBTURIIRHRE,
C T

- XERR—E, ERRENIKHXR. ASBAFPAIBEINE, RIEEXBIHNMEREHMELRK.
- REMKE, XMREENASRAFTTRESANZRMIINREEFRE, BRBENEINEESINEE.

. 7 1R
- XERA—MEEFNHRBXR, TRERXA.



http://www.debian.org/social_contract#guidelines
http://www.debian.org
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=354622
https://zh.wikipedia.org/wiki/GNU_Free_Documentation_License
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< R
~ R~ MR OTRE —LIRANE, —ROTRITEIRA BRI TR,
P2
- REATENATRE. HTREXMREQUTBR BT H RS,
< B
- RRXA R RENI R RATIRE DRI,
© R

- REAXMNREG B RIRAAT SRR (4 B PR B RSO TAE,

JED=}
LR, FERIE “Provides” | “Conflicts” 1 “Replaces” & XE|—MEHIMRHBER—NAENWEE. XHRT
EEA— A RETR - MEHIZEN SN EIERAEL,

BERKHBIKE X RANE A EXALT the Policy Manual: Chapter 7 - Declaring relationships between packages,

217 SEEMNEHR
XZ APT REMNKEH B EENEREHRIEE,
- B (“aptitude update” ZX “apt-get update”):

1. MIEFEAERERBE R E TR
2. BEWEF APT (FRMA TR
« 7tk (“aptitude safe-upgrade” #1 “aptitude full-upgrade” B “apt-get upgrade” #1 “apt-get
dist-upgrade”):
L EFRRIENRA, EMTRNRGEEETRMIVETARAE (FISNSREE 273 75)
2. BRI HEIREIRF
3. MIRBIERASELENRARE, SMTFEHEEEREPMERN ZHEIIRGEE
4. FEBFTIRENEY Z#GIR B
5. i&{T preinst B &
6. TEHBING
7

—

. 1&1T postinst B
« Z¥% ( “aptitude install ...” E{#&”apt-get install " )

1. EBRHLITRIHAE

2. BBRURHBIRRKFR

3. MZFERRSZ 23RN 1 "I
4. BREFTREN Z#HEIRER

5. 1&B1T preinst B2

6. LRBHIXH

7

,—

. 1817 postinst fiiZs



http://www.debian.org/doc/debian-policy/ch-relationships
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- %% (“aptitude remove ---” B “apt-get remove -"):

EEGSITRIILME

R EIREX R

11T prerm FiiA
BRETRINGE, RTEEXH
1B1T postrm il

ik N

. &M (“aptitude purge " B “apt-get purge --"):

EEGLITRIIHNE
RRR B E X 2R

iB1T prerm fiiA&
BRETRMING, B8EREXH

—

iB{T postrm BiZ

ok e

XE, ITKE, HEEEBTRAHET,

2.1.8 WHEEEO)BMAYE—NE N

RRZFIEMR RIE 75304, B —M1ERI SR Debian $5EH “/usr/share/doc/<package_name>/README.
Debian”, ERttERzi%ZE “/usr/share/doc/<package_name>/" HHIEHEXHY, TNRIRIZE shell AFE 1.4.2
T, WATIGS,

$ cd <package_name>

$ pager README.Debian
$ mc

RRTRERBERKL “-doc” R4 BN R IR G ERKEFAIIER,
MRFAEER—MIENRA B HIL T M, —EEE%ILE Debian bug lRIFRZ (BTS) Wid,

i e
i =g A
]ie%lanbugﬂﬁﬂm%,?ﬁ(BTS) y sensible-browser "http://bugs.debian.org/”

- ; e sensible-browser "http://bugs.debian.org/
REEBEFEL bug RS <package. names”

bug 4w = EFFY bug RE sensible-browser "http://bugs.debian.org/<bug_number>"

Table 2.5: RS E IR €L i0] BAY £ E Wi

6/ Google 2%, EXBFHES “site:debian.org”, “site:wiki.debian.org”, “site:lists.debian.

org” &&,

SIRERIE 17 bug RERT, EEM reportbug(l) <,

2.2 EWRGEERRF

£ Debian AT BIFZE T ATP WRH B EIE T A ATE Debian RA LFHITE T EENREBEIRIRE, EXE,
BATBENBRMERNREGEEETER: apt-get/apt-cache # aptitude,

WFB RGBT RREHRG ETBIRORGEEIRIRE, RYAEA root R,



http://bugs.debian.org/
http://bugs.debian.org/
http://www.google.com
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221 apt-get/apt-cache vs. aptitude
RE aptitude RFEEZEEAN—NMEEHNeIETH, BRNZFAETIER:

- NEWEFHIRALMETE stable Debian R4 E{EA aptitude L RETHEREN ALK,
- BiYFER “apt-get dist-upgrade” R#HITIXMRIE, S0 Bug #411280,

« aptitude @S BIHMRRAT testing % unstable Debian RAFEERKEREE,
- BMEATMA T TSR AEER, BAERT.

- RXUFARZSHBRHTREERIRHEEFIRG B RAREEME, I3 gnome-core,

- EfRXANE)@, RIMATE aptitude S EEBERIEE “BUBFRITHMME" , BE aptitude, HER “apt-
get dist-upgrade”,

apt-get #l apt-cache @& EMET APT G EEIETLE,

- apt-get #l apt-cache RIREHSITHFRE,

- apt-get BHITERANERAARFRFNRESELR,

- apt-get BT —NRARRVIRMG ELIKRFNAFAT2E,

- apt-get WEHHZRENERAS., EEEELHAFHAEGITEEEIR,

- apt-cache &t 7T — tREMNENRANRIERR G B 2R,

- apt-get #l apt-cache AJUAfERS /etc/apt/preferences REBR GBS MR, BiXIEEEDI,
aptitude ML ERHEANET APT WRHBEEETHE,

- aptitude #ft T —IM2FMNREXAX AR FRME,

- aptitude E#EMH T - HSHAFRE,

- aptitude EATHERGEERE (HIUNKEEZXNWREGEMERTANKGE ) NRSELR,
- aptitude WEHHFNERES. EHEREESHNAFHAEGITEEER,

- aptitude Rt—MEBEIIENRANRIERAEINRGEBTHIE,

- aptitude FILABIERGHBNZ MRE, HEARER /etc/apt/preferences, X&+THEM,

222 wmLTTHEMRGEEIREE

TERER aptitude(8) F[I apt-get(8) / apt-cache(8) HIFF S ITE AR B EIRIRIE,

EE

S aptitude HLRMETEEHINEE, FIINIEEMRGBEHEINEE, BEEMNEREESHT (HTHESH ) — LR
¥, 5130 Bug #411123, Bug #514930 Jx Bug #570377, 3NE&E], i5{EHA apt-get ¥ apt-cache HF$RENR
aptitude &%,

JE=
E R7E lenny lRA Z5H) Debian R4 H, apt-get #l aptitude SHEBEBNLTEMNREEBHRE (B0E
255 1), AWMFAILLUEEERXETEMASHI™ENRGA (S0 Bug #594490 ),



http://bugs.debian.org/411280
http://bugs.debian.org/411123
http://bugs.debian.org/514930
http://bugs.debian.org/570377
http://bugs.debian.org/594490
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aptitude &% apt-get/apt-cache &% 15 BB
aptitude update apt-get update ENREFEEERETRIE
l-‘-!ﬂi [1] kid ,_' F = Iy —— F
aptitude install foo apt-get install foo E;;’E Foo” MRIFEMIREMRALER
. ZRETRRNREFENEEIREFFERE
aptitude safe-upgrade apt-get upgrade BE AR TR
. . ZRETRENNRHFENRZERE, FEE
aptitude full-upgrade apt-get dist-upgrade BT ARR R T
aptitude remove foo apt-get remove foo Bi& “foo” IHE, EBEFLEXH
N/A apt-get autoremove BRAEEENE T RIREER
aptitude purge foo apt-get purge foo Bk “foo” REBREEXH
aptitude clean apt-get clean EEBERFIMECENREFEREXHF
A
aptitude autoclean apt-get autoclean §$$$iﬂﬁfé¢ WK B AR R
aptitude show foo apt-cache show foo £ “foo” REFBEMFAREE
aptitude search <regex> 2?2;?2“ search BRI <regex> RIERFEL
/—J ,ﬁ ""‘Ji
aptitude why <regex> N/A Jﬁf*.*@@a <regex> RYRFFELBA =
aptitude why-not RREILEC <regex> MG BEAMNERIIR
N/A
<regex>
aptitude search ";,M’ apt-mark showmanual THEFNLRIREFR

Table 2.6: {# 8 aptitude(8) 0 apt-get(8) / apt-cache(8) UG L ITE ARG B EIRIRIE

A LI BB

-s BG5S

-d NFE, NHATERER

-D FEHENE=RNMFRR, EREEITR

Table 2.7: aptitude(8) FEERIFHLEM
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“aptitude why <regex>" BJLAi@iL “aptitude -v why <regex>” FIHEZMEE. XUUMEE T UEE
“apt-cache rdepends <package>" 3%BY,

Y aptitude LEBLITERATENEER T —LEldE (FIIREEAR), FAIMEZENRTRRT “e” #1i
BRI EFHRERI,

{RETATE “aptitude” [FE{ERMIGHSIEIR,
FZRESN aptitude(8) FIIF “/usr/share/doc/aptitude/README” # “aptitude FRFEM,

&R
dselect RIFEUKIERIA, FAEHBRZAAMHRATEENEFRENRAHBEETA,

2.2.3 aptitude FIRXE X EMH
ZEAREANREBEIE, MR TEBEUAREEKEH aptitude,

$ sudo aptitude -u
Password:

XEEHMEREEERNEAEIE, HFUXENEALREERREETIR, aptitude FEMWBEME “~/.aptitude/
config”,

N
WNR(FAEF root WECEMIEFERER, STUE LEAFIFPER “sudo -H aptitude " K& “sudo apti

tude -7 ,

’R
2 aptitude UAREZNFNN, KEMRE FHRITHHNE. MRERER, HeTBLBEIRE: “ME” - “BUH
HRATRIENE" REVHE,

2.2.4 aptitude FYIRBYTE

E2RFRA TR RSN ENFRREINT.

BT R SITHREXHRM, welbliBidiz “1" 5 /" 2EEXRRRRTEATIFAR aptitude IENRIAR,
aptitude IEMFAX AT BAERA “~n" FLRFEREBBMIF T BRIBHLIRE BB,

®’R
FREAFMARERZT V" BRILAMBMNERERREBARITTARE, BNIABERNREBN—LE5ZE
RER R AV B T BEIR T R E FT AR AR A,

2.2.5 aptitude B ME

aptitude(8) £EFRERNT, REAINRENKGEETERNAFIREET.
idA  libsmbclient -2220kB 3.0.25a-1 3.0.25a-2

ZITHNER RIS XN,

cRE I (B-AFER)
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REEWE

RYTETNRE

F10 8 Ctrl-t

XH

?

EREERE (ENENEE)

Fio - B0 - AW

ERAFPFHR

u

EHRREEEEERR

+

PR EEEA RS TS

IR B CAERRR (REBECESXT)

MCZR BB ESR (BREEXH)

BRAERRARTIRE

PRCFT BRI AR E (HfFA0E full-upgrade )

A FEIF TRAMERE

BHZFEARTFEE

BHZFEHSHREE

nter

E‘E-#A” EJjE‘j S

EERGENTEICR

TERHFENE RS

ESLENE - REE

1IN HO M X|ale|C| il

EEF—1TER

- “EET IRE (BIAFR)

- ‘B ¥ (B=EAFR)

« MBI

- % “ENET MEHIER

- MEBHATRAE
« WEBRTAMRAE

BBy EE(L

Table 2.8: aptitude AJIRIRL0E

TN

BRI USRI TEIREIR, R 2" MR ESRRERBER.

B FARRAEVIE R R AR SRR EEIN ( S0 apt_preferences(5) 158 2.7.3 17 ),

REBMERLMLEIEETIUE “ WE " RETFHE,

ME R FNSETPES

REEWE RIF S0& 2.10 (FKL)

MEEEFS B N EFTRELEELRNNREGEE

FEREBIR R AR EWIEREFE (FATENRER)

Debtags Nizs FEEEHR HIHH A debtags FTH EBVREE

PP EF FIHIRIRZER 7 ERVREFEL (A Debtags I
Table 2.9: aptitude fL[E]

R

BEENFAIC# A debtags ARICRVIRIFE !

o “REERE"

DERHENHEEHFE - LHIMNEEN dselect BRIR,



http://debtags.alioth.debian.org/
http://debtags.alioth.debian.org/todo.html
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nE MEER
BE RG] ¥&¥8 section - area - RFENMFERIIERFE
WREE Eis
ELRREE EE
AERNREE EE
T EARFIE AR ETERV IR B EE
- EEREE IR EEIGETSEIRES D)
REE NH— NS EESFENAENENRER
Table 2.10: ¥R ER G BIERI 52
RBR
WS E R AR A RIESEH RENREE,
2.2.6 aptitude =5
aptitude 32 7 JLANP] AMERA ENRIANRIE ZR G BIEIL,
+ shell A5 $1T:
- “aptitude search ’<aptitude_regex>’" FIHTRRE. REBERBMALEREBMBEIERIR
- “aptitude show ’<package_name>’" 3B HIEMIEIR
- EEREER:
- 717 a] LARR I L BSR4 B A9 L ]
-7/ BRLENREE
-\ AEEELENRER
- BTN
- N B L
RBR
FRFE <package_name> WEFRH B BMIEHFHFHRLE, FRIEFEI~ FLMIEMNRAT,
2.2.7 aptitude IENFRIAT
aptitude IEMFRATNEE mutt B3R ERE (2015 1.6.2 77), aptitude BREISIRILEEM NI BT,
- EFMRAXERHIRZ ERE, FIB egrep(1). awk(1) ¥l perl(1) iX BRI Unix XA T ERFHERR “~7 “.*", “$”

FRMEEHY,

c (KEIX R <type> B —MISEMRGFBEMEERXFR (depends, predepends, recommends, suggests, conflicts, replaces,

provides ),

« ZRIAEY <type> KX R “depends”,

R’
3 <regex_pattern> AZEFFER, BTG REARN T
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¥R UL e 00 ek IEMFRAR
LECR B2 FE ~n<regex_name>
LECHAR ~d<regex_description>
ECRHFEEFR ~t<regex_task>
ILAC debtag ~G<regex_debtag>
LECZEIE ~m<regex_maintainer>
ILECAR A BIHY section ~s<regex_section>
LR HF B RR A ~V<regex_version>
IEREER ~A{stretch, buster, sid}
LEEKR ~0{debian, -}
LEC T ~p{extra, important, optional, required, standard}
LEE N ERIER B ~E
LEEREREE ~v
LECFHRRGE ~N
o 4= = ~a{install, upgrade, downgrade, remove, purge, hold,
LR FMITRISNE keep}
LEEZERHFE ~1
MEETFE A MENELERREE (Baik "
TS )
MEATE ARENEERREE (BE —ilM
RUEEIREE ) '
MEEZRFERAIARNIREER ~U
ILEC 2 MFRE R BFREIR A& ~C
NECEIR, SERIBRINREE ~g
LECHEIMKEFR R REVR R ~b
ILECHRIR <type> kX REVIKIFEL ~B<ZEE >

LA <pattern> ZRFBRY <type> REK R

~D[<ZEH >:]< B >

ILES <pattern> 23X BIRRIREY <type> fKE K
E

~DB[<#H >:]< &R >

/@\Eﬁ,ﬁ;ﬁﬂ: <pattern> X1 BHY <type> ¥
R E

~R[<£E >:]< & >

- ILEEKFHT <pattern> R EIARIFEY <type>
ARERRVIR B

~RB[<ZA >:]< &R >

Bl

N

LEHEEELZ=ARGFEMRBIREGE ~R~1

NESERACCEZRFEMKBIRGE ||
ERHEELZRREEARBSEINETER . .

LEEHEEZRRHEER BWRRN | o IR i

ILEC <pattern> ITRIRAE ZFHVREEL ~S TR <& >

CEMEREER (H) ~T

AEERAFE (R) ~F

Table 2.11: aptitude IEMFRIXZ
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THEHR—ERERN,

« ’~P<term>” ==”~Dprovides:<term>”
e ?’~C<term>”=="~Dconflicts:<term>”
o 7e~W term” ==7(--|term)”

BFPEE mutt FPRIEIERE, ER mut WREBRETFRAREE 20 “BFPFM” “/usr/share/doc/aptitude/
README” #Y “SEARCHING, LIMITING, AND EXPRESSIONS”,

JES=}

lenny hRAHY aptitude(8) A, HRVKIEINIEE, a0 “?broken”, FEIEMRIAXPEUARER A EIRIERR
“~b”, MAEZHFH “ " WARRRTIRRFH “~" SMIS—NENRARLIEFH, HOKENEEZSL ‘A
PF®R",

2.2.8 aptitude BYIKEHARIR

MBBIEE “F10 - EIN - BHEN - EELBEREBIXR" #HITHENIZE, WE aptitude FEE—MREGE
B, NMXEBE “Depends:” FIRFMMMEEIE L, “Recommends:” FIRFHRGBEHAEMIE L, 7 aptitude
T, REENTRNREBELCBEENSBINBIR,

aptitude < HEH “BEITR" THMREHRRIIET apt EEHHY apt-mark(8) S HKIRE,

2.29 MEBENEE

Re] AE B S X EE R EEiENHE,

X ES
/var/log/dpkg.log dpkg RV GFEENHE
/var/log/apt/term.log BH APT j&olHE
/var/log/aptitude aptitude L EMHE

Table 2.12: B4 ELENHEX G

F3E, REAZEAS ERERSEANGER. REENHESIE 9210 7,

2.3 aptitude E{ESEH

THER—L aptitude(8) AIIRIESEHI,

231 BEIENRANLERGERHRIILRAEE

TEMEGSIH T ETIENRANLER A B BMRI LKA EL,

$ aptitude search '~n(pam|nss).*1ldap’
p libnss-ldap - {#F LDAP {ERBFARSZHY NSS 1EiR
p libpam-ldap - #iF LDAP ZFOMIEANIEIEER

XA NERERORAGERMRSE.
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2.3.2 fERIENRIATITEN
£ iREREesIR FER"] BAEE, ENRAN ~dipve” sJUARRGIMM AR GHiEiR, HRERMRRE

/Cho

2.3.3 TEMBIECHIFRIGE

LEEBRAT A E BRI BRI RECE X,
REUTHSNER,

# aptitude search ’'~c’

WMRIRFRIAFRG B AVIR G BN ST EMER, BT THL,
# aptitude purge '~c’

e R B AR BRI PSR IREE I TR E A=,

£ e B A7 BRARAMALENLENX ~c”, XFROLERGE, i, ” BRERNSFZEE” ., BN
SRR UETERE LER” [ BN,

YEEDEMAMN “RERNE” PAA 7, HeifA THRGEEIBLEENR T 2H%BER. BEFIER “=7
RRZE AR B A& R EA.

XMRALEZAEERTHSEMNEGS

2.3.4 ARBMNIFHNERIRE
TERIEERE AN BEN/FNRIIRSINTE (TEERIE aptitude KB BERZE ),

1. A root AR GHEHIEIT aptitude,

2. AP u as BRI ARG RIIR, U s SFCA B ARRGEUAITHE, " s LBERITRT IR,
9" L WITAT BRI ARG ARITH R,

3. BT “17, ##E@A “~i(~R~i|~Rrecommends:~i)” RERFEIREBHNETR, KT ‘M & “"BLERER" 1
REABENRE,

4. 3T “17, #%A “~prequired|~pimportant |~pstandard|~E” RFEEFIREBMER, &FT “‘m” 5 “B
TR R FEIRSBAFINRE,

5. 8T ‘17, FHEA “~i1-M7 RIRGIREENER, £ "BRREEE" ERT 7 REINTANRGE, &
T -7 BEiBk,

6. BT “17, H@A “~1i" RIBRHRHEENER, ZBE “REE" £ERT “n” BBRLERESIRCHFILR,
7. B aptitude,

8. A root HF#{T apt-get -s autoremove|less” <, KEEEMERGBRIABEE

9. ERERATER aptitude 2%, A “‘n” SSIFCHABEENREE.

10. FA root P EHFHMIT apt-get -s autoremove|less” INHEREEBRBRNEBETERARRESEHCHE
BRIV,

11. A root BF#I1T7apt-get autoremove|less” G FKEMNBRABEZNRLE,

EIRATEENTH Tasks” £, BT LR —MrNENRE, BRMEN THLEXEREBWEBIERLIL,

o
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2.3.5 2EMAKHALR

JED

SRIBE IR ITRAVENR, SIAIEM T EATHEARIABHE, Debian RIFHRE, ERFERNIZE B FIE
RMPARS, XA TIRNSEBRERFRG BRI AEMRISMRAEENTEESHE, SR, EMIBZH,
RN ZRNRRMTRNEN, FEEBITLNMAE (EEF 102 B), “# HEBUARENSXMS
Sh—=NEEIIH, REMFRIIFR.

{RE]AEd L /etc/apt/sources. list” MR BE 2B @R ITHRFIEMUR S ER#ITRAN S EHR,
ARz 1T apt-get update;apt-get dist-upgrade” &<,

M stable ##ZI testing 3¢#& unstable, {RNiZF”buster” B &”sid” &i%”/etc/apt/sources.list” X
HEBr”stretch”, &% 214 T,

EXF, AF—LREBRATIENEM, Fe]EB8E —LEE, FERRTREBNKEBCIE, ARZENER
X, (REBERJEEIBZIMM,. EFREALITR, REMNAN stable iTEZIFA stable, {R]BAE%E Release Notes
ARERBEMTEEM, RRETEERFE LD R,

HEEEXRMZAE, MREZMERIN stable IREIGELHY testing, XEIEH Release Notes B] LAFEEI{F,
ERI—1 stable XA/, stable RITHRIRIGELRMA testing RITIRZEMZERFTREEEHEIXEBE
BHRRARRSEMHIE R,

gigﬂé&%éﬁﬁ’ﬂﬁﬂﬂi, IRRNZENERVIRIE, ERREN A BRATIRAPSRENR T FHA S RE RS RIF L ER
1. EESLRIA “RITUA,
2. BMEBIRE (LERRIENEERER )
3. H bootloader £ T HIBHR, FiAMIZE RIS SEMBHNHIFMEN .
4. BRBHALKLHARF,
5. A script(1) 1ERFARAITIE,

6. A “unmarkauto” FERRBIFBENRMEE, Hlg1 aptitude unmarkauto vim” XAN&G<LZARMLEBRR
vim iXNMREFR,

7. AT BRLOREBZ BRI ER R ERAR, NiZREBVEZRWRHGENKE, fI, BREEMEX MG
EJIO

8. BkR”/etc/apt/preferences” X4 ( 2H apt-pinning ),

9. iIEBE—SFMFAHK: oldstable - stable - testing - unstable.

10. #4%”/etc/apt/sources.list” X, FEEIEOMIEEEAFIZEIT aptitude update” &,
11. AR EIETN, EE2HM core packages, 31 “aptitude install perl”,

12. i&fT7apt-get -s dist-upgrade” &< FRiEEFHRER IS,

13. |®/FiB{77apt-get dist-upgrade” &%,

X

VAV
£ stable RAFARKRIEHR, PIEZEHR Debian L1THRENBHEH,
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( : ) gy
ESRIN “&17FM” B, GCC, Linux Kernel, initrd-tools, Glibc, Perl, APT tool chain £%, B—%%XF %
ZEEARMEETEE,

XF unstable REFIHEHEK, EFFE 243 T,

24 SRNRGBERRE

241 @LTHHSRRABEIRRF

TEHIE T -EHENREBEERERF, SLERFENT aptitude T THRERKAFIITIEE,

S
WF— 2552 RHNREE, (RTEBEN—LaSRERMEM. I, /A “dpkg -L libglib2.0-0:
amd64” 51 amde4 22HIK 1ibglib2.0-0 REBINE.

AV

@ RAGEEGRNIZ/MERRENREB IR (F “dpkg -i " 1 “debi "), ENFR=BNLIEFR
TR EAE, dpkg IERSITIEIN “--force-all” FIEMKIEIRN (20 dpkg(l) ) RERTFEF. &
BER2EREINNRINERENSBIMRNENRE,

BEEU /LA
. FFANRARENRESSHESL oot 517,

« FEIFERAEMNRARNR aptitude (SR 162 1), HEMRGSEEGSERLEMAT shell glob FIBESFF
(B0EE 156 T,

- apt-file(1) H apt-file BB M, HEEE%IIT “apt-file update”,
« configure-debian(8) l§ configure-debian G BRHE, EIBIT dpkg-reconfigure(8) {FH G,
« dpkg-reconfigure(8) {# 8 debconf(1) {E G IHKIB TR BN AR,

« "apt-get build-dep”.’apt-get source”#1”apt-cache showsrc” 4 HEE”/etc/apt/sources.list”
FfFE"deb-src” 5%H,

« dget(1) . debuild(1) #1 debi(1) BZE devscripts KH&E,

« 8015 2.7.13 BHEFEH apt-get source” H3iTE (EiT8 ) TIL,
- make-kpkg RS HEE kernel-package B (£HE 99 ),
- BRITESNE 1211 1.

2.4.2 WIFLREVRGEXGF

B 2% % debsums BB, BEEF debsums(1) #5< B3 ”/var/1ib/dpkg/info/* .md5sums” {4 ) MD5sum
8, BIIETENXE, 80%E 10.3.5 THKKSB MDssum B EHTENEE,

JED =
&9 MD5sum $iEFERIBERBABEE L, debsums(l) fFhL2TEFEAER. M TEATREEEESHIE
HIAE DX B IR AR ERIRIE R IV IR R R AR HY.
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NN
AR

BIF

COLUMNS=120 dpkg -1
<package_name_pattern>

JHERRRHBMIIRATHIRRES

dpkg -L <package_name>

ER—TEXRUKFENRTE

dpkg -L <package_name> | egrep
"/usr/share/man/man.*/ .+’

HH—MNERRRAER man FHTT

dpkg -S <file_name_pattern>

IEMEXHFRHNELZRRFE

apt-file search
<file_name_pattern>

| SR R L EE S R R B

apt-file list
<package_name_pattern>

S HERERLENRGENAT

dpkg-reconfigure <package_name>

EFEERGE

dpkg-reconfigure -p=low
<package_name>

B RIFMANHFNRERLEERGE

configure-debian

NEREBENEAEFEERTE

dpkg --audit

BN ERAFENFIT RS

dpkg --configure -a

FCEFTBERS BRIV EL

apt-cache policy
<binary_package_name>

BR—ANTHBIREEETARE, RERNERERR

apt-cache madison
<package_name>

ER—MRG B BRENERERER

apt-cache showsrc
<binary_package_name>

BR—NITHEBIRE SRR RERER

apt-get build-dep
<package_name>

TRMBRGEMEZRIRGE

aptitude build-dep
<package_name>

TERMBRHGEMEEMNRGE

apt-get source <package_name>

(AFREREERRE ) FEIRIH

dget <URL for dsc file>

(REEEERE) FTHERBRER

dpkg-source -x
<package_name>_<version>-
<debian_version>.dsc

MNERBREBEESE
tar.gz”/”*.diff.gz" ) FRIERGH

debuild binary

“* orig.tar.gz” # “*.debian.

AEHFRR AN PR ER G E

make-kpkg kernel_image

HRZERBRAME— ARG E

make-kpkg --initrd kernel_image

HBHAT initramfs FIAZRRBRFHE— T ARREER

dpkg -1
<package_name>_<version>-
<debian_version>_<arch>.deb

TR-ABHHRAE B R LR

debi <package_name>_<version>-
<debian_version>_<arch>.dsc

TREAMREBER REF

dpkg --get-selections "*’
>selection. txt

&7 dpkg RAMVRGFEERRSER

dpkg --set-selections
<selection.txt

£/ dpkg IRERHELERIRS

echo <package_name> hold | dpkg
--set-selections

fEH dpkg T— MR EGERNBEEERSIZRER hold (B
Fraptitude hold < BF >7)

Table 2.13: SRR ELEIRRIF
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2.4.3 BG4 BEEIPE

WZ P EEER unstable, EAECEHNINENRGEE., EXREFTRAAEEZ B ERRAFE bug.,

SRR apt-List bugs BB AGEBIE bugs, 7EBIT APT RAFHRN, TREMIRE Debian BTS
EE"J;‘EE bugo

L% apt-listchanges B, 7EEH APT RAFA RN ERE “NEWS.Debian” HIREEEHE,

2.4.4 EBRWEEITHIR

REZIFKH % Debian ik hitp:/packages.debian.org/ B RIR B TTHIBEME RIS E, BHRIMKIBREERES
B33,

grep-detrl(1) | SHARIEZREEBES Debian #RG BLITHISER VTR,

“dpkg -S <file_name_pattern>" #FARERA dpkg TRMREEFEENEXHEN, EELBIBAEFEIIH
REEHIX M

MRIRFEN dpkg ﬁ:nﬂEl& TEE ISR, (REEE “/var/lib/dpkg/info/” BRTIBIT “grep -e rege
x_pattern *” @, XEREFRERGFEMAMNZREBNATIERERMEIE,

WRIFBB ISR ELARER, (RR1Z{EF apt-rdepends(8) .

grep-status(1) I grep-available(1) &5

2.5 Debian AEREEIEIE

1EFAIRE 3] Debian RGO ERMIAS TERIEE, XN IZEET B RINI AR — LR 4E o)

251 MRETHE

BNKRITHRIITBUR XA B R 77 7E Debian & I4H) “dist/<codename>" M@, %0 “http://deb.debian.

org/debian/”, F4RERILEME] LB LRI RNE, HPHB 6 MXBITHIE.

X fiig AE
Release ZITIRAITNZ ERERAIZEERR

3 3 \fg ";’T‘g
Release.gpg EITERITRE ggﬂléfge XENEEXE, EAEEE
Contents-<architecture> | X{THRFITNE SIHERXEMREERGER2 I HF

NE7= Sy AV AT
Release STRITROZRIEEIMN | 121t 79 apt_preferences( 5 ) B0
Packages E;LJ‘\%L—IJ;H&/IX@/:%%UQEMZH i#$% debian/control FFE_i#HEIE
g g _HE iﬁ" 7]1? C SE=F=]: [P, . [ N

Sources mﬁIB frhe/ IR Y %% debian/control FREUEREE

Table 2.14: Debian ¥4 ETHIENAR

ATHLIMERE, EROMVERER, XLETHRBFENESE THED XM,

"}

2.5.2 TNJZ”"Release” X4 RE M

BR
TlE"Release” X{EAFEE "secure APT” R4 T BRI,
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£ Debian H4REMMULEE —MXHEHY “Release” X, flul “http://deb.debian.org/debian/dists/
unstable/Release”, RBWT,

Origin: Debian

Label: Debian

Suite: unstable

Codename: sid

Date: Sat, 14 May 2011 08:20:50 UTC

Valid-Until: Sat, 21 May 2011 08:20:50 UTC

Architectures: alpha amd64 armel hppa hurd-i386 i386 ia64 kfreebsd-amd64 kfreebsd-i386 mips <«

mipsel powerpc s390 sparc

Components: main contrib non-free

Description: Debian x.y Unstable - Not Released

MD5Sum:
bdc8fa4b3f5e4a715dd0d56d176fc789 18876880 Contents-alpha.gz
9469a03c94b85e010d116aeeab9614cO 19441880 Contents-amd64.gz
3d68e206d7faa3aded660dc0996054fe 19203165 Contents-armel.gz

EE
ESE 2.1.4 TR, {REENSEIMF{ER suite” Fl"codename” B3B38, “ &L 1ThR” # Bk E Y% K suite” F1"codename”.
FrEEEERMEIIIE area” B, £#WFI7E"Components” F.

MEX A Release” FITTEM, RHM secure apt FIIIZARZEHISRIGIE.

- INZmZ BN Release. gpg” RHTNERENE "Release” FINIZERI Debian HHERENIAEIE,
» NFFHY Debian #4ZRENIHEEB A “/etc/apt/trusted.gpg”;

— XHERIRERT AR L E RN base-files B AR T, HE

— FofER gpg 3E apt-key T B FJKENR#1E ftp-master.debian.org £ ERHTHIFHRE A,

+ secure APT ZAWIE T HIVINEX 4 Release” FITE M, MNZRIETFERAEI T Release.gpg” XHFE"/etc/
apt/trusted.gpg” B# Debian #4RE/%A.

FrB”Packages” f1”Sources” XM B IERHENE"Release” 2R MD5sum E3RIEIE, FIEREGENXE
M H”Packages” #”Sources” XA EH) MD5sum {BRIGIE. S0 debsums(1) FI5E 2.4.2 .

ENN2E &R UL T & MD5sum {E/HFEE 2/ CPU, £ MD5sum EXREIEE— MG E, (ERMZEERZREIUETRN
EfJ’Release” X, IMANRM Rk MER, HELLRIIFAIME (BI%E 103 ).

2.5.3 1HEFEEH"Release” ¥

®’R
The archive level "Release” files are used for the rule of apt_preferences(5).

There are archive level ’Release” files for all archive locations specified by ”deb” line in ”/etc/apt/sources.list”,
suchas ”http://deb.debian.org/debian/dists/unstable/main/binary-amd64/Release” or”http://
deb.debian.org/debian/dists/sid/main/binary-amd64/Release” as follows.

Archive: unstable
Origin: Debian
Label: Debian
Component: main
Architecture: amd64
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AV

@ For "Archive:” stanza, suite names ("stable”, "testing”, "unstable”, ---) are used in the Debian
archive while codenames ("dapper”, "feisty”, "gutsy”, "hardy”, "intrepid”, ---) are used in the Ubuntu
archive.

For some archives, such as experimental, and stretch-backports, which contain packages which should not be in-
stalled automatically, there is an extra line, e.g., >http://deb.debian.org/debian/dists/experimental/main/
binary-amd64/Release” as follows.

Archive: experimental
Origin: Debian

Label: Debian
NotAutomatic: yes
Component: main
Architecture: amdé64

Please note that for normal archives without ’7NotAutomatic:yes”, the default Pin-Priority value is 500, while for special
archives with ’NotAutomatic:yes”, the default Pin-Priority value is 1 (see apt_preferences(5) and 5§ 2.7.3 ¥9).

254 FREVBTRESRITHE

When APT tools, suchas aptitude, apt-get, synaptic,apt-file,auto-apt, ---are used, we need to update the local
copies of the meta data containing the Debian archive information. These local copies have following file names corresponding
to the specified distribution, area, and architecture names in the ”/etc/apt/sources.list” (see 5 2.1.4
).

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_Release”
« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_Release.gpg”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_<area>_binary-<archite
cture>_Packages”

« ”/var/lib/apt/lists/deb.debian.org_debian_dists_<distribution>_<area>_source_Sources”

« ”/var/cache/apt/apt-file/deb.debian.org_debian_dists_<distribution>_Contents-<archite
cture>.gz” (forapt-file)

gl 4 PR HZEEXE APT S HER, FHALET “apt- get update” B “aptitude update” 7E
YITHHITEH, WRE “/etc/apt/sources llst" hEMEMN deb" 17, W “RER” TRIBSHITER.
MR “/etc/apt/sources.list” FHHEHEMMN “deb-src” 17, M ﬁfﬂﬂ" THESHITER.

The ”Packages” and ”Sources” meta data contain ’Filename :” stanza pointing to the file location of the binary and source
packages. Currently, these packages are located under the ”po0ol/” directory tree for the improved transition over the releases.

“BHER" THENAHEIATTUEA aptitude RFITRERMER, TIIMIERG S grep-derl(l) FTAEER “RHE
8" 1 “RAE" TRENAHEIA,

Local copy of “Contents-<architecture>” meta data can be updated by "apt-file update” and its location is
different from other 4 ones. See apt-file(1). (The auto-apt uses different location for local copy of “Contents-<archit
ecture>.gz” as default.)

2.5.5 APT HIREEELIRTS

PR TIZFEIREVTEUIE, lenny ZEH APT TEX S B EEARMTENZTREIRSEEREE “/var/lib/apt/
extended_states” #, APT &FEAECIIREEFEENTENFRBEREE,
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2.5.6 aptitude PG EIRE

PRTIT f SREUTHUIE, aptitude LS ERBEERMMFEMNETRRDSERREE “/var/lib/aptitude/pkgst
ates I:F' J>‘r'u:b1l=l BNy \ﬁg%& aptltude {Eﬁﬁ

25.7 FREWWRAEEHAHE] A

FrE@id APT MHIZFE KBNS E BB RTE7E “/var/cache/apt/archives” B, BEEIE(1#ER.

This cache file cleaning policy for aptitude can be set under "0ptions” - ”Preferences” and it may be forced by its
menu “Clean package cache” or”Clean obsolete files” under ”’Actions”.

2.5.8 Debian & B SEB
Debian 38 S4B IS NI B FRLEM

BN EaES BAMRLEN
— SRR ( IFFR deb) <package-name>_<epoch>:<upstream-version>-

<debian.version>-<architecture>.deb
BT debian-installer B _#FEXGEL (758 | <package-name>_<epoch>:<upstream-version>-

udeb) <debian.version>-<architecture>.udeb
RS ( LR ) <package-name>_<epoch>:<upstream-version>-

<debian.version>.orig.tar.gz
<package-name>_<epoch>:<upstream-version>-
<debian.version>.diff.gz

The 3.0 (quilt) source package (Debian <package-name>_<epoch>:<upstream-version>-

The 1. 0 source package (Debian changes)

changes) <debian.version>.debian.tar.gz
ERIBIREES (IREE) <package-name>_<epoch>:<upstream-version>-
J/a =)

<debian.version>.dsc

Table 2.15: Debian R4 B R FREEH

N

Here only the basic source package formats are described. See more on dpkg-source(1).

name component PIANFEM (IEMFREAR) FHERTS
<package-name> [a-z,A-Z,0-9,.,+, -]+ INEE
<epoch>: [0-9T+: A%
<upstream-version> [a-z,A-Z,0-9, ., T+ | BE
<debian.version> [a-z,A-Z,0-9,.,+ ~]+ Bl

Table 2.16: The usable characters for each component in the Debian package names

B
{RBTAFE dpkg(1) IREM S EREEARA, F40., "dpkg - -compare-versions 7.0 gt 7.~prel ;echo
$?”.
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JES =N

debian-installer (d-i) £ udeb fFRAEMN AT RIXMAYT BE, MIFEER deb, —4> udeb 3REFERM
deb RFBRHBT —LERAMNEMNRET (FIINNE), KT E=EE ERERAEEBERHNER, deb 0 udeb
REBEHZERREELEM, “u” KRR,

2.5.9 dpkg %
dpkg(1) & Debian K4 BIEETREENTE, TIEEBKR, LFIER,
LLREL Y “<package_name>" BIRUEIRT, dpkg RIEFEBTIIMIAFLEE.,

1. 6 deb Xt (ZERTF “ar -x")

2. {#H debconf(1) }1T “<package_name>.preinst”
3. BRUBRERINRAER (BT “tar -x")

4. {EH debconf(1) $1T “<package_name>.postinst”

debconf RARMTEHE 118N M LION (£ 8 B ) ZHIWMENRAFRE,

X P
e kage o i 1es SIHATER B, (RAETENE)
L ackage momos 1o Uik AR IR A X R R

e ekage e e ums IR LB MDS A7 {E
e ekage o st R R 2 AIETIRA AN

L ckage o o inst R R Z BB THR A B

e ekage e R B Z BB THIR A

e ckage o R BB ZEETIREENE
/var/1lib/dpkg/info/

<package. names.config FTF debconf RGRIIREGEIBIA

/var/1lib/dpkg/alternatives/
<package_name>

update-alternatives GRS EAMNERER

/var/1ib/dpkg/available FIEREGBERrTAEER
/var/1ib/dpkg/diversions the diversions information used by dpkg(1) and set by dpkg-divert(8)

the stat override information used by dpkg(1) and set by

/var/1lib/dpkg/statoverride dpkg-statoverride(8)

/var/1ib/dpkg/status FIEREBERREER
/var/1ib/dpkg/status-old “var/1ib/dpkg/status” XBERHIBER

the second-generation backup and older ones of the ”var/1ib/

/var/backups/dpkg.status dpkg/status” file

Table 2.17: dpkg SIEMNEE X4

“status” XEF#EFIE0 dpkg(1l)., “dselect update” FI1 “apt-get -u dselect-upgrade” T E{EA,
BT RS S grep-detrl(1) FTLAEZER “status” #1 “available” JTEIBRIAHEIA,
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'R
fEdebian ZXRBEIMET, udpkg G SH T udeb 34FE, udpkg &< R dpkg GR<THI—MERERRA.

2.5.10 update-alternatives &<

Debian % 42 {£F] update-alternatives(8) it FF P AR Z FH LR ZSHEEMIERF, FIM, NRENLET vimFl nvi
REE, REJCAME vi LEFEIBEIT vim,

$ 1s -1 $(type -p vi)

Irwxrwxrwx 1 root root 20 2007-03-24 19:05 /usr/bin/vi -> /etc/alternatives/vi

$ sudo update-alternatives --display vi

$ sudo update-alternatives --config vi

Selection Command
1 /usr/bin/vim
*+ 2 /usr/bin/nvi

Enter to keep the default[*], or type selection number: 1

The Debian alternatives system keeps its selection as symlinks in ”/etc/alternatives/”. The selection process uses cor-
responding file in ”/var/lib/dpkg/alternatives/”.

2.5.11 dpkg-statoverride &5 %

Stat overrides provided by the dpkg-statoverride(8) command are a way to tell dpkg(1) to use a different owner or mode for a
file when a package is installed. If ”- -update” is specified and file exists, it is immediately set to the new owner and mode.

AV
@ The direct alteration of owner or mode for a file owned by the package using chmod or chown commands
by the system administrator is reset by the next upgrade of the package.

R
| use the word file here, but in reality this can be any filesystem object that dpkg handles, including directories,
devices, etc.

2.5.12 dpkg-divert 5%

File diversions provided by the dpkg-divert(8) command are a way of forcing dpkg(1) not to install a file into its default location,
but to a diverted location. The use of dpkg-divert is meant for the package maintenance scripts. Its casual use by the system
administrator is deprecated.

2.6 MBRIMHIRFFIRE

When running unstable system, the administrator is expected to recover from broken package management situation.

@ VIR

THN-E7FEZEBRSMNE, FLERFEHTES !
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26.1 F~"REBEWAFPEKE

MR—AKE GUI RFEEEN EFRAFREBF/ARE, MEZNEEEZIENA I E X EEI:,EIJLE’J)FEE
B, MMREEHENBFPKS TIBTIRE, BAXMRIZMEBE TIESE, (X2—NMTEM bug FERITEEE
ZE. )

ATIRERE, REIZBRENNANEEEXFHERE GUI 2T, R EFEAIZIANEEXXHATUEZ G
ERERFER. (ABEMMBART, )

262 BEBEXHHNRRRES

Archive level package management systems, such as aptitude(8) or apt-get(1), do not even try to install packages with overlapped
files using package dependencies (see 58 2.1.6 ).

Errors by the package maintainer or deployment of inconsistently mixed source of archives (see 38 2.7.2 T3) by the system
administrator may create a situation with incorrectly defined package dependencies. When you install a package with overlapped
files using aptitude(8) or apt-get(1) under such a situation, dpkg(1) which unpacks package ensures to return error to the calling
program without overwriting existing files.

VAV
@ ERF=ARUBELERERNAKRANE, EOEBEIEA root NRIZITHIFEMAEBITRIRRMIE
faIZ, dpkg(1) EB%RIYBJJ:E¢"JE‘IE’J“E 177,

You can work around such broken installation by removing the old offending package, <old-package>, first.

$ sudo dpkg -P <old-package>

2.6.3 EEHITHREERIA

When a command in the package script returns error for some reason and the script exits with error, the package management
system aborts their action and ends up with partially installed packages. When a package contains bugs in its removal scripts, the
package may become impossible to remove and quite nasty.

WF “<package_name>" MUIRMAEIHIAEIE, (REZEETIIMRGEHZ,

« ”/var/lib/dpkg/info/<package_name>.preinst”
« ”/var/lib/dpkg/info/<package_name>.postinst”
« ”/var/lib/dpkg/info/<package_name>.prerm”

« ”/var/lib/dpkg/info/<package_name>.postrm”
ERATYIMFE, LA root mEHIFRVIR BRI,

o FEATERIN “#7 o] ABEFR I EER91T

- EHBTHTESRM ‘|| true” SJLASESIIRERYL I

ERATIGSKREEFRE RN T RREE,
# dpkg --configure -a
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2.6.4 f{EF dpkg &< HITIIE
E% dpkg RIFEEENRGETE, TOIUERERLNER THITIE, ANEEBNELERSEMEER, LR
IMBE foo REBIRIRT, HEEEFTik,

RETAEREGBEEFBR: “/var/cache/apt/archives/” #F#Z2IIHAY foo GBI bug kA, (UNRHEARE,
{RB] A MAEZEEE http:/snapshot.debian.net/ R N EHE, SAMNEEREGEEFINEEMNETENE, )

MRIREEBENRE, RAILAET FIHBLRERE.
# dpkg -i /path/to/foo_<old_version>_<arch>.deb

’R
MRBRFRIFR, (REETUERESEN APT RARBRBENRLE, MEHFE 2.7.10 THEHAIIH,

MRFNRRTENEREH, REZIEEEHARBHNE,

1. f#F3 Debian ZRAZUABIBERNENR A,
2. BHER FRERMNRRIERET “/target”,
3. B FYar < ZRIBMRAR foo 3RIFE.

# dpkg --root /target -i /path/to/foo_<old_version>_<arch>.deb

BMENI THEE £/Y dpkg AR EMRIR, Zas<MKIBRTAAIT,

"R
EfIERFER, live GNU/Linux CD, FJ/Ea1# USB IRENEMLEE5) RS — R AEBENET GNU/Linux Z 427 BAZEA
AR BE BT R L,

MRHFEBEOH, TEAXIHAXNRERGE, HFEMRENVRE LM, RETAER dpkg 89 “--ignore-
depends”, “--force-depends” FEEXTREMMAT. MBIRXAMT, ZEMHEUDIAESIHESKRBIXR,
BTSN dpkg(8).

IR
MRMOARFTERIAT, MNZFRAATESNE —IREMHT (SBRF 102 7)) FHITREHFNRER,
XA BRRRIFHIINE,

2.6.5 RERAELEEFIE

MR “/var/lib/dpkg/status” EAREMERLHIEEIR, Debian RASEL NGB ERFHIBHZE =S M,
SHAITF “/var/lib/dpkg/status-old” 8 “/var/backups/dpkg.status.*” HIB#Y “/var/lib/dpkg/
status” X,

4 “/var/backups/” HE—NMEBHFTXEZ—MFIIR, BAXNMERESTHSEENRARIE.

WFEEMRE, HBNEHRARERTR, MEXE “/var/” FHFAEEE, RIKIBETLAM “/usr/share/
doc/” BRIKE —LEDR3ISMHATHNRR.

ENRRER) (REH) R4,
# mkdir -p /path/to/old/system
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¥BIHRZEHT “/path/to/old/system/”,

cd /path/to/old/system/usr/share/doc
ls -1 >~/1s1.txt

cd /usr/share/doc

1ls -1 >>~/1s1.txt

cd

sort 1lsl.txt | uniq | less

H H H K H

REFRHMETUMRIER G B BMRIITERT, (FTRSE LRGSR, FIa0 “texnf”, )

2.7 REBEERKIT

2.7.1 Ak Debian &£

fRE]BAMRYE aptitude INEIEETEANRAEEANERESER THIRER, REKIFAAZEZMRMEEL,
HiBR 2 MU EREURIRG R, SRR BEEERENEN, FAMEREW— MR, NIZAEIRKRHIM,
AU TR EENRA B 1ZEBRE.
2l B>8
« 288U: main > contrib > non-free
« Rk FBE>ER > il > AlE > s
- 15 EESTEREENIIRER, HlWN “KEFT"
« MEBRWE ZBERBX ARG EFMEREN (flE1 python2.4by python)
CRITE: EREFRELRREVLEEESHNSN
- BHEE: 4HPEZENER
» BTS: No RC bugs (no critical, no grave, and no serious bugs)
» BTS: responsive maintainer to bug reports
* BTS (BRIGIRIRALR): BEESMITEHMEEH bug B
» BTS: lower number of remaining non-wishlist bugs

Debian 2 —MEANHAALKEANNERINE, ENEREEEFEAERMNAERENTZRGE. RoAMEEC
iDpri =N

2.7.2 BEREERERHIRHEE

VIR
@ WEEFEREPLZRREGE RN Debian B A RITHRETH58, BRT B A IFMERENSFIRES LA,
5190 stable with security updates and stretch-updates,

Here is an example of operations to include specific newer upstream version packages found in unstable while tracking
testing for single occasion.

1. IEBE R /etc/apt/sources. list” X, {EZEEE —M"unstable” R1ThREE1Z,



http://www.debian.org/security/
http://www.debian.org/News/2011/20110215
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iz{T7aptitude update” &<,
iB{T’aptitude install <package-name>” &%,
RS RIRIE”/etc/apt/sources. list” X, {#zFEE testing §&1Z,

—~ 99 AENAN

5. iz{T7aptitude update” &%,

PE—”!\’

You do not create the ”/etc/apt/preferences” file nor need to worry about apt-pinning with this manual approach. But
this is very cumbersome.

NIy

HERAREHARRENRE, BB Debian ARG ZBIRNFRE M, FTLAMFEMNIIECEB RIS I,
MRREZEFERRETYE, RAFIESBIT, MUTEEBLINXLRIEFABENRAZR, EFREREEN
HERRTEEIRE, RALRSMEEERTE.

MARRERERLZRR GBI —RRAMI T,

« FETHBIESR ("Architecture:all”) WREZEREH,
- XIS EE: EEEINER
- BREFRNRGE: REMNBEREVIETHEN

o ZiHHEIERHEE (non “Architecture:all”) BESHIGRZER, ENTERNMRIEH,
- BEXHRANESE (B171ibe”)

5ZBXxNERNERMRANRE LT

A ABI BIFES M
C++ ABI WS

EE
%TEEM#@H’J;&%’ SRR, —ERWHIEERMNCHEEFETRESEHTENBSHEERE, RIERMIZE
& ABI B9 ABMRBESE,

E =)

Except to avoid broken package for a short term, installing binary packages from officially unsupported archives
is generally bad idea. This is true even if you use apt-pinning (see % 2.7.3 ¥3). You should consider chroot or
similar techniques (see 5 9.10 73) to run programs from different archives.

2.7.3 ARRIRRA

Without the ”/etc/apt/preferences” file, APT system choses the latest available version as the candidate version using
the version string. This is the normal state and most recommended usage of APT system. All officially supported combinations
of archives do not require the ”/etc/apt/preferences” file since some archives which should not be used as the automatic
source of upgrades are marked as NotAutomatic and dealt properly.

VN
FRAZF TR ELER A M BT LA I8IE, #IF80F, "dpkg --compare-versions verl.1 gt veril.1~1;echo
$2" (M dpkg(1)).



https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/应用程序二进制接口
https://zh.wikipedia.org/wiki/应用程序二进制接口
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MREENESFRERERLRREE (BIFE 272 ), RAJBLET EIE”/etc/apt/preferences” XFHBEHE
Hp5AX FABRIERAFR G EIEIMNEIEERE (A0 apt_preferences(5) RFTR) RELIXLE S ZLH9RME, X
##534 apt-pinning,

O

5 A=
s

#F apt-pinning F L RIER LR A ), (R Jult REMX ML IRIEMEIFEE,

O

VAV
(& apt-pinning H< B, B Debian RAMRIKIEZ BIRERIE, FRYLAESHIALRER,
apt-pinning /T2 FlIERVIRE, BRHATRENEERE.

O

VAV

Archive level Release files (see 58 2.5.3 ) are used for the rule of apt_preferences(5). Thus apt-pinning
works only with "suite” name for normal Debian archives and security Debian archives. (This is different from
Ubuntu archives.) For example, you can do "Pin:release a=unstable”butcannotdo”Pin:release
a=sid”inthe "/etc/apt/preferences”file.

O

AYIN)
L EFIE Debian FIBEREIE S apt-pinning BI—ZBH B, (RREIZEEENAEFTEE, Fl, Ubuntu
#0 Debian 2 EERE—IHY,

==
=)

BI{ERBIEE"/etc/apt/preferences” X, EARF apt-pinning G L HIERAT, BRI ITHIESERANERS
TE(BWE 2.6.4 THE 2.7.2 %),

T 2K T apt-pinning FARIE L i7FA,

The APT system choses the highest Pin-Priority upgrading package from available package sources defined in the ”/etc/
apt/sources.list” file as the candidate version package. If the Pin-Priority of the package is larger than 1000, this
version restriction for upgrading is dropped to enable downgrading (see 58 2.7.10 7).

FMNREEHY Pin-Priority {EE7E”/etc/apt/preferences” {4 Pin-Priority” 5% B E X & R FEHATHEKIA

=8
Pin-Priority apt-pinning Y3X 4 B IR
1001 install the package even if this constitutes a downgrade of the package
990 RFERRITRIEEENRGAE
500 G EEIE S UNE
100 used as the default for the NotAutomatic and ButAutomaticUpgrades archive
100 RATERRNHEE
1 used as the default for the NotAutomatic archive
-1 EEHET, BEALTRINTREE

Table 2.18: FiF apt-pinning $ARBVETFIEEHY Pin-Priority {H5ZR.

BiRRIThRIERE ] ABE AT LM AERIRE,



http://deb.debian.org/debian/dists/
http://security.debian.org/dists/
http://www.ubuntu.com/
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- ”/etc/apt/apt.conf” BEXHHEANAPT: :Default-Release ”“stable”;”

- BTN, fY0: apt-get install -t testing some-package”

The NotAutomatic and ButAutomaticUpgrades archive is set by archive server having its archive level Release file (see 58
2.5.3 1) containing both ’NotAutomatic:yes” and "ButAutomaticUpgrades:yes”. The NotAutomatic archive is
set by archive server having its archive level Release file containing only "NotAutomatic:yes”.

RERSHEIR < 348 > #9 apt-pinning &5 ] BT "apt -cache policy <package>” Hm< R,

* A line started with ’Package pin:” lists the package version of pin if association just with <package> is defined, e.g.,
”Package pin:0.190”.

 No line with ”Package pin:” exists if no association just with <package> is defined.

+ The Pin-Priority value associated just with <package> is listed right side of all version strings, e.g., ”’0.181 700”.

+ ”0” is listed right side of all version strings if no association just with <package> is defined, e.g., ”0.181 0”.

+ The Pin-Priority values of archives (defined as "Package: *” in the ”/etc/apt/preferences” file) are listed left side
of all archive paths, e.g., 7100 http://deb.debian.org/debian/stretch-backports/main Packages”.

2.7.4 Updates and Backports

stretch-updates F backports.debian.org 4R ZERM T stable (stretch) ZIThREVEFIIRIEEL,
RTEERXLENERE, (REEE/etc/apt/sources. list” XEHES AN TAARABEEETIR,

deb http://deb.debian.org/debian/ stretch main contrib non-free

deb http://security.debian.org/ stretch/updates main contrib

deb http://deb.debian.org/debian/ stretch-updates main contrib non-free
deb http://deb.debian.org/debian/ stretch-backports main contrib non-free

There is no need to set Pin-Priority value explicitly in the ”/etc/apt/preferences” file. When newer packages become
available, the default configuration provides most reasonable upgrades (see 58 2.5.3 ).

- FTEELENIBREGEETER stretch-updates HREFARBIFRMEE,

« 3B M stretch-backports BMEREFFNLZRIIBIREGE A S8BT stretch-backports HEEREHRBNFRGE
al

o

HIFBEM stretch-backports HRERFHMLR—MEI"<package-name>” BV R EMKF B AR, R
RIZE BAREREZRIIN—1 “v 85,

$ sudo apt-get install -t stretch-backports <package-name>

275 RIHERIIREEIES

MEARBES|ABEFISERGE, RUMEIE”/etc/apt/preferences” XHFH BKRUNTFREIBBFHETESHHITR
ZRERAT X LR A B,

Package: <package-1>
Pin: version *
Pin-Priority: -1

Package: <package-2>
Pin: version *
Pin-Priority: -1



http://www.debian.org/News/2011/20110215
http://backports.debian.org
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2.7.6 {EFH®SH unstable B testing fRAS

WMTFR—NXT apt-pinning FAKIFF, SfEM testing MAHE, KM unstable REVFERVEFHY L AR AR
BHBREAR, RROZIRI TR /etc/apt/sources. list” X4RIIHMBEZEEMNEERE,

deb http://deb.debian.org/debian/ testing main contrib non-free
deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://security.debian.org/ testing/updates main contrib

BRINTFErRIIRE”/etc/apt/preferences” X4,

Package: *
Pin: release a=unstable
Pin-Priority: 100

LAMBULEE T M unstable IR ERLE R <package-name>” RIE R EH MM, RAITHE"-t” EIN
(unstable #Y Pin-Priority {822 /5 990) RIE#R B R R 1ThRIVER S,

$ sudo apt-get install -t unstable <package-name>

FEUERRET, HiT7apt-get update” f1”apt-get dist-upgrade”(Ei&”aptitude safe-upgrade” #”apti
tude full-upgrade”) @<, &M testing HEEARBLMN testing MERELRNRGEFEM unstable 14
REFRIBLI unstable MREPLTRIRGE,

( : ) \Cy
INDAREEBRR"/etc/apt/sources. list” R testing” HEE, MRXHEHEE testing”,
APT REL(ERENMHFM unstable BREAHRKEE,

R

BEESE LRRFE, D LEFRiE /etc/apt/sources. list” XEHH unstable” BREIZR, XBRTE
PREIE /etc/apt/sources list” XHHFRIRZBICRMIEMMFAREIE R AR HEELE T AL unstable 15
REFLERNRG BT unstable F4K,

N

WMR"/etc/apt/preferences” XEH"Pin-Priority:1” /X T "Pin-Priority:100”, BIfE"/etc/apt/
sources.list” X#FHR testing” iBR#MFR T, Pin-Priority {5 100 HERERHFEHARKRIET unstable
HEEAR,

If you wish to track particular packages in unstable automatically without initial ”-t unstable” installation, you must
create the ”/etc/apt/preferences” file and explicitly list all those packages at the top of it as the following.

Package: <package-1>
Pin: release a=unstable
Pin-Priority: 700

Package: <package-2>
Pin: release a=unstable
Pin-Priority: 700

MTRATMIEVIRGELIZE Pin-Priority 1B, 190, R T{ERARKF unstable RBIZE ki ’Debian Reference”, /R
Z7E”/etc/apt/preferences” XIEHREAUTFEE.,
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Package: debian-reference-en
Pin: release a=unstable
Pin-Priority: 700

Package: debian-reference-common
Pin: release a=unstable
Pin-Priority: 700

=R
BN{E(RIEMAIIRZ stable #H%E, apt-pinning HARNARBEME). RIFEFH UMLK, M unstable HERERR
HXEBE-ERT £,

2.7.7 {EATHE experimental {4 EH) unstable kA

Here is another example of apt-pinning technique to include specific newer upstream version packages found in experimen
tal while tracking unstable. You list all required archives in the ”/etc/apt/sources.1list” file as the following.

deb http://deb.debian.org/debian/ unstable main contrib non-free
deb http://deb.debian.org/debian/ experimental main contrib non-free
deb http://security.debian.org/ testing/updates main contrib

The default Pin-Priority value for experimental archive is always 1 (<<100) since it is NotAutomatic archive (see 35 2.5.3
T3). There is no need to set Pin-Priority value explicitly in the ”/etc/apt/preferences” file just to use experimental
archive unless you wish to track particular packages in it automatically for next upgrading.

2.7.8 Bl FHAARRGE

apt EBEECSH aon flA “/etc/cron.daily/apt” , EXEHBEN THIREE, TLAE 2 unattended-
upgrades R BEFRILEXNMHAE, FEEBBNFARREGE. STLAET “/etc/apt/apt.conf.d/02backup” 0
“/etc/apt/apt.conf.d/50unattended-upgrades” FHSHRHFAITEENX, BXIFEBAMATF “/usr/share/
doc/unattended-upgrades/README” H,

unattended-upgrades MG EEERT stable RAMETLEFH, NRBNHARIGIF stable RERIXBENTFH#H
AREMNHERLZLEHEENL2FE, MNZEEEABNEN, BESHUT.

APT: :Periodic: :Update-Package-Lists "1";
APT: :Periodic::Download-Upgradeable-Packages "1”;
APT: :Periodic: :Unattended-Upgrade "1”;

MRIFIBITHIR unstable R, HMNZASBEERBENEH, BAESERERRRIFRE, BEGTXEFN
unstable ER T, ReJEEMRIBBRER FHRGEUNTERERNARMNE, HEESHAT.,

APT: :Periodic: :Update-Package-Lists "1”;

APT: :Periodic::Download-Upgradeable-Packages "1”;

APT: :Periodic: :Unattended-Upgrade "0”;

2.7.9 BRHI APT 9%

i

[
70

WNRARABPRS) APT B9 F #HF FEE 800Kib/sec (=100KiB/sec ), fRMZK FEIBHFIRE APT EEESH,
APT: :Acquire::http::D1-Limit "800";




Debian & Fift 69 /260

2.7.10 ZE2AMFL

AV

@ FERTE Debian i&it LMARE AR, NNEEZS2METERREZMI—E5 TE, REBRIMIER,
BREERZSZHR T IESEAE, WTEERE, FNIAEMRERFEENFEEERIE, HATABKRE
MRER—INHNR SR,

{RET LB BRI AR A A FTRV S R EFE NI IHRIAEERE (BIFE 273 1), ANMERITHNARZMRE., TEE—#
WIS A%E, FTLABERIFZ KA “dpkg -i <broken-package>_<old-version>.deb” &% (8% 264
)

1%, “/etc/apt/sources.list” XHHETEBMEER unstable BT,

deb http://deb.debian.org/debian/ sid main contrib non-free

ERATENITERE, MMXAER testing,

deb http://deb.debian.org/debian/ buster main contrib non-free

BTEIHIRE “/etc/apt/preferences” X5,

Package: *
Pin: release a=testing
Pin-Priority: 1010

in{T “apt-get update;apt-get dist-upgrade” {EENRAIIRGEEHIFER,
EL2MERGE, B “/etc/apt/preferences” XMEFRIISIHE,

R
RXR—NFTTE, BlR (FR2EKR ) RAIESHRAE, KRRV KRBIEE, Fe]ER2FBRMRER—ERG
BRERGIER, FEHHNEE Linux Wiz, 5151]F. udev, PAM, APT FIMEHEXRGEURENMNREEX
.

2711 CEEREGBMEIE?

R#& “/var/lib/dpkg/available” #1 “/usr/share/doc/package_name/changelog” H%|H B4 E Y
BRHTXTF ‘REAEENEEERE X—NAN—LER, BREHBIR LEEMWKRIBARE, devscripts i
4 E1H Y who-uploads(1) B] BA1R Al Debian JR3R 4 E1HISEPR L& &,

2.7.12 equivs B

MRIRNRIE IR 1E T — M EFRAE Debian MAFE, RFFEMAL—MEIERIZAHE Debian 38 (*.deb ) F{E
FARANIEREE.

MRIREFRMNBERBRIE-NEFHIEELRE “/usr/local”, {RATEEFEEMEM equivs (FAREBESBRAB R
KEVER A BLAKE,

Package: equivs
Priority: extra
Section: admin
Description: Circumventing Debian package dependencies
This is a dummy package which can be used to create Debian
packages, which only contain dependency information.
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2.7.13 BiE—MREEE stable R4

W FaBIFHRET stable R4, ERRRGEEBITTIMERERME - MIGFERNHINEE, XPTAERE K
REASRRERGEHAR,

£ stable R%HY “/etc/apt/sources.list” XEFRINTHEE,

deb-src http://deb.debian.org/debian unstable main contrib non-free

W T RRWIFAFBEVIRAEELF T HIRIR A EL

apt-get update

apt-get dist-upgrade

apt-get install fakeroot devscripts build-essential
apt-get build-dep foo

apt-get source foo

cd foo*

@ H e H HFHF

MREZ @ EHHE, FILM backport IR EIFREHR—LT EEREE, 0 dpkg # debhelper,
PITTIIS S,
$ dch -i

BHRGEMA, FIE7E “debian/changelog” HFFII—A “+bp1”
BTEBFHEREEAFENZRIRET.

$ debuild
$cd ..
# debi foo*.changes

2.7.14 FF APT fI{XIERRZ 28

E R FEHEEA Debian HEENFRRRHEEMME T, SEEEITSZ LAN LRNRZR, 7 APT HEE -4
ERSBFEENFER. APT oJLLUBEITEREEREAEA web (htp ) KIEARSES, U squid (%U‘l'{‘fﬁ 6.10 1), AT

2 apt.conf(5) #1 “/usr/share/doc/apt/examples/configure-index.gz”, BT E “Shttp_proxy &
B= “/etc/apt/apt.conf” XHEHIZEBEMNRIEARSZE,

XEHE—LE Debian HREMNETRANIETR, RN ZEFRAEN]ZHIKRE BTS,

RHEE AT XV T RER

approx V0, I:1 4735 | Z87F Debian BREXHHRIERSE ( E4mi¥HY OCaml 127 )
apt-cacher Vi1, I:1 287 79 Debian RFBFNRRBXEHITEEFNRE (Perl £F)
apt-cacher-ng V4,15 1418 | R RARBEBEMNEFRE (C++ HmIEFNER)

Table 2.19: Debian 4R EMNEHENKIETE

VIR
@ 3 Debian EMEMHRESMN, ILEAMNRIETEEEEERGEEIPEEE NG, HrlsEE R
BIATEER, »—7HE, @A web (htp) KIEARSBFEREHEEEZNITIMIIE,



https://zh.wikipedia.org/wiki/Local_area_network
http://packages.debian.org/sid/approx
http://qa.debian.org/popcon.php?package=approx
http://packages.qa.debian.org/a/approx.html
https://zh.wikipedia.org/wiki/Objective_Caml
http://packages.debian.org/sid/apt-cacher
http://qa.debian.org/popcon.php?package=apt-cacher
http://packages.qa.debian.org/a/apt-cacher.html
http://packages.debian.org/sid/apt-cacher-ng
http://qa.debian.org/popcon.php?package=apt-cacher-ng
http://packages.qa.debian.org/a/apt-cacher-ng.html
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2.7.15 NENHREEIERE

FER-MELNEARIEOUEENGIT, FETRRL secure APT R (S 252 ), BT L
R7E,

- E8&: “foo”

« WA “www.example.com”

FRrEMEE: apt-utils, gnupg FIEEREE

« URL: ”http://www.example.com/~foo/” ( - ”/home/foo/public_html/index.html”)

WEE5HM: “amdes”

Create an APT archive key of Foo on your server system as the following.

$ ssh foo@www.example.com
$ gpg --gen-key

$ gpg -K
sec  1024D/3A3CB5A6 2008-08-14
uid Foo (ARCHIVE KEY) <foo@www.example.com>

ssb 20489g/6856F4A7 2008-08-14
$ gpg --export -a 3A3CB5A6 >foo.public.key

Publish the archive key file ”foo.public.key” with the key ID »3A3CB5A6” for Foo
Create an archive tree called ”Origin: Foo” as the following.

umask 022

mkdir -p ~/public_html/debian/pool/main

mkdir -p ~/public_html/debian/dists/unstable/main/binary-amd64
mkdir -p ~/public_html/debian/dists/unstable/main/source

cd ~/public_html/debian

cat > dists/unstable/main/binary-amd64/Release << EOF

Archive: unstable

Version: 4.0

Component: main

Origin: Foo

R R A

Label: Foo
Architecture: amdé64
EOF

$ cat > dists/unstable/main/source/Release << EOF
Archive: unstable

Version: 4.0

Component: main

Origin: Foo

Label: Foo
Architecture: source
EOF

$ cat >aptftp.conf <<EOF
APT: :FTPArchive: :Release {
Origin "Foo”;
Label "Foo”;
Suite "unstable”;
Codename "sid”;
Architectures "amd64”;
Components “main”;
Description "Public archive for Foo”;

1
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EOF

$ cat >aptgenerate.conf <<EOF
Dir::ArchiveDir ”.”;

Dir::CacheDir ".”;

TreeDefault::Directory ”pool/”;
TreeDefault: :SrcDirectory ”"pool/”;

Default: :Packages: :Extensions ”.deb”;
Default: :Packages::Compress ”. gzip bzip2”;
Default::Sources::Compress "gzip bzip2”;
Default::Contents::Compress “gzip bzip2”;

BinDirectory "dists/unstable/main/binary-amd64” {
Packages "dists/unstable/main/binary-amd64/Packages”;
Contents ”dists/unstable/Contents-amd64”;

SrcPackages "dists/unstable/main/source/Sources”;

i

Tree "dists/unstable” {
Sections “main”;
Architectures ”“amd64 source”;

}

EOF

BT dupload, fRRILAEENEEEMIRARSR[ALLH APT HRERE,

Y4 “~/.dupload.conf” BEWMTABE, EEFIHMNIT “dupload -t foo changes_file” BRBEMKREE
XA “~foo/public_html/debian/pool/main/”,

$cfg{'foo’} = {
fgdn => "www.example.com”,
method => "scpb”,
incoming => "/home/foo/public_html/debian/pool/main”,
# The dinstall on ftp-master sends emails itself
dinstall runs => 1,

};

$cfg{’foo’}{postupload}{’'changes’} = "
echo ’'cd public_html/debian ;
apt-ftparchive generate -c=aptftp.conf aptgenerate.conf;
apt-ftparchive release -c=aptftp.conf dists/unstable >dists/unstable/Release ;
rm -f dists/unstable/Release.gpg ;
gpg -u 3A3CB5A6 -bao dists/unstable/Release.gpg dists/unstable/Release’ |
ssh foo@www.example.com 2>/dev/null ;
echo ’'Package archive created!’”;

The postupload hook script initiated by dupload(1) creates updated archive files for each upload.
fRe] OB FEMNGERFXANNE A HEEERINBREE P in R 58 apt FH.

$ sudo bash

# echo "deb http://www.example.com/~foo/debian/ unstable main” \
>> /etc/apt/sources.list

# apt-key add foo.public.key

N
MNBRREEMT ARG RZH, (ReJLAER “deb file:///home/foo/debian/---",

2.7.16 1IERMEFHRFKRE

Re] BAEE T H & < B B debeonf IEFRSHIARHEIE,
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# dpkg --get-selections '*’ > selection.dpkg
# debconf-get-selections > selection.debconf

XE, “*” {# “selection.dpkg” tHEE “purge” HIIEEL,
RE] LA AN SRR S — N, HBEITTIHSEREN.

# dselect update

# debconf-set-selections < myselection.debconf

# dpkg --set-selections < myselection.dpkg

# apt-get -u dselect-upgrade # or dselect install

MRMFFEZEE - MEHTNTSRSE, ARE(NEE/LFEE, REZBRERENNRMAE, fldl fai XE
EBINRE,

2.7.17 IR IR —IMNREY T HHIRGEL

alien(1) ®J BA45 Red Hat A9 rpm, Stampede A9 s1p. Slackware B9 tgz F0 Solaris B9 pkg Z—# G4 B XN EER N
Debian # deb 48, MRMFEFEARB S —NRITIRIVRGE, REIUEH alien #FHRHALTRE, alien thiF
LSB 48,

==

@ RE7i%F alien(1) KRBV EMNRLZREE, HE0 sysvinit, libc6, libpam-modules &%, 3Fr L,
alien(1) iz R FTF non-free PRI _#FIXHFIRHEE, HEENINIZES LSB S #HaasSuEE, T
BERY, RRZERENRR G B REIVE— N EIER Debian 3RH4EL,

g

2.7.18 A fEF dpkg BEEREE

FE{EMIRY Unix-like SMBAERR] LARER dpkg(1), M{EBMRAER ar(1) F0 tar(1) RAREE “dpkg*.deb” BEE,

# ar x /path/to/dpkg_<version>_<arch>.deb

# 1s

total 24

-rw-r--r-- 1 bozo bozo 1320 2007-05-07 00:11 control.tar.gz
-rw-r--r-- 1 bozo bozo 12837 2007-05-07 00:11 data.tar.gz
-rw-r--r-- 1 bozo bozo 4 2007-05-07 00:11 debian-binary
# mkdir control

# mkdir data

# tar xvzf control.tar.gz -C control

# tar xvzf data.tar.gz -C data

HEm “*.deb” BEBRJLAEA dpkg-deb(1) fBERIXS LEA “dpkg*.deb” G R L HEBRHEERIRERN
ar(1) FIERFBVE B xz(1) BBEZFEH GNU tar(1),

{RBRTLAER me S RABREBEBRE,
2719 EZXTRABEENXE
RE] AN FEMXER T RREEEENESER.

- REGBEREEE:

— aptitude(8), dpkg(1). tasksel(8). apt-get(8). apt-config(8). apt-key(8). sources.list(5). apt.conf(5) 0 apt_preferences(5);



https://zh.wikipedia.org/wiki/Unix-like
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- 3RE apt-doc &AM “/usr/share/doc/apt-doc/guide.html/index.html” #1 “/usr/share/doc/
apt-doc/offline.html/index.html”;

- kB aptitude-doc-en R¥&EH) “/usr/share/doc/aptitude/html/en/index.html”,
« Debian #4EENE FHIFMANHA:

”Debian Policy Manual Chapter 2 - The Debian Archive”,
— ”Debian Developer’s Reference, Chapter 4 - Resources for Debian Developers 4.6 The Debian archive”,
”The Debian GNU/Linux FAQ, Chapter 6 - The Debian FTP archives”,

+ 3 Debian Fi P —" Debian 3R {4 B RIZIE

— ”Debian New Maintainers’ Guide”,



http://www.debian.org/doc/debian-policy/ch-archive
http://www.debian.org/doc/manuals/developers-reference/resources.html#archive
http://www.debian.org/doc/FAQ/ch-ftparchives
http://www.debian.org/doc/manuals/maint-guide/
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Chapter 3

AgY)mit

FRZRAEIES, 1EEEH T #2 Debian RAEMEMNFEEHNEAERN., REEMNATEZRIVIRGE LI RAISHE
B, EXEMIRANRITRS BARIGE 2 VNEERN.

Z2EFETHCMEMANTERREMIR, REAMEMREHRXT Debian RAMHIRE <R L HEEE M RIEREIF A
iZEBISE, BT Debian RAAENBEFFH, RAFIRAATERELZBATN. EXNRAMEFENRZE, BESES
MR ERIERFT X,

@%%
PN

BEET 2013 F£4%H) Debian 7.0 (Wheezy) &5/, FAUAERBIEAETSITA,

3.1 RBangiE#

HENRZEN LEEHIEENAFPRETENRERS (0S) IgEALL, FEZ2LEMAILMERNEINTIE,
AEERN, EFFTCTEREAEBMIANRERIER PC & L,
HARENERRE —MURMINET, B—RAEERAEGINZET R,

i
w
—
=

H B W
4t df ot df

3.14

SR, XLEMERFIABEARERIECE, thall, R4wi¥ T BCHIRZ, WATRERHKITELR Debian RFERITIR, EILE, iR
EHXEBEWINZE, B2REECAZNBRABRILE,

EE
tF SUN 8% Macintosh R IEES% PC EEFKiH, ROM £H# BIOS Kk EM DX e aERAERE (&£ 9.5.2
) WFXMER, BSIWNFEEME X,



https://zh.wikipedia.org/wiki/Booting
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3.1.1 ZE—FMER: BIOS

BIOS 2ENTIEME—MEY, ELEEEHRFHE, CPU MIEFITIEETE FEEHRMABL h— MIEN AL,
BEERTE Ri%7F(iE2E (ROM ) FIAY BIOS i MiXMEE M AFI I A 1A 1T,

BIOS HUTHEABIEARFIA (POST: LEER ) HFRAZEFINRKRAMFRIEEN T —S &, BIOS BEMEH—RERMH,

BIOS BiIFRBHIER T#H A BIOS B REMEIEE, MITHIREE F1. F2. F10, Esc. Ins # Del . {BRI{R
HERMEREH —NERNEFRmEaE, ReJ AR TRELEREE (il EsC ) BUBRRE, XS EXRHBTES,

B ER BIOS BEIIIBIATEARFI LA BIOS EEERE LR, B%, EEREEMIRE (2, M. CD-ROM
""" ) B, REKIMIRENEFBOLBERKERMBZ AT, ARITEPBOWBRLARD, WBEABEITURUT
EF=—,

* S|S0
« 2l FreeDOS X AT R BURF R AR AN
« BB INELZIGNLL/\FYZS (8] Y B AR IF R RRIAZ RS

BE, RENEEANBENXPES. 4% PCHEENEARMITBXPEZTESISIER (MBR), £ MBRH)
REERTHESXERR5ISER, BIOS FRITHEES|ISMENE ST T MBR HERERS,

3.1.2 FEMELR: SIFEMEIER

SISMEAREF2EIMNIENIE _MER, A BIOS B, 3I1SMEREFITHRANZIREIN initrd BRIGINHE RTFFHRFZH]
MREE(], initrd BRERBXAHRAREK, EZHEEKETRERNS|ISMEERF,

Debian R 4@ F £/ Linux RZFERERKIANRAARZ, =A0 2.6/3.x A Linux AZAY inird BREMA A L2
initramfs ( FJIAL RAM R L) BRIR, initramfs BRIRZ ARSI R KRB XHFHI cpio |IEB LT gzip E4R15E,

EAFRY multi-segment initramfs Zf5, LAXARBEARIEM. BES IR #790100,

Debian 2 E NG PC LAY GRUB 5| SMEZEFIVE —MERNIBERTE MBR AR, sAS|I S INEHEFFEEED
yn—FO

m
@ BB M grub-rescue-pc R BFRIIMEHIFELRITIISIEE R (CD KA ), BAHF3ISM
$72/5. BVERER DRAATE S T3 SINEIER, 73| SE SR b SN,

€4t GRUB HURBEEEXHAIF /boot/grub/menu.1st, B, XHEHEMTHEERE.

title Debian GNU/Linux

root (hdo, 2)

kernel /vmlinuz root=/dev/hda3 ro
initrd /initrd.img

GRUB % 2 liMIX BB EXHE T /boot/grub/grub.cfg, WXHH /usr/sbin/update-grub iR#E”/etc/
grub.d/*” REIRK”/etc/default/grub” FRIREBEMER., B, XEPENMTHEERE,

menuentry ”“Debian GNU/Linux” {
set root=(hdo, 3)
linux /vmlinuz root=/dev/hda3
initrd /initrd.img



https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/Read-only_memory
https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/Power-on_self-test
http://www.freedos.org/
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Boot_loader
https://zh.wikipedia.org/wiki/Initrd
https://bugs.debian.org/790100
https://zh.wikipedia.org/wiki/Master_boot_record

Debian &% Fif} 771260

51 S0EkiE

/N ER) ITE A/ | inited = 15 8H
BRI ESXIXERS (6
grub-legacy Vi0, I:2 710 | %¥% 54 GRUB ;éj'fgt”‘ 2 gﬁ_ )’“ DA (
GRUB £ 2 | o] ERIRMEES XA HFRE
grub-pc V:32,1:872 | 561 ¥ iR M I\E/lfal: eim--- )n( AMINER) (
. - GRUB % 2 | [£H GRUB % 2 lRFYRI5[SE SR &
grub-rescue-pc V:0, I:1 5239 =¥ kR ( CD #1#R %2 ) ( PC/ BIOS FR7AS )
ﬁ 9’& =) a5 ivi
lilo Vi0, 14 694 | %¥% Lilo g (3;1: %?E)EEE‘“J:E’J%EM
SOH] 7 =
syslinux V:6, 1:64 300 | %% Tsolinux g;’éﬁé;;og%o XfE&%. 515 CD
i ;
syslinux V:6, 1:64 300 =¥ Syslinux ?l.}é;g,},\] };}/I {;]%Hglit%#%% (FAT)
=r ma ~O
Z g
loadlin V:0, I:1 84 ¥ Loadlin i}@%ﬁM FreeDOS 2\ MSDOS /=
. + Neil Turton | FEEYX MSDOS MBR FJ B B,
mbr VLEIL 50 | AN ®MBR | RENABIBESK,

Table 3.1: 5| SNNFHIZFTIR

GRUB & 15t BR

root EREHENSE 3 97K, £f&% GRUB FRIESHIRE
#”(hdo, 2)”, & GRUB £ 2 RIS EIZE A~ (hdo, 3)”

kernel EAAIF”/vmlinuz” A%, B root=/dev/hda3 ro”
1E WS EURIBLENIZ

initrd fFERAIT7/initrd. img” B initrd/initramfs BRIR

Table 3.2: GRUB 818 X



http://packages.debian.org/sid/grub-legacy
http://qa.debian.org/popcon.php?package=grub-legacy
http://packages.qa.debian.org/g/grub-legacy.html
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-pc
http://qa.debian.org/popcon.php?package=grub-pc
http://packages.qa.debian.org/g/grub-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/grub-rescue-pc
http://qa.debian.org/popcon.php?package=grub-rescue-pc
http://packages.qa.debian.org/g/grub-rescue-pc.html
https://zh.wikipedia.org/wiki/GNU_GRUB
https://zh.wikipedia.org/wiki/GNU_GRUB
http://packages.debian.org/sid/lilo
http://qa.debian.org/popcon.php?package=lilo
http://packages.qa.debian.org/l/lilo.html
https://zh.wikipedia.org/wiki/LILO_(boot_loader)
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon.php?package=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
http://packages.debian.org/sid/syslinux
http://qa.debian.org/popcon.php?package=syslinux
http://packages.qa.debian.org/s/syslinux.html
https://zh.wikipedia.org/wiki/SYSLINUX
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/loadlin
http://qa.debian.org/popcon.php?package=loadlin
http://packages.qa.debian.org/l/loadlin.html
https://zh.wikipedia.org/wiki/Loadlin
http://packages.debian.org/sid/mbr
http://qa.debian.org/popcon.php?package=mbr
http://packages.qa.debian.org/m/mbr.html
http://www.chiark.greenend.org.uk/~neilt/
http://www.chiark.greenend.org.uk/~neilt/
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Initrd
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XLEEREIR, GRUB S8 XIT.

=z

/EEE'
€% GRUB {EAM P XS Linux AZEEZMHIATEFEANSXSE 1., GRUB 5 2 RIS 7iX/ o)

N
EFRIE—MRIGERT, FIEEEEFH UUID (BME 953 T) MAREM"/dev/hda3d” XHEHXER,
WN"root=UUID=81b289d5-4341-4003-9602-e254a17ac232 ro”

R

WMRIFEA T GRUB, RiZMIEINSEFIBATE /boot/grub/grub.cfg BEI&E, £ Debian R4 R, RN 1% EH 4R
48 /boot/grub/grub.cfg, {RE]LAEIE4REE /etc/default/grub X4 H GRUB_CMDLINE_LINUX_DEFAULT
FIMEFHIZTT update-grub(8) RE#7 /boot/grub/grub.cfg.

"R
BEERENSISHEA, RAIUE—N5ISRAEFTBNS—135ISKHERF.

0

W “info grub” J% grub-install(8),

3.1.3 ZE=PE&: X£{F Debian 2%

#E{R Debian RARBINRIZMIB=FER, ASISMHEFEN. ESERFRETRAARZINRMZRE. X2E
IR — DA EEMER.

EE
“BR{R Debian Z4" REBBEIMNAE, BTFEAXEPERBINRIENE=/MER, XNMNRFEBEEHIFH initrd
gk initramfs 248, RFHREMUNRRTE Debian ERIEFHER,

/init HARRNEFRHIRXEGRZE LRITHE—NMEFR, ER— shel HARERF, BTREERFZENVIALHF
IBIEHINZZLE T — Y ER, (R Debian RGEHEASTEES| %iﬁ&z FJIJ/?ﬁ?JIJW’fﬁﬁﬂ%'ﬁﬂ]ﬂﬁﬁ/ﬂ}iﬁmﬁﬁz{r_\fﬁ ELEE
MIEEMNRIE,

BELARZRIN “break=init” SRS, (R0]ARBNXEE9 BaRTELAIREL root shell, EZSHIFREGESL” /
init “BA, XA shell IMEC BIERER, 1_ILJ_|:1E§¥1HJ$3 MR,

AR Debian REFEIHIGRSEREEIERN, BFEEH—N7H busybox(1) B9 GNU T B,

VAV
HE-NMRIZMRXERFE LA, A mount GaLEERM -n £,

3.1.4 ZEUFNER: Eil Debian 24

H 1 Debian RAERBENATZRIHEIUMER, HIE(R Debian RAEBD. IR Debian RFFIARIELLIME T ALEIT, R
XHRFFHAFIREEIRMNER X G R L,

init EFRAANITHE—1MER (PID=1), ERNHEEEMIEFUTHES| SRTZ. init ZFEKIARZR” /sbin/
init % (Er@SAZEHESHIEN, F” init=/path/to/init_program”,

FRIARY init F2F—EHEZLH:



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/GNU_GRUB
https://en.wikipedia.org/wiki/Chain_loading
https://zh.wikipedia.org/wiki/Initrd
http://www.debian.org/devel/debian-installer/
https://zh.wikipedia.org/wiki/Init
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« squeeze ZFiIHY Debian, {EFAEERM SysV KAEHY init,
* wheezy hRZHY Debian ¥¥ SysV KUA&HY init {8 7ok : £ LSB G BT RAF, BIRHITHITRINEIZA,
+ jessie hxA<HY Debian 1F2KIA init tT#RAK systemd, CAERASEEIRENFIFHITHIIEL.

R
"/etc/init.d/rc”, “/etc/init.d/rcS”. “/usr/sbin/update-rc.d” & “/usr/sbin/invoke-rc.d”
MR B I E 2R E R B,

BR
{REI R R EPRERT init S EIUEA “ps --pid 1 -7 &SIk,

RHEB mATE K/ [ HBE

initscripts V:847,1:.956 | 208 BT REFNXAZRZEIEZ

sysvinit-core V:18,1:24 225 2 System V BY init(8) TE

Sysv-rc V:847,1.956 | 123 ZE System V BIIB1TRANECKAHI

sysvinit-utils | V:875,1:999 | 110 ZE System V BYSEA T E (startpar(8), bootlogd(8), - )
Isb-base V:881,1:999 | 49 Linux T ERSE 3.2 RREY init BIAIHAE

insserv V:792,1:936 | 140 AIF LSB init.d FIAKEERELRFEHTROTE
systemd V:648,1:730 | 9334 | ETEHHEIIIFHFER nit(8) STHFHFE (7]&X sysvinit)
uswsusp Vi4, 1:13 699 A Linux REFAFSIRE suspend ITE
kexec-tools Vi1, 1:8 267 FTF kexec(8) ER (/350 ) I kexec TH
bootchart2 V0, I:1 94 BaiRiEEaE D ies

pybootchartgui | Vi0,I:1 177 BoliniziERentzs (RIML)

mingetty V0, 1:3 35 XEIZERIERY getty(8)

mgetty V-0, I:1 302 A& e ARIAR AR getty(8) BX AR

Table 3.3: Debian R RN T EYIR

RBR
BXRBMRIENENZEIHER, BS N Debian £E: BRENIRITRE,

3.2 SysV X4&HY init

( : ) NEy
HEIEKIARY Debian R4 EANMER SysV XigRY init, BIREIZEERIEAKEX FIAIET systemd B init,
£l Debian BIERFMH

AETHEHRMEMENL SysV XNAEHY init RIS S RGN, REY Debian RAEMIZIFARNHNS LA RFIAE =
£8E, ETHILEMATMENEEX, EREML nit REMWMETRHAERIINEE,

SysV RBHIBENRIZAR EZH T AT L ER.

1. Debian RAEFHNIBITRAI N () FIRE “/etc/inittab” WERYIALR A,
2. Debian ZEFEANZITHRA S HERRAFEIN T ERARNEAFHBESSE,



https://zh.wikipedia.org/wiki/UNIX_System_V
https://zh.wikipedia.org/wiki/Systemd
http://packages.debian.org/sid/initscripts
http://qa.debian.org/popcon.php?package=initscripts
http://packages.qa.debian.org/i/initscripts.html
http://packages.debian.org/sid/sysvinit-core
http://qa.debian.org/popcon.php?package=sysvinit-core
http://packages.qa.debian.org/s/sysvinit-core.html
http://packages.debian.org/sid/sysv-rc
http://qa.debian.org/popcon.php?package=sysv-rc
http://packages.qa.debian.org/s/sysv-rc.html
http://packages.debian.org/sid/sysvinit-utils
http://qa.debian.org/popcon.php?package=sysvinit-utils
http://packages.qa.debian.org/s/sysvinit-utils.html
http://packages.debian.org/sid/lsb-base
http://qa.debian.org/popcon.php?package=lsb-base
http://packages.qa.debian.org/l/lsb-base.html
https://zh.wikipedia.org/wiki/Linux_Standard_Base
http://packages.debian.org/sid/insserv
http://qa.debian.org/popcon.php?package=insserv
http://packages.qa.debian.org/i/insserv.html
http://packages.debian.org/sid/systemd
http://qa.debian.org/popcon.php?package=systemd
http://packages.qa.debian.org/s/systemd.html
http://packages.debian.org/sid/uswsusp
http://qa.debian.org/popcon.php?package=uswsusp
http://packages.qa.debian.org/u/uswsusp.html
http://packages.debian.org/sid/kexec-tools
http://qa.debian.org/popcon.php?package=kexec-tools
http://packages.qa.debian.org/k/kexec-tools.html
http://packages.debian.org/sid/bootchart2
http://qa.debian.org/popcon.php?package=bootchart2
http://packages.qa.debian.org/b/bootchart2.html
http://packages.debian.org/sid/pybootchartgui
http://qa.debian.org/popcon.php?package=pybootchartgui
http://packages.qa.debian.org/p/pybootchartgui.html
http://packages.debian.org/sid/mingetty
http://qa.debian.org/popcon.php?package=mingetty
http://packages.qa.debian.org/m/mingetty.html
http://packages.debian.org/sid/mgetty
http://qa.debian.org/popcon.php?package=mgetty
http://packages.qa.debian.org/m/mgetty.html
https://wiki.debian.org/BootProcessSpeedup
https://www.debian.org/doc/manuals/debian-handbook/

Debian & Fift 80/ 260

3. Debian ZAFEARNMEEN S AFBITRA (23] 5) ABMENTRLARS.

ZHAPEANYRIEITER, TEIRZEMNSH “init=" 18E, WE “/etc/inittab” FHY”initdefault” TIETE,
B % %M Debian RLLUIETTRAN 2 250,

init RALFFHITRIFTBIIAS4ERE “/etc/init.d/” BRH,
£ 0l init(8). inittab(5) & “/usr/share/doc/sysv-rc/README.runlevels.gz” UASKEREALIAVAREE,
3.21 BITERRIENX

B BTRIBERA-—ITBERTRERE, HIFENSXAWT,

BT A Bx EBEITRAERR ERER

N x RGB58 () &KkHl (8B “/etc/reN.d/” BXE)
0 /etc/rco.d/ BERRZELE

S /etc/rcS.d/ BaNMERAFERX (31&: “s7)
1 /etc/rcil.d/ MKEREPEX T RN ERFER
2 /etc/rc2.d/ ZHFER

3 /etc/rc3.d/ EE

4 /etc/rc4.d/ EE

5 /etc/rc5.d/ [ E

6 /etc/rc6.d/ V=R

7 /etc/rc7.d/ BRI ZAFPENEEERNER

8 /etc/rc8.d/ EE

9 /etc/rc9.d/ Gl

Table 3.4: iB1TR A R EERTTEHBIIR

flgn, fRe]EEFIEPERNTHSRFETRINER N 4
$ sudo telinit 4

VAV

@ Debian RLEARWMN 2 E| 5 Z BB ITRBITNE T AIFHIIE XX 5], Debian RANEIE AT EKIL
{8, (tBFi 2%, Debian BEARZLINE Linux, B ARE Sun 28R Solaris, W AREEEH HP-UX, thRE IBM
By AIX, BARZ:)

Ny
@ Debian RATELTRIIZFAREMZITRAIM 7 2 9 AN NAE R, EHBY Unix ERFRNERXLIZITH

7l

3.2.2 E1TERFNNEE
Y init(8) X telinit(8) $FIBITRINEB R “<n>” B, RAMITVALMANEETIZMT,

1. “/etc/re<n>.d/” BRTU— K" ITMHAAERFBIIFEHF R “stop” SHMIT. CRIERS)
2. “/etc/re<n>.d/” BRTFU— “S” ITAMMAFZFBINTFEFTEAN “start” S8HIT. (BHIRS)



https://zh.wikipedia.org/wiki/Runlevel
https://zh.wikipedia.org/wiki/Runlevel
https://zh.wikipedia.org/wiki/Red_Hat_Linux
https://zh.wikipedia.org/wiki/Solaris_(operating_system)
https://zh.wikipedia.org/wiki/HP-UX
https://zh.wikipedia.org/wiki/IBM_AIX
https://zh.wikipedia.org/wiki/IBM_AIX
https://zh.wikipedia.org/wiki/Runlevel
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Runlevel
https://zh.wikipedia.org/wiki/Runlevel
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ian, EEMSITRAFIERTE “Siesysklogd” F “s20exims” WAFSHEEN MG, FA1EE “. . /init.d/
sysklogd” #0 “../init.d/exim4”, #4 “S10sysklogd” HE7E “S20exims” ZEIE1T,

XFEEMIRFACRARE T EHEAY System V KIBRIBINR L, 7E Debian R4 lenny K ARIAIARA P EERA,
R, SIEARAH) Debian RAMILELERITE M HIALHIA,
+ insserv(8) G FIA LSB BMRHMIEE T EHMBEMAMKBIX R,
- 80 “/usr/share/doc/insserv/README.Debian”,
- 7E init BIASSLERE X #9 LSB EUKEHE DIRIE T FT SR 23IRAYET AT,
- B0 Linux fRENSE 3.1 bk, £, R&AHIBEK.
“BRIAGEREFITREN” BIKRT

o= =

?Ei}‘dﬂ‘" /etc/rcS.d/” BRI SHHEMEMEN, FRIERIC4EPERE THREN

3.2.3 BITHRHIEERG
BIaN, EFRAIRESION T 24 Red Hat Linux BEITRII R L,

« init EXIALA runlevel=3 B R4,

« init NETE runlevel=(0,1,2,6) At E5 gdm3(1),

+ init &7 runlevel=(3,4,5) B /B35 gdm3(1),

AIABE &R /etc/inittab” R B BNERH B BRI MERBFRFRFNGITRANEETELIN sysv-rc-

conf & bum REXGI TR, MRMRABAGLSITANMNE, WTRMNIZEHEMIZE (BARXK gdn K4
BfF, EERREETEFREFE ),

# cd /etc/rc2.d; mv S21gdm3 K21gdm3

# cd /etc; perl -i -p -e ’'s/Aid:.:/id:3:/’ inittab

BIELHBHNERSZEEHIER: xdm,gdm3,sddm #] wdm, ”/etc/X11/default-display-manager” XS4

BE,

==
R

(R Rl ATEAEAIIZHI & SR E A startx(1) a5 < B8 X,

3.24 B4 init AEKIANSH

»/etc/init.d” FEYEA init IAREKIASEH etc/default” FRIN RN XHFLES, ENNXGHRESNETESN
fic, XLEHRZE Debian REAFER, ENTAEAES T Red Hat Linux M EM &L 1THRFH)”/etc/sysconfig” Bx, ¥l
i, “/etc/default/cron” BJA¥EHI”/etc/init.d/cron” BiEiTA R,

The ”/etc/default/rcS” file can be used to customize boot-time defaults for motd(5), sulogin(8), etc.

MRBINBXLETENEARIMRATEEZNNR, BAMRNIZIEN nit A, TR ERAEERFURENLEE
X,



https://zh.wikipedia.org/wiki/UNIX_System_V
http://refspecs.linuxbase.org/LSB_3.1.0/LSB-Core-generic/LSB-Core-generic/tocsysinit.html
http://lists.debian.org/debian-devel-announce/2010/05/msg00009.html
https://zh.wikipedia.org/wiki/Red_Hat_Linux
https://zh.wikipedia.org/wiki/Red_Hat_Linux
http://www.debian.org/doc/debian-policy/ch-opersys#s9.3.2
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3.25 FHAF

AZBETREENR, ERMIEHE, B5EE]"/etc/init.d/hostname.sh” iIZ1TER D S B init H(IAIRE T R
KENE (FFA hostname %), LLENBERFEE"/etc/hostname”, INMXENZRBERAENE, MAZL
Mg A,

ANHEBEUEBIT hostname(1) 85 ] AFTENE SRTRIEN A,

3.26 XHAR%

ERRXERAERNIRHREAZIER T, EXERAE S BITFLEILI TR init BIABEIEE,
« ”/etc/init.d/mountkernfs.sh” BF”/proc”, »/sys” EER FTHRZXEGR L,

« ”/etc/init.d/mountdevsubfs.sh” BF”/dev’ FHIEINXXHEH RS

« ”/etc/init.d/mountall. sh” for normal filesystems using ”/etc/fstab”

« ”/etc/init.d/mountnfs. sh” for network filesystems using”/etc/fstab”

BIRARZ S B 4 (procfs, sysfs, 1 tmpfs FAF /proc, /sys, /tmp, /run &5 ) WIEEEINE”/etc/default/
rcS” FigE, &% rcS(5),

ERMME G RFRVIEFE A LAE/etc/fstab” RIRE, £&% 957 10,

==
=)

SERR ERIMLE S R ARV E R R ML E D B AR F 168,

H
@ RIBHHEIEHE, EERTRRBXERALUGE, "/tmp”, "/var/lock”, ¥1"/var/run” RGN XS E

o

Hi & D

3.2.7 MEREFEOVIAKL

MLEIEOE S BITHRFEiT 553EF)”/etc/init . d/ifupdown-clean” #1”/etc/init.d/ifupdown” Y init fiiZs
KA. &EBF 5 EXRGBEEENNES,

3.2.8 MLERRSZVIBIL

UEMERS (BEF 6 B) £RHZSHAAEIMRHEET nit IAEZEABETIFHIERSD, B30 “/etc/re2.
d/S20exima” (BITRFIFM 2) BE—NMEE”/etc/init.d/exims” BT SHEE,

— L 4& AR5 BEMS{E A super-server inetd (BEEMFNY) B, EEHNHIEHE, inetd BT H4#EE]"/etc/init.
d/inetd” 89”/etc/rc2.d/S20inetd” B& (BITER A 2), IBAEX L, inetd RIF—NMNEEBITHISFIPHELR R
HE#E, BETRANRE,

Whenever a request for service arrives at super-server inetd, its protocol and service are identified by looking them up in the
databases in ”/etc/protocols” and ”/etc/services”. inetd then looks up a normal Internet service in the ”/etc/
inetd.conf” database, or a Open Network Computing Remote Procedure Call (ONC RPC)/Sun RPC based service in”/etc/
rpc.conf”.

Sometimes, inetd does not start the intended server directly but starts the TCP wrapper program, tcpd(8), with the intended
server name as its argument in ”/etc/inetd.conf”. In this case, tcpd runs the appropriate server program after logging the
request and doing some additional checks using ”/etc/hosts.deny” and ”/etc/hosts.allow”.

AT ERGRE, NMZRAIENXEMERSEF. SEF 464 T,

2% inetd(8), inetd.conf(5), protocols(5), services(5), tcpd(8), hosts_access(5), host_options(5), rpcinfo(8), portmap(8), 17/
usr/share/doc/portmap/portmapper.txt.gz”,



https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/TCP_Wrapper
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3.29 R%ZEE

»/etc/default/rsyslog” #1”/etc/rsyslog.conf” BEEEHENX A A EEMBASEXUNREE TR, 7 1sys-
logd(8) #0 rsyslog.conf(5), HRILASILEE 9.2.2 T,

3.2.10 AZER

»/etc/default/klogd” BB EE X AZBERHNBEEXGNERER. EXHFIREKLOGD="-c 3" ARFEBIT"/
etc/init.d/klogd restart”, £ klogd(8),

fRtha] AE IR T AR E e HEiRIE 2 R A,

# dmesg -n3
BIRERIE BIRR IR 15 BB
0 KERN_EMERG AEA0TH
1 KERN_ALERT 1T R uh7# 31 BIKEY
2 KERN_CRIT 5k Tas
3 KERN_ERR HBiREH
4 KERN_WARNING EEEHF
5 KERN_NOTICE EREEENEHF
6 KERN_INFO BEER
7 KERN_DEBUG debug HFFIEE

Table 3.5: RIZEEIRK BT

3.3 udev R4

Linux A#% 2.6 FIEHBIAZ, udev R4 R T BEEAFLRIMAGBENE. (ZX udev(?7)). EFRZEUFMIENE
Wi £, udev RFFERAM sysfs XIERFE (BUFE 1.2.12 ) NEREN—MAFETE, £ modprobe(8) 12FF (B0
3.3.1 73) MESFHFEMBRIIAZIER, SIZMENMAVIRE T R,

N
MBEHRFFELIER, "/1ib/modules/<kernel-version>/modules.dep” ;&5 # depmod(8) IEE4RY, &R
BIEEARSM udev RAAIREAEEM A NI, MiT'depmod -a”’ RIEEE,

BETSMNBREF, JBIT”/etc/udev/rules.d/” Bf udev XHREE. SEIEIARIFLN @ I BNSEMAIR
F, BRTABRFNIMLE I FZIN, REMIFFRSIIE B, BILRINFNE IR, PLEI% S LRI MELIIN, fRt2 B[ A J USB &
ZERMETIRE, EMERSIRER, S0 Writing udev rules” 5¢”/usr/share/doc/udev/writing_udev_rules/
index.html”.

BT udev RAR—MEAZNHNNEY), REECSUEEIT T IEAHL, AXERREH®TRINES.

BR
"/etc/fstab” E@AVEHMN, RETRANERESHN, REE92ER UUID REFHIRE, KRB /dev/sda” z
EmigER. 8% 953 5.



https://zh.wikipedia.org/wiki/Udev
https://zh.wikipedia.org/wiki/Sysfs
http://www.reactivated.net/writing_udev_rules.html
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
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3.3.1 RZIERYIEE

i®iT modprobe(8) F2/E RINFIMIBRPIAZAERR, (EFA1859 A IR B IE1EE1THY Linux K%, udev B4 (BIE
3.3 ) BaftE R REE B RAZAE R 1AL,

T EIEE RS TR RE A IR NS IR, EERISCINE, IBEAE”/etc/modules” X EFH (8 1 modules(5)).

« TUN/TAP #R3R{Z #t EEHARY Point-to-Point 4E1% & (TUN) FIEHLEY Ethernet A KMIMLE 1R & (TAP),
« netfilter #RIRIZ M netfilter B NIFBES] (iptables(8), 58 5.9 T9),
« watchdog timer JXFNIEIR,

modprobe(8) 2 7 HIFC & X 4 2% modprobe.conf(5) BRI /etc/modprobes.d/” BXF, (MRREEF BN
IIHFLAZIER, EEIEEIMERNBEREMIE"/etc/modprobes.d/blacklist” XHE.)

»/1ib/modules/<version>/modules.dep” X depmod(8) F2F 4R, TR T modprobe(8) 125 & AR LR
R

pES=
WMRREBoNET HIAZIR N @)W, 3F modprobe(8) B HIARIR NN EK (O], "depmod -a” B] LA@IE E #4"modu
les.dep” KFRIXLE o],

modinfo(8) 2 £ 7R Linux WIZIEIRIEE,
Ismod(8) F2 /7 A FERIIENER”/proc/modules” AR, BI/R 2Bl AZINEL T HRLARIR,

B
{REERBIBHRINIRRFE LWEHE, SNE 943 1.

N
{RE] ATE /RSN EC B RE (RSB HHISIE. BUE 944 .

"R
{RE] AT 4w i¥ R RIBIIRAVETIRIREBISZES, S05% 9.9 7.



https://zh.wikipedia.org/wiki/TUN/TAP
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Watchdog_timer
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Chapter 4
TAE

SAP (2R ) FZ2NRRZN, FEHITIME, BIABHEREE.

PAM HOBE B i FTRE S SHEIRIN R L, (RIS — S IR CD, S&EIRI—MECH boot 77X, 79
THERS, REERERENBINARRHLUIEHER,

or

Bt I

H
ERET 2013 F£4 7RI Debian 7.0 (Wheezy) fwRE/), FIUERBEETFITM,

4.1 —R%AY Unix iAIE

—H&HY Unix IAER PAM  ( Pluggable Authentication Modules, BIBJ#EABYISIERER ) T HI pam_unix(8) HEHR I i

YAY-] E
M3 NEEXHNT, EAMZEER “:7 9F.
X5 W FRF ] L)
/etc/passwd “rW-r--r-- root root (BAXH) AFKEER
/etc/shadow rW-r----- root shadow | ZEMENRAFKSER
/etc/group -rwW-r--r-- root root HER

Table 4.1: pam_unix(8) {3 NEEREXH

“/etc/passwd” BIETIIAR,

userl:x:1000:1000:Userl Name,,, :/home/useril:/bin/bash
user2:x:1001:1001:User2 Name,,, :/home/user2:/bin/bash

90 passwd(5) FRPTIR, XAXEFRHE “:7 DRIIBIME XM T,
- BRA
- HRORZIVIAER



https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
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- BFHARIAF ID
- BFRBIA ID
- AFRSERFE
- AFREZR

- INARAF RS MR

)i

“/etc/passwd” MR ZINE L2 ARRENZBENZE, E5IAT “/etc/shadow”
:_Eto

l:l ’

Z IR SR B =R RS A

ES 1 ER

(%) TEZBHIKS

X INZERZBFREFE “/etc/shadow”
* TEERAKS

! TEERFIKS

Table 4.2: “/etc/passwd” F_IMMWAAR

“/etc/shadow” BETIAE.

userl:$1$XopOFYHISIFxyQwBe9b8tiyIkt2P4F/:13262:0:99999:7:::
user2:$1$vXGZLVbS$ELYErNf/aguDsm1iDehJIMS/:13261:0:99999:7: ::

g shadow(5) HFTA, XNXEFHE “:" HREMOBIEXWT,

- BRAB

- MNZEAIZ (FFKEY “$18” RREMA MDS5 INZ, “+" RRLIEER. )
- RE—RIERZBARE, HRRM 1970 F 1 A 1 BEMXE

- RFAPBRIERZBBIIXLKIERE

- AP MIUERZBRIR LB

- BRRAMEIRRE, FEUHEAFPRWRES

- BRAREHRE, ERIEZBKIBSWRIES

- ISRV E, HRRM 1970 F 1 A 1 BEMHRE

“/etc/group” BBETIINEA.

groupl:x:20:userl, user2

g0 group(5) FRPTIR, XAXEFHE 17 DEIBMEXATF,

- HEH

- NZBRMZE (FSWELEFER)
- BFRABA D

- A 4 RIAFBYIR
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EE
“/etc/gshadow” Jg “/etc/group” B TE “/etc/shadow” HE{URITHAE, (B8 HEIEH{ER,

pES =
W R"auth optional pam_group.so” X{THRINZE| T"/etc/pam.d/common-auth”, # HE"/etc/secur
ity/group.conf” B#{TTiRE, —MNAFPRISKFRAMPIAENSRIM, S0 pam_group(8).

ESY
base-passwd REBEEST —MAFPMANESXHE: “/usr/share/doc/base-passwd/users-and-gro
ups.html”,

4.2 ERERKSHZBEER

—FEZEE lt: mk?{nlu\mi ﬂ o

e ThAE

getent passwd <user_name> Joa “<user_name>" HIKEEE
getent shadow <user_name> M FP”<user_name>” [RBRIKFPEER
getent group <group_name> N “<group_name>" FHEER
passwd EERSZE

passwd -e FRGENIKS1RE — R TERN G

chage EEZNERIER

Table 4.3: ERKSEEMGHS

Heppy—LEINEE R root fEA, FRGFNBURHIMZEZES I crypt(3)s

/EEE'
EIRE T PAM F NSS H9Z 4 £ (5190 Debian alioth #1288 ), Aihfy “/etc/passwd”. “/etc/group” 1 “/
etc/shadow” BIEEREWARAREFER, LRMGSEELTXIMIMETRIBRERH.

4.3 1F=415

ERRLTRINEIT — MRS EFER passwd(l) SR, RMIZEFE—NMNTFEL, ENiZAG6 2 8 MNERARM, EFRE

BT IRE passwd(1) IREMNENMESHH— NS 4‘?%’%

. INEFF

s F 0
s IRES

:

9

g5
@ DHEPAEFERTUBEINGE, KSE, SNIESHE. BIESH, it £0. KREMANEYNEF. F
B, BEREMNF/FEI (FIE0 “123457 3 “qwerty” ) HEBEFBRENTIEE,



http://alioth.debian.org
https://zh.wikipedia.org/wiki/Password_strength
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4.4 ZINNZRIEERG

TEHE-LAT £NErNZEZE fYRIIT R,

RER T K/ me Ihee
whois V:60, 1:871 338 mkpasswd BE crypt(3) EFT B TERI AR
openssl V:785, 1:988 1255 ;2:2331 HE BB (OpenSSL). passwd(Lssl)

Table 4.4: £ ZEI TR

4.5 PAM %1 NSS

WA HIZE Unix 24 (5190 Debian 545 ) 32t PAM ( Pluggable Authentication Modules, 1HATIGIE/ER ) F NSS
( Name Service Switch, B&#ARSZ N ) HBILRIBRAEIES, EtiIEBRERCHNRR. SN UMER
ATl

« PAM SN RARERM T — M RIEFIAENG, FELERET 2 BIENR IR,
« NSS It T — M RIBFNBMARS G, ELEW C inEEER, EHIL01s(1) 0 id(1) XHEFRFEFRISR P ERM,

PAM F1 NSS R AN TRIFHLE — 4,
PAM F1 NSS RZEHREEMREEIANT,

REE TE XV | 5HER
Iibpam-modules | V:843,1:999 | 870 BANRIERR (ErlifRS)
Iibpam-1dap V2, .17 242 727F LDAP BORVEA RN IRIETRIR
tibpam-cracklib | v, 147 113 | B crackiib STHOBARMITER
Iibpam-doc 1.2 1019 | FEANIEUEAZEIR (html FIX A )
1ibc6 V:933,1:999 | 10679 | GNU C FE: EHRE "BfR3I%R" RBHEZE
glibc-doc .14 3129 | GNUC [E: FEBEITimE
glibc-doc- I:5 11934 | GNU C FE: &5, & info. pdf 1 html #8z{ ( non-free )
reference
Iibnss-mdns 1:561 107 FIF#EFTZHE DNS ZF5HY NSS 2R
1ibnss-1ldap .15 255 NSS &R, FT1ER LDAP fFEA— 1T BMIRSEH
_ ' NSS #&3R, AT EH LDAP fEA— A EfMRSEH (1ibnss-
libnss-1ldapd 1:20 143 1dap B9 fork )

Table 4.5: PAM #1 NSS RAEFREEMHEE

+ libpam-doc A “The Linux-PAM System Administrators’ Guide” 27T fi# PAM ECERINEXHY,
+ glibc-doc-reference HfJ “System Databases and Name Service Switch” 2 T fi# NSS Fg EFIE E#4,

B
{ReJLAER “aptitude search ‘libpam-|libnss-’" G$EBESMHEXREE, NSS BEHAJEEEKE
“Network Security Service, ME&Z£MRE", EARRTF “Name Service Switch, ZFfRSZIR",

=z
EE

PAM A B MEFHIBHEIMEE B H A RRINMERNRER T,



https://zh.wikipedia.org/wiki/Salt_(cryptography)
http://packages.debian.org/sid/whois
http://qa.debian.org/popcon.php?package=whois
http://packages.qa.debian.org/w/whois.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon.php?package=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Unix-like
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/C_standard_library
http://packages.debian.org/sid/libpam-modules
http://qa.debian.org/popcon.php?package=libpam-modules
http://packages.qa.debian.org/libp/libpam-modules.html
http://packages.debian.org/sid/libpam-ldap
http://qa.debian.org/popcon.php?package=libpam-ldap
http://packages.qa.debian.org/libp/libpam-ldap.html
http://packages.debian.org/sid/libpam-cracklib
http://qa.debian.org/popcon.php?package=libpam-cracklib
http://packages.qa.debian.org/libp/libpam-cracklib.html
http://packages.debian.org/sid/libpam-doc
http://qa.debian.org/popcon.php?package=libpam-doc
http://packages.qa.debian.org/libp/libpam-doc.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon.php?package=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/glibc-doc
http://qa.debian.org/popcon.php?package=glibc-doc
http://packages.qa.debian.org/g/glibc-doc.html
http://packages.debian.org/sid/glibc-doc-reference
http://packages.debian.org/sid/glibc-doc-reference
http://qa.debian.org/popcon.php?package=glibc-doc-reference
http://packages.qa.debian.org/g/glibc-doc-reference.html
http://packages.debian.org/sid/libnss-mdns
http://qa.debian.org/popcon.php?package=libnss-mdns
http://packages.qa.debian.org/libn/libnss-mdns.html
http://packages.debian.org/sid/libnss-ldap
http://qa.debian.org/popcon.php?package=libnss-ldap
http://packages.qa.debian.org/libn/libnss-ldap.html
http://packages.debian.org/sid/libnss-ldapd
http://qa.debian.org/popcon.php?package=libnss-ldapd
http://packages.qa.debian.org/libn/libnss-ldapd.html
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4.5.1 PAM #1 NSS ija)f9i2 & S
THEHZ—L PAM 1 NSS 5| EEMR B X4,

EEXH ThEE
3 13 i = U B 7;%
/etc/pam.d/<program _name> gglm d<([;|)'ogram_name> EFRE PAM ECE; £/ pam(7)

/etc/nsswitch.conf

PAETRSEEZEIRE NSS &, £ I nsswitch.conf(5)

/etc/nologin 18T pam_nologin(8) HEIRFRFIAHF~ E &
/etc/securetty B3 pam_securetty(8) FRIRFEH] root 1510] tty

/etc/security/access.conf

IBIT pam_access(8) HEIR1ZE 1 [0] PR I

/etc/security/group.conf

81 pam_group(8) IEHRIX B E T HHIPRH]

/etc/security/pam_env.conf

BT pam_ env(8) *m

/etc/environment

J_J;J“-mﬁ ‘readenv=1" SZHJ pam_env(8) IRIRIZEENINIIAIE

Ri

/etc/default/locale

B 8a "readenv=1l envfile=/etc/default/locale”
SR pam_env(8) IS EIBSIMEE (£ Debian REEH )

/etc/security/limits.conf

181 pam_linits(8) IRIRIZE FIRFRHI (ulimit, core FF

/etc/security/time.conf

BT pam_time(8) HRIR1Z & B (8] PRl

Table 4.6: PAM 0 NSS 1 [a]ffc & 4

ZRDE IR AIPR I BT PAM IR pam_unix(8) 1 pam_cracklib(8) SR3EIHY, EATRILAEE & BMNSEHITRRE,

N
PAM fEIREXHBHERES “.so”,

452 WMANEFARRERE

IL{tEIJEI:P_t%gE BRI UERAEPRRWEZEB RIF01HIY (LDAP) REZEHITIE, MNMiBILME
Unix F13E3E Unix &4, B=HFRKIAEIPIXEIFIRSIELZ OpenLDAP 34,

LDAP fr$528{E A H PAM #1 NSS E’J llbpam ldap #1 1ibnss-1dap B4 5 Debian RAIREWKSEE, EE
—LEmER/ZA LDAP (FSBFEATX/MEE, HFETHENERAREE_FMNERS., BEXMAIRE TRIZTIA
Fo X

« fRBIEIT—MER, BIUIEIIAY LDAP PR slapd(8), KEIEFRIUH) LDAP fRS523,
« {R¥E “/etc/pam.d/” BRTH PAM BBEXHE, R “pam_ldap.so” EREIAE “pam_unix.so”,

— Debian {£F “/etc/pam_ldap.conf” #EJ5 libpam-1dap HIERE X,
77 root BRIHSL I,

« {R7E “/etc/nsswitch.conf” XHHET NSSEEE, FA “ldap” BREAIAE (“compat” =k “file”),
— Debian £ “/etc/libnss-1dap.conf” {EJ 1libnss-1dap BIECE X4,

« ATZBBMES, {RUFIL libpam-1dap £ SLL ( B¢ TLS ) &%,

« ATHIR LDAP MEFHBIRITEM, (RIE 1ibpam-1dap €A SLL (3% TLS ) &#,

« ATEL LDAP MEERE, RRAIZEARMISIT nscd(8) SREZTFEM LDAP I RER,

BIEIFSE

“/etc/pam_ldap.secret” fER{R

201l libpam-doc B EIRHAY pam_ldap.conf(5) FHIXH4F] “/usr/share/doc/libpam-doc/html/”,
glibc-doc #REEIRMHA “info libc ’'Name Service Switch’”,

K, (RAIMERRERERRES —MEFIANRL.

ATz



https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://www.openldap.org/
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Transport_Layer_Security
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+ [E Windows REZEER A FFIH,

- 1@iF winbind #1 1ibpam_winbind X4 €1i/[a] Windows domain AR%3.
— & winbindd(8) #1 Integrating MS Windows Networks with Samba,

- EIHEMNZE Unix RAEERMAFPTIA,

— BT nis BEELIAIE] NIS (ZFiAY YP) B NIS+,
— 71 The Linux NIS(YP)/NYS/NIS+ HOWTO,

453 “}ft4 GNU su 7~3235 wheel 4H”

XZ7EIRM “info su” JEEB Richard M. Stallman FTiZf— AR S, HI3Bilr: Debian RLEHF LA su s SERT
PAM, XHHTE “/etc/pam.d/su” HEATHHE “pam_wheel.so” W17/, FMAEEHEFREIIE wheel HRIFF su 3
root ¢HRYEE

4.5.4 EIERYERRDEN

L% libpam-cracklib 34 E{REERZ IR HI{E B ™ HEAIZRI NN, FI40, @iT7E “/etc/pam.d/common-password”
AR I,

3FF squeeze KITHR:

password required pam_cracklib.so retry=3 minlen=9 difok=3

password [success=1 default=ignore] pam_unix.so use_authtok nullok md5

password requisite pam_deny.so
password required pam_permit.so

4.6 HERHIET

=
,E

ME 9315 SRMEINRNEZLZEE (SAK) 8L

£
e

B
A systemd BIR AP, FILAEA logind KEIEAFMER. £ systemd-logind(8).

4.6.1 sudo

sudo(8) RF B I THE—NRAZIER 7] A AP ZPRM root AXPRFHIEE root ;EENMIRITHI, sudo REE—NELER
FPRIZERE, &3 sudo MEFBFFIEITIRE “/etc/sudoers” FREINRERE, 20 “/usr/share/doc/sudo/
examples/sudoers” FZE 1.1.12 FHNEERG],

BfF sudo BTFEAFRA (E0RF 1112 T) BATHIEECTERMENERETH, RBDOAMS, HAAER
sudo RELER root IKSIRIER ARSI, FIg0, FIHLSH “<some_file>" KIFABENEZR “<my_name>",

$ sudo chown <my_name> <some_file>

Y RINRIRENIE root D ( LEUNE TR E Debian KR F R ), EFFAFKSEFIUMER “su -c” iLEMGHSMU

root BT,



https://zh.wikipedia.org/wiki/Windows_domain
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/integrate-ms-networks.html
https://zh.wikipedia.org/wiki/Network_Information_Service
https://zh.wikipedia.org/wiki/NIS+
http://tldp.org/HOWTO/NIS-HOWTO/
http://en.wikipedia.org/wiki/Secure_attention_key
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#logind
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4.6.2 PolicyKit

PolicyKit 1E3E Unix R{FR AP EHI BN RANRI—MEIERFBH,

EY GUI B REEF, EiRTHIEHR, REFEASREIEREIT, ENET PolicyKit RAVFHIZER, MITERE
1B1F,

£ Debian 24, PolicyKit PRI T BT sudo HRIA FIK SR FRLE,
& Il polkit(8),

4.6.3 SELinux

Security-Enhanced Linux (SELinux) & — MU EINPRARIRAVAESS, ELEEBEAYZE Unix T2 HRIR mandatory access control
(MAC) ZRBEE 48, root IXPREF L F M T PR,

4.6.4 PR&IV50)FRLRRS IRIVARS
WagLems, RUENZRARSER, 82— 1MNFNER., WERSZEGKREN. BNMERNRS, F1EREEHRE
B5TIP#HFE (daemon ) EUE, TR2iBT super-server F2FEIE, HHWIAARTEMXEE,
2127, LEaNii sshd(8), fEAET PAM BYAalEHl, tHIRHFS FTURREIV 0] — LAk S inkiZ .
« BBEX: /etc/default/<program_name>”
S ASTP#HTE (daemon ) BITRIIEE
» PAM (Pluggable Authentication Modules)
« super-server {£F”/etc/inetd.conf”
« TCP wrapper {#/”/etc/hosts.deny” f1”/etc/hosts.allow”, tcpd(8)
« Sun RPC” 8/ /etc/rpc.conf”
- atd(8) {£H”/etc/at.allow” #1”/etc/at .deny”
« crontab(1) ff”/etc/cron.allow” #”/etc/cron.deny”
+ Network firewall Snetfilter #E52

o~ e e

DIEE 323 1,5 324 B, 5 451 1,5 3.28 THHE 59 .

W

RBR
NFS fIEEETF RPC iR, EZERE Sun RPC R,

"R
WRIFZFZV50) R FHY Debian R4 E0)f, EF#E"/etc/hosts.deny” ERETFFE"ALL: PARANOID” iX i1 K
MEEE, BIETIEEE, (ERMGUIEEXMITARMTRNZENE, )

4.7 T2IAUE

==
=)

XENEEHRTABE2RARIFNEEFIN, EXHUE—MFHFFR.



https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/Security-Enhanced_Linux
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/Mandatory_access_control
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Pluggable_Authentication_Modules
https://zh.wikipedia.org/wiki/Super-server
https://zh.wikipedia.org/wiki/TCP_Wrapper
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
https://zh.wikipedia.org/wiki/Firewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
https://zh.wikipedia.org/wiki/Open_Network_Computing_Remote_Procedure_Call
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4.7.1 GEBENZLLE

FZRTNERERS, REERFERAXANZRBIANLE XRIFFZENHN, BE AN GEMERAX ARG, &
RO EERE MR B TR, (REEHE BITIXERRSS, R Transport Layer Security” (TLS) St ERJEI S, ”Secure Sockets Layer” (SSL)
, BEMZERESEEBEANENMBERAENL S,

AE2HRB A Ui [ ZEMRS B Ui [
www (http) 80 https 443
smtp (FRH) 25 ssmtp (smtps) 465
ftp-data 20 ftps-data 989
ftp 21 ftps 990
telnet 23 telnets 992
imap2 143 imaps 993
pop3 110 pop3s 995
Idap 389 ldaps 636

Table 4.7: REMAREHMRS IO TR

INZZ/EFE CPU Bt jal, {ERN CPU BmMBNRAR, ReJUMRFERANXAEN, NNVEAZTLINEDIXINZZE,
EEgNi%: POP {8 F3” Authenticated Post Office Protocol” (APOP), SMTP #1 IMAP s FH”Challenge-Response Authentication
Mechanism MD5” (CRAM-MD5), ( {REVHBA2Es F imiEid B BRI L (REVABA-AR S5 88 R X MR 4RY, RIERITREAIEIZ
im0 587 KA BEEHRY SMTP im [ 25, X#EFP] LB REER CRAM-MDS AIEB R, MBREEFEE 25 im0, )

4.7.2 ZZ£ Shell

L2 Shell (SSH) R EAZLINEREHAZEME EAANREEEN Z2ENLLNZET. EH OpenSSH EF
i, ssh(1), 1 OpenSSH f5 & SF#Pi#F2 (daemon ) , sshd(8) £BR%.SSH K 45 & 451, TTAZA POP Fl X ZZEMAE
LGB EIE, FETUEEREMN EZ2EH,

EZEPime]UMERMTARRIMEED : EFENIAE. AINE REENZIAE. ZRBIANE, FERQEIALE, =T
TUEEREBEER, S0UE 69 1.

4.7.3 GEMEIINIEZEAN

BI{&E{/R3z1T Secure Shell (SSH) [ Point-to-point tunneling protocol (PPTP) :X#HZ 2RSS, EEEM L, MABHEE
HAFERNB/NEBKREHFA, FEFEBMERIE (ERE 59 7)), HNITENE2IE—i, FJUREAZLEE,

RHEE ATE KT iRER

Kknockd VL 13 89 ]/(J;rﬂl’gkfzc{;t—knock JEESTIF#TE (daemon ) knockd(1) F1E P i
fail2ban V:96, 1:108 1290 | ZEEEMZMAIERER 1P

Iibpam-shield V:0, 1.0 107 EEHBENEENEEREEXEINE

Table 4.8: Z{t&fNN LA AN ITRIIFR

4.7.4 root BPLL
JIBBLE ANEF root AXPRIFE(RAGANEE, (REZSM T EAIIRME,

- PRI FEABOYIIR 5]
+ $ifE BIOS RIBLEMTTB AN RS



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://www.openssh.org/
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Point-to-point_tunneling_protocol
http://packages.debian.org/sid/knockd
http://qa.debian.org/popcon.php?package=knockd
http://packages.qa.debian.org/k/knockd.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon.php?package=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/libpam-shield
http://qa.debian.org/popcon.php?package=libpam-shield
http://packages.qa.debian.org/libp/libpam-shield.html
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+ 1 GRUB XEXSIFIREREN
.+ $i{¥ GRUB 38, =|IiRig

NRETAYIEDGRlRE R, WATUMERTEMP R, AN ERNEER,

1. BREREZE|—ETAIRE BIOS M CD BEhfIEBAX,

2. FREANRBMEAEY (Debian BENMEE, Knoppix CD, GRUB CD, ),
3. HiEEihREHESX

4. fREIRDTXRY/etc/passwd” X, {# root IKFFRBEME_ERAZ,

F grub-rescue-pc , BMERZ2NREMIVER, MNEELRIE GRUB KEBEEEB (ENE 3.1.2 T7) INERE, T2
e, ERTENSBEMNEE,

1. FRAZSBENARGRKER—LLEE, thiiE, “root=/dev/hdaé rw init=/bin/sh”.
2. ¥wi8”/etc/passwd” X, fE root KFPFRENE AT,
3. ERARA.

R4 root shell ILFER] AL BB 1S 1418] T,

ES =N

—BRARE root shell i5[alXFR, fhaEBINEMEMAZR, HrIAEIRRA LHEM R, LS, mBTBAGERA john
#l crack FRHENWRNWBTERILBAMEALNED (2% 9.4.11 ), HKBENEDE, JTUARMEER
FEHITLEER,

PRI KO, XNEMIEIL ERERRFRERER dn-crypt # initramfs (S 0L% 9.8 T3) M%; root 737X (3”/
etc” HX), Lﬁﬂ’]lﬁ REREEBRBNALR,



https://zh.wikipedia.org/wiki/Dm-crypt
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Chapter 5

MFZiZE

R’R
XTF GNU/Linux ML£RERFAE, BEBLinux NEERRFi.

BR
% F Debian TEMMLEFM, EEEDebian BEIEAFM—MWEERE.

( ) EE
AR BEREANNEROBMAAE ("etho”, "eth1”, "wlan0”, ---), ¥k systemd {EF"enp0s25” 2%k
BRI TP 48 1 O 2 F57.

=H

SEET 2013 F£4 M Debian 7.0 (Wheezy) ‘REH), FIUAERBEATEIEM,

[

Bt

N
REARFHMIAIBRY ifconfig(8) &< F IPv4 X HEMEECERIGIF, Debian £ wheezy R1THREFEEER ip(8)
S H IPVA+IPY6 1Y, MODAREMANT, BEIXNFM,

R
systemdifE T, BIBAAnetworkd>REEEMLE, i5E%E systemd-networkd(8),

5.1 EARMLELEN

IEFAIREIF— T AKX Debian 1R FRHIEARMLELEM,



http://www.tldp.org/LDP/nag2/
https://www.debian.org/doc/manuals/debian-handbook/sect.network-config
https://zh.wikipedia.org/wiki/Systemd
https://www.freedesktop.org/wiki/Software/systemd/PredictableNetworkInterfaceNames/
https://zh.wikipedia.org/wiki/Systemd
https://zh.wikipedia.org/wiki/Systemd#networkd
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RG] ATE NINIE S 1iBA
ifupdown V:561,1:995 | 195 fﬁlﬁii}jﬁn FISR B/ AL EIATE T A ( Debian 4575 )
ifplugd V:4,1:20 214 [E B EE B E ML
ifupdown-extra | V0, L:1 96 EE MZENRREIA, 058" ifupdown” X ERITNAE
ifmetric V0, I:1 36 B E BRENEZERONKRHREE
: — BRI, FIA”/etc/network/interfaces”
guessnet V:0, I:0 422 El RIS 1 Fupdown” BYTHES
ifscheme V:0, 1.0 58 BE IRETRIA S, 1E38°ifupdown” 2REEBIRIINAE
ifupdown- ) — — ) —y o
scripts-zg2 V:0, 1:0 147 @t Zugschlus SRIIAS, FATF ifupdown FoEE
;zﬁgggt' V366, 1:469 | 10172 | BBE:: NM | NetworkManager ( SFRi#12 ): EiNSIEMLE
network- _ e
manager - gnome V:236, 1:411 | 6281 Eill= NetworkManager ( GNOME Eijifi )
wicd I:35 35 IEE:: wicd | BEMEENBZEIERS (TREFE)
wicd-cli V20, I:2 59 EE BENEEMEEESS (1T )
wicd-curses Vi1, 15 175 BEE BENMEENEEE RS (XAREEF i)
wicd-daemon V:30, 1:40 954 Eifis BENTEMBEESE (FIPHEE)
wicd-gtk V24, 1:37 574 EE BEENTEMEETEE (GTK+ Z0m )
iptables V:240,1:993 | 1528 Ei%mer $HET R RIS HHH 5B T H ( Netfilter )
. ; = 7] 123 — ==
iproute V107, 1:475 | 23 Fos:: iproute2, IPv6 FIRAMSKMEECE : ip(8).1c(8) =
iproute2 =
SRS ESR ZEO:
i Frename V0, 1:2 122 BE {fE}ET\HE’JF@M ERERBMNEEO
ifrename(8)
ethtool V:94,1:266 | 372 EHS B E R AANMIRZIIRTE
. . . MR : MRS EFEEEN, @EdEVZKIP IE
iputils-ping V:257,1:997 | 111 fﬂﬁt - WEEAERALZEN, B 1P
iproute2 (iproute2 )
iputils-arping | Vi66, 1:405 | 58 EE MAXBE S ERRmfZEN, BT ARPHEIE
iputils- . . = R e 0 42
tracepath V:14,1:264 | 75 @k ERERIARITFZENAVERTR
.. " IR Hi5 _ 123 .
net-tools V:395,1976 | 940 | R NET-3 PIE3 T 248 (net-tools, TPva INEGRCE ):
net-tools ifconfig(8) &5,
. . . . MR MXEEDEROEZEEN, ®ihostnameZkIP HiiE
inetutils-ping | V:0,1:1 337 net-tools (45, GNU)
. _ MBS E R EIE £/, Bx Z
arping Vi1, 128 67 BLE f‘)il)l HE BILiE AL, BT ARPHAE (BRS
1
traceroute V:68,1:.992 | 154 B E IRERERIEEENNERRE (RRAGE, BFE)
isc-dhcp- ] _ EE:: K s
client V:406,1:963 | 649 = DHCP & F i
wpasupplicant Vi294,1:544 | 2528 | B E WPA 1 WPA2 EF i 5 (IEEE 802.11i)
wpagui V:0, I:3 780 EE wpa_supplicant Qt EIf. REE F i
wireless-tools | V:94,1:274 | 286 = E B Linnx TR R TE
ppp V:186, I:515 | 927 Bl A chat %&¥ PPP/PPPoE
pppoeconf V:0, I:11 290 gﬁé” B | REBTF, UETER PPPOE LR
pppconfig VARE 805 EE ICEBNF, CIETER chat ¥ PPP
wvdial V0, I/ 276 EE BB, CUETER wvdial ¥ ppp &% PPP
:|'||“.. . . — 1o ,
ntr-tiny vzss |1 | RO R D esmmrernmg (XARE)
=
— 1 Zn RILTE N Z T T
mtr V:5, 1:40 190 | @k %E E;E}?ﬂﬁf*ﬂﬁﬂg& (CAFE GTK+ 7
gnome-nettool Vi1,1:257 | 2116 | A E FIE IWMNEEEMNTE (GNOME)
nmap V45, 1:432 | 22707 | B E MERBREY/im O35 (Nmap, THIE )
zenmap V3, [12 2842 | [EIE P ZEBRET/im 331 ( GTK+)
tcpdump V:20,1:199 | 1175 | BE W& RE DI (Tepdump, EHRIE)
wireshark V:5, 1:64 71 El= MZ&RE D HT ( Wireshark, GTK+ )
tshark V:3,1:38 370 EE WERENTT FZEFIE )
nagios3 I:8 NOT_FD[END FH. RS, MBGEREEZS (Nagios )
tcptrace V:0, I:1 392 Bl RIE tcpdump BUiEH ERRERBERT
snort V:0, I:1 1920 | FE RIBHIMENRBUMERZR (Snort )
ntopng V0, I:1 684 EE EMTN R PR TRMERE
DINIEAIAAASA I B A AN YR = o010 = ,



http://packages.debian.org/sid/ifupdown
http://qa.debian.org/popcon.php?package=ifupdown
http://packages.qa.debian.org/i/ifupdown.html
http://packages.debian.org/sid/ifplugd
http://qa.debian.org/popcon.php?package=ifplugd
http://packages.qa.debian.org/i/ifplugd.html
http://packages.debian.org/sid/ifupdown-extra
http://qa.debian.org/popcon.php?package=ifupdown-extra
http://packages.qa.debian.org/i/ifupdown-extra.html
http://packages.debian.org/sid/ifmetric
http://qa.debian.org/popcon.php?package=ifmetric
http://packages.qa.debian.org/i/ifmetric.html
http://packages.debian.org/sid/guessnet
http://qa.debian.org/popcon.php?package=guessnet
http://packages.qa.debian.org/g/guessnet.html
http://packages.debian.org/sid/ifscheme
http://qa.debian.org/popcon.php?package=ifscheme
http://packages.qa.debian.org/i/ifscheme.html
http://packages.debian.org/sid/ifupdown-scripts-zg2
http://packages.debian.org/sid/ifupdown-scripts-zg2
http://qa.debian.org/popcon.php?package=ifupdown-scripts-zg2
http://packages.qa.debian.org/i/ifupdown-scripts-zg2.html
http://packages.debian.org/sid/network-manager
http://packages.debian.org/sid/network-manager
http://qa.debian.org/popcon.php?package=network-manager
http://packages.qa.debian.org/n/network-manager.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/network-manager-gnome
http://packages.debian.org/sid/network-manager-gnome
http://qa.debian.org/popcon.php?package=network-manager-gnome
http://packages.qa.debian.org/n/network-manager-gnome.html
https://zh.wikipedia.org/wiki/NetworkManager
http://packages.debian.org/sid/wicd
http://qa.debian.org/popcon.php?package=wicd
http://packages.qa.debian.org/w/wicd.html
http://packages.debian.org/sid/wicd-cli
http://qa.debian.org/popcon.php?package=wicd-cli
http://packages.qa.debian.org/w/wicd-cli.html
http://packages.debian.org/sid/wicd-curses
http://qa.debian.org/popcon.php?package=wicd-curses
http://packages.qa.debian.org/w/wicd-curses.html
http://packages.debian.org/sid/wicd-daemon
http://qa.debian.org/popcon.php?package=wicd-daemon
http://packages.qa.debian.org/w/wicd-daemon.html
http://packages.debian.org/sid/wicd-gtk
http://qa.debian.org/popcon.php?package=wicd-gtk
http://packages.qa.debian.org/w/wicd-gtk.html
http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon.php?package=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iproute
http://qa.debian.org/popcon.php?package=iproute
http://packages.qa.debian.org/i/iproute.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/ifrename
http://qa.debian.org/popcon.php?package=ifrename
http://packages.qa.debian.org/i/ifrename.html
http://packages.debian.org/sid/ethtool
http://qa.debian.org/popcon.php?package=ethtool
http://packages.qa.debian.org/e/ethtool.html
http://packages.debian.org/sid/iputils-ping
http://qa.debian.org/popcon.php?package=iputils-ping
http://packages.qa.debian.org/i/iputils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://packages.debian.org/sid/iputils-arping
http://qa.debian.org/popcon.php?package=iputils-arping
http://packages.qa.debian.org/i/iputils-arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/iputils-tracepath
http://packages.debian.org/sid/iputils-tracepath
http://qa.debian.org/popcon.php?package=iputils-tracepath
http://packages.qa.debian.org/i/iputils-tracepath.html
http://packages.debian.org/sid/net-tools
http://qa.debian.org/popcon.php?package=net-tools
http://packages.qa.debian.org/n/net-tools.html
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://packages.debian.org/sid/inetutils-ping
http://qa.debian.org/popcon.php?package=inetutils-ping
http://packages.qa.debian.org/i/inetutils-ping.html
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/IP_address
http://packages.debian.org/sid/arping
http://qa.debian.org/popcon.php?package=arping
http://packages.qa.debian.org/a/arping.html
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
http://packages.debian.org/sid/traceroute
http://qa.debian.org/popcon.php?package=traceroute
http://packages.qa.debian.org/t/traceroute.html
http://packages.debian.org/sid/isc-dhcp-client
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon.php?package=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
http://packages.debian.org/sid/wpasupplicant
http://qa.debian.org/popcon.php?package=wpasupplicant
http://packages.qa.debian.org/w/wpasupplicant.html
http://packages.debian.org/sid/wpagui
http://qa.debian.org/popcon.php?package=wpagui
http://packages.qa.debian.org/w/wpagui.html
http://packages.debian.org/sid/wireless-tools
http://qa.debian.org/popcon.php?package=wireless-tools
http://packages.qa.debian.org/w/wireless-tools.html
http://packages.debian.org/sid/ppp
http://qa.debian.org/popcon.php?package=ppp
http://packages.qa.debian.org/p/ppp.html
http://packages.debian.org/sid/pppoeconf
http://qa.debian.org/popcon.php?package=pppoeconf
http://packages.qa.debian.org/p/pppoeconf.html
http://packages.debian.org/sid/pppconfig
http://qa.debian.org/popcon.php?package=pppconfig
http://packages.qa.debian.org/p/pppconfig.html
http://packages.debian.org/sid/wvdial
http://qa.debian.org/popcon.php?package=wvdial
http://packages.qa.debian.org/w/wvdial.html
http://packages.debian.org/sid/mtr-tiny
http://qa.debian.org/popcon.php?package=mtr-tiny
http://packages.qa.debian.org/m/mtr-tiny.html
http://packages.debian.org/sid/mtr
http://qa.debian.org/popcon.php?package=mtr
http://packages.qa.debian.org/m/mtr.html
http://packages.debian.org/sid/gnome-nettool
http://qa.debian.org/popcon.php?package=gnome-nettool
http://packages.qa.debian.org/g/gnome-nettool.html
http://packages.debian.org/sid/nmap
http://qa.debian.org/popcon.php?package=nmap
http://packages.qa.debian.org/n/nmap.html
https://zh.wikipedia.org/wiki/Nmap
http://packages.debian.org/sid/zenmap
http://qa.debian.org/popcon.php?package=zenmap
http://packages.qa.debian.org/z/zenmap.html
http://packages.debian.org/sid/tcpdump
http://qa.debian.org/popcon.php?package=tcpdump
http://packages.qa.debian.org/t/tcpdump.html
https://zh.wikipedia.org/wiki/Tcpdump
http://packages.debian.org/sid/wireshark
http://qa.debian.org/popcon.php?package=wireshark
http://packages.qa.debian.org/w/wireshark.html
https://zh.wikipedia.org/wiki/Wireshark
http://packages.debian.org/sid/tshark
http://qa.debian.org/popcon.php?package=tshark
http://packages.qa.debian.org/t/tshark.html
http://packages.debian.org/sid/nagios3
http://qa.debian.org/popcon.php?package=nagios3
http://packages.qa.debian.org/n/nagios3.html
https://zh.wikipedia.org/wiki/Nagios
http://packages.debian.org/sid/tcptrace
http://qa.debian.org/popcon.php?package=tcptrace
http://packages.qa.debian.org/t/tcptrace.html
http://packages.debian.org/sid/snort
http://qa.debian.org/popcon.php?package=snort
http://packages.qa.debian.org/s/snort.html
https://zh.wikipedia.org/wiki/Snort_(software)
http://packages.debian.org/sid/ntopng
http://qa.debian.org/popcon.php?package=ntopng
http://packages.qa.debian.org/n/ntopng.html
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon.php?package=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
https://zh.wikipedia.org/wiki/BIND
http://packages.debian.org/sid/dlint
http://qa.debian.org/popcon.php?package=dlint
http://packages.qa.debian.org/d/dlint.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnstracer
http://qa.debian.org/popcon.php?package=dnstracer
http://packages.qa.debian.org/d/dnstracer.html
https://zh.wikipedia.org/wiki/Domain_Name_System
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5.1.1 FHIEMEM
ENZEIT, Baith2H NSS (BFIRSZ4E1% Name Service Switch) HUEIRZ 3, X MRFTHGHIZANT,
1. ”/etc/nsswitch.conf” X B hosts: files dns” XER I E TN B RIFIAF, (XE”/etc/host.
conf” XEEH”order” XERRBMIINAE, )

2. files ARXNE LKA, MWRENRBE"/etc/hosts” XEEAE A, NWiREIFFEEXtUFIRE, (7/etc/
host.conf” X4FE&”multi on”.)

3. dns AXNRIEA, MRENBBILEE"/etc/resolv.conf” XEEEER TG EMIEE & % Domain Name
System (DNS) k%2, MiREIFAFEBMEUFHEEH.

5130, »/etc/hosts” BEFIM T,

127.0.0.1 localhost
127.0.1.1 <host_name>

# The following lines are desirable for IPv6 capable hosts
il ip6-localhost ip6-loopback
fe00::

0 ip6-localnet
ff00::0 ip6-mcastprefix
ff02::1 ip6-allnodes
ff02::2 ip6-allrouters
ff02::3 ip6-allhosts

B—17H 1P thilk o8, BFREMXBKNENR.

EXNMFRIE 1T 127.0.1. 1 IP HIbr thiFRSEHEE 2 Unix R AW, Debian Installer ;8B KX IP HIhtH &R
FZRIBIXNER, FRELHRE (W GNOME ) H—NTidHi%E, WY bug #719621.

<host_name> ILERTE”/etc/hostname” BE X HIEH S,
WFBKXIPHUAIR S, XK IP by HAEIXEM 127.0.1. 1,

WFBKX IP it F1E 153 24 Domain Name System (DNS)Ig it T2 &E &5 R fully qualified domain name (FQDN) #9
A4, FSER <host_name>.<domain_name> W H#FKE <host_name>.

R resolvconf MEBEBE LR, “/etc/resolv.conf” B—MEEXH., IRELRT, Ef—MiSHE, It
v, EBSERTERNYIEHESE, W DNS 21P=7192.168.11.1”, ST,

nameserver 192.168.11.1

resolvconf HEEX )" /etc/resolv.conf” XM A—NFSHEE, FEIHFHABNEEERE.

3 FERA! adhoc FIFMIME T K PC TIEUL, FRTEAR files M dns ANz, N RILEETIBEITLAIE DNS (mDNS,
FTRCEMLE Zeroconf) B THEIRT,

* Avahi f2f#t Debian THJ4A1E DNS KIMESE,

« 'EF0 Apple Bonjour / Apple Rendezvous 182.

« libnss-mdns &EE4 B mDNS FENIZ#EMT, GNU C EE (glibc) B9 GNU BFPR554%# Name Service Switch (NSS)
IN8ESZ# mDNS,

« ”/etc/nsswitch.conf” XM HEHK hosts: files mdns4_minimal [NOTFOUND=return] dns mdns4”
IXFERY—ER.

« ”local”SEEHFEMNBA, {EH pseudo-top-level domain (TLD) R E#T.

« mDNS IPv4 RithiEIEAIBINU"224.0.0.251” S EMEMNAY IPv6 HiHE”FFO2: : FB” #RFARIER". local” S5ERF
#J DNS &if,



https://zh.wikipedia.org/wiki/Name_Service_Switch
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/IP_address
https://zh.wikipedia.org/wiki/Hostname
https://zh.wikipedia.org/wiki/Debian-Installer
http://bugs.debian.org/719621
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/FQDN
https://zh.wikipedia.org/wiki/Zeroconf
https://zh.wikipedia.org/wiki/Avahi_(software)
https://zh.wikipedia.org/wiki/Bonjour
https://zh.wikipedia.org/wiki/.local
https://zh.wikipedia.org/wiki/Pseudo-top-level_domain
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R E R Windows RA L %K winbind R4 8K IR #tIHAY NETBios over TCP/IP EN Z k&, ABHAXANINEE, 7/
etc/nsswitch.conf” XN HBEXHEM —E&: “hosts:files mdns4_minimal [NOTFOUND=return] dns
mdns4 wins”, (X Windows RAEFEER dns HINRHITEN BREM, )

EE
1% & 24 Domain Name System AREY B8 AN 1% E expansion of generic Top-Level Domains (gTLD) @ 7E i
1T, EEEMA, EE—MARN, BRFEF PR name collision,

5.1.2 MWMLREORBM

Mg OB, LEUik etho, 7 Linux RZERELEE—NMEGFR, SXMEGFHNZELZINEIE, BiTAFEN
EENH udev (BNRE 3.3 1) RAE. WFEOBMBFLR ifup(8) F interfaces(5) Y physical interface,

ATRIEBIMNNMEEROBMEBRERE—N, SA% MAC ittt &, 54 /etc/udev/rules.d/70-
persistent-net.rules”. XM XHRH”/1ib/udev/write_net_rules” 2R B4R, fH”persistent-
net-generator.rules” MM HKIZIT. fRETLMEIZ SR LZm AN,

AV

L4miE"/etc/udev/rules.d/70-persistent-net.rules” MMMSIERT, (RNTURISE M S
#—179, F B MAC it B/\5, bk, tRIREI FireWire device” #1"PCl device” TEIXAMNX4EH, 1R
thiFA855 R "PCl device” fEJn etho, HEEECHEEMLKEO,

5.1.3 SiHMNMLEithhtSEE

IEFAEFIRER T 1E 1fc1918 BN E RIS M local area networks (LANSs)IPv4 32 it it 7£ & 2K it bt iR EBST . X Leith
WHFRIEA S SEEWN EEBaitiEhse,

T8

ES5]] L&ttt F M8 magy | F T
A 10.x.x.X 255.0.0.0 /8 1

B 172.16.x.x —172.31.x.x 255.255.0.0 /16 16

C 192.168.0.x —192.168.255.x 255.255.255.0 /24 256

Table 5.2: M4&HHESEE 53R

B
WMRXLEM I D E R —DNEN, BLAINEN—EREBERFIGCIEEHEMN, HIET—MEAMXIRIZRSE
iT M hEEER Network Address Translation (NAT). ;EEBEISMIFE, ZHIEHSEEFER NAT,

5.1.4 MLEIZTLF
RE Debian RAZIF A S HEHIRE, (BIKIHE —LMNLIZREZEE DFSG non-free EEFRZIFEN], SWFE 9.9.6 1,

5.2 HANREMREICE

Debian squeeze FIFTHY A IThRER I LLBIL 5 & <FIP#FE ( daemon ) BIRIRHREIEMLZ R, 90 NetworkManager
(NM) ( network-manager F1#8 K3R48 ) 3% Wicd ( wicd FIHERREE ),



https://zh.wikipedia.org/wiki/NetBIOS_over_TCP/IP
https://zh.wikipedia.org/wiki/Domain_Name_System
http://newgtlds.icann.org/en/program-status/delegated-strings
http://icannwiki.com/Name_Collision
https://zh.wikipedia.org/wiki/MAC_address
https://zh.wikipedia.org/wiki/MAC_address
http://tools.ietf.org/html/rfc1918
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/Network_address_translation
http://www.debian.org/social_contract#guidelines
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Wicd_(Linux_Network_Manager)
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- ENEECH GUI MaG<1TREFRIE AP R,

- ENEBECHEETIPEHE (daemon ) FRENNR LRI,
« EAIMEIRR] AR B HE RABIEREEINE,

« EfMERE] AR R ER B LI TLMENIEE,

- ENAHREEMESMAMKIIE SR ifupdown IRHFEL

5=
B

AEEBSE L EAXEEINERETE, SIEBHNFEiaAmM LHBHSERS,

XEMARHMMNEEE TEEEHRITELHNERE, UBRS5ELSL ifupdown REBLXEHR, ENEBEXHMET “/
etc/network/interfaces”,

N
fEF systemd MWHR %S, FILAFE /etc/systemd/network/ BEREEBEMLE, S N systemd-resolved(8). re-
solved.conf(5) #1 systemd-networkd(8),

ES=
XLEEMMEIEE T BN —LINEETEESTE RS AMMMEE, ENAMRELLN ifupdown REBIBHEL. KE
network-manager B BTS #1 wicd 89 BTS, RZ&EE& Xiai1#4Y o] SF1FR I,

52.1 EFFREMNNEREETAR

Debian &4t NM Fl Wicd WE A XD B F “/usr/share/doc/network-manager/README.Debian” #1 “/
usr/share/doc/wicd/README.Debian”,

KL, WMTERFENR] A REIMEEE,

1. BE T GSEEKEAF foo IFE “netdev” 4H (F4, #I91 GNOME #1 KDE XA K R @M ESE T
D-bus BENTERIZIRIE ).

$ sudo adduser foo netdev

2. f& “/etc/network/interfaces” BB BRIF T EBBHERE,

auto lo
iface lo inet loopback

3. B FIGSEHRRBE NM 2 Wicd,

$ sudo /etc/init.d/network-manager restart

$ sudo /etc/init.d/wicd restart

4. BUERAEEEMNLE,

==
EE

RBEARFE “/etc/network/interfaces” ARIEOSH NM X Wicd B2, MRS ifupdown BIFR,



https://zh.wikipedia.org/wiki/Graphical_user_interface
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
https://zh.wikipedia.org/wiki/Systemd
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=network-manager
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=wicd
https://zh.wikipedia.org/wiki/D-Bus
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=TI
MRFBY R’ NM BRI EINGE, BT HELSRBMGERFMAFZRGE, U network-manager-openc
onnect, network-manager-openvpn-gnome, network-manager-pptp-gnome, mobile-broadband-

o aaron

provider-info, gnome-bluetooth %%, iXE#iEAT Wicd,

AV

XLEEMEEEE T HErIRELE]RES “/etc/network/interfaces” H{ELH) ifupdown HFREE,
BIgN5E 5.5 T 5.6 THIILERE, 8 E network-manager 9 BTS #1 wicd 9 BTS RE& H#i1H9I9)
BFNPRE,

5.3 RENMBERIECE

MRFE 5.2 THIERNGELXEFREMNTFE, BENZEREES TS EETENEANZERNEEE.
REMBEZNBNHFERSEN (BUE 54 1),
BT Linux REMEZELENREFERMER (S01F 571 T ),

« 3REB Linux NET-3 4 2 4898 net-tools F2FF (ifconfig(8)------ ) ENTFHAZSHEELETN T,
« RBIER Linux M8 R FBYF Linux iproute2 ¥25F (ip(8)------ Do

REREREFT7EBXA, BElERER, AR TSEMNEZEERA.

ifupdown {4 & 2 Debian FiXFHEEMERE R ANLIRRE, BILRETCABEMETFIN “ifup ethe” X##
GRS RITAME, ENREXXGMITF “/etc/network/interfaces” HHEHMEANFUT,

auto 1lo

iface lo inet loopback

auto etho
iface eth® inet dhcp

resolvconf REBR R TE ifupdown RAZIFENESMEITRELENH “/etc/resolv.conf” R{EMLEitht
BT EBthERREE, WE, KSH Debian MELERHFEEFERT resolvconf REFE (S0 “/usr/share/
doc/resolvconf/README.Debian” ),

ifupdown B4 EIHVAEENNAS, 90 ifplugd, guessnet, ifscheme &, BRI THITNEIFBNENIESRE,
BIONfI F B L BFIEMPRBBR AN, XA RIZLLERIEFER, BEHFI ifupdown R4 T TERYF.

FAMRGISIE 55 HHE 5.6 T,

54 MZEEADN (EHR)

( : ) Nl
EXHEAREENEANNXATFMXEN, FAHNSEERTHEENMEERE, BiIMEER NM, Wicd, 3%
ifupdown BRE., (B0% 52 THE 55 M).

—EREMHEFNEER A NILERRZ, EBERTENATHIR,
sMERANEENRLE.
ML ERMREIER X,



http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=network-manager
http://bugs.debian.org/cgi-bin/pkgreport.cgi?package=wicd
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
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PC EERAD EERE
20 (pppo) PPP modem POTS 3%RSEA=R ISP
T EELETR L=\ 5
AR (etho) PPPOE/DHCP/Static I’FSEP”’ modem  FTHIE RHRAR
23 \) B
AR (etho) DHCP/Static LAN [MZEHBHEAEIR (NAT) BIEEHEREH

28 ( | -modem --+)

Table 5.3: & iEIEA XNFNEERZIIR

EEAR KEE fBime

PPP pppconfig ﬁUEEIﬁEEfJ chat pppconfig, ppp
PPP () \é\l}:/atzlalconf IR -5 D] opp, wvdial
PPPoE pppoeconf EIEREER] chat pppoeconf, ppp
DHCP 7£7/etc/dhcp/dhclient. isc-dhep-client

conf” BBk
f£’/etc/network/
interfaces” Bt
7£”/etc/network/
interfaces” Bk

F275 IP (IPv4) iproute ¥ net-tools (IH)

B335 IP (IPV6) iproute

Table 5.4: WS EIZREE TR

GRREAE 15 AR

POTS EBEEXRIERS

BB ks

BB-service EEamii, BFAFEZ&ER (DSL), BMEL, KFZRF (FTTP)
BB-modem EEZM0i%, DSL modem, Z%%% modem, Sk JEZF M 221 (ONT)
LAN ISIEAE

WAN IEETE)

DHCP ASEVIEEDIN

PPP RERHIY

PPPoE BAIAWN ERY R 2R Y

ISP SEMRSERS

Table 5.5: W4 IEE4RRR1BYITR



https://zh.wikipedia.org/wiki/Modem
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Plain_old_telephone_service
https://zh.wikipedia.org/wiki/Broadband
https://zh.wikipedia.org/wiki/DSL_modem
https://zh.wikipedia.org/wiki/Cable_modem
https://zh.wikipedia.org/wiki/FTTP
https://zh.wikipedia.org/wiki/Local_area_network
https://zh.wikipedia.org/wiki/Wide_area_network
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
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B
BT B SR M AR, IBE{EH DHCP 5 PPPoE, ADSL 1 FTTP @& {E/ PPPoE, {REEZF{RIIEER
W AR S IR I E SRIR G M EZ(FE AR E.,

JED =)

HEGIBHARAREEREREMIMEN, FHEMN CHBNFEEERTETRMEZE LA WEmIiER (NAT) , K&
EAEM, EXENERLT, BEMNERNBENMNLEEOFERRS IP SEEF A RIEMA DHCP RS, FEE
EEEABR IR ISP BYIE5ISRECEEIZE 1M,

5.4.1 BAKMN DHCP &E#:

HAMIAREFNNEI NG, N, A LEHESRNTETIRHEEEDN M (EEN ), ERHEE
EEMEEMEEEREARE LTRSS ENEEZ MY (DHCP) RSBiniEHAIARS,

NIXEFEELK isc-dhcp-client BRHUAKRMIBENSENEEZ NN (DHCP)ARS,

21 dhclient.conf(5).

5.4.2 Lxxl_.lﬁ%/u\ ;ﬁ
A IP LA A FEE4F 5 RVECE TN1E,

5.4.3 {#H pppconfig i PPP %1%

EEEMZA pppconfig BELE PPP %, (NEEXHAMER TERNE.

- BiESHE
- ISP AF &
- ISP %513
o UmOERE
+ modem BFix 0
< ANEAR
X Ihge
/etc/ppp/peers/<isp_name> pppcontig RN <isp_name> fJ pppd Ao & X &
/etc/chatscripts/<isp_name> pppconfig EmMEXT <isp_name> B chat BLE X &
/etc/ppp/options pppd EAPIRITEE
/etc/ppp/pap-secret PAP FIERGAIERIE BEENR)
/etc/ppp/chap-secret CHAP MERCAIERIE (BFZ2®)
Table 5.6: {88/ pppconfig 9 PPP iE{EEC B X147
VAV

"<isp_name>" 2" GEXMARSZSIZMHE" , {Ri& pon 1 poff as<iAARM, EBESEL,



https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol
https://zh.wikipedia.org/wiki/Password_authentication_protocol
https://zh.wikipedia.org/wiki/CHAP
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ReE]AMERTENREMEREE TENKEKEE.

$ sudo pon <isp_name>

$ sudo poff <isp_name>

& l”/usr/share/doc/ppp/README .Debian.gz”.

5.4.4 {EH wvdialconf {15 —f=]iER PPP &

— AN AREHIER pppd(8) HREFEARE wvdial B wvdial(1), X pppd i&1T chat(8) RIkSHHEHERE, wvdial
TR SMYRLIE, AERBEN pppd FHITRTERE,

FEMA wdialconf ECE PPP &, NEEREAMWEETERE,

- BiESHE

- ISP AF &

- ISP Z53

FERSBAERT, wvdial BEWSRLINERILERFH B o INESNERIE.

X4 Ihae

/etc/ppp/peers/wvdial wvdialconf R wvdial B pppd BBEXXHF
/etc/wvdial.conf wvdialconf £ EXHF

/etc/ppp/options pppd EAMRITER

/etc/ppp/pap-secret PAP IERTNIEEIE (BEEX M)
/etc/ppp/chap-secret CHAP FIERCANIERIE (FEEX2)

Table 5.7: {§F3 wvdialconf # PPP iEiEEEE X 157K

fRe]AMER TENREMNSEEE TAEMNINEKEE.

$ sudo wvdial

$ sudo killall wvdial

£ wvdial(1) I wvdial.conf(5).

5.4.5 {&F pppoeconf ) PPPOE UAKMiZE

LR EBXMIZ 12 PPPoE &%, FHEMRARTICBMEREREI M, BRIRAIERAMMLE W AER PPPOE RiC
B, PPPoE RRUAAM LR PPP, EBEMA pppoeconf RXEXAIACE PPPoE &%,

REXMHETH,
X4 Ih&E
/etc/ppp/peers/dsl-provider pppoeconf RN pppoe B pppd BELEXF
/etc/ppp/options pppd EAPIRITESE
/etc/ppp/pap-secret PAP FERGAIERIE BEEENR)
/etc/ppp/chap-secret CHAP HERCAIERIE (EFEZ%®)

Table 5.8: {88 pppoeconf i PPPoE i&EIFAC & X471+

Re]AMER TENRENEZEE T RNXEKE.



https://zh.wikipedia.org/wiki/Password_authentication_protocol
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sudo /sbin/ifconfig eth® up
sudo pon dsl-provider

&* B

sudo poff dsl-provider
sudo /sbin/ifconfig eth® down

& & -

&l”/usr/share/doc/pppoeconf/README . Debian”.

5.5 f{EF ifupdown FH{TEARMEEE (I1H)

Debian R4 ERIELE TCP/IP W4 582, ifupdown MEBRIEA—IMLETIERER, ERMHEGR,

- BTN LR SIS IP R4, {REILAER resolvconf BF8E TCP/IP M4, EREBERILEIIRIRIINEESE,

(BNE 554 ).

- BERS R LB IP RE, (FAFE resolveont BREEMRA TCP/IP WL, HRIHRIRARE R (BN 55.5

).

MRFBIRESRECE, XEERNWIRETE, SAISEAN, A TENATHLRAET,

ifupdown BliE#} Debian ZRAFIFENSEMLZEEELR, EATH, FAET ifupdown FETRENBIFS A

5 FRESIJEAHIMBECE.

5.5.1 EEMGSIEE

ifupdown BB EBEM N iES: ifup(8) F ifdown(8). BRI & iE T /etc/network/interfaces” FEE X4 H) L ENERLE.

me RE
ifup ethe Z[Itﬁ;’lface etho” BFEE, FH etho HNEEERBNMEEEO
ifdown etho Zli%@lface etho” HfFE, FH etho B A1 O

Table 5.9: €/ ifupdown FH{ITEAMBEENH ST

®l¥

=]

H
AE(EA ifconfig(8) A ip(8) XEMKEMLZELE T RS REEE — 1 up RERED,

==
=]

Fi&E— U ifupdown HIE%,

5.5.2 letc/networklinterfaces” EZAiE%

7£ interfaces(5) B f#RRHY”/etc/network/interfaces” X BEiEi%, B T EAVRIGHELIE,

A iface FL1THYT, B FEBNEE,



https://zh.wikipedia.org/wiki/Internet_Protocol_Suite
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i

T

15EH

”auto <interface_name>”

SR ZoIRN, B&hiEO < interface_name>

”allow-auto <interface_name>”

5L

allow-hotplug <interface_name>”

SAZAEORNE — T AERESH, BoiE0

<interface_name>

»iface <config_name> -7 FKHITT

7 X <config_name> I

"mapping <interface_name_glob>”

FHKHITT

TE X <config_name> FYBREF{ERILAD <interface_name>

# SHIRIIT

BER—HBR ((TEIRTEXSH)

"\ RFTLERERT

TREEZ 17

Table 5.10: ”/etc/network/interfaces” BERTIIFE

iface <config_name> <address_family> <method_name>

<optioni> <valuel>
<option2> <value2>

WFEARE, mapping TRBWER, RAIAERMEZOBRIEHMEEER. (BIFE 565 M)

R A
ELI:I

f£'/etc/network/interfaces” B, REHN—IMNMEIEOEEE N "iface” T,

5.5.3 [EIIMLEIEN

ERMNAKRIEHE, ”/etc/network/interfaces” X ETHMEERB B TRMFMLEEO lo, (BT auto

).

auto lo
iface lo inet loopback

XPARBE/etc/network/interfaces” X B E —HFE,

5.5.4 {$F DHCP M &iE0

HEE 541 TPERZRGE, T /etc/network/interfaces” B, R TEHMNABSCIERESERE, MKEEON

DHCP {BECEYF T,

allow-hotplug etho
iface eth® inet dhcp

3 Linux AZAENEIYIERE D etho, allow-hotplug TEfE ifup BafiEM, iface {&fE ifup A DHCP REE

®O.

5.5.5 {EFAES IP HitAIMLRED

7£”/etc/network/interfaces” X EMEIREERE, REEFRS IP MEEO, TR,
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allow-hotplug etho

iface etho inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1
dns-domain example.com
dns-nameservers 192.168.11.1

3 Linux R1ZA&MIZ etho, allow-hotplug T{E(E ifup BahiEO, iface TR ifup EAFEHASIP REEEO,
X8, HFRIETENEE,

- B 1P #HSEE: 192.168.11.0-192.168.11.255

X9 1P Hidik: 192.168.11.1

- EEA%AY IP Hihit: 192.168.11.100

- resolvconf 8: B%&3#

« 1% "example.com”
« DNS R53880Y IP thdk: 192.168.11.1

Y resolvconf B B% XM, DNSHXMEE, FERTEMNARNFEIHRIE"/etc/resolv.conf”,

nameserver 192.168.11.1
domain example.com

VIR
FAELEAIFERN IP ik, REKRERY, (RNIRFELFMELEIFZE P i,

5.5.6 ZTZ&BEEMiEOEMM

T4k LAN (iE#F WLAN) IR BB T L& R, (EAET IEEE 802.11 fESR RN LT T INBERA,

TLZORUAMZOEER, BEVRMLN, BEXRIEM—LNLE D MZHBE, W LEEMETEERSH
AMEO—#, FRAROBRE —R<AE, REANFRAZED), & ethi, wlano, atho, wifi@----

BR
wmasterQ B E2Fi%%, BN REHHI mac80211 Linux APl B, SoftMAC {EBI— P HERiI%E.

XEF-EFEICEN WLAN Xi#id,
SKRTIE {3 R N B R EC B B TC 44 25 £ 23 PR 1,

5.5.7 {EH WPAIWPA2 FYTC4 B Mz

REE LK wpasupplicant B3z WLAN {EFR A WPA/WPA?2.
{8 DHCP I L& B MERE, ”/etc/network/interfaces” XAMEZFEEEHR THHNRNTIEE,

allow-hotplug ath®

iface ath® inet dhcp

wpa-ssid homezone

# hexadecimal psk is encoded from a plaintext passphrase

wpa-psk 000102030405060708090a0b0c0d0e0f101112131415161718191alblcldlelf

£01”/usr/share/doc/wpasupplicant/README.modes.gz”.



https://zh.wikipedia.org/wiki/Wireless_LAN
https://zh.wikipedia.org/wiki/IEEE_802.11
http://linuxwireless.org/
https://zh.wikipedia.org/wiki/SoftMAC
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
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TRETE 3] L -
(E)SSID (Extended) Service Set Identifier Zﬁij’fg%; é%gsl)lﬂ%méé%?gf%’, g‘g’é?}iﬁi
WEP, (WEP2) Wired Equivalent Privacy %2 7qu é%f&qﬁ(@%ﬁ_ﬁg;% 131 (1281)
wen i Proreced A B (CEENSIE IS
WPA2 Wi-Fi Protected Access 2 i%v{;?%%%gjﬁ)& (/T 802.111),

Table 5.11: WLAN 45 51i7%I&

5.5.8 {EMH WEP W& EEMEN

MEFEEL R wireless-tools BRIZIEFEERN WEP TLF/EM, ({RAVEZESFRIVIEE R TEMNAERRIZTEHIZEM,
EXBLREE. )

VAV
BEEE: WEP T&BEEMN ERIMLRE, FIAREM AL,

{58 DHCP B L& Bi8MiEE, »/etc/network/interfaces” XHMEZEEER TEMNHNTISE,

allow-hotplug etho

iface eth® inet dhcp
wireless-essid Home

wireless-keyl 0123-4567-89ab-cdef
wireless-key2 12345678
wireless-key3 s:password
wireless-defaultkey 2
wireless-keymode open

£0l”/usr/share/doc/wireless-tools/README.Debian”.

5.5.9 PPP &%

REERZAIMEAEKE PPP EE (BNE 543 ). ARG, W TEMNANLASE— PPP iR%E pppo &0 “/etc/
network/interfaces” X4HBHEE.

iface ppp@ inet ppp
provider <isp_name>

5.5.10 S—#h PPP &%

REERZBIMERERE B IFER wdial B9 — PPP EE (BNE 544 ). AR, BRTEWARLE—
PPP 1% pppo AN “/etc/network/interfaces” X EHEE.

iface ppp0O inet wvdial



https://zh.wikipedia.org/wiki/WaveLAN
https://zh.wikipedia.org/wiki/Service_set_identifier
https://zh.wikipedia.org/wiki/Wireless_access_point
https://zh.wikipedia.org/wiki/IEEE_802.11
https://zh.wikipedia.org/wiki/有线等效加密
https://zh.wikipedia.org/wiki/WPA
https://zh.wikipedia.org/wiki/IEEE_802.11i
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
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5.5.11 PPPoOE %1%

EF8 PPPoE EIZEIZFI HMAVER, (MEZRZAIMNIEIAR PPPoE EEREBERA (BNE 545 ). RE, BT@E
975455 — ) PPPOE i%%% ethO i “/etc/network/interfaces” SXHEEE.

allow-hotplug etho
iface eth@ inet manual
pre-up /sbin/ifconfig eth® up
up ifup pppO=dsl
down ifdown ppp0=dsl
post-down /shin/ifconfig eth® down
# The following is used internally only
iface dsl inet ppp
provider dsl-provider

5.5.12 ifupdown MEHECE IR

»/etc/network/run/ifstate” XHR7E T H ifupdown R B BB HFIFTEMIESIMEIEOMEAEIRE, B
ARE=MRE, BMFE ifupdown RGSEIREAENBNENMLEIENO, ”/etc/network/run/ifstate” XENMALIE
B AMIERS.
WERN—MNLZIZ O ifconfig(8) LM ZBUN FINFHRI—1T, BEMABEBIER IPV4 NEF—E9ER.

inet addr:192.168.11.2 Bcast:192.168.11.255 Mask:255.255.255.0

S-=z
EE

3 FiE#E PPPoE FILAMIiLE, ifconfig(8) <AV BRERGK LEHITIF,

5.5.13 MLZEHHCE EH

SR EEHREREO, W etho B, (RUMEEA sudo ifdown ethe” < XIFAE. XIFMN”/etc/network/
run/ifstate” XH-EEBI etho F£H, (IR etho ZRUEBHWELRE, BREHE, XTHSHERLIN —L
BIRER. 25hlE, WTFERENEAFIIFE, EEARERITIMEE, BEREBEZEH. )

RIE AR EEEHREMEIEN etho, EE”/etc/network/interfaces” EHHWHA,
SR, {RRILA{ERA”sudo ifup etho” &%, EFEIE etho,

VN
{REILAB 2RI IT'sudo ifdown eth@;sudo ifup ethe” RYJIARLINEFVIRILMEZREO,

5.5.14 ifupdown-extra £
ifupdown-extra S EISMLZERENIR, 1 ifupdown B—EEAA.

+ network-test(1) A< RETSTE shell B{FH,
- BIIAREIEITE— ifup MITHISS,

network-test aR LIEIRMRRBIRIRIT T N4 0] BV R E e < R RN L R,
BIIAZRIE” /etc/network/*/ ” FHIT T EAVRIE.



https://zh.wikipedia.org/wiki/IPv4
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- I EMBELHER

- INEEE 1P MtfERA

« ¥&”/etc/network/routes” MIE N, BIRAFHSIEH
- KEMZRIMKZE T AEIA

« 7£7/var/log/syslog” XHEHEIERER

AP ABICRNERZERANMERIAEEERA.

N
ifupdown-extra @E’JEE)JPC?‘HJIEIE '/etc/default/network-test” RECE. BN BEMEKRE, RBE—=
RARBMEE, ERNXLEMAFEZ —LATERERT ARP 8.

5.6 {FHA ifupdown FISHKMEEE (I1H)

ifupdown 48, ERESKAZE, HINEMEBBHES 55 HAHWANAR.
BIAEX BRI LR TR PIEN, F, ATWMBENREEY, LFMERXLES AIRBIERE,

AV
MRIFAEEB BT 5.5 TENEEEIMZERE ERATENER, MRESEMRIEHEEEILRIERE,

5.6.1 ifplugd {48

ifplugd REBR—NEMBENNEIEET R, ENXEEBEIRUANER., R TEI PC FiRIGUKMLELLAICIE,
YNRFB L2 NetworkManager 8% Wicd (B3 5.2 1), BIABREXMNREE,

ENMNERIBIT—NEETIP#HIZ (daemon ) R E auto Z% allow-hotplug FIINEE (B IR 5.10), HEIWEEE L
r¥EA,

PAAKR i OERFER ifplugd 348, tbdl etho, EETE,

1. flp%k/etc/network/interfaces” EMERIT: “auto eth®” 8k”allow-hotplug etho”.
2. {RB”/etc/network/interfaces” BMT: iface eth® inet ---” #1”mapping --+”
3. & ifplugd REH.
4. i&¥7”sudo dpkg-reconfigure ifplugd”.
5. & etho fEJ5” A ifplugd MEIERIFRSN

ME, MBRFEENANEHEET.

- EITAREES ISR ES), BOARBERBHMES,
- BRFEZENTFE, & B KA DHCP FFaT(E],
— JSEEY IPv4 U O RS HE B REREE (”‘ 2§ 5.5.12 'IU)

- RIMUAKMLLERS, BohiEO,



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/NetworkManager
https://zh.wikipedia.org/wiki/Wicd_(Linux_Network_Manager)
https://zh.wikipedia.org/wiki/Daemon_(computer_software)
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- EREMANLSR B —EREYE, AREOBMXA.
« FEIRARIMIUKMELRS, EOERINEIMET B,

R’
ifplugd(8) AR L RIS ERAEBIREHIT R, tLIIREREERZORER,

5.6.2 ifmetric {48

ifmetric MEBEREBIRIBEE K REFBHEEE, BMER DHCP MEHEEE,
TEIRE etho EOMME, LHEHASR wlane HOMERT, EMESN,

1. L% ifmetric RIFE,

2. 7£7/etc/network/interfaces” BB, #il—{T"metric 07, BRB\EMFEiface ethd inet dhcp” X{T

NE.

3. f'£”/etc/network/interfaces” B, 1&i1—{T"metric 17, BREME iface wlan® inet dhcp”iX

1ThmE.

metric 0 BRERFBHMER, BRIAME. KB meric EERERBMBAMLER. BEER metric ERYENRE

A IP #udk, AR RIRIAEEH, S0 ifmetric(8),

5.6.3 REEO

BAYIRUUAMZ O BEBECE N EARE 1P K S ELED, SHEMNER, BERICEOERLIP F

W, tbinii, RE—ANM-EETF 1P bR EI web EH, FRXHE—NA,
E2AF, IERNERTENER.

o RENLFVBEANUAAMBEEZRIUAAMELSE (FABETIEHE ),

o DAKIIEE £ 23 (B A % 12 2 T B PRI ARO A 3 3 A,

- BiEMERFM 192.168.0.x/24.

« RENHIYIEREO etho {EA DHCP 21 1P thhb REFE T M,

- {REVENER 192.168.0. 1 fF AN ELIED etho: 0 RHtL,

»/etc/network/interfaces” E TEHM TR E(RIIMLE,

iface eth® inet dhcp
metric 0

iface eth®:0 inet static
address 192.168.0.1
netmask 255.255.255.0
network 192.168.0.0
metric 1

VAV
FRXINEEYF, FH{EM neffilter/iptables (05 5.9 1) FIMLEthitEHR (NAT), B8ETS

A
$BR

BEAMLE

BEONEEMEERRNEARE, BXFRE, QBEEMPAIEED. (RNZER 2 RYIEMN-TE NAT

REFHWMERTLZE, BEALEHTERMN,



https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Network_address_translation
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ifupdown KRG BRHSHMNERE, FANEZEERMNNEZOR, FHERAMIARIEBEF ifup(8) LA interfaces(5) B
%Z:IEO

man FHTIARE & N TEXARITF 1iBH

- - Io, etho, Linux AZEA ERRF (EFA udev
viEEOE mesza= <interface_name> M)
. configl, config2, 7£”/etc/network/interfaces”
BEEOE R E= <config_name> BERE iface WEF

Table 5.12: M4&iZFARIBIFR

£% 551 HMEMEXANERESGS, EEMBKEEERBRIFRILE”/etc/network/interfaces” 2 iface THIM
ZKixR,

SRNMEREGSHEBRE TENARX D" /etc/network/interfaces” BEMMERRE EFINKZIEOL,

e 1B’

ifup ethe=configl fEAECE configl BEEIMZEREO etho

ifdown eth®=configl fFABECE configl XAIMZEREO etho

ifup etho & mapping TEEH etho EEEBEIMEREO
ifdown etho A mapping HEER etho EEEXFAINE RO

Table 5.13: ifupdown HHR ML EFLIIT

5.6.5 BRETT mapping stanza

ATEREZ, BAVES 552 TEHETHRE”/etc/network/interfaces” Bf mapping 5,

mapping <interface_name_glob>
script <script_name>

map <script_inputil>

map <script_input2>

map ...

X458 /etc/network/interfaces XHRE T —NSERIFIME, FILABENEFEMEIHEIA <script_name> E XIS
EO

1EFATRERRE F ERIMIT,

$ sudo ifup etho

Z”<interface_name_glob>” ILEg”ethe”, XMHITIEMIT TEANGLREMEE etho,

$ sudo ifup ethe=$(echo -e ’<script_inputi> \n <script_input2> \n ...’ | <script_name> eth0 «

)

X8, ” map” BABMAITRAEMNTUESHN.

==
=)

mapping T T{ERIILECHET, K0T shell XERLE, (BRE 1.5.6 ).
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5.6.6 FINRIEILIRMKECE

AT RUMEIZESLAMEEE P TF Nk, MEAFKRSE 5.5.13 THIBHEES “/etc/network/interfaces” X
.

WFREEIHWFIBEMERE, (REEXE “/etc/network/interfaces” XHHE TEIBHECIZ— MBI,
auto 1lo
iface lo inet loopback

iface configl inet dhcp

iface config2 inet static
address 192.168.11.100
netmask 255.255.255.0
gateway 192.168.11.1
dns-domain example.com
dns-nameservers 192.168.11.1

iface pppoe inet manual

pre-up /sbin/ifconfig eth® up

up ifup ppp6=dsl

down ifdown pppO=dsl

post-down /sbin/ifconfig eth® down

# The following is used internally only
iface dsl inet ppp
provider dsl-provider

iface pots inet ppp
provider provider

A, iface BEMIAN MEARESHAATHIA MEZOEH, B4, %75 auto 5 allow-hotplug H3k
RIESHEMEHMEED etho,

WIE, REJCAIRMKZEE T,

iEFA @13 DHCP $4RAY PC BENZIFEM, (Re]bUEE Fola< A EAMEERERM (2EEO\M ) configl 15
ERMLLED (¥IEEO ) etho,

$ sudo ifup eth®=configl
Password:

etho ¥OEM/E, B DHCP EEEFHEEE|THEM,
$ sudo ifdown eth®=configl

ethe & OB XAFEFF BMER,

LB RS 1P F(REY PC BIRIFIHEM, ReJldd TGS HABHMERERM config2 IHEEMMLELREO
etho,

$ sudo ifup eth®=config2

FEetho g0, AL IP BEFEEIFEM, & dns-* XHENTINSHERE “/etc/resolv.conf” A
B, MREET resolvconf, “/etc/resolv.conf’ E@BFRFEIE,

$ sudo ifdown eth®=config2
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etho EOBX XA FEMNEE,

1EFRA 4G RAY PC #5hZE| PPPoE ARZ5 8369 BB-modem EAY— MmO, fRAJLAEE TGS HEHMNEERE R pppoe
IBEMMLLIED etho,

$ sudo ifup eth@=pppoe

etho O EM/E, H PPPoE ELEEIHEEE ISP,
$ sudo ifdown eth@=pppoe

ethe EOBRXAFHBTERE,

IEFATFIREY PC BENEUER POTS F1 modem RINIE, MIEFIHMEK BB-modem, {R=]LAEIL 7 as< /5 AR LEEC
E R pppo FEEMMLEZO etho,

$ sudo ifup pppO=pots

F /2 ppp0 $#O, FEER PPP EIERI HEAW,
$ sudo ifdown ppp@=pots

XA ppp0 O F BT FFRILE,
{RRIZIEE “/etc/network/run/ifstate” X, BBF ifupdown RLAHBIMEREEIVIRS,

==
25

MRFBESAMEREO, (RATEFEZRIFE eth*, ppp* FHREHF.

5.6.7 ifupdown R ZHIRIZA

ifupdown RAKBMBITRKRIE “/etc/network/*/” HFHMA, MARERINET2LMA,

NETE ZEXE

"$IFACE” REGPEOMNYIERZR (EOSZF)

"$LOGICAL” RIEFREOMNZERN (EBEER)

”$ADDRFAM” ORI <address_family>

“$METHOD” O/ <method_name> ( fHIG0 “static” )

»$MODE” WERE ifup B1THY, M{EHR “start”; WERE ifdown iBITHI,

MH{EA “stop”

»$PHASE” *E;E “$MODE”, @ﬁ%éﬂ]ﬂﬂ'ﬂgﬁj\. :/Héﬁj\y‘j pre-up. post-up.
pre-down #1 post-down BHER

”$VERBOSITY” FEREREHT "--verbose”; BA1, BAO0

»SPATH” S EIRIZ: “/usr/local/sbin :”/usr/local/bin i/

usr/sbin:/usr/bin:/sbin:/bin

"$IF_<OPTION>” fiIF iface XTRIHENEDIE

Table 5.14: ifupdown REEBIIMETE

XE, §8—MNMETE, "$IF_<OPTION>”, RTEMEMNMEINEF <option1> F <option2> FIEAN"SIF_» KEIE, IBF
BRIRAAXEFE, BPNE&EHRANTRE, ZREFBHFNFR.
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B

<address_family>, <method_name>, <option1> [l <option2> FJi5BH, BESNEE 5.5.2 T,

ifupdown-extra B (W% 5.5.14 1) FERAXELIMELSSRKY B ifupdown REBAIINEE 1fmetr1c Ly Qs
B (BME 562 1) K% /etc/network/if-up.d/ifmetric” B, XAMAE L $IF_| METRIC” ZERIZE
metric FHE E1E. guessnet B (BN 5.6.8 1), RILERFITNEERARINESS, FTFiB1d mapping BRETHLEIE
MIAREMEEE, MG BEHRERTXEIMERE,

EE

FERXEREBETSEHTMEMNEBEENGF, {RRJLAEF"/usr/share/doc/ifupdown/examples/*” B
RIZIF A, BARK ifscheme Fl ifupdown-scripts-zg2 R BERAKNMA. XL INIHAH 5 I EER]
ifupdown-extra 5 guessnet RHEBMERINGEEE. MRIFLR TIXLEIMNIAR, (RIS MELIXLRIZAK
R E AR,

5.6.8 guessnet Mapping BRE5T

ATERESE 566 NTRANFITEREE, (ROJLAERESE 5.6.5 HHEANMENE, BonERMECHARHET
Ea%lﬂgno

guessnet R BIRMHAY guessnet-ifupdown(8) 5%, BMIRITIEAMEIHIA, HiZMtm OMELERKIZ®E ifupdown &
4.

- &£ iface T FHIB—IPNEKEE, JIHMWKXFEIER guessnet LAY E,

o BREINBIERE - N BHRIRERW iface FEAMBEE.

guessnet-ifupdown ﬁﬁﬁﬂ’]ﬂ%%ﬂfﬂzﬁﬂ ifupdown BIERIAMLEHC & 5244, Lﬂﬁﬂlﬁ”/etc/network/interfa

ces” XWAIE, AEMMERISZM, EA guessnet VX RS HEIMIFBELT EZ ifupdown REIBITHY
Bz, 4552 M guessnet-ifupdown(8).

EE
L2/ guessnet IEIITEEA"/etc/network/interfaces” BHIQAT, EINIT{ER guessnetl, guessnet2,
XERFASL, BX ifupdown REBARRIFEIITHLFHEREE,

5.7 [KEMEELE

5.7.1 Iproute2 %<

IprouteZ PYERMEBNEEMEEREL . B MNIBBY net-tools AF L EERFAY iproute? FLEMIRIRR,
0 ip(8) #1 IPROUTE2 T EE Howto.

5.7.2 ZTEMEEMLZIRIF
FEAINZR TENARRENEAREMESC, BESSTRNEMERLE.

VN
BHREEMERET BN /sbin/” BE, {RAJBAM&”/sbin/ifconfig” X FEATEHRSIRIZ, L /sbin”
B0Z)"~/ .bashrc” X435 HAY"SPATH" IMEEZEE



http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.linuxfoundation.org/collaborate/workgroups/networking/net-tools
http://www.linuxfoundation.org/collaborate/workgroups/networking/iproute2
http://www.policyrouting.org/iproute2.doc.html
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|HAY net-tools ¥7RY iproute2 BRIE

ifconfig(8) ip addr — /MR & ERITMN (1P 3% IPv6 ) HHE
route(8) ip route BARZE

arp(8) ip neigh ARP 5% NDISC &f7< 8

ipmaddr ip maddr ZTEMHHE

iptunnel ip tunnel IP f&&

nameif(8) ifrename(8) ET MAC It ROR
mii-tool(8) ethtool(8) MAMIZZIRE

Table 5.15: A\IHBY net-tools AR S ERIFAY iproute2 A EsRIRET

we 1iAH

ifconfig EREMRIMEE O ERFTILRE
ip addr show ENEMIIME R ERFAHILIRES
route -n RABFii B REEEBER

ip route show RARFINNERETERER

arp ER5a1 ARP EFRIINA

ip neigh ETHA ARP B RIIAS

plog %R ppp EETIFHTE (daemon) HE

ping yahoo.com

KEZ["yahoo.com” FESMERE

whois yahoo.com

EREREEEmREIEFM 7”yahoo. com”

traceroute yahoo.com

RER2”yahoo . com” FIES M ETE

tracepath yahoo.com

IRERE]’yahoo . com” RIEFFMERE

mtr yahoo.com

IRERE"yahoo . com” FIERMNEE (EEM)

dig [@dns-server.com] example.

com [{a|mx|any}]

EiH”dns-server.com” BRSS9 example . com” IFHEH

DNS iai: »an’ »mxn Ez”any” iai

iptables -L -n EEETR
netstat -a BREFrEITAmO
netstat -1 --inet B ErimO

netstat -1ln --tcp

& TCP BiFiwO (BFER)

dlint example.com

Eif”example.com” B DNS zone &2

Table 5.16: [EEMLZ e S 7R



https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Address_Resolution_Protocol
https://zh.wikipedia.org/wiki/Domain_Name_System
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5.8 MR

BRANMERLBL T AR, BRMEESRERBEXMNED,

RHE8 TE KA [ HBE

iftop V9, I:111 93 ErR—T"WEEOENTREREER
iperf V4, 1:54 160 BT RENETE

apt-spy V:0, I:3 105 ET B RNARS /etc/apt/sources.list X&F
ifstat V:1, T:10 55 BOSGTER

bmon V1, [:12 139 EEN T i e ARG ITT TR
ethstatus V:0, I:4 39 RIEMEMLZ1Z FZFHERIFIAR

bing V-0, I:2 62 K HERIFEN T A Es

bwm-ng V2, 1117 88 NEEENEFE T ENEs
ethstats V0, I:1 20 ETFEHENUANG T EMES
ipfm V:0, 1:0 78 et LE

5.8.1 HimfE MTU

Table 5.17: MEMHATEYIR

RAEH B T Maximum Transmission Unit (MTU) BI{EBETSEIT AN -M do” EINAY ping(8) SLHRWE, BAIZM 1500

F1 (WF IP+ICMP B3k, B 28 FHHRE ) KNI ICMP 8, RIKH IP Ao FBIRAE X/,

I FAGF

$ ping -c 1 -s $((1500-28)) -M do www.debian.org
PING www.debian.org (194.109.137.218) 1472(1500) bytes of data.
From 192.168.11.2 icmp_seq=1 Frag needed and DF set (mtu = 1454)

--- www.debian.org ping statistics ---

0 packets transmitted, O received, +1 errors

241t 1454 (X & 1500

{REZIF 1454 ping(8) FIN T,

XAMTIZE 8812 MTU (PMTU) &3 (RFC1191) , tracepath(8) #n< AERS EI BN FEALIX AN,

N

E@EBVFIF, PMTU RI{ER 1454, XFFCABATRFREERS, EAT BEEHEIN Asynchronous Transfer
Mode (ATM) fERfBAIIRIEF ML, FHER PPPoE fFAE iR, KFR PMTU BRI TIREVIAE, Lok, FHmHY
KR FIRMEZ 1500,

PR IXLEEARRIESI73ESN, (RENSFE TEHES.

- EREMAFES R (VPN F) HRE MTU EE2# — 2 HEEN] LEAYSLER,

« MTU BN =833 @i SRIE 38 ERY PMTU 1E.,

- HBEHETRHBIAER, BRI MTU EBE LLRIT,



http://packages.debian.org/sid/iftop
http://qa.debian.org/popcon.php?package=iftop
http://packages.qa.debian.org/i/iftop.html
http://packages.debian.org/sid/iperf
http://qa.debian.org/popcon.php?package=iperf
http://packages.qa.debian.org/i/iperf.html
http://packages.debian.org/sid/apt-spy
http://qa.debian.org/popcon.php?package=apt-spy
http://packages.qa.debian.org/a/apt-spy.html
http://packages.debian.org/sid/ifstat
http://qa.debian.org/popcon.php?package=ifstat
http://packages.qa.debian.org/i/ifstat.html
http://packages.debian.org/sid/bmon
http://qa.debian.org/popcon.php?package=bmon
http://packages.qa.debian.org/b/bmon.html
http://packages.debian.org/sid/ethstatus
http://qa.debian.org/popcon.php?package=ethstatus
http://packages.qa.debian.org/e/ethstatus.html
http://packages.debian.org/sid/bing
http://qa.debian.org/popcon.php?package=bing
http://packages.qa.debian.org/b/bing.html
http://packages.debian.org/sid/bwm-ng
http://qa.debian.org/popcon.php?package=bwm-ng
http://packages.qa.debian.org/b/bwm-ng.html
http://packages.debian.org/sid/ethstats
http://qa.debian.org/popcon.php?package=ethstats
http://packages.qa.debian.org/e/ethstats.html
http://packages.debian.org/sid/ipfm
http://qa.debian.org/popcon.php?package=ipfm
http://packages.qa.debian.org/i/ipfm.html
https://zh.wikipedia.org/wiki/Maximum_transmission_unit
https://zh.wikipedia.org/wiki/Path_MTU_discovery
http://tools.ietf.org/html/rfc1191
https://zh.wikipedia.org/wiki/异步传输模式
https://zh.wikipedia.org/wiki/异步传输模式
https://zh.wikipedia.org/wiki/Point-to-Point_Protocol_over_Ethernet
https://zh.wikipedia.org/wiki/Virtual_private_network
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WEINE MTU HEARRIE

R SER (IP: PPP) 576 FRERY

CUAMETE (IP: DHCP & E) | 1500 AN EE

CLKME$E (IP: PPPOE) 1492 (=1500-8) PPP 3LEf 2 1541 PPPOE 3LZ 6 F 1

BAKMERE (ISP BFM: ATM,
IP: DHCP XEIE IP)
CAAMERE (ISP B +: ATM, IP:
PPPOE)

EEHERT: 18 FWAICLRML, 8 FT
SAR B (i¥/%: SAR Jg ATM A Rid )
& Jl”Optimal MTU configuration for PPPoE
ADSL Connections” K 7 f@EA[RIE

1462 (=48*31-18-8)

1454 (=48*31-8-18-8)

Table 5.18: JfE MTU {BEIEARIES| 5%

5.8.2 iXE MTU

XERAIRE MTU E, MAERIAEY 1500 iREE! 1454.

YF DHCP (BIE 5.54 1), REEBFERA TEAAXER”/etc/network/interfaces” X2 iface THEXH
17.

iface eth® inet dhcp

pre-up /sbin/ifconfig $IFACE mtu 1454

WFEEAIP(BME 555 1), REBFER TEMARNEHR”/etc/network/interfaces” X4 E iface THHXH
17.

iface eth® inet static

address 192.168.11.100

netmask 255.255.255.0

gateway 192.168.11.1

mtu 1454

dns-domain example.com

dns-nameservers 192.168.11.1

YFE3¥E PPPoE (Bl 545 1), REERRERA FTERASNER”/etc/ppp/peers/dsl-provider” B mtu” X
F91T.

mtu 1454

RADHA KR/ MSS) BB —MEEBK/NIVFIE. MSS Fl MTU BIXARWTF.

« X3 IPv4, MSS =MTU - 40
« X3 IPv6, MSS =MTU - 60

EE
ET iptables(8) (W5 5.9 ) Bift, RENSEIT MSS RIEFEEA/N, BHEESHAZI MMS, £ iptables(8) H7
BJ"TCPMSS” .

5.8.3 WAN TCP {ft{t

TCP HEH 2 8EM 1@ T HEE TCP BPRK/NHNSEKREXRML, WMAXTENSZILERR WAN, 7E”TCP Tuning Guide”
F0"TCP wning” BHE#HIAR. ZIBRIALE, =HAET Debian BAINZ B BEWBRIFAIBRS HFFRAY 1G bps K 4TEIF LAN &,



http://www.mynetwatchman.com/kb/ADSL/pppoemtu.htm
http://www.mynetwatchman.com/kb/ADSL/pppoemtu.htm
https://zh.wikipedia.org/wiki/Maximum_segment_size
http://dsd.lbl.gov/TCP-tuning/
https://zh.wikipedia.org/wiki/TCP_tuning
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RHEE ATE PR L

iptables V:240,1:993 | 1528 | netfilter &2 T H (iptables(8) F§F IPv4, ip6tables(8) F§F IPv6)
arptables V:0, 1:2 84 netfilter 5I£ T H (arptables(8) FiF ARP)

ebtables V:30, 1:56 351 netfilter &2 1 E (ebtables(8) AT LK)

iptstate V:0, I:4 116 FEETEIETZ netfilter JRZ (F0 top(1) FEMN)

shorewall-init V:0, I.0 80 Shoreline FFNIE ¥1351E

shorewall V6, 1:16 2343 | Shoreline 5 K3F, netfilter BB & X FFE Y 25

shorewall-Iite | V:0, 1.0 85 Shoreline B K&, netfilter Bg & X AR 28 (F& 1@ hR)
shorewall6 V0, I:2 895 Shoreline B K3&, netfilter BLE XX RS (IPv6 FRA)
shorewall6-lite V:0, I:0 83 Shoreline B5:X 1, netfilter B2 & A RLES (IPv6, F5ETAR)

5.9 Netfilter 481 R HESS

Table 5.19: fiNIET B3R

Netfilter 888 Linux R#Z {&R (SR E 3.3.1 1) B8 RSB AIE FN WMLZ b8k (NAT) KEZS,

netfilter FE2HIFFEZF2F 2 iptables(8). fREEM shell F T R{TNAIEE netfilter, {EFT iptables-save(8) RTF H AR,
HARAKERK, BT init BIASIAA iptables-restore(8) Kk E.

1% shorewall iXHRIEC B BB A REREX NIRRT/ EEE,
£ I http://www.netfilter.org/documentation/ )44 (E47E”/usr/share/doc/iptables/html/” EBERISHY).

+ Linux Networking-concepts HOWTO

 Linux 2.4 Packet Filtering HOWTO

* Linux 2.4 NAT HOWTO

BN

BARXLZR R Linux 2.4 S/ iptables(8) &5 < netfilter RIZTNEEEBRETSTE Linux2.6 F1 3.x RIZFR TSI,



http://packages.debian.org/sid/iptables
http://qa.debian.org/popcon.php?package=iptables
http://packages.qa.debian.org/i/iptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/arptables
http://qa.debian.org/popcon.php?package=arptables
http://packages.qa.debian.org/a/arptables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/ebtables
http://qa.debian.org/popcon.php?package=ebtables
http://packages.qa.debian.org/e/ebtables.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/iptstate
http://qa.debian.org/popcon.php?package=iptstate
http://packages.qa.debian.org/i/iptstate.html
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-init
http://qa.debian.org/popcon.php?package=shorewall-init
http://packages.qa.debian.org/s/shorewall-init.html
https://zh.wikipedia.org/wiki/Shorewall
http://packages.debian.org/sid/shorewall
http://qa.debian.org/popcon.php?package=shorewall
http://packages.qa.debian.org/s/shorewall.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall-lite
http://qa.debian.org/popcon.php?package=shorewall-lite
http://packages.qa.debian.org/s/shorewall-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6
http://qa.debian.org/popcon.php?package=shorewall6
http://packages.qa.debian.org/s/shorewall6.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
http://packages.debian.org/sid/shorewall6-lite
http://qa.debian.org/popcon.php?package=shorewall6-lite
http://packages.qa.debian.org/s/shorewall6-lite.html
https://zh.wikipedia.org/wiki/Shorewall
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Linux_kernel
https://zh.wikipedia.org/wiki/Stateful_firewall
https://zh.wikipedia.org/wiki/Network_address_translation
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Netfilter
https://zh.wikipedia.org/wiki/Shorewall
http://www.netfilter.org/documentation/
http://www.netfilter.org/documentation/HOWTO/networking-concepts-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/packet-filtering-HOWTO.html
http://www.netfilter.org/documentation/HOWTO/NAT-HOWTO.html
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Chapter 6

P 228 N2

BuMEiEiE (2

W

2 5 T), (RAIBAEITEMMENA,

N
W FIACH) Debian MLERAIRAEI R, 1% Debian B2 5 FH—M4 R,

OF?

EET 2013 4% Debian 7.0 (Wheezy) ‘RE#), FIUAERBEATEIER,

6.1 MTIX5T2S
BFZMITNERNEE, FREBXAEHMY (HTTP) HEhEERNE.
LIREED] MITE IE S PO £& X1 b 2515 AR
chromium V:67, 1:148 191705| X Chromium, ( 3EB Google B EX RS )
iceweasel V:210, :450 | 232 El= T FREY Mozilla Firefox
. — TEirfMozilla, “FEZEEE, BIR T
iceape-browser | N/A N/A EL bug#505565
epiphany- 10 1 = o .
browser V:10, [:41 2145 il GNOME, 3% HIG, Epiphany
konqueror V28, 1:114 3543 El= KDE, Konqueror
dillo V:0, I:5 1504 | @E Dillo, (E7F FLTK IR ERN 5 es )
w3m V:212,1:813 | 2294 N7 w3m
Iynx V:32,1:104 1901 | FEE Lynx
elinks V:14,1:32 1587 [E ELinks
links V:17, 1:46 2149 =E Links ( Zi3ZAK )
Iinks2 V2, 1:17 5392 | BE& Links (88 X WEFIEER )

Table 6.1: P TTX 5T 28515R

6.1.1 NEERECE

ERLXGERRP, (RAIAERA T4 URL RIBAENRIIRE.



https://www.debian.org/doc/manuals/debian-handbook/network-infrastructure
https://zh.wikipedia.org/wiki/Web_Browsers
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/chromium
http://qa.debian.org/popcon.php?package=chromium
http://packages.qa.debian.org/c/chromium.html
https://zh.wikipedia.org/wiki/Chromium
http://packages.debian.org/sid/iceweasel
http://qa.debian.org/popcon.php?package=iceweasel
http://packages.qa.debian.org/i/iceweasel.html
https://zh.wikipedia.org/wiki/Mozilla_Corporation_software_rebranded_by_the_Debian_project
https://zh.wikipedia.org/wiki/Mozilla_Firefox
https://zh.wikipedia.org/wiki/Mozilla_Corporation_software_rebranded_by_the_Debian_project
https://zh.wikipedia.org/wiki/Mozilla
http://bugs.debian.org/505565
http://packages.debian.org/sid/epiphany-browser
http://packages.debian.org/sid/epiphany-browser
http://qa.debian.org/popcon.php?package=epiphany-browser
http://packages.qa.debian.org/e/epiphany-browser.html
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/Human_interface_guidelines
https://zh.wikipedia.org/wiki/Epiphany_(browser)
http://packages.debian.org/sid/konqueror
http://qa.debian.org/popcon.php?package=konqueror
http://packages.qa.debian.org/k/konqueror.html
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Konqueror
http://packages.debian.org/sid/dillo
http://qa.debian.org/popcon.php?package=dillo
http://packages.qa.debian.org/d/dillo.html
https://zh.wikipedia.org/wiki/Dillo
https://zh.wikipedia.org/wiki/FLTK
http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon.php?package=w3m
http://packages.qa.debian.org/w/w3m.html
https://zh.wikipedia.org/wiki/W3m
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon.php?package=lynx
http://packages.qa.debian.org/l/lynx.html
https://zh.wikipedia.org/wiki/Lynx_(web_browser)
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon.php?package=elinks
http://packages.qa.debian.org/e/elinks.html
https://zh.wikipedia.org/wiki/ELinks
http://packages.debian.org/sid/links
http://qa.debian.org/popcon.php?package=links
http://packages.qa.debian.org/l/links.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon.php?package=links2
http://packages.qa.debian.org/l/links2.html
https://zh.wikipedia.org/wiki/Links_(web_browser)
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» “about:”

« ”about:config”

« Yabout:plugins”

Debian & 7 main HAREPRM T2 B BN ESRIEEREE, NMXATUALIE Java (RG-S ) # Flash, 7]
CA4LIE MPEG, MPEG2, MPEG4, DivX, Windows Media Video (.wmv), QuickTime (.mov), MP3 (.mp3). Ogg/Vorbis

X, DVD, VCD %%, Debian thiZ2fit1B X BN, PJPARRZEZRKE contrib Bk non-free B non-free i 53 28 14X
e,

0nEe mATE XA X 15iRBH
icedtea-plugin | I:24 19 main ETF OpenJDK # IcedTea B9 Java f& {5
mozilla- I:2 39 main ETF Gnash B9 Flash f&4

plugin-gnash

flashplugin- o . % 2% Adobe Flash Player Y Flash f&FEEIFERF (X
nonfree V:9, 1:148 71 contrib B 1386, amd64 )
a1 VS, 117|202 | main BT VLC IBIKER SIS RIKIEE
Table 6.2: X SRR R G BIIFT
B

REER LiRK Debian RMEBELERS, BIHMKIBETUFNERES, FEEE “*so” XHZTRIEHERH
(530 “/usr/lib/iceweasel/plugins/”) HERENE,

BLEMiLELETRATERNERNAFPRIEFFBRIERE, RAIUNEE hEAFPRIEFFH RERXAEE, 5
M, {REJLGRIMTEXTRIRFEEXSF (Fg “~/.gnome2/epiphany/mozilla/epiphany/user.js” 3%
“~/.mozilla/firefox/*.default/user.js” ),

user_pref{”general.useragent.override”,”Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.0) <«

II}.
14

&, fReIETEA “about:config” 2| URL, HEHEMERMAZR, RKRAMAEEXNEE,

AV
HERMAFREFFRIINSSR KB Java AREIFRA,

6.2 HBER%R

VAV
NRIFARIRE MR AR S5 28 R B Bl BB IRER Y, (R HIR— FXNEARNE,

B R GRS REIGITES N EN LTSRS R[/IEFNEFiRIZF. MIDEERE, B 3 MERMERHCIERERF:

« BREHEWIMIE (MTA, 2% 6.3 1), RANEEN ZEEZIEMBAIIERF,



https://zh.wikipedia.org/wiki/Java_(software_platform)
https://zh.wikipedia.org/wiki/Adobe_Flash
https://zh.wikipedia.org/wiki/MPEG-1
https://zh.wikipedia.org/wiki/MPEG-2
https://zh.wikipedia.org/wiki/MPEG-4
https://zh.wikipedia.org/wiki/DivX
https://zh.wikipedia.org/wiki/Windows_Media_Video
https://zh.wikipedia.org/wiki/QuickTime
https://zh.wikipedia.org/wiki/MP3
https://zh.wikipedia.org/wiki/Vorbis
http://packages.debian.org/sid/icedtea-plugin
http://qa.debian.org/popcon.php?package=icedtea-plugin
http://packages.qa.debian.org/i/icedtea-plugin.html
http://packages.debian.org/sid/mozilla-plugin-gnash
http://packages.debian.org/sid/mozilla-plugin-gnash
http://qa.debian.org/popcon.php?package=mozilla-plugin-gnash
http://packages.qa.debian.org/m/mozilla-plugin-gnash.html
http://packages.debian.org/sid/flashplugin-nonfree
http://packages.debian.org/sid/flashplugin-nonfree
http://qa.debian.org/popcon.php?package=flashplugin-nonfree
http://packages.qa.debian.org/f/flashplugin-nonfree.html
http://packages.debian.org/sid/browser-plugin-vlc
http://packages.debian.org/sid/browser-plugin-vlc
http://qa.debian.org/popcon.php?package=browser-plugin-vlc
http://packages.qa.debian.org/b/browser-plugin-vlc.html
https://zh.wikipedia.org/wiki/VLC_media_player
http://www.mozilla.org/unix/customizing.html#prefs
https://bugzilla.mozilla.org/show_bug.cgi?id=83376
https://zh.wikipedia.org/wiki/Message_transfer_agent
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. WBFREBAIE (MDA, 8% 66 7)) RERERE—&EVANAFERENER.
- HEAFRIE (MUA, MR FHEEFIR, 0% 64 T7), REMERMIBRIZENERSIER,

==
EE

KR H R E R ML ERNBRBINTF, UTHEENFR2BEMET,

6.2.1 FEFHBAEL

BT H=EB AR, HEBREE, BRERS B IES,
SMTP R F RS £t A9 To” F1"From” {2 RZBHRHF, (153 LAY From” (52 AR @b, FI90 From_ &

F e

BT ERAFKEY " To” M"From” (52, BRAE BEFHEEFin L. (ERSHEAT, XEERRRBFHAHEH—X, B
HAERXE, )

ATRIBIEXBIELBELERG, BFHEZE R MUA) RERZAETEERMERM R (MIME)SR G BB 457X 0B
HIEX,

6.2.2 ILACHBA4RRSSE Al

7T RATRERDRIRERME (REZHFARZBERIVEFERCF) BIE)E, TS RHIHEZERGEAMIERE ISP lRS B IEAE
RENN N HE .

« BEEENVIRS T ISP HIEF, [ERAfc44090BEMER (587 ) i[O &3EMBE, FH{EMATErfc4954 BE N E HIZEHE (SMTP
AIERRSS).
- REBHIMLRENL FRT ISP BRI ZMBAARSS22) EZERI FEXMAY SMTP 25 i B L8 T,

o A—LETTEERYIMNERRILE M B ISP #EURHBFARSS B3SMTP 25 ik O A E S WEMR. (2 RERA TS NEERES
REBXMERRIEN 1P Hoht SR, B R PERR.)

- RIFZFHIRFIMBH (DKIM) F1& 155 KRS S (SPF) XM R BIRAMF R AT 52 A F 88 F IR TR,

- HERHIRBIERPRSS BT8R A FARAVEIT smarthost HJER FHBIF & IX,

HECE A TERMF R AT RRRERE O] RS, (RIS BX L HIBRS,

LT XERR O EEEMIE TR, & Yahoo.com 1 Gmail.com iX##H)IH ST T EX MR ISP 121 T 22 B4R S,
EREMERE (TLS) FIEMFS, K2EREMIN (SSL) FrT ATEEFIH 78 W 4&E 12X LEpR AR S

« BREEN LAY 465 In O BRSS, RILATAYTE SSL LAY SMTP (SMTPS #HY).

- BHREEN LAY 587 I AR5 fER STARTTLS %,

« TLS/POP3 i [ (995) 2 A3 POP3 I RIZZ MR,

VAV
@ EIHBRBRIIMLE £1T1T SMTP RS BB RE B R EMHAZITin I EHMENZAMEN, EIHRBTERE
4, (RAERZEA ISP S ERIZHRH ISP IR H#AY smarthost AR5,

ATEERN, EETROXEFR, FHBE smarthost £”smtp.hostname.dom”, EE SMTP NIEH BEBH
BSTARTTLS MMUHIER &K iZIRM (587) .



https://zh.wikipedia.org/wiki/Mail_delivery_agent
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Bounce_address
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/Email_client
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc4409
http://tools.ietf.org/html/rfc4954
https://zh.wikipedia.org/wiki/SMTP-AUTH
https://zh.wikipedia.org/wiki/SMTP-AUTH
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Sender_Policy_Framework
https://zh.wikipedia.org/wiki/反垃圾邮件技术
https://zh.wikipedia.org/wiki/Email_filtering
https://zh.wikipedia.org/wiki/DomainKeys_Identified_Mail
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/SMTPS
https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/SMTP_Authentication
https://zh.wikipedia.org/wiki/STARTTLS
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6.2.3 T{FuhRImRHHECE RIS

EEBE FIERE 2FEA MUA & ZBBER ISP 49 smarthost, SRS M ISP B POP3 AR 3 SRIZ AR (B 5 64
), XMERMEEE RITEADINEEMNET GUI B MUA, 140 icedove(l), evolution(l) &%, MREEEITHRHEHY
FRSRTIEREA], REIZER MUA BITIEIEE, WFXMER, &t MTA (BLE 63 1) AFEARMGE (HLX
ENMBEWEER—FV L),

5/ E2 Debian EZAF R4, BMEMEE—MAF, XEMABIFZ U oot BFIZITTHREFFEENRAMREIEE
FHRF,

FHINELERIERAFIC B 2B T A MTA ZEEBAE ISP #Y smarthost, BT EBFIEER (BILE 6.5 1) M ISP #9 POP3 AR
SRR, FHEMMHRTFEIAARE, MRFEEIHBAFAERRITIRELN], RAZER MDA FTIRINEE (B
5 6.6 1) RiLIBHRTE BIRAVHRAE, XFRAMEERITERETLIRHIE L MUA, FII0 mutt(1), mew(l) FF,
REMERER MUA BEAILE (BRE 6.4 1), WFXMER, &itt MTA (B0 6.3 T7) FE smarthost $23EF
Rigis, FANBHNILIFILZBEENEI FQDN, RECER MTA REZEMHRIN LB PRI E KA BB R,
Kt e Hb i RE IR (BI%E 6.3.3 1),

ﬂﬁ“i

AN

U\l

f

=T
g

BEREERE MUA/MDA RfER Maildir, LABEFAEEBHZIRE RHEMIE,

6.3 HRAFZHICIE (MTA)

WF—MRETIFME, HRHHEHENE MTA) BERERR eximd-* 5#& postfix RHEE, XHIRRE,

e ATE A/ | iHER

i;;ﬂ‘t‘ -daemon- | ye04 1691 | 1167 | Exim4 EBEEFEHICIR (MTA : Debian BRikf))
exim4-base V:614,1:703 | 1561 Exim4 X4 (X&) FIEAXE
exim4-doc-html | I:1 3454 | Exim4 X#H (html)

exim4-doc-info | L1 588 Exim4 X1 (info)

postfix V:149,1:165 | 3916 | Postfix BREFEIRMNIE (MTA : E1E)
postfix-doc I:10 4038 | Postfix X5 (html+text)

sasl2-bin V:7,1:25 410 Cyrus SASL API 353 (33 postfix SMTP A1)
cyrus-sasl2-doc | |, 247 | Cyrus SASL - 3X#%

Table 6.3: AT TFUARIERIBIERHEMIERRBIRGBIIR

REERITERER L, eximd-* HEHRERERELL postfix 1T, EXHAREKE postfix 7 Debian F&E
FRARR1T. Debian BR552EZRFMER exima Fl postfix, ZRHY Debian FF & & & B HBAFRAIDEFBIBRIAHR 5 72 HTHY
LR ORI FEM MTA —HZ IR,

exim4-* MEBRANAMANZE, BEESNWRFERMNEERENEE, postfix REERANAMANE, €
mfEnE. BRE, BREMRENEY., IBMIESTERCNXE, EREMTAIE LHBEFERANER,

7E Debian BREE, GIFS AN EMEEFIRNE XTSIV AE AR (MTA) R4 E R % E,
6.3.1 exim4 HiZE
3¢ FARLE ST smarthost FIMLEHREE, (RENZIRUNTEI/RAY (2 BBE eximd-* BGEL,

$ sudo /etc/init.d/exim4 stop
$ sudo dpkg-reconfigure exim4-config



https://zh.wikipedia.org/wiki/Maildir
http://packages.debian.org/sid/exim4-daemon-light
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon.php?package=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/exim4-base
http://qa.debian.org/popcon.php?package=exim4-base
http://packages.qa.debian.org/e/exim4-base.html
http://packages.debian.org/sid/exim4-doc-html
http://qa.debian.org/popcon.php?package=exim4-doc-html
http://packages.qa.debian.org/e/exim4-doc-html.html
http://packages.debian.org/sid/exim4-doc-info
http://qa.debian.org/popcon.php?package=exim4-doc-info
http://packages.qa.debian.org/e/exim4-doc-info.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon.php?package=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/postfix-doc
http://qa.debian.org/popcon.php?package=postfix-doc
http://packages.qa.debian.org/p/postfix-doc.html
http://packages.debian.org/sid/sasl2-bin
http://qa.debian.org/popcon.php?package=sasl2-bin
http://packages.qa.debian.org/s/sasl2-bin.html
http://packages.debian.org/sid/cyrus-sasl2-doc
http://qa.debian.org/popcon.php?package=cyrus-sasl2-doc
http://packages.qa.debian.org/c/cyrus-sasl2-doc.html
http://wiki.debian.org/DefaultMTA
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RHEE ATE Ky | HEEMXES

exim4-daemon- ] ] e

light V:604,1:691 | 1167 | I8

postfix V:149,1:165 | 3916 | £I8E (F2)

EZ;% daemon V:9, I:10 1300 | I8 (RiF)

sendmail-bin V:10, [:11 1806 | £IEE ANRMFRERZWTEZRE)
nullmailer V5, 1:8 372 A IHEE, "B AMERE

ssmtp V:13, 1:20 2 N INEE, ZBEAMHE
courier-mta V0, 1.0 1950 | FERZ2INEE (web BEOFE)
masgqmail V:0, 1.0 337 T8

esmtp V:0, I:0 124 -

esmtp-run V:0, I:0 32 25 (sendmail F# BT B2 esmtp)
msmtp V2, 1.7 260 T8

msmtp-mta Vi1, I:1 35 2& (sendmail 3*AF FB2] msmtp)

Table 6.4: Debian 32 FE A o] i R AUAR(HFE i CIE (MTA) BRIFBRIFIR

fic & ”General type of mail configuration” B, ji%&3%¥”mail sent by smarthost; received via SMTP or fetchmail”,
1% & ”System mail name:” AEKIARY FQDN (&% 5.1.1 1),
1& B ”IP-addresses to listen on for incoming SMTP connections:” JEKIARY”127.0.0.1; 217,

GA I

»Other destinations for which mail is accepted:” JEINEE =,
“Machines to relay mail for:” JEINEE =,
1% E”IP address or host name of the outgoing smarthost:” J3”smtp.hostname.dom:587”,

1% & ”Hide local mail name in outgoing mail?” JEIN A”<No>", (HEMRE 6.3.3 PHIEAVFBIEER /etc/email-addre
sses” &)

EFRW TR RAE A —FK[EIZKeep number of DNS-queries minimal (Dial-on-Demand)?”,

« "No” NRBINRIAHE, RAFELT B,

« 7Yes” MIRBIMIHR, RAESHE LGEAM,

1% E”Delivery method for local mail:” %5 }7”mbox format in /var/mail/”,

»Split configuration into small files?:” JEINIE 9”7 <Yes>”,

B8N~ /etc/exima/passwd.client” X, REIERTF smarthost FZEREEE,

$ sudo vim /etc/exim4/passwd.client

$ cat /etc/exim4/passwd.client
Asmtp. *\.hostname\.dom:username@hostname.dom:password

BT FERRIEEN exim4,

$ sudo /etc/init.d/exim4 start

=

»/etc/exim4/passwd.client” XEERRENBARNIZZMNE, RAIZZRNTARNEEREENENE.,

$ host smtp.hostname.dom
smtp.hostname.dom is an alias for smtp99.hostname.dom.
smtp99.hostname.dom has address 123.234.123.89

H1E/etc/eximd/passwd.client” XHEARERIENRIARRKET 5RO, BIEFE ISP B T 5 BFTEEAEN
£, SMTP AUTH i 28] T 1EHY,

fREENSEITIN T FT/RBVFBNEHT exima BEE:



http://packages.debian.org/sid/exim4-daemon-light
http://packages.debian.org/sid/exim4-daemon-light
http://qa.debian.org/popcon.php?package=exim4-daemon-light
http://packages.qa.debian.org/e/exim4-daemon-light.html
http://packages.debian.org/sid/postfix
http://qa.debian.org/popcon.php?package=postfix
http://packages.qa.debian.org/p/postfix.html
http://packages.debian.org/sid/exim4-daemon-heavy
http://packages.debian.org/sid/exim4-daemon-heavy
http://qa.debian.org/popcon.php?package=exim4-daemon-heavy
http://packages.qa.debian.org/e/exim4-daemon-heavy.html
http://packages.debian.org/sid/sendmail-bin
http://qa.debian.org/popcon.php?package=sendmail-bin
http://packages.qa.debian.org/s/sendmail-bin.html
http://packages.debian.org/sid/nullmailer
http://qa.debian.org/popcon.php?package=nullmailer
http://packages.qa.debian.org/n/nullmailer.html
http://packages.debian.org/sid/ssmtp
http://qa.debian.org/popcon.php?package=ssmtp
http://packages.qa.debian.org/s/ssmtp.html
http://packages.debian.org/sid/courier-mta
http://qa.debian.org/popcon.php?package=courier-mta
http://packages.qa.debian.org/c/courier-mta.html
http://packages.debian.org/sid/masqmail
http://qa.debian.org/popcon.php?package=masqmail
http://packages.qa.debian.org/m/masqmail.html
http://packages.debian.org/sid/esmtp
http://qa.debian.org/popcon.php?package=esmtp
http://packages.qa.debian.org/e/esmtp.html
http://packages.debian.org/sid/esmtp-run
http://qa.debian.org/popcon.php?package=esmtp-run
http://packages.qa.debian.org/e/esmtp-run.html
http://packages.debian.org/sid/msmtp
http://qa.debian.org/popcon.php?package=msmtp
http://packages.qa.debian.org/m/msmtp.html
http://packages.debian.org/sid/msmtp-mta
http://qa.debian.org/popcon.php?package=msmtp-mta
http://packages.qa.debian.org/m/msmtp-mta.html
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- BE¥iv/etc/exim4/” BRTH exim4 BBE X,

- Bl&”/etc/exim4/exima.conf.localmacros” RiZFE L s L FIEX”/etc/exima/exim4 . conf. templ

ate” X, (RBREIMEE )
- 7£7 /etc/exim4/exim4.conf.d” FERPRIEH NG S RmECFENXGE., (DENERE )

« i&17’invoke-rc.d exim4 reload” 5%,

BIFi%”/usr/share/doc/exim4-base/README . Debian . gz” B /385 #] update-exim4.conf(8),

AV
@ N debconf if)ja)"Keep number of DNS-queries minimal (Dial-on-Demand)?” iX /Mo &R, £33 T "No” (2K
NME), BBABEN eximd REBRKAEF HRREBNRIRHEAREZ R G BN,

5
®a

BAMREY ISP £1F, EREREGEMNZNEXZBEERNZEH,

BR
REWTEFE 587 i EEA STARTTLS Y SMTP thHi), {ERBLE ISP NAEREFRA SMTPS thHiX (£ 465 iH 1
EBY SSL), 4.77 lRAAGER Exim4 SZIEE FinflARS 28 EAIEF SMTPS tHiY,

RBR
MRIREEREICEABHMT K — BT /etc/aliases” MMV E MTA, {RRIZEEIRE exim4(8), £ /etc/

7 e

default/exim4” XH4HE N"QUEUERUNNER="queueonly’”, "QUEUERUNNER='"nodaemon’"” &%,

6.3.2 & SASL 4 postfix iL &

it Fi83T smarthost BIMLEEREF, fRBIZE ST postfix STAHFI K BEIFH T,

e Ihge

postfix(1) Postfix I=HITE 7
postconf(1) Postfix fLE T B
postconf(5) Postfix EEE S %K
postmap(1) Postfix EFXFREF
postalias(1) Postfix »IB& IR EEFF

Table 6.5: EE /Y postfix FfT1515R

{RIZIEIN T ETREY (BEF) BECE postfix #l sasl2-bin iREEL,

$ sudo /etc/init.d/postfix stop
$ sudo dpkg-reconfigure postfix

3% %7 Internet with smarthost”,

1% & ”SMTP relay host (blank for none):” 3” [ smtp.hostname.dom] :587” HiZWNFArREEE.



https://zh.wikipedia.org/wiki/STARTTLS
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/SMTPS
http://www.postfix.org/documentation.html
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sudo postconf -e ’‘smtp_sender_dependent_authentication = yes’
sudo postconf -e ’‘smtp_sasl_auth_enable = yes’

sudo postconf -e ’smtp_sasl_password_maps = hash:/etc/postfix/sasl_passwd’
sudo postconf -e ’‘smtp_sasl type = cyrus’

sudo vim /etc/postfix/sasl_passwd

&P B BB P

J9 smarthost BIEZEEH,

$ cat /etc/postfix/sasl_passwd
[smtp.hostname.dom] :587 username:password
$ sudo postmap hush:/etc/postfix/sasl_passwd

BTN FTRRYE5) postfix,
$ sudo /etc/init.d/postfix start

dpkg-reconfigure 1EHR{FERAY [~ F17]” #1”/etc/postfix/sasl_passwd” HFEAERE MX iERMEE
BEERIBETEMRWENE, 2W”/usr/share/doc/postfix/html/SASL_README.html” EEE#AY”Enabling SASL
authentication in the Postfix SMTP client” 538,

6.3.3 HRfFiitECE

XEH-LERTHEEE. RETAFPRIERNHRA i E M,

X5 IheE NMA
/etc/mailname BT M &) BEFRIRIAENA Debian ZFIHY, mailname(5)
/etc/email-addresses AFAERMEFRENRARE exim(8) T AR, exim4-config_files(5)

/etc/postfix/generic AFINREEFRENRRER %zfgix(l) THRY, postmap(l) LT/

/etc/aliases AT EREREFFKF B3 AR, newaliases(1) a8 2 I TIE ek Ho

Table 6.6: SRt 18X AIECE X AR

»/etc/mailname” XHH A mailname BE B £1H3 (FQDN), XNRIEHBZF BT ENLRY 1P ik, 358
B REMTRE TP t A EN BRI TEuh, i8R E mailname J3”hostname -f” B8, (XX TF exim4-* F0 postfix
HELZ2BEMINERE, )

BR

"/etc/mailname” EF'E’JW{%‘%EZ#F%HE MTA ZF BEENNERIAT R, XF mutt, & ~/muttrc 3‘(1’-‘F¢'1x
E"hostname” #1"from” LEXKEE mailname B, T devscripts R ERIFER, 140 bts(1) F dch(1),
.‘:I:.'ITi""“E"$DEBFULLNAME F1"$DEBEMAIL” H{EREBEETE,

N

popularity-contest #E4E—A&A FQDN FZZNHY root Mk~ & XM, {RFEER /usr/share/popularity-
contest/default.conf XEHHEIAM IR EIRE /etc/popularity-contest.conf XA MAILFROM
B, &M, {REVEBFE# smarthost SMTP B3 281E4, REXLIIREZIK, XA AL AFBEEE MTA FE
2 root AFP&ZIZMGEE RItIE LS, Xt o] EEMFIF#HIZEE Z cron BIA(ER,

H1i2 & mailname J9”hostname -f” F){ER, BT MTA RURERA 1k A9 o2 BT LAET 4N T FrRAIKR LN,

« FF exim4(8) H”/etc/email-addresses” {4, exim4-config files(5) FMTIPH * FEHIERE



http://www.debian.org/doc/debian-policy/ch-customized-programs#s-mail-transport-agents
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« AT postfix(1) B9”/etc/postfix/generic” X, generic(5) FMTTHE X FEHIBEE

$tF postfix, ETFREEINSBREZMIT.

# postmap hash:/etc/postfix/generic
# postconf -e ’smtp_generic_maps = hash:/etc/postfix/generic’

# postfix reload

{REEES T N T AR BYSRMIR BBt it B B

« exim(8) A -brw, -bf, -bF,

« postmap(1) F§ -q &I,

-bv, ... &N

R

Exim B —LLBHRANER, Ul exiqggrep(8) 1 exipick(8), &M"dpkg -L exim4-base|grep man8/” K35

ATANEGL,

6.3.4 ETfl MTA 121

XBER LR MTA #F, B—LAIEERET sendmail(1) BIFRE M ORKIH,

exim &p % postfix &35 Ry |
sendmail sendmail R N EENER A FF H = HEFE (-bm)
mailq mailq TR FBIRSHFEAG ID FIEREPRRS] (-bq)
newaliases newaliases VIR RIBRIERE (-1)
exim4 -q postqueue -t HEEZET HENE))

. postsuper -r ALL
exim4 -qf deferred; postqueue -f Rl Ff FT B B4

. postsuper -r ALL; . :
exim4 -qff postqueue -f RIFTEZE 2 FERIHREF
exim4 -Mg queue_id postsuper -h queue_id BT ERAFRIBAST ID KA E
exim4 -Mrm queue_id postsuper -d queue_id BT ERAFEIBAST ID SRR E
N/A postsuper -d ALL BERFr BB

Table 6.7: Ehill MTA Z{EFIZR

BR

£ /etc/ppp/ip-up.d/*” EE—MRIFIFAIBEHMGHIMASRMNENES,

6.4 HR4EAFIE (MUA)

WMRAFITIH T Debian FAXAVARETIR, FERAK mutt F mew iIXHEH) MUA KENMNBEE, BERNAFXE, EIIE
RESL MR EF B o] MR TRERRIARHE TAF BT,
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RHEE ATE K| KB

evolution V:43,1:298 428 X GUI 2% (GNOMES3, groupware &)

icedove V:55, 1:142 292 X GUI 2% (GNOME2, £ mh%#Y Mozilla Thunderbird)
kmail V:43,1:98 6419 | X GUI £ (KDE)

mutt V:224,1:820 | 6163 | {RAFIAES vim —EEFEANF A EinizT

mew V:0, 1.0 2328 | (x)emacs FRAFERRIRIZR

Table 6.8: B34 P KIBTIFR (MUA)

6.4.1 Ehli MUA —Mutt

BRUNTEIRMBENX~/ . .muttrc”, 5 vim &E&ERMERFKE MUA) R4 mutt,

#

# User configuration file to override /etc/Muttrc
#

# spoof source mail address

set use_from

set hostname=example.dom

set from="Name Surname <username@example.dom>"
set signature="~/.signature”

# vim: "gq” to reformat quotes
set editor="vim -c ’'set tw=72 et ft=mail’”

# "mutt” goes to Inbox, while ”"mutt -y” lists mailboxes

set mbox_type=Maildir use gmail Maildir format for creating mbox
set mbox=~/Mail keep all mail boxes in $HOME/Mail/

set spoolfile=+Inbox mail delivered to $HOME/Mail/Inbox

set record=+0Outbox save fcc mail to $HOME/Mail/Outbox

set postponed=+Postponed keep postponed in $HOME/Mail/postponed

set move=no do not move Inbox items to mbox

set quit=ask-yes do not quit by ”q” only

set delete=yes always delete w/0 asking while exiting

set fcc_clear store fcc as non encrypted

H o H O H H W H FH*

# Mailboxes in Maildir (automatic update)
mailboxes ‘cd ~/Mail; /bin/ls -1|sed -e ’'s/A/+/' | tr "\n” " "/
unmailboxes Maillog *.ev-summary

## Default

#set index_format="%4C %Z %{%b %d} %-15.15L (%41) %s”

## Thread index with senders (collapse)

set index_format="%4C %Z %{%b %d} %-15.15n %?M? (#%03M)&(%41)? %s”

## Default

#set folder_format="%2C %t %N %F %21 %-8.8u %-8.8g %8s %d %f”
## just folder names

set folder_format="%2C %t %N %f”

EIMTEMNASE”/etc/mailcap” 5~/ .mailcap” RNEE R HTML BREFIHER Word B4,

text/html; lynx -force_html %s; needsterminal;

application/msword; /usr/bin/antiword '%s’; copiousoutput; description="Microsoft Word Text <«

", nametemplate=%s.doc



http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon.php?package=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/icedove
http://qa.debian.org/popcon.php?package=icedove
http://packages.qa.debian.org/i/icedove.html
https://zh.wikipedia.org/wiki/Mozilla_Corporation_software_rebranded_by_the_Debian_project
https://zh.wikipedia.org/wiki/Mozilla_Thunderbird
http://packages.debian.org/sid/kmail
http://qa.debian.org/popcon.php?package=kmail
http://packages.qa.debian.org/k/kmail.html
http://packages.debian.org/sid/mutt
http://qa.debian.org/popcon.php?package=mutt
http://packages.qa.debian.org/m/mutt.html
http://packages.debian.org/sid/mew
http://qa.debian.org/popcon.php?package=mew
http://packages.qa.debian.org/m/mew.html
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R’
Mutt BEBZ{F 0 IMAP & P im#l mailbox & TU461#R28. RRICAER L, "T" SHRRMRHF. X LEARRBIBRIFEERSERA"; C
EARRIEBFE Z [B1FE I, FFRICAER"; d” R—IR MR

6.5 iZHRFIEERMIEARSAHTA

MARFIIZIT MUA ZBLLEREMEFELIEEN], RrIEFEENHIXLETE, ASIEMBGERGERIREDR AR,
IR RN A E T ERESMRER,

RE fetchmail(1) B4 A% GNU/Linux B FIiEZEB & RAVESL LN E, (FEIMELERE getmail(1), WMRFEE
ETHMME ZAERERA AT T ERHEMWERN, mailfilter 8 mpop TEFTREREREAN., NEFEHAWMMIRER
RILHER, BERARFEZEBRBERRTEMGZ MDA 22N AENES, FUN@ETEER maildrop,

nEe ITE X/ | BB

fetchmail Vi7,1:21 2343 | @RI ZE (POP3, APOP, IMAP) (IHEY)

getmail4 V:3, I:11 637 HREF1E 2 (POP3, IMAP4 #0 SDPS) (B, T PIE)
mailfilter V:0, .0 274 BIENFRAR T RINEERERAFEZE (POP3)

mpop V0, I:0 222 MEFZE (POP3) T B 1L s JEERY MDA

Table 6.9: LFZHRH1E R FNFE R K AREFIIR

6.5.1 getmail if&

getmail(1) FYEC B 7 getmail documentation B iR . X B RIHKIE AR FIEE1A0] 24 POP3 TKS.
BRI TFFrRAIBIE”/usr/local/bin/getmails”,

#!/bin/sh

set -e

if [ -f $HOME/.getmail/running ]; then
echo "getmail is already running ... (if not, remove $HOME/.getmail/running)” >&2
pgrep -1 "getmai[l]”
exit 1

else
echo "getmail has not been running ... ” >&2

fi

if [ -f $HOME/.getmail/stop ]; then
echo "do not run getmail ... (if not, remove $HOME/.getmail/stop)” >&2
exit

fi

if [ ”"x$1” = "x-1" ]; then
exit

fi

rcfiles="/usr/bin/getmail”

for file in $HOME/.getmail/config/* ; do
rcfiles="$rcfiles --rcfile $file”

done

date -u > $HOME/.getmail/running

eval "$rcfiles $@”

rm $HOME/.getmail/running

BINTFARMEETE,



https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://packages.debian.org/sid/fetchmail
http://qa.debian.org/popcon.php?package=fetchmail
http://packages.qa.debian.org/f/fetchmail.html
http://packages.debian.org/sid/getmail4
http://qa.debian.org/popcon.php?package=getmail4
http://packages.qa.debian.org/g/getmail4.html
http://packages.debian.org/sid/mailfilter
http://qa.debian.org/popcon.php?package=mailfilter
http://packages.qa.debian.org/m/mailfilter.html
http://packages.debian.org/sid/mpop
http://qa.debian.org/popcon.php?package=mpop
http://packages.qa.debian.org/m/mpop.html
http://pyropus.ca/software/getmail/documentation.html
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sudo chmod 755 /usr/local/bin/getmails
mkdir -m 0700 $HOME/.getmail

mkdir -m 0700 $HOME/.getmail/config
mkdir -m 0700 $HOME/.getmail/log

B B BB

I TR AEA POP3 Ik~ BIE”$HOME/ . getmail/config/pop3_name” B2 & X,

[retriever]

type = SimplePOP3SSLRetriever
server = pop.example.com

username = pop3_name@example.com
password <your -password>

[destination]

type = MDA_external

path = /usr/bin/maildrop
unixfrom = True

[options]

verbose = 0

delete = True

delivered_to = False

message_log = ~/.getmail/log/pop3_name.log

U FRARRIECEE.
$ chmod 0600 $HOME/.getmail/config/*

T XI{EF cron(8) & 15 PiEiT— ”/usr/local/bln/getmalls”, BT {T’sudo crontab -e -u <user_
name>” #?Eﬂﬂ?ﬁﬁa‘ﬂ’]ﬁ’v\/ﬁﬂﬂﬂﬁﬁ)ﬂﬂ’] cron £EH,

5,20,35,50 * * * * /usr/local/bin/getmails --quiet

BR

POP3 A[a)fI Bl R] BEFH AKRE F getmail, —EERMIEEE POP3 RSB FIEEER T POP3 i F HEA8INIK
BRI RN B BT B 7FE3E RE, flw, e1ETEEENINIEYREI RETR EE FEB;5E#IKEF| DELE &< ] A
BRT BB B o] BEPR B AR ZI BRI AR S48, R IZRETREAVRIVIRE, B EEE T 1EZ AL A8 TR
FEAREMRFREAT, S0 "Some mail was not downloaded”,

6.5.2 fetchmail B2 &

»/etc/default/fetchmail”, ”/etc/fetchmailrc” #1”$HOME/ . fetchmailrc” BJBABC & fetchmail(1), S/
usr/share/doc/fetchmail/examples/fetchmailrc.example” BB&HIF,

6.6 HHITIEIFAVARFIZECIE (MDA)

KRB MTA FEF, 180 postfix 1 eximd, F(E MDA (MREIBENKIE), XEEEITMHEE T IEINEER MDA,

RE procmail(1) E£R% )9 GUN/Linux EXxFHEILIESEMN MDA FIESLME, FEMELERE maildrop(l), NEFE
BAWMTiEiEr, BERSREZEERIEETIEIVEREER] gmail XAZEY Maildir BIR—MNFEE.



http://mail.google.com/support/bin/answer.py?answer=13291amp;topic=1555
https://zh.wikipedia.org/wiki/Maildir
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ERES) WATE A/ [ EA

procmail V:85,1:808 | 300 BiLEERH MDA (IHED)
mailagent V0, 1:14 1283 | & A Perl 14 g E5HY MDA
maildrop Vi1, 1:3 1091 | BLEMAEIRIESH MDA

6.6.

Table 6.10: BiTiE23H9 MDA FIF&

1 maildrop B2 &

maildrop(1) EEE £ maildropfilter documentation FHER, XEB—XKF $HOME/ .mailfilter XHRIEERF.

# Local configuration
MAILROOT="$HOME/Mail”

# set this to /etc/mailname contents
MAILHOST="example.dom”

logfile $HOME/.maildroplog

# rules are made to override the earlier value by the later one.

# mailing list mails ?

if (
{

/NPrecedence:.*1ist/:h || /APrecedence:.*bulk/:h )

# rules for mailing list mails

# default mailbox for mails from mailing list
MAILBOX="Inbox-1list”

# default mailbox for mails from debian.org

if ( /~(Sender|Resent-From|Resent-Sender): .*debian.org/:h )

{

}
# default mailbox for mails from bugs.debian.org (BTS)

if ( /~(Sender|Resent-From|Resent-sender): .*@bugs.debian.org/:h )

{
}

MAILBOX="service.debian.org”

MAILBOX="bugs.debian.org”

# mailbox for each properly maintained mailing list with ”“List-Id: foo” or ”"List-Id:

...<foo.bar>"
if ( /AList-Id: ([~A<]*<)?(["A<>]*)>?/:h )
{

MAILBOX="$MATCH2"

# rules for non-mailing list mails
# default incoming box
MAILBOX="Inbox-unusual”

# local mails

if ( /Envelope-to: .*@$MAILHOST/:h )

{

}
# html mails (99% spams)

if ( /DOCTYPE html/:b ||\
/NContent-Type: text\/html/ )

MAILBOX="Inbox-local”

{
MAILBOX="Inbox-html”

# blacklist rule for spams
if ( /AX-Advertisement/:h ||\



http://packages.debian.org/sid/procmail
http://qa.debian.org/popcon.php?package=procmail
http://packages.qa.debian.org/p/procmail.html
http://packages.debian.org/sid/mailagent
http://qa.debian.org/popcon.php?package=mailagent
http://packages.qa.debian.org/m/mailagent.html
http://packages.debian.org/sid/maildrop
http://qa.debian.org/popcon.php?package=maildrop
http://packages.qa.debian.org/m/maildrop.html
http://www.courier-mta.org/maildrop/maildropfilter.html
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/ASubject:.*BUSINESS PROPOSAL/:h ||\
/ASubject:.*URGENT.*ASISSTANCE/:h ||\
/ASubject: *I NEED YOUR ASSISTANCE/:h )

{
by

# whitelist rule for normal mails

if ( /AFrom: .*@debian.org/:h ||\
/N (Sender |Resent-From|Resent-Sender): .*debian.org/:h ||\
/ASubject: .*(debian|bug|PATCH)/:h )

MAILBOX="Inbox-trash”

MAILBOX="Inbox"

# whiltelist rule for BTS related mails
if ( /ASubject: .*Bug#.*/:h ||\

/N(To|Cc): .*@bugs.debian.org/:h )
{

3

# whitelist rule for getmails cron mails
if ( /ASubject: Cron .*getmails/:h )
{

}

MAILBOX="bugs.debian.org”

MAILBOX="Inbox-getmails”

}

# check existance of $MAILBOX

‘test -d $MAILROOT/$MAILBOX’

if ( $RETURNCODE == 1 )

{
# create maildir mailbox for $MAILBOX
‘maildirmake $MAILROOT/$MAILBOX’

}

# deliver to maildir $MAILBOX

to "$MAILROOT/$MAILBOX/”

exit

z2E
@ & procmail, maildrop AeBMEIERAFER maildir B, {RIUREI{ER maildirmake(1) Fahel
ZEA], [EW"$HOME/ .mailfilter” B FERFRHE,

6.6.2 procmail i2&

iXEBE— procmail(1) fJ”$HOME/ . procmailrc” XHHIZENE E I F,

MAILDIR=$HOME/Maildir

DEFAULT=$MAILDIR/Inbox/

LOGFILE=$MAILDIR/Maillog

# clearly bad looking mails: drop them into X-trash and exit
10

* 1A@ AX-Advertisement

* 1A@ NSubject:.*BUSINESS PROPOSAL

* 1A0 ASubject:.*URGENT.*ASISSTANCE

* 1A0 ASubject: *I NEED YOUR ASSISTANCE

X-trash/

# Delivering mailinglist messages
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0

* 1AQ APrecedence:.*list

* 170 APrecedence:.*bulk

* 17A0 AList-

* 1A@ AX-Distribution:.*bulk

{
:0

jp-debian-devel/

10

* 17A0 AReturn-path:.*debian-devel-admin@debian.or.jp

* NResent-Sender.*debian-user-request@lists.debian.org

debian-user/

10

* AResent-Sender.*debian-devel-request@lists.debian.org

debian-devel/
HIO]
debian-announce
10
mailing-list/

}

10
Inbox/

6.6.3 EFI%iE mbox RE

* AResent-Sender.*debian-announce-request@lists.debian.org

MRIFHIRBRELM 7 F B procmail(1) KT, fREZEM”/var/mail/<username>” BRFoNIQEMGEIRE R
1740

THEDLFRIMRETR, REREZEHNZELE, &
# /etc/init.d/${MAILDAEMON} stop

Targ,

# formail -s procmail </var/mail/<username>
# /etc/init.d/${MAILDAEMON} start

6.7 POP3/IMAP4 fR%%28

MRBEEFEM LTIT—MABEIRSEE, RNZERIEGIT POP3/IMAP4 ARS8, FARIEMHEEIFIEHMNE Fif,

B TATE WNE Ll _ _

courier-pop V4, 15 238 | pop3 (E:%urier BRFFARS5 25 - POP3 AR5588 (RB maildir %
cyrus-pop3d V:0, I.0 146 POP3 Cyrus BSF &R SR (nin?% POP3) -
courier-imap V:6, 1.8 544 IMAP ?é’;.r;er BRFFARSS 25 - IMAP B35 25 (H32#5 maildir
cyrus-imapd V0, .1 331 IMAP Cyrus EBF R R (235 IMAP)

Table 6.11: POP3/IMAP4 R 28%1%



https://zh.wikipedia.org/wiki/Post_Office_Protocol
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://packages.debian.org/sid/courier-pop
http://qa.debian.org/popcon.php?package=courier-pop
http://packages.qa.debian.org/c/courier-pop.html
http://packages.debian.org/sid/cyrus-pop3d
http://qa.debian.org/popcon.php?package=cyrus-pop3d
http://packages.qa.debian.org/c/cyrus-pop3d.html
http://packages.debian.org/sid/courier-imap
http://qa.debian.org/popcon.php?package=courier-imap
http://packages.qa.debian.org/c/courier-imap.html
http://packages.debian.org/sid/cyrus-imapd
http://qa.debian.org/popcon.php?package=cyrus-imapd
http://packages.qa.debian.org/c/cyrus-imapd.html
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6.8 FTENRR3FILTHE

EZ/IZE Unix &4, BSD Line printer daemon {THTENNLE & TP BinE, BLL, 73 Unix R4, BHRRENE
FTEN4E A& U2 PostScript, Jo T BEAZFTENZIIE PostScript FTENHL, FEEIE —LEiTE 2R R0 Ghostscript —B{EF,

JE 3R, Common UNIX Printing System i&@F8 UNIX ¥TENZ 4% (CUPS) 2¥AYEESLHR/HE, CUPS {#H Internet Printing Protocol
B EAMFTENHHY (IPP). IPP EE LW ETRIER S, 0 Windows XP 1 Mac OS X, %, EELTMFNEENE
BERENNEEEIZIZHTENNELINE,

Debian 2 48 LY A2 7 BOAR A FTENEIB & I 2 PostScript (PS) , ER— AN THEIAES, PS BAMEEHRIZZ
Ghostscript PostScript fEFE 28R EMIFERVFTENVLTHTENRVEIE, SME 11.4.1 7.

FSH CUPS RAMNHEREI B B LISIE, BREMNAIXEMBIEER 1pr &<, TIG~EHEMNITE MY, (&
CUPS B, 1pr EEMSEITE R cups-bsd #REGBRFKEN)

Debian A —LAREIRAEERATITENRSFERITENTE,

ERED) ATE XN ] wmA 1 AH
Ipr V:8, 1:10 324 printer (515) | BSD lpr/lpd (M3 TENNL /G & <7 # 72 daemon)
Iprng Vi1, 1:2 3852 | EE ,, (B5&)
cups V:217,1:451 | 760 IPP (631) G EXMFTED CUPS AR5588
FHF CUPS RY System V FTEN#L& < Ip(1), Ipstat(1),
cups-client V:80, 1:500 464 Eifls lpoptions(1), cancel(1), lpmove(8), Ipinfo(8),
Ipadmin(8), -

F7F CUPS # BSD FTEIWL&Z: Ipr(1), Ipq(1),

cups-bsd V:i42,1:423 | 110 EN s Iprm(1), Ipc(8)
printer-

driver- V:80, 1:428 | 832 HEERA CUPS FTENHLIRZN
gutenprint

Table 6.12: $TENARSZFITEIIZR

RBR
{RETBALEREY web X 55 881/5(8]) "http://localhost:631/” SRECE CUPS R,

6.9 ARZ5EFZIZVIEIFI TR (SSH)

Secure SHell (SSH) R E$5M Y 2 i&EE N, 7E Debian B, H—Nl OpenSSH % 2% SSH kg 4s, 7E openssh-
client # openssh-server 88,

RHEE ATE XN | IR 15BR
openssh-client | V:818,1:996 | 4106 | ssh(1) SSH EFim
openssh-server | V:677,1:807 | 883 sshd(8) SSH FRZim

ssh-askpass- V0, I:1 42 ssh-askpass- | o e posey \ BAEBAY ssh-add (GNOMER)

fullscreen fullscreen(1)
ssh-askpass V:3, I:44 102 ssh- BXRAFPHIAZEREHY ssh-add (plain X)
askpass(1)

Table 6.13: fRSZESZFZiAI0)FITREYIR



https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
https://zh.wikipedia.org/wiki/Internet_Printing_Protocol
https://zh.wikipedia.org/wiki/PostScript
http://packages.debian.org/sid/lpr
http://qa.debian.org/popcon.php?package=lpr
http://packages.qa.debian.org/l/lpr.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/lprng
http://qa.debian.org/popcon.php?package=lprng
http://packages.qa.debian.org/l/lprng.html
http://packages.debian.org/sid/cups
http://qa.debian.org/popcon.php?package=cups
http://packages.qa.debian.org/c/cups.html
http://packages.debian.org/sid/cups-client
http://qa.debian.org/popcon.php?package=cups-client
http://packages.qa.debian.org/c/cups-client.html
https://zh.wikipedia.org/wiki/System_V_printing_system
http://packages.debian.org/sid/cups-bsd
http://qa.debian.org/popcon.php?package=cups-bsd
http://packages.qa.debian.org/c/cups-bsd.html
https://zh.wikipedia.org/wiki/Line_Printer_Daemon_protocol
http://packages.debian.org/sid/printer-driver-gutenprint
http://packages.debian.org/sid/printer-driver-gutenprint
http://packages.debian.org/sid/printer-driver-gutenprint
http://qa.debian.org/popcon.php?package=printer-driver-gutenprint
http://packages.qa.debian.org/p/printer-driver-gutenprint.html
http://localhost:631/
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.openssh.org/
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon.php?package=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon.php?package=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://packages.debian.org/sid/ssh-askpass-fullscreen
http://qa.debian.org/popcon.php?package=ssh-askpass-fullscreen
http://packages.qa.debian.org/s/ssh-askpass-fullscreen.html
http://packages.debian.org/sid/ssh-askpass
http://qa.debian.org/popcon.php?package=ssh-askpass
http://packages.qa.debian.org/s/ssh-askpass.html
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VIR

WMERIRRY SSH 2 MEHFMIK (8],

SNE 473 1,

TN

BfEA screen(l) F2FRILETE shell ZERBHEZE EFE (B0UF 9.1 ).

6.9.1 SSH Ef

OF

ZZIZ]% '8 Eiz1T OpenSSH ARSS, "/etc/ssh/sshd_not_to_be_run” MFRTFE,
SSH AR MAIEHIX,
SSH 1/}i¥ SSH /53 L]
SSH-1 "RSAAuthentication” ET RSA BHFAIIAFIAE
) ) ~EI & (] EZ 3
Eills “RhostsAuthentication” Fﬁ ;hOStS ETENMME (FXxZ, =
EL “RhostsRSAAuthentication” ﬂ Eh*_?kinss) TR RSA EHHHHEAIL
BLE i(;k;illengeResponseAuthentlcat RSA FEER-RIZIAE
EE “PasswordAuthentication” ETZBAIAIE
SSH-2 “PubkeyAuthentication” ETFTRHENAFIANE
_ ., i S ”~/.rhosts” or”/etc/hosts.equiv”
EL HostbasedAuthentication (B PRI ENLAE ( 2F)
B.E i((:)r:]illengeResponseAuthentlcat R RIS
EE “PasswordAuthentication” ETZRRIAIE
Table 6.14: SSH INEMMXFI S R FIFR
AV

NRIREMA—3E Debian AR, BIVWERXLERE,

MTHESM”/usr/share/doc/ssh/README . Debian.gz”, ssh(1), sshd(8), ssh-agent(1), and ssh-keygen(1).
TEHRMWBEEX M,

N
21 ssh-keygen(1), ssh-add(1) #1 ssh-agent(1) 3k T f2/ER{ER SSH A AFNFALR,

| i
Fl}‘}H

WERMERWINRE, BEMRIRNER, /R ssh -v”.
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FEENH &N H IR

/etc/ssh/ssh_config SSH EFim#k 1A, B ssh_config(5)
/etc/ssh/sshd_config SSH FRZ3ImEk1A, £ sshd_config(5)

~/ .ssh/authorized_keys ZK P ERENIN RS B ERNE FinfEFAREAIA SSH A1
~/.ssh/identity FIFHJ SSH-1 RSA FA%A

~/.ssh/id_rsa FIFHJ SSH-2 RSA FA%A

~/.ssh/id_dsa FIFHJ SSH-2 DSA #A%H

Table 6.15: SSH Fe & X 47K

VN
THERIAMER"ssh-keygen -p” NEZRERINZBBALH SSH FA%R.

N
fRE]BATE"~/ . ssh/authorized_keys” BLAFZFEIEIMEDERESIENILZITIHENG S, ATIEESN sshd(8).

MEPIRBEN— ssh(1) EH.

me 1iHH

Z)s(fg username@hostname.domain. R MET EE

ssh -v username@hostname. 2y i

domain . ext BiIEFMERRINERER
ssh fl username@hostname. 22 &BFE SSH 1 PRAERE

domain.ext
ssh -1 -o RSAAuthentication=no

| =2
-1 username hostname.domain.ext SSH 1 kR, S&IfE A=
ssh -o
PreferredAuthentications= .

I 2R
password -1 username hostname. SSH2 W, SEMlEEME
domain.ext

Table 6.16: SSH & Fim/ashfflF31&

WMRAMFLEFZEN, ERBRMMNAFE, RAIUEEEA username@”. BMEEARMILTEENERRENAF A,
fRE]AEF”~/ . ssh/config” REMEMABHF B. }F Debian Alioth fR$5 88, EHMKF&”foo-guest”, fREJLAIR
&7~/ .ssh/config” B8 TEMNRE,

Host alioth.debian.org svn.debian.org git.debian.org
User foo-guest

34 F B PR, ssh(1) TAELL telnet(1) BB EEFEZ L. T& telnet &<, ssh GEAALERBE telnet HIBHFER
(VITAZKIAR CTRL-]) RHELE.

6.9.2 SMTPIPOP3 [%E/iH %%

BT ssh By —/{MXFERIEEERE, M localhost B9 4025 #O%) remote-server 8925 80, FM localhost
A9 4110 i O E) remote-server B9 110 im0, BEAVIIITU T HS.

# ssh -q -L 4025:remote-server:25 4110:remote-server:110 username@remote-server

FSHE S MEIL SMTP/POP3 ARSZEENT L2 5E. EIZFEEN"/etc/ssh/sshd_config” BigE”AllowTcp
Forwardlng” ZBAR"yes”.



http://alioth.debian.org/
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6.9.3 HEMIZFEEE

fEF”RSAAuthentication” (SSH-1 #iX) Ek”’PubkeyAuthentication” (SSH-2 i), AR RiBIEITFER
ZRVERD.

EIRIER KM /etc/ssh/sshd_config” B, REMMAIZFHE, "RSAAuthentication yes” k”PubkeyAuthen
tication yes”,

EARMAERIZNAIAN, HERQBITIERE.,
« "RSAAuthentication”: SSH-1 #9 RSA key (REiIUER, EAEHER.)

$ ssh-keygen
$ cat .ssh/identity.pub | ssh userl@remote ”cat - >>.ssh/authorized_keys”

« "PubkeyAuthentication”: SSH-2 # RSA key

$ ssh-keygen -t rsa
$ cat .ssh/id_rsa.pub | ssh userl@remote "cat - >>.ssh/authorized_keys”

« "PubkeyAuthentication”: SSH-2 fJ DSA key(REEiX, EARIE.)

$ ssh-keygen -t dsa
$ cat .ssh/id_dsa.pub | ssh useril@remote "cat - >>.ssh/authorized_keys”

BR
fEFH SSH-2 1Y DSA key @ RNEINEY, [A key B/NFHHE, BT RSA ERELTHE, SBIEHER DSA KIEHR
Nk RSA ERIHIERTIERE, DSA 7R Digital Signature Algorithm, EE8, ERSH DSA-1571-1.

R
7 Tit"HostbasedAuthentication” # SSH-2 Fi&{T, MR G IHE RS IwEH"/etc/ssh/sshd_con
fig” MZEFH"/etc/ssh/ssh_config” 8{"~/.ssh/config” BJ"HostbasedAuthentication” B2 & #"yes”

o

6.9.4 XIEHT SSH EF iR

HEFE LB —LRELN SSH EFIR,

R %% SSH 27

Windows puTTY (http://www.chiark.greenend.org.uk/~sgtatham/putty/) (GPL)
Windows (cygwin) cygwin EERY SSH (http://www.cygwin.com/) (GPL)

Macintosh & macSSH (http://www.macssh.com/) (GPL)

Mac OS X OpenSSH; FE & imN A EA ssh (GPL)

Table 6.17: HEF & L %% SSH EFiRdI&R



https://zh.wikipedia.org/wiki/Digital_Signature_Algorithm
http://www.debian.org/security/2008/dsa-1571
https://zh.wikipedia.org/wiki/Secure_Shell
http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.cygwin.com/
http://www.macssh.com/
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6.9.5 JE37 ssh LB

RAZWERFEIPIRE SSHINMEFAAR T M, WMRT|LREIRE, EAssh-keygen -p” KRiRE,

BRI 2R (EkgA: »~/.ssh/id_rsa.pub”) MEIZFEEHIHY"~/ . ssh/authorized_keys”, X/MEZENER L
EERNETFEBIEREA.

$ ssh-agent bash

$ ssh-add ~/.ssh/id_rsa

Enter passphrase for /home/<username>/.ssh/id_rsa:

Identity added: /home/<username>/.ssh/id_rsa (/home/<username>/.ssh/id_rsa)
MZERITETRNGS, MABRESHE,

$ scp foo <username>@remote.host:foo

1% "D K48 ssh KIERIE,
WF X BB im, BER) Debian BHIIASIE AR FEZMIT ssh-agent, FIUMERFEZEMIT—IK ssh-add, #H—F

fSE, BIEiE ssh-agent(1) 1 ssh-add(1).
6.9.6 EMiEIL SSH XIAIZIER %

{REJLAERR at(1) 5% (BILE 9.3.13 ) 3RM SSH LimE{RIP’shutdown -h now” (BMEE 1.1.8 ) BRIETIE,

# echo ”"shutdown -h now” | at now

7E screen(1) (B0 9.1 1) KIEERIBE1T’shutdown -h now”, BBIN—NFTERMBXEHNIERE,

6.9.7 SSH t4fEHIE

MRIFEER ), MEREXHIIRAR”-v” ETUETT ssh,
NRIRZ root W, FEEMPIAIE, (EA”-p” R XAJ AR REMR 1 —1023 Z[EIHARS RO,

R ssh EFFERNRRAFILETE, ILFRAAEERBILRENER, PJERERARHEIPINNT T host _
key”. EIAXNMERE, HFREBAXEBREBPHEZRARESEIZEEN, FRIUEARN"~/.ssh/known_ho
sts” Bffibk host_key” FBEREHKFEE.

6.10 HEMLZNARS

XERHEEMENARS,
BAEERMXERENIY (CIFS) MRS HEIR (SMB) X —4, #HIX Windows [ 2R,

RBR
SN%E 452 TRERSKERM,

B
FHEMITIEEH DNS fRB1RM. XFH DHCP #IAS7EAIEN IP ik, 317 DNS 8EB8{EMH bind9 1 isc-
dhcp-server By EH R, Debian wiki 7 DDNS 71 Bi%HB.

=R
A squid Z&pIIERRSS RS, FNfERA Debian MHEHERTEAMRHRARSI[ALL, EBRETETE.



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Domain_Name_System
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
https://zh.wikipedia.org/wiki/Dynamic_DNS
http://wiki.debian.org/DDNS
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RG] ATE NI 18R
telnetd V1, 1:3 103 TELNET TELNET FR5
telnetd-ssl V:0, 1.0 154 EHS TELNET BR35 (=¥ SSL)
nfs-kernel- ] . . He=
server V:28, 1:95 326 NFS Unix XHGHE
samba V:116,1:207 | 10928 | SMB Windows X HFFIFTENE=
netatalk V:3,1:6 3917 | ATP Apple/Mac XFFIFTENHE (AppleTalk)
proftpd-basic V:35, 1:44 4431 | FTP BRAXHETH
apache2 V:315,1:358 | 577 HTTP T web FRS 58
squid Vi1, 14 7093 | @E 1B web NIEARSS 28
squid3 V:17,1:20 161 Els EE
slpd V:0, 1.0 NOT_FOBIND OpenSLP [R5, &M LDAP RS
bind9 V:56, 1:86 1773 | DNS HEEHAY P HHE
isc-dhcp- o b
e T 4 1P Hb
sorver V:25, 1:63 1392 | DHCP EFImB SR IP it
Table 6.18: HEMEMNARS IR
6.11 HEMENAZEFH

RE8 mITE KA | Y 140
netcat .34 16 TCP/IP TCP/IP L E]]
openssl V:785,1:988 | 1255 | SSL ZEEREFE (SSL) FEFFIEEXNNZETE
stunnel4 V4, 1:20 456 Gl 1EF SSL §%&
telnet V:72,1:907 157 TELNET TELNET & Fim
telnet-ssl V-1, 1:6 208 EE TELNET AR (X% SSL)
nfs-common V:423,1:792 | 730 NFS Unix XEH=Z
smbclient V:21,1:239 | 1460 | SMB WEX Windows XEFFTENRZE Fin
cifs-utils V36, 1:127 | 230 Bl IFEMER Windows XEFRGZETRMEIH S
ftp V:42,1.813 | 132 FTP FTP EF Ui
1ftp V:6, [:41 2188 | EE [EL
ncftp V:4,1:30 1506 | AE 2R FIP B iR
wget V:313, 1:998 | 3053 E:ffg P Al web FEHTHE
curl V:103, :424 | 346 = E Eill=
axel V:0, I:5 153 = E T ELIESS
ariaz V:2,1:15 4564 | EE BitTorrent #0 Metalink 2 75HJ © 2k 000E 28
bind9-host V:426,1:945 | 311 DNS 38 bind9 B9 host(1), "Priority:standard”
dnsutils V:80, 1:876 518 =E 3kE bind B9 dig(1), "Priority:standard”
ii;grtmp' V:406,1:963 | 649 | DHCP 3512 1P Hodt
Idap-utils V:18, 1:80 670 LDAP K LDAP fRZFRENE
Table 6.19: WM AZE Findl&
6.12 ZRAFESTIFHIZ (daemon) 12

telnet 2P EEBF DERE ARG ETIFHE (daemon ), FiFt{TIZHA,
Mit4E POP3 fRSS, SN FEAVEEF



http://packages.debian.org/sid/telnetd
http://qa.debian.org/popcon.php?package=telnetd
http://packages.qa.debian.org/t/telnetd.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnetd-ssl
http://qa.debian.org/popcon.php?package=telnetd-ssl
http://packages.qa.debian.org/t/telnetd-ssl.html
http://packages.debian.org/sid/nfs-kernel-server
http://packages.debian.org/sid/nfs-kernel-server
http://qa.debian.org/popcon.php?package=nfs-kernel-server
http://packages.qa.debian.org/n/nfs-kernel-server.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/samba
http://qa.debian.org/popcon.php?package=samba
http://packages.qa.debian.org/s/samba.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/netatalk
http://qa.debian.org/popcon.php?package=netatalk
http://packages.qa.debian.org/n/netatalk.html
https://zh.wikipedia.org/wiki/AppleTalk
http://packages.debian.org/sid/proftpd-basic
http://qa.debian.org/popcon.php?package=proftpd-basic
http://packages.qa.debian.org/p/proftpd-basic.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/apache2
http://qa.debian.org/popcon.php?package=apache2
http://packages.qa.debian.org/a/apache2.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://packages.debian.org/sid/squid
http://qa.debian.org/popcon.php?package=squid
http://packages.qa.debian.org/s/squid.html
https://zh.wikipedia.org/wiki/Proxy_server
http://packages.debian.org/sid/squid3
http://qa.debian.org/popcon.php?package=squid3
http://packages.qa.debian.org/s/squid3.html
http://packages.debian.org/sid/slpd
http://qa.debian.org/popcon.php?package=slpd
http://packages.qa.debian.org/s/slpd.html
https://zh.wikipedia.org/wiki/Service_Location_Protocol
http://www.openslp.org/
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
http://packages.debian.org/sid/bind9
http://qa.debian.org/popcon.php?package=bind9
http://packages.qa.debian.org/b/bind9.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/isc-dhcp-server
http://packages.debian.org/sid/isc-dhcp-server
http://qa.debian.org/popcon.php?package=isc-dhcp-server
http://packages.qa.debian.org/i/isc-dhcp-server.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/netcat
http://qa.debian.org/popcon.php?package=netcat
http://packages.qa.debian.org/n/netcat.html
https://zh.wikipedia.org/wiki/TCP/IP
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon.php?package=openssl
http://packages.qa.debian.org/o/openssl.html
https://zh.wikipedia.org/wiki/Transport_Layer_Security
http://packages.debian.org/sid/stunnel4
http://qa.debian.org/popcon.php?package=stunnel4
http://packages.qa.debian.org/s/stunnel4.html
http://packages.debian.org/sid/telnet
http://qa.debian.org/popcon.php?package=telnet
http://packages.qa.debian.org/t/telnet.html
https://zh.wikipedia.org/wiki/TELNET
http://packages.debian.org/sid/telnet-ssl
http://qa.debian.org/popcon.php?package=telnet-ssl
http://packages.qa.debian.org/t/telnet-ssl.html
http://packages.debian.org/sid/nfs-common
http://qa.debian.org/popcon.php?package=nfs-common
http://packages.qa.debian.org/n/nfs-common.html
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://packages.debian.org/sid/smbclient
http://qa.debian.org/popcon.php?package=smbclient
http://packages.qa.debian.org/s/smbclient.html
https://zh.wikipedia.org/wiki/Server_Message_Block
http://packages.debian.org/sid/cifs-utils
http://qa.debian.org/popcon.php?package=cifs-utils
http://packages.qa.debian.org/c/cifs-utils.html
http://packages.debian.org/sid/ftp
http://qa.debian.org/popcon.php?package=ftp
http://packages.qa.debian.org/f/ftp.html
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/lftp
http://qa.debian.org/popcon.php?package=lftp
http://packages.qa.debian.org/l/lftp.html
http://packages.debian.org/sid/ncftp
http://qa.debian.org/popcon.php?package=ncftp
http://packages.qa.debian.org/n/ncftp.html
http://packages.debian.org/sid/wget
http://qa.debian.org/popcon.php?package=wget
http://packages.qa.debian.org/w/wget.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
http://packages.debian.org/sid/curl
http://qa.debian.org/popcon.php?package=curl
http://packages.qa.debian.org/c/curl.html
http://packages.debian.org/sid/axel
http://qa.debian.org/popcon.php?package=axel
http://packages.qa.debian.org/a/axel.html
http://packages.debian.org/sid/aria2
http://qa.debian.org/popcon.php?package=aria2
http://packages.qa.debian.org/a/aria2.html
https://zh.wikipedia.org/wiki/BitTorrent_(协议)
https://zh.wikipedia.org/wiki/Metalink
http://packages.debian.org/sid/bind9-host
http://qa.debian.org/popcon.php?package=bind9-host
http://packages.qa.debian.org/b/bind9-host.html
https://zh.wikipedia.org/wiki/Domain_Name_System
http://packages.debian.org/sid/dnsutils
http://qa.debian.org/popcon.php?package=dnsutils
http://packages.qa.debian.org/d/dnsutils.html
http://packages.debian.org/sid/isc-dhcp-client
http://packages.debian.org/sid/isc-dhcp-client
http://qa.debian.org/popcon.php?package=isc-dhcp-client
http://packages.qa.debian.org/i/isc-dhcp-client.html
https://zh.wikipedia.org/wiki/Dynamic_Host_Configuration_Protocol
http://packages.debian.org/sid/ldap-utils
http://qa.debian.org/popcon.php?package=ldap-utils
http://packages.qa.debian.org/l/ldap-utils.html
https://zh.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://zh.wikipedia.org/wiki/Post_Office_Protocol
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$ telnet mail.ispname.net pop3

284y ISP 12 fit TLS/SSL MNZERIPOP3 fRE, ATMIRE, MREZMAE telnet-ssl BBEZHF TLS/SSL B telnet B
Fif, =% openssl iRHFE,

$ telnet -z ssl pop.gmail.com 995

$ openssl s_client -connect pop.gmail.com:995

FE® RFCs RItB—NARARGETIP#HIZ (daemon ) FTEEHIFNIN,

RFC 15 AA

rfc1939 F rfc2449 POP3 fR5

rfc3501 IMAP4 BR3%

rfc2821 (rfc821) SMTP fR55

1fc2822 (1fc822) HJESYEET EES

rfc2045 ZHEGEWNEREF E (MIME)
fc819 DNS ARSS

rfc2616 HTTP RS

1fc2396 URI E X

Table 6.20: & F RFC 315&

f£7/etc/services” B, iR THOMARZ.



https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://www.ietf.org/rfc.html
http://tools.ietf.org/html/rfc1939
http://tools.ietf.org/html/rfc2449
https://zh.wikipedia.org/wiki/Post_Office_Protocol
http://tools.ietf.org/html/rfc3501
https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
http://tools.ietf.org/html/rfc2821
http://tools.ietf.org/html/rfc821
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
http://tools.ietf.org/html/rfc2822
http://tools.ietf.org/html/rfc822
http://tools.ietf.org/html/rfc2045
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc819
https://zh.wikipedia.org/wiki/Domain_Name_System
http://tools.ietf.org/html/rfc2616
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
http://tools.ietf.org/html/rfc2396
https://zh.wikipedia.org/wiki/Uniform_Resource_Identifier
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Chapter 7
o
XBORSR
or”
AERET 2013 F&H) Debian 7.0 Wheezy) HEH], FAEARIEEZFIIA,
Debian £ X BORSAET X.Org HIRFK,
71 XBERHEE
EXEE-LHTEHSTEN (5T) RKEE,
() KHE8 TATE X/ | R
. XE. — N XRZH. —RIFERUR—HEMT X EF iR
xorg 1:510 52 TE (THEs)
XServer-xorg V:171, I:551 | 238 X RBHNEBEFRERE
xbase-clients 1:68 46 S X EFin (TR EE)
x11-common V:406, 1:804 | 305 X @ORZHIXERFHEM R
xorg-docs I:8 2040 | X.Org REEHFRNSFHE
menu V:116,1:318 | 1435 generate the Debian menu for all menu-aware applications
gksu V:51, 11277 289 su(1) % sudo(8) BJ Gtk+ Biim
menu-xdg V:29, 1:144 76 %% Debian SE R 535 freedesktop.org xdg B L5714
xdg-utils V:244,1:569 | 306 freedesktop.org Ie IS B ERTE
task-gnome- 1:217 6 R GNOME SEINME (TR )
desktop : !
task-kde- . N o — gk
desktop 1:67 6 ¥l KDE REIME ( TRHEE)
task-xfce- —
: g4 i R
desktop 1:92 6 Xfce R ERREIME (TRHEE )
task-1xde- .
desktop 1:45 6 LXDE BERFEIME (TTRHEE )
fluxbox V:3,1:13 3860 Fluxbox: \B]

Table 7.1: X B OMXHE (7T) Ri4E

ZRTIES

*F X Erti50iR, E5% X(7) # the LDP XWindow-User-HOWTO,



https://zh.wikipedia.org/wiki/X_Window_System
http://www.x.org/
http://packages.debian.org/sid/xorg
http://qa.debian.org/popcon.php?package=xorg
http://packages.qa.debian.org/x/xorg.html
http://packages.debian.org/sid/xserver-xorg
http://qa.debian.org/popcon.php?package=xserver-xorg
http://packages.qa.debian.org/x/xserver-xorg.html
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon.php?package=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/x11-common
http://qa.debian.org/popcon.php?package=x11-common
http://packages.qa.debian.org/x/x11-common.html
http://packages.debian.org/sid/xorg-docs
http://qa.debian.org/popcon.php?package=xorg-docs
http://packages.qa.debian.org/x/xorg-docs.html
http://packages.debian.org/sid/menu
http://qa.debian.org/popcon.php?package=menu
http://packages.qa.debian.org/m/menu.html
http://packages.debian.org/sid/gksu
http://qa.debian.org/popcon.php?package=gksu
http://packages.qa.debian.org/g/gksu.html
http://packages.debian.org/sid/menu-xdg
http://qa.debian.org/popcon.php?package=menu-xdg
http://packages.qa.debian.org/m/menu-xdg.html
https://zh.wikipedia.org/wiki/Freedesktop.org
http://packages.debian.org/sid/xdg-utils
http://qa.debian.org/popcon.php?package=xdg-utils
http://packages.qa.debian.org/x/xdg-utils.html
https://zh.wikipedia.org/wiki/Freedesktop.org
http://packages.debian.org/sid/task-gnome-desktop
http://packages.debian.org/sid/task-gnome-desktop
http://qa.debian.org/popcon.php?package=task-gnome-desktop
http://packages.qa.debian.org/t/task-gnome-desktop.html
https://zh.wikipedia.org/wiki/GNOME
http://packages.debian.org/sid/task-kde-desktop
http://packages.debian.org/sid/task-kde-desktop
http://qa.debian.org/popcon.php?package=task-kde-desktop
http://packages.qa.debian.org/t/task-kde-desktop.html
https://zh.wikipedia.org/wiki/KDE
http://packages.debian.org/sid/task-xfce-desktop
http://packages.debian.org/sid/task-xfce-desktop
http://qa.debian.org/popcon.php?package=task-xfce-desktop
http://packages.qa.debian.org/t/task-xfce-desktop.html
https://zh.wikipedia.org/wiki/Xfce
http://packages.debian.org/sid/task-lxde-desktop
http://packages.debian.org/sid/task-lxde-desktop
http://qa.debian.org/popcon.php?package=task-lxde-desktop
http://packages.qa.debian.org/t/task-lxde-desktop.html
https://zh.wikipedia.org/wiki/LXDE
http://packages.debian.org/sid/fluxbox
http://qa.debian.org/popcon.php?package=fluxbox
http://packages.qa.debian.org/f/fluxbox.html
https://zh.wikipedia.org/wiki/Fluxbox
https://zh.wikipedia.org/wiki/X_window_manager
http://www.tldp.org/HOWTO/XWindow-User-HOWTO.html
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7.2 RERMEIME

— KREME BER—M XEBHOEER. I XHEERN—ERTHILAREFAESTMN,
{REEWSTE aptitude MIES KB TLEXREHWREIME, g0 GNOME, KDE, Xfce Bi# LXDE,

"R

Task menu may be out of sync with the latest package transition state under Debian unstable/testing environ-
ment. In such situation, you need to deselect some (meta)packages listed under aptitude(8) task menu to avoid
package conflicts. When deselecting (meta)packages, you must select certain packages providing their depen-
dencies manually to avoid them deleted automatically.

R AFMIAEI— N X BOEIEEE, U0 Fluxbox,
XF X EOEERNEEIMENNE, £ Window Managers for X,
7.2.1 Debian 35

Debian B ZRAM menu REFB P ITEH update-menus(1) FIX A X BFEET —MEREOD, SIMNEGEESE
ENEBERIERES] “/usr/share/menu/” BE, &Ml “/usr/share/menu/README”,

7.2.2 Freedesktop.org &

EMBM Freedesktop.org xdg MR BESIFH “* . desktop” RHEMEEKIBELZEE] “/usr/share/applic
ations/” T, 45 Freedesktop.org FnEMIKEEMESFAENNEIEMFER xdg-utils REBEREE, SN
“/usr/share/doc/xdg-utils/README”,

7.2.3 M Freedesktop.org ¥ %l Debian &

J37 MNIBM Freedesktop.org SR E O E IR ZIMRE (90 GNOME #0 KDE ) if[a)f€ 489 Debian F 8, {RNDE K
menu-xdg BREE,

7.3 BRBBIZFIHXR

The X Window System is activated as a combination of the server and client programs. The meaning for the words server and
client with respect to the words local and remote requires attention here.

KE BB
X AR5 %% — N ETERMENENER, ERTEAENETRIAARE,
X = i —ANETEZEENENER, E25 X RSFHETRIRENEE
B &,
RIS RS 5 —METEZEENENER, RENREFREF T TRIRELE
IEFEH,
N RAEFREFin —ANETEFBENENER, EETEAENERBARE,

Table 7.2: BRSZE8/F PR ARIBR

Modern X servers have the MIT Shared Memory Extension and communicate with their local X clients using the local shared
memory. This bypasses the network transparent Xlib interprocess communication channel and gains performance for large images.



https://zh.wikipedia.org/wiki/Desktop_environment
https://zh.wikipedia.org/wiki/X_window_manager
https://zh.wikipedia.org/wiki/Desktop_environment
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
https://zh.wikipedia.org/wiki/Xfce
https://zh.wikipedia.org/wiki/LXDE
https://zh.wikipedia.org/wiki/X_window_manager
https://zh.wikipedia.org/wiki/Fluxbox
http://www.xwinman.org
http://www.debian.org/doc/packaging-manuals/menu.html/
http://www.freedesktop.org/wiki/Specifications/menu-spec/
https://zh.wikipedia.org/wiki/MIT-SHM
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7.4 XBHR$BEE
XF X RSBEEHIER, &M xorg(1),

741 XPRSBBHW (EHH) BBE
FERTESS (EF) BE—1 X RS®.

# dpkg-reconfigure --priority=low x11-common

B

89 Linux M#{EA DRM, KMS #1 udev, S(‘Ilﬁirﬂinu)\lﬁ 17 RIFNEHE, X RESBHESUEREN. ALt
“/etc/X11/xorg conf” BEARFEETFIRHRETR, %;&EV\]’W&{TEE% S0, Linux RIZSZIEAREY “fb/
modedb . txt”,

WF SR HEN CRT KERSE, REFEERFRIZEENERILZENESIE (85 Hz R, 75Hz tH1T) LURIL AR,
WF LCD B/REs, RIEBMIRERIFIE (60 Hz ) FiAILAT, BEAENRMNIRIE,

JED=}
Hib, AERITEMRITR, XeIRSRIFNERERALR EEXMIEE,

7.4.2 EED X RESBEMHAR

XEE-LEHN, FIUE “XRSHR" (BRIE) BZRE XEFPE (MARK) 1EE,

R ESI MITE XN | P nz B MExEH
Py
xbase-clients | I:68 46 EE I g\host AP =H
Py
xbase-clients | 1:68 6 | KB % E_;‘Uth | S T A
openssh- V:818, A ssh -X& | =zorosezies
client 1:996 4106 | 19E B & IEREREER
V:197, o 7 GNOME B | o sty 1
gdm3 1995 4648 | & (XDMCP) | REiEse BT EEHITAMEE
I KDE B/~ =
. . AAS n - T
sddm V:15, 1:25 1601 | I&&E (XDMCP ) | &i®se B EE TR ERE
7 X ErEHE et e v g /e .
. . SIS BT 1 3z
xdm V:3, 1:9 665 BE (XDMCP) | £ B EE T A HE
V:212 o WindowMaker
212, oz g B .
wdm 1813 2294 | B ( XDMCP ) %m =18 B EEF T E
. o LTSP B/r | iZFE SSH M&&:ERE (&
1ldm V.O, I:1 465 *\_LE ﬁ %IE%E g}ﬁﬁﬁaﬁ)

Table 7.3: E#%2 X BRBZ2E19A

( ) BE
Kz?";ﬁﬁcéﬂ’lﬂ Z{E I TCP/IP #1T X &3, RIEMEIEEFNIER, FINERTMNE, RINZEH
ILFE TCP/IP socket RS EBRIGIWINEFH B Debian RABIAZATE, &FEA “ssh -X7,



https://zh.wikipedia.org/wiki/Direct_Rendering_Manager
https://wiki.debian.org/KernelModesetting
https://zh.wikipedia.org/wiki/Udev
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon.php?package=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon.php?package=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/openssh-client
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon.php?package=openssh-client
http://qa.debian.org/popcon.php?package=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/gdm3
http://qa.debian.org/popcon.php?package=gdm3
http://qa.debian.org/popcon.php?package=gdm3
http://packages.qa.debian.org/g/gdm3.html
http://packages.debian.org/sid/sddm
http://qa.debian.org/popcon.php?package=sddm
http://packages.qa.debian.org/s/sddm.html
http://packages.debian.org/sid/xdm
http://qa.debian.org/popcon.php?package=xdm
http://packages.qa.debian.org/x/xdm.html
http://packages.debian.org/sid/wdm
http://qa.debian.org/popcon.php?package=wdm
http://qa.debian.org/popcon.php?package=wdm
http://packages.qa.debian.org/w/wdm.html
http://packages.debian.org/sid/ldm
http://qa.debian.org/popcon.php?package=ldm
http://packages.qa.debian.org/l/ldm.html
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
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O

BR
LTSP {3 Linux £&i#PRs3881 8 ( Linux Terminal Server Project ) .

2
HABERZLNMEHER XDMCP &, TEEKNEN UDP/IP SHMIE, RESENGRKE,

75 B X&BOZR%

XBORZEEREN X SIERMNN, X SEEH X REBIEEZFiRAMN, WTFEMNEEAS, SI1mNES
—E—1NIL{Eih HistTh,

XS AU TARZ— 25,

- MNEpSITH startx < B

« K “Zetc/rc?.d/” (“?" WRIBITRF ) BERFHENHAREFER X EREIEEE FETIP#HIE (daemon) 2
F *.dm B3

BR
L-.T'EEE%% AsTiP#E (daemon ) MBI AFESLIRT T‘:‘ﬂ]ﬁ SRS E“/etc/x11/default-display-
manager” XHHRNAE, XUBRIE—/ X BREIESE BATIP#HIE (daemon ) IEFHEEGE,

-UIN
AT X ETRERBNYIRIMNEEE, 0% 835 T,

KR L, FIEMNXLEEFERNIT “/etc/X11/Xsession” fiIAs, Z /5 “/etc/X11/Xsession” fIZAiET run-parts(8)

1T “/etc/X11/Xsession.d/” BRPMMIAE, XARLERIETHNEN exec s SHITR TEINESE —/MNMEIXE
Mg,

1. The script specified as the argument of ”/etc/X11/Xsession” by the X display manager, if it is defined.

2. “~/.xsession” Bf “~/.Xsession” MI&, WNREHE X,

3. “/usr/bin/x-session-manager” %<, MREHE X,

4. “/usr/bin/x-window-manager” %<, MREHT X,

5. “/usr/bin/x-terminal-emulator” &%, WREHWE X,

EMNMTERSE “/etc/Xll/Xsess:Lon options” BYSM, “/usr/bin/x-*" GLFIEEAVERIERF, H Debian
EBRRGURER, FHERPILAEY “update-alternatives --config x-session-manager” &4,
H

&0l Xsession(5).

7.5.1 {EFH gdm3 25 X &1F

gdm3(1) IHFAEMNXEREFESIFLL (HEEME: £ 72 T), £F X 2ENES (NESWHR: 3 83 W),
B “~/.dmrc” Eiﬂﬁl‘FE%BHuzzE EERIEIAE.,
[Desktop]

Session=default
Language=ja_JP.UTF-8



https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/User_Datagram_Protocol
https://zh.wikipedia.org/wiki/Internet_Protocol
https://zh.wikipedia.org/wiki/Linux_Terminal_Server_Project
https://zh.wikipedia.org/wiki/X_session_manager
https://zh.wikipedia.org/wiki/X_session_manager
https://zh.wikipedia.org/wiki/X_display_manager
https://zh.wikipedia.org/wiki/X_display_manager
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752 BEX X&iF (Z#AR)

RGHH) “/etc/X11/Xsession.options” BEEERIE “#° FMAH “allow-user-xsession” 1T, MENXT
“~/.xsession” 3 “~/.Xsession” MEFIAFHEBBITLBERAANEREEN “/etc/X11/Xsession”
BITENIE, 1€ “~/.xsession” XHHMRE— NS MIZER “exec some-window/session-manager” iXHEHY
EXRBNMFRENRN X BO/KEEEES.

MREATXMEME, RAFARFEENER ER) EER (ODM), 2IEEERNEGTOEE R (WM) SR 2ES,

753 BEMX XAE (HFAX)
UTREEEY X RIENHAR, EASRLERETLBE ARG,

- BREIEER gdm3 AR —MIEMRIFEFHIFEIRER “/etc/X11/Xsession” HEH,

- ”/etc/profile”, ”~/.profile”, ”/etc/xprofile”, #1”~/.xprofile” X#H&#IEH gdm3 Ba#HEM —
ER5KIAT,

. “~/.xsessionrc” MHERBIHIZN—EBREMIT, (MIIEE )
- ”/etc/X11/Xsession.options” Y #allow-user-xsession” AaPRHI"~/ . xsessionrc” XHFHIHIT,
« “~/.gnomerc” X{1ERBENEERI—EBHHWMIT. (X GNOME £ )

RASHAEFRFERNER GER) 128 DM), 2iEFSEENETOEIEE (WM) 2HEETREH,
EXLEREEXHER, FTREHBE"exec 7 ¢ "exit”.

7.5.4 18T SSH EE —MTIE X BEPIR

A “ssh -X" AIMEA—IREAM X RS BITENAREFRSEBHNLDEE,

MBMREBRGSITIRN “-X", (MEBBIZEENL “/etc/ssh/sshd_config” X#EHHE “X11Forwarding”
®ER “yes”,

EARMEN E/ZE) X BRSEE.

EARMENPITHA— xterm,

BETIEGS, 1817 ssh(1) B 5iZi2ib SR,

localname @ localhost $ ssh -q -X loginname@remotehost.domain
Password:

BEFIGS, ARBHRIET— X NARERF, W “gimp”,

loginname @ remotehost $ gimp &

EAFTERIAERRBIZRE X EFiRREL, HETERET — A UNIX 58 socket HITAMANER,

755 EEGENNEE X L

ERFRNE X R4k, FESEREZREGITNEN X KEWNE, Xa]ESERRERGE (130 1dm ) 124
g El, B SSH, REIAHYBERSTAEEIITENARERF RS BN — N ZEEE P i,




Debian & Fift

144 /260

7.6 X &BORBIFENK

Fontconfig 2.0 was created to provide a distribution independent library for configuring and customizing font access in 2002.
Debian after squeeze uses Fontconfig 2.0 for its font configuration.

X @R AR FIRZF R AR T
- RGN X RS B[BIRNFERZITRE

- [RIGEIZID X11 FRRFE R BRAER X EFiRNARE T RERE.

- FRIEIRZD X1 FRRERE T X RS &8 L.

- PR X EPRNFRIFRER

- R X RAXFB TIFEESRINE (FINMES ) NFAEFAR (% 761 17, £ 762 THE 763 T ),
— Xft2.0 EEWA X A, FIERE GNOME, KDE A FreeType 2.0 EEHLibreOffice #IRFH,

— FreeType 2.0 {2 AR (LAVE,

— Fontconfig 73 Xft 2.0 &R T FRASEAY @) 2,

B2 &S I fonts.conf(5),

- FrEER Xft 2.0 B X MAERIASER X BERT B FIR X iR 2[#HITIIM,

— The X Rendering Extension moves font access and glyph image generation from the X server to the X client.

eSS RITE X/ [ HBH

xfonts-utils V:38,1:621 | 387 X BAORZFRIARER

Iibxft2 V:169, 739 | 122 Xft By, — N, EE2 T8 FreeType FAAMIR{CER X N F
Iibfreetype6 Vi575,1:991 | 898 FreeType 2.0 RIS LE

fontconfig V:395, 1:882 | 530 Fontconfig B9, —MBRANFHREERE —ZiF _#Hl
Zgg;ig”flg - V:398,1:929 | 420 | Fontconfig 1, —MBERANFREEE—REIE

Table 7.4: 24} X @O F R R ARV E

Re] MBI RO GEERFHREEERER.

- A “xset q" BEFEZD X11 FRERE

- 5 “fc-match” &% fontconfig FIFIREKIA

- €A “fc-list” BEFEFTHE AR fontconfig FIF

N

“The Penguin and Unicode” RiFitiiA TIMAH X B O R Y., 7E hitp://unifont.org/ R EHEXHEHT X
F Unicode F{. 2#F Unicode MG LA R ERMUIEXER, B8 RZ%/BH/FAIE (freel/libre/open source,

FLOSS) B{EZRZHHY Unicode ] {4 (o] &R,

7.6.1 ERiFA
HENFHERMREEMEER,

« RRBEFER (ROHRMBECTRILRET )
- RE/EZEEFR (SOMRMBRCTRIRET)



https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/KDE
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/LibreOffice
http://freetype.sourceforge.net/index.html
https://zh.wikipedia.org/wiki/Fontconfig
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/Xft
https://zh.wikipedia.org/wiki/XRender
https://zh.wikipedia.org/wiki/XRender
http://packages.debian.org/sid/xfonts-utils
http://qa.debian.org/popcon.php?package=xfonts-utils
http://packages.qa.debian.org/x/xfonts-utils.html
http://packages.debian.org/sid/libxft2
http://qa.debian.org/popcon.php?package=libxft2
http://packages.qa.debian.org/libx/libxft2.html
http://packages.debian.org/sid/libfreetype6
http://qa.debian.org/popcon.php?package=libfreetype6
http://packages.qa.debian.org/libf/libfreetype6.html
http://freetype.sourceforge.net/index.html
http://packages.debian.org/sid/fontconfig
http://qa.debian.org/popcon.php?package=fontconfig
http://packages.qa.debian.org/f/fontconfig.html
https://zh.wikipedia.org/wiki/Fontconfig
http://packages.debian.org/sid/fontconfig-config
http://packages.debian.org/sid/fontconfig-config
http://qa.debian.org/popcon.php?package=fontconfig-config
http://packages.qa.debian.org/f/fontconfig-config.html
https://zh.wikipedia.org/wiki/Fontconfig
http://unifont.org/iuc27/html/ICUPresentation.html
http://unifont.org/
https://zh.wikipedia.org/wiki/Free_and_open_source_software
https://zh.wikipedia.org/wiki/Free_and_open_source_software
https://zh.wikipedia.org/wiki/Computer_font
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M SEFARSEREGEIES, MANEE/EBEFARNERLFENEIR,

Debian A FPHI R PEFRBEE BELER X11 pcf mPFEFAXH R, EHE “.pcf.g9z” XHBFHB.
Debian ARV FARBU TR,

« PostScript Type 1 AN, EFE “.pfb” ( ZHBIFMHARIE) F1 “.afm” (FHIUEXHE ) XEFBEB.
» TrueType ( 3% OpenType ) TR, BEFE “. ttf XEFEHA.

B
OpenType &7 THEUX TrueType #1 PostScript Type 1,

35 4= N g A= s = - = = 3
FURLEE WTE | KN | EUT | METE | SRER | FHRE
PostScript N/A N/A Helvetica Times Courier Adaobe
. Nimbus . o
gsfonts 1:703 4439 | Nimbus Roman Nog | hmbus URW ( Adobe REEIX
Sans L L Mono L )
Nimbus Nimbus Nimbus PostScript Type 1 F{R3z
gsfonts-x11 [:134 96 Sans L Eoman No9 Mono L. 350 X 24K,
o ' Free i Free URW #'/& (Adobe RE
t1-cyrillic I:23 4884 Helvetian Free Times Courier KRN
ETHRITEN 4
Imodern 1:148 33270 | LMSans* LMRoman* | LMTypewritef %%)53;;2“2 g_g (RE
Tex )
Table 7.5: #8NZHY PostScript Type 1 4K
‘R

DejaVu F{AETF Bitstream Vera FiK, HWEHEITTY 7=,

7.6.2 HEFK
aptitude(8) B] LA BB{REZMAH B H ERTIA,

- BEMNREBIIRMAT “REE" - ‘AL
- TERRHEINFRFILAER debtag IEMFRIANKITIRFAREME: “~Gmade-of : :data: font”
« The filtered flat package list of the BDF (bitmap) font packages with regex on package name: "~nxfonts-”

» The filtered flat package list of the TrueType (outline) font packages with regex on package name: ~nttf-|~nfonts-”

ERNEHFAERENSZMR, FELEXTF Debian BFME, °IEREZRIDZE—LEF WA TrueType FIK, 7T EELIZ
TFE, By —LLHENREE,

- mathematica-fonts

« fonts-mscorefonts-installer

ST HERIEEHFRSRIFBBRANRMNGE, FRER—LEEISTHEN trueType F1K,



http://fontforge.sourceforge.net/pcf-format.html
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/OpenType
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Helvetica
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
http://packages.debian.org/sid/gsfonts
http://qa.debian.org/popcon.php?package=gsfonts
http://packages.qa.debian.org/g/gsfonts.html
http://www.math.utah.edu/~beebe/fonts/urw.html
http://packages.debian.org/sid/gsfonts-x11
http://qa.debian.org/popcon.php?package=gsfonts-x11
http://packages.qa.debian.org/g/gsfonts-x11.html
http://packages.debian.org/sid/t1-cyrillic
http://qa.debian.org/popcon.php?package=t1-cyrillic
http://packages.qa.debian.org/t/t1-cyrillic.html
http://packages.debian.org/sid/lmodern
http://qa.debian.org/popcon.php?package=lmodern
http://packages.qa.debian.org/l/lmodern.html
https://zh.wikipedia.org/wiki/PostScript
http://dejavu-fonts.org
http://www.gnome.org/fonts/
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= 4= N g A= = ] = 3
FURREEE WTE | KON | T MBFE | SRFH | FHRE
ttf-mscorefonts- Times New | Courier &R ( Adobe RBRIK
installer Vi1, 1:90 125 | Arial V) (X ELE non-free
Roman New *
i)

. . ] Liberation Liberation Liberation Liberation /RINE (/M
fonts-liberation 1:575 2093 Sans Serif Mono WEEHAN)
fonts-freefont-ttf V:38, 1:382 10747 | FreeSans FreeSerif FreeMono iNU HEFH (HR

BRIKN)
. _ DejaVu DejaVu DejaVu &= J Unicode B9
fonts-dejavu 1:489 39 Sans Serif Sans Mono DejaVu, Bitstream Vera
%= J Unicode B
. V:310, DejaVu DejaVu DejaVu DejaVu, Bitstream Vera
fonts-dejavu-core 2954 . ('sans, sans-bold, serif,
1724 Sans Serif Sans Mono .
serif-bold, mono,
mono-bold )
&= J Unicode B3
DejaVu, Bitstream Vera
fonts-dejavu-extra 1:510 7217 | N/A N/A N/A (oblique, italic,
bold-oblique, bold-italic,
condensed )
GNU Unifont, =8
. , . Unicode 5.1 EAZ X
ttf-unifont 1:23 16903 | N/A N/A unifont & (BMP) HFiBH
RIFTENFFF
Table 7.6: ¥tRZAY TrueType FiK
7.6.3 CJK Fik
TEHR-L£FEXE CIK FHF FR.
FiREE HXZF K2 AR F R B X FIREM
A% gothic, JF V% hei, gothic dodum, gulim, gothic
& mincho, BHEH song. ming batang

Table 7.7: CJK FRB AR P A RIS R F RS BLRY K 11T

& “VL PGothic” X#HH “P" WFARBMEINMA “VL Gothic” FAMERFEEFAIELHIFIK,
ZAMFIF, Shift JIS MBBREET 7070 NEM, EAIRILME TEIB#D K,

« JIS X 0201 BEWHER (191 MNFEH, XBFEHEFERN)

« JIS X 0208 WETFF (6879 NEF, XEL2HFEF)

FRESEEEN UK ZERHVNETENESRAEHSKRIFENNERE, ATRNXMERL, B8 “.hbf” XEEHB
B INF =PEF{R ( Hanzi Bitmap Font, HBF ) X #i&ITAEE T REFHMVNEDTFHFHFIR,

AT TE TrueType FIRXEMIZ(E], PJLAMERHEAR “. ttc” XHEHEEHBM TrueType FIRES X,

In order to cover complicated code space of characters, CID keyed PostScript Type 1 font is used with CMap files starting
themselves with ”%! PS-Adobe-3.0 Resource-CMap”. This is rarely used for normal X display but used for PDF rendering
etc. (see 58 7.7.2 ).



http://packages.debian.org/sid/ttf-mscorefonts-installer
http://packages.debian.org/sid/ttf-mscorefonts-installer
http://qa.debian.org/popcon.php?package=ttf-mscorefonts-installer
http://packages.qa.debian.org/t/ttf-mscorefonts-installer.html
https://zh.wikipedia.org/wiki/Arial
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Times_New_Roman
https://zh.wikipedia.org/wiki/Courier_(typeface)
https://zh.wikipedia.org/wiki/Courier_(typeface)
http://packages.debian.org/sid/fonts-liberation
http://qa.debian.org/popcon.php?package=fonts-liberation
http://packages.qa.debian.org/f/fonts-liberation.html
https://zh.wikipedia.org/wiki/Liberation_fonts
http://packages.debian.org/sid/fonts-freefont-ttf
http://qa.debian.org/popcon.php?package=fonts-freefont-ttf
http://packages.qa.debian.org/f/fonts-freefont-ttf.html
http://savannah.gnu.org/projects/freefont/
http://packages.debian.org/sid/fonts-dejavu
http://qa.debian.org/popcon.php?package=fonts-dejavu
http://packages.qa.debian.org/f/fonts-dejavu.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/fonts-dejavu-core
http://qa.debian.org/popcon.php?package=fonts-dejavu-core
http://qa.debian.org/popcon.php?package=fonts-dejavu-core
http://packages.qa.debian.org/f/fonts-dejavu-core.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/fonts-dejavu-extra
http://qa.debian.org/popcon.php?package=fonts-dejavu-extra
http://packages.qa.debian.org/f/fonts-dejavu-extra.html
http://dejavu-fonts.org
http://www.gnome.org/fonts/
http://packages.debian.org/sid/ttf-unifont
http://qa.debian.org/popcon.php?package=ttf-unifont
http://packages.qa.debian.org/t/ttf-unifont.html
http://Unifoundry.com
https://zh.wikipedia.org/wiki/TrueType
http://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/Shift_JIS
http://www.ibiblio.org/pub/packages/ccic/software/info/HBF-1.1/
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/TrueType
https://zh.wikipedia.org/wiki/PostScript
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R’

The multiple glyphs are expected for some Unicode code points due to Han unification. One of the most annoying
ones are "U+3001 IDEOGRAPHIC COMMA” and "U+3002 IDEOGRAPHIC FULL STOP” whose character positions
differ among CJK countries. Configuring priority of Japanese centric fonts over Chinese ones using "~/ . fonts.
conf” should give peace of minds to Japanese.

7.7 X NFB

7.7.1 X M

THR—LEMD/ANA (LO 2 LibreOffice ),

0wH
LYY ES) RITE BXRK | £R 15 EA
i\

libreoffice-

: . . = LB
riter V:328,1:486 | 26111 | LO NERIBR G
libreoffice- V:322,1:480 | 23839 | LO B PRI
calc
libreoffice- g
impress Vv:319, 1:477 | 3851 | LO ERNXIE
é;g;e"ﬁclce' V:308, 1:462 | 6266 | LO BIREZSE
éig;e‘)fflce' V:320,1:478 | 8970 | LO REENRIEE (LE)
i;tz;e‘)fflce' V:323,1:483 | 1337 | LO oyt N W=
abiword V9, 1:18 4736 | GNOME NEFRERE
gnumeric V16, 1:25 7758 | GNOME BTRIg
gimp V:91,1:507 | 16278 | GIK IEEFmERS (RE)
inkscape V:141,1:354 | 129840 GNOME FERERER (LH)
dia-gnome V:5,1:10 20 GNOME Bt SEIEN=ASE
planner V:4,1:8 1170 | GNOME MEEE
calligrawords V1, 1.7 6059 | KDE NFERIER G
calligrasheets | Vi1, L7 14162 | KDE BTRIg
calligrastage V:0, 1.7 4814 | KDE BN
calligraplan V0, I.7 8508 | KDE TMEEHE
calligraflow V:0, I.7 478 KDE iz B R E i R
kexi Vi1, .7 7678 KDE BIEEETE
karbon V1, 1.8 3450 | KDE RiEsE (Z2E)
;:ﬁﬂra' V:0, 1:0 1026 | KDE (IEIEIR 4RiE e (L)

7.7.2 XAEMNHA

THR-E5EFHEE

MERSEANA,

Table 7.8: EAHHY X M



https://zh.wikipedia.org/wiki/Glyph
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/Han_unification
http://packages.debian.org/sid/libreoffice-writer
http://packages.debian.org/sid/libreoffice-writer
http://qa.debian.org/popcon.php?package=libreoffice-writer
http://packages.qa.debian.org/libr/libreoffice-writer.html
http://packages.debian.org/sid/libreoffice-calc
http://packages.debian.org/sid/libreoffice-calc
http://qa.debian.org/popcon.php?package=libreoffice-calc
http://packages.qa.debian.org/libr/libreoffice-calc.html
http://packages.debian.org/sid/libreoffice-impress
http://packages.debian.org/sid/libreoffice-impress
http://qa.debian.org/popcon.php?package=libreoffice-impress
http://packages.qa.debian.org/libr/libreoffice-impress.html
http://packages.debian.org/sid/libreoffice-base
http://packages.debian.org/sid/libreoffice-base
http://qa.debian.org/popcon.php?package=libreoffice-base
http://packages.qa.debian.org/libr/libreoffice-base.html
http://packages.debian.org/sid/libreoffice-draw
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon.php?package=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/libreoffice-math
http://packages.debian.org/sid/libreoffice-math
http://qa.debian.org/popcon.php?package=libreoffice-math
http://packages.qa.debian.org/libr/libreoffice-math.html
http://packages.debian.org/sid/abiword
http://qa.debian.org/popcon.php?package=abiword
http://packages.qa.debian.org/a/abiword.html
http://packages.debian.org/sid/gnumeric
http://qa.debian.org/popcon.php?package=gnumeric
http://packages.qa.debian.org/g/gnumeric.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon.php?package=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon.php?package=inkscape
http://packages.qa.debian.org/i/inkscape.html
http://packages.debian.org/sid/dia-gnome
http://qa.debian.org/popcon.php?package=dia-gnome
http://packages.qa.debian.org/d/dia-gnome.html
http://packages.debian.org/sid/planner
http://qa.debian.org/popcon.php?package=planner
http://packages.qa.debian.org/p/planner.html
http://packages.debian.org/sid/calligrawords
http://qa.debian.org/popcon.php?package=calligrawords
http://packages.qa.debian.org/c/calligrawords.html
http://packages.debian.org/sid/calligrasheets
http://qa.debian.org/popcon.php?package=calligrasheets
http://packages.qa.debian.org/c/calligrasheets.html
http://packages.debian.org/sid/calligrastage
http://qa.debian.org/popcon.php?package=calligrastage
http://packages.qa.debian.org/c/calligrastage.html
http://packages.debian.org/sid/calligraplan
http://qa.debian.org/popcon.php?package=calligraplan
http://packages.qa.debian.org/c/calligraplan.html
http://packages.debian.org/sid/calligraflow
http://qa.debian.org/popcon.php?package=calligraflow
http://packages.qa.debian.org/c/calligraflow.html
http://packages.debian.org/sid/kexi
http://qa.debian.org/popcon.php?package=kexi
http://packages.qa.debian.org/k/kexi.html
http://packages.debian.org/sid/karbon
http://qa.debian.org/popcon.php?package=karbon
http://packages.qa.debian.org/k/karbon.html
http://packages.debian.org/sid/calligra-gemini
http://packages.debian.org/sid/calligra-gemini
http://qa.debian.org/popcon.php?package=calligra-gemini
http://packages.qa.debian.org/c/calligra-gemini.html
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i
RHEa RITE BXRK | £R 15EA
1\
evince V:192,1:373 | 1363 | GNOME XHg (pdf) Hi%Es
okular V:70,1:122 | 3925 | KDE 3FS (pdf) THEEE
calibre V:8,1:36 49341 | KDE BT PRERENEER
fbreader V3, 18 3035 | GTK B PHIEE
evolution V:43,1:298 | 428 GNOME NANEEBE (HAEVKRFTETFHE)
kontact V:3,1:25 990 KDE NANEEEE (FHHRRFIE FHE )
scribus V:13, 1:29 19136 | KDE Etapiliakis SE ]
glabels V-0, I'5 1376 | GNOME W ImiEas
gnucash V:4,T:15 9545 | GNOME TART
homebank V0, 1:3 779 GTK PARTT
kmymoney V:0, I:3 13145 | KDE TARIT
shotwell V:15,1:126 | 5762 | GIK BEEREIER
xsane V:22,1:191 | 909 GTK ESEEINEEY

Table 7.9: EAli9SC R R A

( : ) gy
A Tik evince # okular {#F Cmap $E (5 7.6.3 15 ) RE/R CIK PDF X#4, MWIMELZE poppler-

data 348 ( Zai7 non-free, 805 1141 1),

=z
EE

WNER7E GNOME SEIMEREBEMINEERIRY, ABLELRAIU scribus (KDE) IR HFBRTEFIUNES
1, BIERTISMEESENRHEE, XSERIVEEZEL,

7.8 X HisE

B NE R

(EFRAREY 3 MREREIT X EEZE X RENEUWR (BIF 144 ),

7.8.1

RBR
Shift-Insert @ F & HRIRP#,

0w ‘
LY ESO) RITE ax | KR 15 EA

i\
xsel V:10, 1:36 48 X X ZENGLTEO
xclip V:7,1:33 55 X X EENGLSTREO

Table 7.10: EAlifY X EFEHF

WA RMEIFIR (GNOME, KDE: - ) RIETARNEMRAZRATE. SRF1EM, EMERARRZRIXE
f# (CTRL-X. CRTL-C #1 CTRL-V ),



http://packages.debian.org/sid/evince
http://qa.debian.org/popcon.php?package=evince
http://packages.qa.debian.org/e/evince.html
http://packages.debian.org/sid/okular
http://qa.debian.org/popcon.php?package=okular
http://packages.qa.debian.org/o/okular.html
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon.php?package=calibre
http://packages.qa.debian.org/c/calibre.html
http://packages.debian.org/sid/fbreader
http://qa.debian.org/popcon.php?package=fbreader
http://packages.qa.debian.org/f/fbreader.html
http://packages.debian.org/sid/evolution
http://qa.debian.org/popcon.php?package=evolution
http://packages.qa.debian.org/e/evolution.html
http://packages.debian.org/sid/kontact
http://qa.debian.org/popcon.php?package=kontact
http://packages.qa.debian.org/k/kontact.html
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon.php?package=scribus
http://packages.qa.debian.org/s/scribus.html
http://packages.debian.org/sid/glabels
http://qa.debian.org/popcon.php?package=glabels
http://packages.qa.debian.org/g/glabels.html
http://packages.debian.org/sid/gnucash
http://qa.debian.org/popcon.php?package=gnucash
http://packages.qa.debian.org/g/gnucash.html
http://packages.debian.org/sid/homebank
http://qa.debian.org/popcon.php?package=homebank
http://packages.qa.debian.org/h/homebank.html
http://packages.debian.org/sid/kmymoney
http://qa.debian.org/popcon.php?package=kmymoney
http://packages.qa.debian.org/k/kmymoney.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon.php?package=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon.php?package=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/xsel
http://qa.debian.org/popcon.php?package=xsel
http://packages.qa.debian.org/x/xsel.html
http://packages.debian.org/sid/xclip
http://qa.debian.org/popcon.php?package=xclip
http://packages.qa.debian.org/x/xclip.html
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7.8.2 X FREEEFBAIRILHMRET
xmodmap(1) & X B[R % FARERREMBITZHAMEN TR, B TH%S keycode, REEE X FIET xev(l) 5

BTIWRIRE, BTIRE keysym IS X, (REEEE “/usr/include/X11/keysymdef.h” X (x1iproto-
core-dev 4E ) HF MACRO MITE X, XHHETER “#define” BRIGEEREMU “XK_" F%, E#E keysym BFF,

7.8.3 HAEIM X B iR

REBESRN X BEFIRTER, B0 xterm(1), PJUA—ARENRSITIRIRED), NMEEXRN FAFMET.

ENTEER X BRMIBEERRBECNININ, RAEKAN X ZEREFE “/etc/X11/Xresources/*” 1, MAAER
INEY X BBRTFIE “/etc/X11/app-defaults/*” i, (ERAXLIZBEERES,

“~/.Xresources” XHHARRFAFPFRIRE, IMXEEERNZENEHEHIAN X FF, BEILIRE
FEEIIMEN, FATIGSEENSHIBIRER.

$ xrdb -merge ~/.Xresources

See x(7) and xrdb(1).

7.8.4 X ZimtRIIEE——xterm

7£ http://dickey.his.com/xterm/xterm.faq.html ] LA T ##%l X F xterm(1) HI—t{E 2,

7.8.5 UL root iEZ1T X EFIH

i

5 A=
@ AEBIAEEREESR (B gdm3) MRRFRHEA root KM root BH B X B R/AS1EEERR, Bl
XRAL2H), BEMRITEHITEESURME, M root BITEAN X BMBINARALLH, MOTAESZER
RETEERNFREIKS, FlanE@ERIAFIKS,

BIT—METRIY X ZEP0E (I “foo” BX1S root #XPR ) MR 552 E T EABHEER sudo(8) &,
$ sudo foo &

$ sudo -s
# foo &

$ gksu foo &

$ ssh -X root@localhost
# foo &

@ NIy

AT ZEG EEAMEER ssh(l) RIRBRIR.

ATE X BEFImEER X RSB, FEBUT/LS,

- IBEEF “$XAUTHORITY” #1 “$DISPLAY” IMEBELEMEMNTEHILAFFEF,



http://dickey.his.com/xterm/xterm.faq.html
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« “SXAUTHORITY” BT BHEIEERIX M A FElE,

gksu EFE CRITE: Vis1, 1:277) B—AETATFIREN root ANPREY GTK+GUI MR HEL, EEIAICE HFER su(l) 3
sudo(8) 1F 51, EFIMI—EURF “/apps/gksu/sudo-mode” HiEY geonf #, fRATLAGEA geonf-editor(l) (3R
g ‘HEER - ‘ZHIR" - “REHES) REHE gonf &,
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Chapter 8

118N #0 L10N

— M NMARER ZESE M17N) SIAIES 25, @i 2 M ERTTM,

« EFRME (118N): E—PMRHEEB LIRS MESIME.
« ARHIE (L10ON): E—PIREGE—MIENESIMER,

BR
7£ multilingualization ( ZiE51t ). internationalization ( EPFR{t ) 0 localization ( &bt ) F, & 17, 18, 8 10 4
FEE "M F'n”, " F0'n”, 31" F0°n” HE), EAMEMZRRA M17N, 118N F L10N.

GNOME #1 KDE EMRRH RSB, 1 1BidIE UTF-8 BUBRSLHERRY, FHiBid gettext(1) Z2MIRHENFE
BRAMMA, BIXES BRI ACRAEEREN], BHMERZTERER, BILAERNIMEEEIREES
EESIMERNAL,

RERMNNAIBRIRGER ASCH, EALT 127 MNFF (B 7 IRR), INRIEBEB T, AT HATERCE
BE2FR, MIERBETESFAEBLESE. MKANBMNRFEEBRAR UTF-8, SrUEBEALFRMN/LEREFRH (5
M 8.3.1 ).

MTHESN i18n NEE.

B A LR HEC B R IR B RE ST IS EPR LR 1,

oF

SEET 2013 F£4 %M Debian 7.0 (Wheezy) ‘REH), FIUAERBIEATEIEM,

8.1 HEEiA

Debian R4 0] AR keyboard-configuration #1 console-setup R EERE S MNEMLBETB,

# dpkg-reconfigure keyboard-configuration
# dpkg-reconfigure console-setup

XIGELE Linux BHIEHN X BOMBE, HEH “/etc/default/keyboard” 1 “/etc/default/console-
setup” FHERESH, XWeJUAREE Linux 6 &HFE,

WZ3IE ASCII FF, BETSHNESERNETFN, JAER R, AlGr # 71 A5H# KaAEeil.
WFIMES, (MEEERERMMAIESS, FIITEHFERIERN Bus,



https://zh.wikipedia.org/wiki/Internationalization_and_localization
https://zh.wikipedia.org/wiki/UTF-8
http://www.debian.org/doc/manuals/intro-i18n/
https://zh.wikipedia.org/wiki/Dead_key
https://en.wikipedia.org/wiki/AltGr_key
https://zh.wikipedia.org/wiki/Compose_key
https://zh.wikipedia.org/wiki/Input_method
https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
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8.1.1 IBus Z#FHVMINE

WMAZMESNARFNGIEREZNT
B NMAEF

N

|
| |
+-> Linux A& -> WIAE -> Gtk, Qt. =k X

B im-config f# IBus RIEAVEREL R LATE 35 Debian RAEI B EFAVEIA. TEIIH T —L Bus RIFE,

RG] mITE K/ ZHEHMVBSR

ibus V:6, 1:9 1937 | &M dbus FUIA S TUIESE
ibus-mozc V0, I:1 930 HX

ibus-anthy Vi1, 1:2 734 EE

ibus-kkc V-0, 1.0 229 [ E

ibus-skk V:0, I:0 234 EE

ibus-pinyin V.0, I.2 1425 F3 (zh_CN)
ibus-chewing V:0, .0 401 F3 (zh_TW)

ibus-hangul V:0, 1:0 224 X

ibus-table V0, I:1 908 IBus 5|2

ibus-table-thai I.0 45 "X

ibus-unikey V:0, I:0 256 WEE1E

ibus-m17n V:0, I:0 121 ZiE=: HEE. RA/EENEE

Table 8.1: IBus 235N i%

kinput2 73 VA E EA IR FII0 M2 B AR IBTRE, EAREFEIAR UTF-8 X IMEHRER, SCIM # uim TR
HEATIMAR UTF-8 X IMETHEFMLBAENRIBITG A,

8.1.2 — M HEMAF

I find the Japanese input method started under English environment (*en_US . UTF - 8”) very useful. Here is how I did this with
IBus for GNOME3:

1. Install the Japanese input tool package ibus-anthy with its recommended packages such as im-config.
2. Execute ”im-config” from user’s shell and select ”ibus” as the input method.

3. Select ”Settings” — ”"Keyboard” — ”Input Sources” — click ”+” in ”Input Sources” — ”Japanese” — ”Japanese (anthy)”
and click ”Add”.

4. Select ”Japanese” and click ”Add” to support the Japanese layout keyboard without character conversion. (You may chose
as many input sources.)

5. Relogin to user’s account.

6. Verify setting by ”im-config”.

7. Setup input source by right clicking the GUI toolbar icon.

8. Switch among installed input sources by SUPER-SPACE. (SUPER is normally the Windows key.)
BHEBUT/LS.

+ im-config(8) behaves differently if command is executed from root or not.

+ im-config(8) enables the best input method on the system as default without any user actions.

» The GUI menu entry for im-config(8) is disabled as default to prevent cluttering.



https://zh.wikipedia.org/wiki/Intelligent_Input_Bus
http://packages.debian.org/sid/ibus
http://qa.debian.org/popcon.php?package=ibus
http://packages.qa.debian.org/i/ibus.html
http://packages.debian.org/sid/ibus-mozc
http://qa.debian.org/popcon.php?package=ibus-mozc
http://packages.qa.debian.org/i/ibus-mozc.html
http://packages.debian.org/sid/ibus-anthy
http://qa.debian.org/popcon.php?package=ibus-anthy
http://packages.qa.debian.org/i/ibus-anthy.html
http://packages.debian.org/sid/ibus-kkc
http://qa.debian.org/popcon.php?package=ibus-kkc
http://packages.qa.debian.org/i/ibus-kkc.html
http://packages.debian.org/sid/ibus-skk
http://qa.debian.org/popcon.php?package=ibus-skk
http://packages.qa.debian.org/i/ibus-skk.html
http://packages.debian.org/sid/ibus-pinyin
http://qa.debian.org/popcon.php?package=ibus-pinyin
http://packages.qa.debian.org/i/ibus-pinyin.html
http://packages.debian.org/sid/ibus-chewing
http://qa.debian.org/popcon.php?package=ibus-chewing
http://packages.qa.debian.org/i/ibus-chewing.html
http://packages.debian.org/sid/ibus-hangul
http://qa.debian.org/popcon.php?package=ibus-hangul
http://packages.qa.debian.org/i/ibus-hangul.html
http://packages.debian.org/sid/ibus-table
http://qa.debian.org/popcon.php?package=ibus-table
http://packages.qa.debian.org/i/ibus-table.html
http://packages.debian.org/sid/ibus-table-thai
http://qa.debian.org/popcon.php?package=ibus-table-thai
http://packages.qa.debian.org/i/ibus-table-thai.html
http://packages.debian.org/sid/ibus-unikey
http://qa.debian.org/popcon.php?package=ibus-unikey
http://packages.qa.debian.org/i/ibus-unikey.html
http://packages.debian.org/sid/ibus-m17n
http://qa.debian.org/popcon.php?package=ibus-m17n
http://packages.qa.debian.org/i/ibus-m17n.html
https://zh.wikipedia.org/wiki/Input_method
https://zh.wikipedia.org/wiki/Smart_Common_Input_Method
https://zh.wikipedia.org/wiki/Uim
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8.1.3 HERHWMNZE

WMRIFAEIBET XIM ( X FrERBINE] ) KFETRMA, R AEBIEFEYE “$XMODIFIERS” BIEIRE N “none”,
XA e XMIER, (R8T emacs(1) P{EH B AEMIZHE egg FERZER ibus, fREIMUM shell FHITUI T &2,
$ XMODIFIERS=none emacs

3 7 8% Debian EEHITHIGHS, BIRIE “/usr/share/doc/menu/html” RIS EES] “/etc/menu/” B
MECE,

8.2 BRigiH

Linux 258 REERNEROFH, (RREERTARILIRIZERS, B jberm(1), MMEIF X 2] & P ERIEERM

B, )

X Window can display any characters in the UTF-8 as long as required font data exists. (The encoding of the original font data
is taken care by the X Window System and transparent to the user.)

8.3 ESIME
TEHESNAEM ¢gdm3(1) Boif) X EOME T EITHINBEFMESIRE,

8.3.1 #YmBHIERLANIR
IMREE “LANG=Xx_YY.Z277" HiESHERBEHESNRB 0. BRRB “vY" MRH “2222" (B0E 152
D)

The current Debian system normally sets the locale as "LANG=XX_YY .UTF -8”. This uses the UTF-8 encoding with the Unicode
character set. This UTF-8 encoding system is a multibyte code system and uses code points smartly. The ASCII data, which
consist only with 7-bit range codes, are always valid UTF-8 data consisting only with 1 byte per character.

Z B Debian RAZEZIFIESIMBIRE R “LANG=C” B “LANG=xx_YY” (;&B “.UTF-8"),

« “LANG=C” =} “LANG=POSIX” {#H ASCII FFE&E,
« “LANG=xx_YY” {EF Unix {ERRIB R L,

“LANG=xx_YY” FH{ERNRtIEREB AL ET “/usr/share/i18n/SUPPORTED” Kf@il, 5l¥0, “en_us”
{EF “1S0-8859-1" YRiE, “fr_FR@euro” {EM “IS0-8859-15" 4RI,

"R
mEENEY, Bk 1.2,

8.3.2 UTF-8 EESmMEMEARRIE

Unicode FFERTLARM 0 2| 10FFFF ( +758t 6 ) SERMBRRERILFRMEALEHNNEN, ENEHEELEE
21 fil,

XARIBZ LS UTE-8 45 Unicode I3 RIEECE| —MNSIERY 8 UEIER, H3IRE ASCI UBLIER S, UTF R7R Unicode
4 #4& 1 ( Unicode Transformation Format ),



https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/Unicode
https://zh.wikipedia.org/wiki/UTF-8
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BEIERWEEER UTF-8 B8, Ul “LANG=zh_CN.UTF-8", ESIMEME—THRE THNHAEFTER
FIS2, B8N, “LANG=fr_FR.UTF-8" iBSIME T gedit(l) (GNOME REIINALwIESE ), HPRAHEZEERL,
BRERRAENFERMMNEM T B RIGRE P X F AR,

HABINAER “SLANG” IMETERIZBBESIME, HEEEIE UTF-8 ASMETIRES M “Lc_*" TEHE
Bt 4574 (&M locale(1) ),

BRI A [gEB R IE ASCII FF, FlNMMEMINEZRSISE ASCI HE2RFTRA,

“WEISHXA” FHIE “W5IEH AscIiT”

‘BE| BN A FHIE ‘H3|EM ASCIT

4 ASCII XA BRI UTF-8 fa, ESEES5EAT2BRMNABTIIA/N, ELLFER UTF-8 ESIMEHFAKE
{RRET 4.

—REFESIFISN FRBEREEZSNNE. IERIENA TEEMRL, MEASBER UTF-32(UCS4) 3k $F Unicode,
FEE NI FESIMERMIERN ASCII ZRFEHIBESEFE 4 NFT, B—Kit, EA UTF-8 BSEHFHARESFERIRL
2.

HNuEEERIBRYIE UTF-8 R RAE—LEFF LEERERNMEBWANRE, fINFSERERNTFR, MERT
UTF-8 Z AR NRIERAER LR ITHRID PR,

8.3.3 ESWREMENLE

ATERBSONEFEMESIME, WIMNESIMERIEERIFENESMELHIE, (Debian RAARTH B EIRAIFIF
MR AIESHE, RIEREE locales-all REE, ) FIZIFMN A RIFESHIBENTEYIRAT “/usr/share/
i18n/SUPPORTED”, EFIH THBEEMWIESIFMERM., TISLIEERIFM Z#HFIR XA E IR UTF-8 18
SR,

$ locale -a | grep utf8

TGS ZEHEE locales MIFEL,

# dpkg-reconfigure locales
ZIEEE 3N R,
1. BT AMESIFRYIR
2. BENSwiZFLZHEIER
3. 7 “/etc/default/locale” IRERAZIAMIESIEEL PAMEH (S0 45 T)

STAESINETIRMNZESE “en_US.UTF-8" FIFTBMRENEBIHE “UTF-8" MIES.

WFERRIE, HERINWIBESIFIER “en_US.UTF-8", WFHEES, BHARMEMESIMESHE “UTF-8", X
Loig B iR — M ER B BS A IR EFR F 1.

=z
=)

SRBESMRIRERN “C" 2FEMAENRE, BEERLIE ASCI F4,

8.3.4 “$SLANG” IFIBETEMME
“SLANG” IMETEMEMRIFSNBEFISBEMNNT,

« login(1) 89 PAM #Hl#I At Linux =68 IEFHIT T RYIMNIEE
- BREEEN PAM HEIRETER X BEFRHIT T RYIMVIRE



https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/UTF-32/UCS-4
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» ssh(1) B PAM HLEIRIERS G S IEFHHT T RYIMIGE
- —LRREIER, FIU0 gdm3(1) RHFTE X BERTIRE

- @i “~/.xsessionrc”, X £IERHBENAE X BFNGIZE
« shell BEHEB, HIE0 “~/.bashrc”, &MFBEHARFREIEE

R’
BRGEINBSIMRIZEN “en_US.UTF-8" BEBRIBRANRE M.,

8.3.5 HAF XHONBEESIE

Re] MR TEBHFERRAT X BEOMNKEESHNE, MABMFRNRAER PAMES (B0% 45 7)) BWERINES
R,
This environment should provide you with your best desktop experience with stability. You have access to the functioning

character terminal with readable messages even when the X Window System is not working. This becomes essential for languages
which use non-roman characters such as Chinese, Japanese, and Korean.

JES =)
E X EEERA BRI R ER M BINTGE, BEHIETENASERNREESHENERMERNTGIE,
$F gdm3(1), FAFLEREEBETERKERIERE X RFIEMESINE,

£ PAM EEEXH PRI TEXTENX TIBESMENXMGMIE, 590 “/etc/pam.d/gdm3”,

auth required pam_env.so read_env=1 envfile=/etc/default/locale
X ITORRY N E AR,
auth required pam_env.so read_env=1 envfile=/etc/default/locale-x

WFARX, B —NEE “-rw-r--r--1 root root” tXPRHY “/etc/default/locale-x" X, HEETE
X117,
LANG="zh_CN.UTF-8"

RIEBTFEEREFNEIA “/etc/default/locale” XHE FTHEIXIT,
LANG="en_US.UTF-8"

XREMESIMERBEANKRA, FERE gdm3(1) RERRBERIHEER AL,
WFZERN S —FBRSEZRER “~/.xsessionrc” XHREBIESIHE,
8.3.6 MRS

WFEEENRIERR (BRE 10.1.7 7)), (FREERRNANRIBEHXGRE. #40MIF, NMEREDRY, mount(8)
{Ri% viat XF R L £/ CP437. (IFBRANM R IR IRMMBVERIEIREMRUTF-8 2K CPI32.

B
£ GNOME XXM KEIMET, HBNEH MR U 28, RTREXENEREDR, fEEEmLEn
ElfR, sd"Drive”, "Setting”, #i A utf8” Z"Mount options:”. HiX4 U BT RIEER, UTF-8 ZiaILA T,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/Code_page_437
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Code_page_932
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iR
MRFEHRHR—NZRSE, HENEBHVEE UTF-8 2R EBHE, 3E ASCH EFMNEFR HIF2ERAEIH 1ISO-8859-1
g}, eucJP RYRHD. 5T KA T BIiBth{15%#%2 UTF-8. &NlE 11.1 1.

EZIANBR T, Samba YW HHYZ F i (Windows NT, 200x, XP) f£F Unicode, {EXZHIZ Fis (DOS F1 Windows 9x/Me)
{883 CP850. BJLATE”/etc/samba/smb.conf” X4 EMH, {#/A”dos charset” R LTEE PRI MNERIAGRID, LE
id, CP932 ‘A HIE,

8.3.7 Ai{t{ERMENFE

£ Debian ZAR BRI S XA EEEIIFFE, LLANERES. fERFRH. KEFFMIT. GNU gettext(1)
L TRBREABS W ENNERTE,

aptitude(8) 2, »Tasks” - “Localization” £t — MNEANZHGIBY RIIR, LNAREFIEMAILERIRHEEEN

o

ZANGF, {REJBAZLE manpages-<LANG> BLRIX1FA MY, man FHMIER. K”/usr/share/man/it/” FKizEY
<programname> = AF/1EHY man FHMTT, 1T T EAVRIE,

LANG=it_IT.UTF-8 man <programname>

8.3.8 ESMIERIE N

sort(1) FHFHEF, SEBESMENEMN. AU EMEIEESIMEHIF AR —#6,

1s(1) BB HAR N ZIESIMERM. "LANG=C 1s -1” F”LANG=en_US.UTF-8” HHHEIRKXEBARA—HH (BN 9.25
).

AEHESIMENBFIRRA—H#. tLilid, RIBIESMER, —TE—8R471,000.1”, MEZEESHER EE
~A71.000,1”. {RE]AER FRIEEFEREEXIMRE,



https://zh.wikipedia.org/wiki/ISO/IEC_8859-1
https://zh.wikipedia.org/wiki/Extended_Unix_Code
https://zh.wikipedia.org/wiki/UTF-8
https://zh.wikipedia.org/wiki/Samba_(software)
https://zh.wikipedia.org/wiki/Code_page_850
https://zh.wikipedia.org/wiki/Code_page_932
https://zh.wikipedia.org/wiki/Gettext
https://zh.wikipedia.org/wiki/Gettext
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Chapter 9

AIRIT

X8, MARREMNERRFNESIRIT, KEDEEHEERIF,

9.1 screen 2%

W& AN el S M BT R SR IE R A DR IR ENRI AT S, screen(l) B—MEEEANIR, EREZIEETHRITIN
Bz,

RS RITE K/ | iHBEH
screen V:182,1:289 | 981 VT100/ANSI Zimiefllz5 e 5 & A& iR

Table 9.1: Z3F7] HBTNLZIEFERIIZF IR

9.1.1 screen(l) H{ERIFS

;Erf;é(l) NMEAF—MNRIFEEOIZITSMNHIE, TRIFIEIE shell BHIZZIFHRIANERE. XER—MEAY screen(1) {E
=3
1. ERB—MEENE,
2. EBENMEHIA L35 screen,
{$F "A c ("Control-A” $£&7c”) £ screen FRIEZHNE ORITSMEF.
4. ¥ "A n ("Control-A” E&"n”) RIEZS ) screen B[ [a)4EE.
KR, REEBARILR, BMAEREEEMNIE, MXLTIFEEEERRE,
6. fREILABIT R ARSI E screen &iE,
o BRZMIRIS IRAI LR E1E
« #iA "A d ("Control-A” #E7d”) AF L NZREREHER
« %A "A DD ("Control-A” #%&”DD”) 778 screen FiRHER
7. (REMERBIE —MIZEN (BIMENARERILL ),
8. f£F”screen -r” B&fl screen.

9. screen BARRAIEFMI ERIFTER screen B OFFBEEZNGITHIIER.

w

o



http://packages.debian.org/sid/screen
http://qa.debian.org/popcon.php?package=screen
http://packages.qa.debian.org/s/screen.html
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B
W F RSB REITEINGERE, (RobUEIT screen TEIEEERA, NIORe]UENRFEERLE—{M#IE4S:
B17, HMEERREENERLEE,

9.1.2 screen HSHEETE

£ screen SEE, R THORBIIMFERERANESH A X HAEO, screen FIEMSKRERET "A
(”Control-A”) JIEANE MMEFRSH] KGN\ IBEE—EEENGORBEERILHE,

iU?BEIjJ BE 15BH

EREHEE (ETESE)
SIE— N E OH I BRENZE O
v —4&EO

E'Jﬁﬁ—/l\fﬁlzl

Zlo=&E0O

Z1=S&E0

ErREOIE

FEREEBMALRE Cul-A FSHaE0
ESRE ONEEINSE— XX HF
FIE/ER SRR L2 X HFRiCR
X BIE LR FBERP)

M”‘l‘“’ Y& screen &g

D 578 screen RGBT &K

)

)

>

>

)

>

b

)

I TR OT| SO

)

>

> > > B B > B B B> > > |

b

|wNek

Table 9.2: screen $E48E 713

e
EEJ

& I screen(1).

9.2 HIEICKMER

9.2.1 HEFEASTIF#IZ (daemon)
WZIEFE”/var/log/” BR FNIEREANINES.

- RiZEEEETIF#HTE (daemon ) : klogd(8)
- RBEHERFETIPHTZ (daemon ) : rsyslogd(8)

S0% 3.29 TME 3.2.10 1.

9.2.2 HES

XERFEMRAESITRG (*~Gsecurity: :log-analyzer” 7E aptitude(8) H).

B
CRM114 RES MR EEMITIEES, AT TRE ENRARE ., EEXEEIIRBMTIREEPER, Bt
BFHES,



http://crm114.sourceforge.net/
http://www.laurikari.net/tre/
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RHEE WATE A/ [ EA

Togwatch V:19, 1:21 2214 | A Perl EMHED G, BIFrfH L
fail2ban V:96, 1:108 1290 | BAERZ NIRRT IP

analog V:5, 1:127 3529 | web REBBEHZEDM

awstats V:12,1:20 6799 | BAFIRFELERN web lRZFHENM

sarg V:6, I:6 432 % squid RS

pflogsumm Vi1, 1:4 111 Postfix HEZEHBME

syslog-summary | V:1,1:4 30 B4 syslog HEXHFAR

fwlogwatch V:0, I:0 474 B K& B E S TR

squidview V0, 1:2 192 HEFEFI2 7 squid access.log X

swatch V:0, 1.0 112 BIENFREAN., a=HAEZNHEXFEER
crmlil4 V0, I:1 1099 Controllable Regex Mutilator F05zIRHBEFITE (CRM114)
icmpinfo V:0, 1.0 39 EFFICMP 5B

Table 9.3: RGEHEPTRGTIR

9.2.3 EMiRIiERE shell ;&L

BRI script(1) (B85 1.49 ) iR shel ;BFNEFTE—NEEHIZERHXGE, XLEIRHZRF ] AR TEIS
=&, {EH col(l) E1&,

$ script
Script started, file is typescript

ELEIRE 3% Ctr1-DBH script.

$ col -bx <typescript >cleanedfile
$ vim cleanedfile

WRIRZE script (FIg0: 7E initramfs BRYFINTIEF ), REIUERTENAXRE,
$ sh -i 2>&1 | tee typescript

R
& gnome-terminal Z2H) x-terminal-emulator HEESIER, MBIFEEENITE PRBRNZEE,

N
fRETBAfERS screen(1) #1""A H" (BI1% 9.1.2 1) R#EITIEFISICR,

<N
{ReTLAfER emacs(1) #1"M-x shell”, "M-x eshell”, ’'M-x term” RFTEHISIER, REETAERC-x
C-w BEAHSRIXH,

9.24 EFRIXALENER

REHIGN more(1) F0 less(1) XD TIFERF (BME 1.45 'D YFIAFEEMIBRAMNEEXTAE (805 11.18 1)
A VERM B RN AR, E@ENRERSE (E0%E 146 7)) BEER 1, Br]ERIMRS.

N
WF vim(1) FIEM S TR BIA view(l), “:set hls” sJLABRAERIER,



http://packages.debian.org/sid/logwatch
http://qa.debian.org/popcon.php?package=logwatch
http://packages.qa.debian.org/l/logwatch.html
http://packages.debian.org/sid/fail2ban
http://qa.debian.org/popcon.php?package=fail2ban
http://packages.qa.debian.org/f/fail2ban.html
http://packages.debian.org/sid/analog
http://qa.debian.org/popcon.php?package=analog
http://packages.qa.debian.org/a/analog.html
http://packages.debian.org/sid/awstats
http://qa.debian.org/popcon.php?package=awstats
http://packages.qa.debian.org/a/awstats.html
http://packages.debian.org/sid/sarg
http://qa.debian.org/popcon.php?package=sarg
http://packages.qa.debian.org/s/sarg.html
http://packages.debian.org/sid/pflogsumm
http://qa.debian.org/popcon.php?package=pflogsumm
http://packages.qa.debian.org/p/pflogsumm.html
http://packages.debian.org/sid/syslog-summary
http://qa.debian.org/popcon.php?package=syslog-summary
http://packages.qa.debian.org/s/syslog-summary.html
http://packages.debian.org/sid/fwlogwatch
http://qa.debian.org/popcon.php?package=fwlogwatch
http://packages.qa.debian.org/f/fwlogwatch.html
http://packages.debian.org/sid/squidview
http://qa.debian.org/popcon.php?package=squidview
http://packages.qa.debian.org/s/squidview.html
http://packages.debian.org/sid/swatch
http://qa.debian.org/popcon.php?package=swatch
http://packages.qa.debian.org/s/swatch.html
http://packages.debian.org/sid/crm114
http://qa.debian.org/popcon.php?package=crm114
http://packages.qa.debian.org/c/crm114.html
http://packages.debian.org/sid/icmpinfo
http://qa.debian.org/popcon.php?package=icmpinfo
http://packages.qa.debian.org/i/icmpinfo.html
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9.2.5 TEHIREFBENER
“ls -1" ﬁgEiIAEﬁHTlﬂj*UEHH_LL/"_I?*&THR/*:_':In%EZ;iﬁ (HEXPESNIE 126 T7), “SLANG” TEEFHERE
=, {E £ “SLC_TIME” TEBE,

BMESWELRMAIARRBNEURTFERR C fREERRRA (1ibce RMAEL), R, AREHY Debian K17
FRBERNERIRRIAE L,

SNRAREEVR R E B IES MR R EF B R R, fREZEN
HERIRER BIFFIVE (S0 1s(1). date(1),

“_-time-style” %8k “$TIME_STYLE”
“info coreutils ’‘1ls invocation’”),

B ESNE BSINE S BENSE RN
iso EE 01-19 00:15
long-iso EfM1E 2009-01-19 00:15
. 2009-01-19 00:15:16.000000000
full-iso EE 10900
BEINE C Jan 19 00:15
BESIME en_US.UTF-8 Jan 19 00:15
BB es_ES.UTF-8 ene 19 00:15
+%0d . %m . %y %H:%M EE 19.01.09 00:15
+%d . %b . %y %H :%M C3; en_US.UTF-8 19.Jan.09 00:15
+%d . %b . %y %H:%M es_ES.UTF-8 19.ene.09 00:15
Table 9.4: wheezy 1 “1s -1" &< AEtEIFIH B ERES

VI
RE]AMERG S AIB U RERSITRRAKIED, Fl3 “alias 1s='1s --time-style=+%d.%m.%y\%H:
%M’ (SE 159 T

Br
ISO 8601 E{EIXLE iso &,

9.2.6 shell 7 echo B9EI2

PN \Iut U89 shell B echo BETSER ANSI X FHREREIE (0 “/usr/share/doc/xterm/ctlseqs.
txt.gz” )

I FIBIF

$ RED=$(printf "\x1b[31m")

$ NORMAL=$(printf ”\x1b[Om")

$ REVERSE=$(printf ”\x1b[7m")

$ echo "${RED}RED-TEXT${NORMAL} ${REVERSE}REVERSE-TEXT${NORMAL}"

9.2.7 FHEmIMNGES

EREXNMET, sLHEHTHE, EBANEGFSNRETRER, FAERR ~/ . bashrc” BENIAT THAE.

if [ "$TERM” !'= "dumb” ]; then
eval "‘dircolors -b’”
alias 1ls='ls --color=always’
alias 11='1ls --color=always -1’



https://zh.wikipedia.org/wiki/ISO_8601
https://zh.wikipedia.org/wiki/转义序列
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alias la='ls --color=always -A’
alias less='less -R’
alias 1ls='ls --color=always’
alias grep='grep --color=always’
alias egrep='egrep --color=always’
alias fgrep='fgrep --color=always’
alias zgrep='zgrep --color=always’
else
alias 11='1s -1’
alias la='1ls -A’
fi

EXREAGSH, FEAMNBREFHEBHNEZIEE, SHIFELTE export GREP_OPTIONS="--color=auto’”
BT, XHEETBIL less(1) ZEMTTHEEFEIHE, HEREEINEEHSH, REREHSE, tEIF~/.
bashrc” FRIANZE, BILAEMA”--color=auto” X&.

B
ERERMIMESR, BT TERM=dumb bash” i§F] shell , {REEBBXAXLEEHIA,

9.2.8 ICRIWIEREFRNESIRFIE

{REETS1CRIMAE 2T B RIVE B RIFEIE,
$F Vim, B3 T EEE,

- rqa: FRRERMAZHE BB ZNSER 2"
. - IRIEEIRIE

C o ERIERBAFR,

- Qe PATHTEE NS,

F Emacs, 5% T EIRIE,

¢ "C-x (" ABRENX—NMBREZE.
- YRAEERIRIE
« ’C-x )" ERENX—MNEE

L 7C-x e MIT—MREE.

S

9.2.9 itk X MAEFIER
BLERFITUER X NAREFNEIER, 815 xterm B7R,

wHe TATE NGRS
xbase-clients 1:68 46 xwd(1)
gimp V91, I1:507 16278 | GUI &
imagemagick V:142,1:538 | 192 import(1)
scrot V:8, 1:87 50 scrot(1)

Table 9.5: EIFZERAIET YR



https://zh.wikipedia.org/wiki/Vim_(text_editor)
https://zh.wikipedia.org/wiki/Emacs
http://packages.debian.org/sid/xbase-clients
http://qa.debian.org/popcon.php?package=xbase-clients
http://packages.qa.debian.org/x/xbase-clients.html
http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon.php?package=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon.php?package=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/scrot
http://qa.debian.org/popcon.php?package=scrot
http://packages.qa.debian.org/s/scrot.html
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RER ITE KAV | iHR

etckeeper Vi22, 127 151 ti;ﬁﬁ Git_(ﬁﬁik ). Mercurial 3, Bazaar (# ) RRFEEXHFH
e8I TTEIE

changetrack V-0, 1:0 62 fEARCS (1H) REFEEXHF

Table 9.6: 7£ VCS HFIiCREEE[AFHIREGE

9.2.10 IEREEXHITE

BRENTIAERGER DVCS RARMBSERICREEXXHNEE,

BEIWERTA git(1) B9 etckeeper &R, BEEAN “Vetc” BEF VCS EHlz T, EMETREEMMIEEN “/
usr/share/doc/etckeeper/README.gz”,

MAER LW, BT “sudo etckeeper init” kK “/etc” ¥IIAML git €F, 5% 10.6.5 THFARERINIIZAEM,
(BFEZEF 7MY hook IARAITELHEAVIRE,

SHIRXEMRMEER, (REIER git(1) RIEFMICREN]. FERXETREBEERSH, EHZBMIEREE,

B
1:1\_IL1LJIBL" “sudo GIT_DIR=/etc/.git gitk” K& “/etc” MTEIER, R UEHiEBRFNER
RREE., EBRREENRGERENTE,

9.3 iz, ERIFENIERFE

T2 FriEnh RE NS 3 A 4 TARY T B M i A0 1,

RHEE MITE X/ | iHEB

coreutils V:881,1:999 | 15103 | nice(1): A EMREMRENEIT—INER

bsdutils V:851, 1:999 | 238 renice(1): IRER—NHAITG{THVHIERIAERENE

procps V:801,1:999 | 690 »/proc” XEZRG T E: ps(1), top(1), kill(1), watch(1), -

psmisc V:567,1:970 | 589 ”/proc” XEZZ T E.: killall(1), fuser(1), peekfd(1), pstree(l)

time V:39,1:819 | 82 tﬁlﬁme(l) B{T—ER, ! R

sysstat V:100,1:119 | 1336 | sar(1), iostat(1), mpstat(1), --*: linux ZRE&ETERE T B

isag V.0, I:4 106 sysstat IR G NI R GG E]

Isof V:355,1:945 | 440 Isof(8): A" -p” EISHE — PN AR FEZEFTHIINXE

strace V:21, 11163 1363 | strace(l): IRIFAZVIRFIES

Itrace Vi1, 1:22 360 ltrace(1): FREREE 1A

xtrace V0, I'1 333 xtrace(1): TRER X11 = im0 AR S5 28 im < 6] B0 @15

powertop V36, [:227 612 powertop(1): RAREIEERE S

cron V:877,1:997 | 251 TRHE cron(8) lg & FIF#HZ (daemon ) E’Jlﬂr_ﬁﬁ—/l\iﬁﬁ

anacron V:450, [:534 | 62 AT IEEX 24 INHETRGHG ST, 2E con

at V482, 1828 | 145 ai(1) ’EEZ batch(l): E— MR ENNEGITESHERE —RANEH
MiB1T

Table 9.7: Mi=MIZHITE F /AN TRIIR

’R
procps BIRM TIFEEMAIKE. EHRIEFENINENEBMEFINE, NS ERIEHER,



http://packages.debian.org/sid/etckeeper
http://qa.debian.org/popcon.php?package=etckeeper
http://packages.qa.debian.org/e/etckeeper.html
https://zh.wikipedia.org/wiki/Git_(software)
https://zh.wikipedia.org/wiki/Mercurial_(software)
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://packages.debian.org/sid/changetrack
http://qa.debian.org/popcon.php?package=changetrack
http://packages.qa.debian.org/c/changetrack.html
https://zh.wikipedia.org/wiki/Revision_Control_System
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon.php?package=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/procps
http://qa.debian.org/popcon.php?package=procps
http://packages.qa.debian.org/p/procps.html
http://packages.debian.org/sid/psmisc
http://qa.debian.org/popcon.php?package=psmisc
http://packages.qa.debian.org/p/psmisc.html
http://packages.debian.org/sid/time
http://qa.debian.org/popcon.php?package=time
http://packages.qa.debian.org/t/time.html
http://packages.debian.org/sid/sysstat
http://qa.debian.org/popcon.php?package=sysstat
http://packages.qa.debian.org/s/sysstat.html
http://packages.debian.org/sid/isag
http://qa.debian.org/popcon.php?package=isag
http://packages.qa.debian.org/i/isag.html
http://packages.debian.org/sid/lsof
http://qa.debian.org/popcon.php?package=lsof
http://packages.qa.debian.org/l/lsof.html
http://packages.debian.org/sid/strace
http://qa.debian.org/popcon.php?package=strace
http://packages.qa.debian.org/s/strace.html
http://packages.debian.org/sid/ltrace
http://qa.debian.org/popcon.php?package=ltrace
http://packages.qa.debian.org/l/ltrace.html
http://packages.debian.org/sid/xtrace
http://qa.debian.org/popcon.php?package=xtrace
http://packages.qa.debian.org/x/xtrace.html
http://packages.debian.org/sid/powertop
http://qa.debian.org/popcon.php?package=powertop
http://packages.qa.debian.org/p/powertop.html
http://packages.debian.org/sid/cron
http://qa.debian.org/popcon.php?package=cron
http://packages.qa.debian.org/c/cron.html
http://packages.debian.org/sid/anacron
http://qa.debian.org/popcon.php?package=anacron
http://packages.qa.debian.org/a/anacron.html
http://packages.debian.org/sid/at
http://qa.debian.org/popcon.php?package=at
http://packages.qa.debian.org/a/at.html
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9.3.1 HEFEMN

BRas < 1H AR EERE,

# time some_command >/dev/null

real Omo.035s # HWITRHE (SABYESIAYE])
user Omoe.000s # FAPIREZAT(E)
sys Omo.020s # MIZARZCAT(E]

9.3.2 AEMLKLER
BERZAE (SRR — NI S RIE TS,

HEMELRE BEMER

19 IR ERHTZ

0 EEENTEBRAFPRERERE
=20 root P EE SRR ETHTE

Table 9.8: IHELERIBTIR

# nice -19 top # ERBME
# nice --20 wodim -v -eject speed=2 dev=0,0 disk.img # FEER

ERLBERT, RRNHERRERESNRARERMKHE. NMMERAXNGHL,
9.3.3 ps&me

£ Debian 24t LB ps(1) Ap S ERT Sz BSD # SystemV 451E, BEITFiRAIERSAFHFEEDN,

R BAVE AR S FFIE
BSD ps aux ER%CPU %MEM
System V ps -efH &7/~ PPID

Table 9.9: ps A S HLTITR

SWFEF (FETH) Fii2, (REeE3@13 PPID” FERRIKRHTE ID RRFEEA]L

pstree(1) i< ERFHIEN,

9.3.4 top md

Debian 48 £/ top(1) B FENRE, BEITIRAIHEREBOMNSITA.

ER—IMREANEFIERF. RrIEER Y #RSEENEREE, &g BREINZIERF.

9.3.5 FHW— T EHIEF]ARIX G

{REENZIEIT — 1 itAZ ID(PID) RY L ZAREFR BT AR, a0, PID 1 #V#FE, EATEHIGI.

$ sudo lsof -p 1

PID=1BERTF init F&F.




Debian & Fift 164 / 260

9.3.6 RERFERIEDH

{REETSIRERTZFFIEDN, (FH strace(1), ltrace(1), xtrace(1) SRIBIRA L IAAMES. FiRH. X111 BEFIRMARSEEIHZ(E
pELEN

REF 1s S ARRIFA.

$ sudo strace 1s

9.3.7 RAERXFNERFHIHE
{RET LA fuser(1) SRIRBIHEFI VTR, BIan, ATEEARNIRBIL/var/log/mail. log” BT H,

$ sudo fuser -v /var/log/mail.log
USER PID ACCESS COMMAND
/var/log/mail.log: root 2946 F.... rsyslogd

{RaAF 2 /var/log/mail. log” 2H rsyslogd(8) &L THHE A,
{RET BT fuser(1) SRIRBIHEREZEFHE, Fl, ATEMFANIRAIH smtp/ tep” HEENHIZIT .

$ sudo fuser -v smtp/tcp
USER PID ACCESS COMMAND
smtp/tcp: Debian-exim 3379 F.... exim4

MERIERI R BITTT exim4(8) SRALIEEE R SMTP i (25) B9 TCP iEE.

9.3.8 (FEHETEREE —1FS
watch(l) EFREZ EREFNIT - 62, HEREREL,

$ watch w

BRMPLEAERINRE, 52 DHEH—X,

9.3.9 FHAXHREMREE—/ e

BT LERLERHNERBIAEE — M, B/LMAE, fld, RR2BEER* . ext”.
- Shell [BIAA N (BIE 12.14 T):

for x in *.ext; do if [ -f ”"$x”]; then command "$x” ; fi; done

« find(1) #0 xargs(1) BX&:

find . -type f -maxdepth 1 -name ’'*.ext’ -print@ | xargs -0 -n 1 command

- find(1) " -exec” EIMHAMITHS:

find . -type f -maxdepth 1 -name ’'*.ext’ -exec command "{}’ \;

- find(1) {EF” -exec” EINFHMNIT—MEAY shell fiiAs:
find . -type f -maxdepth 1 -name ’'*.ext’ -exec sh -c ”"command '{}’ && echo ’successful’” \;

LFEMFIFRESSGEERHXAER (MBI ), find(l) BESSENAE, £0% 1015 %,



https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transmission_Control_Protocol
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9.3.10 M GUI BoI—MNER

WF 55<1THRME ( command-line interface, CLI) , $PATH MEL EMIEEMN BRI E —MNLEBENZHHNIEFEEHE
w17, 0% 1.53 75,

¥ T freedesktop.org ¥R EIFZF F SRE ( graphical user interface, GUI) , /usr/share/applications/ B
KR * . desktop XIFABNMEFM GUI XEERERTHENEN, S0E 722 1,

ZHAMF)F, chromium.desktop X#EH 7 “Chromium PN 5" EXTHEXBEMY, FINFEFR “Name”, EFH
1TIR1ZFNSE “Exec”, FR{ERAMER “Icon” &% (20 SERETIE ). XERETWNT:

[Desktop Entry]
Version=1.0
Name=Chromium Web Browser
GenericName=Web Browser
Comment=Access the Internet
Comment[fr]=Explorer le Web
Exec=/usr/bin/chromium %U
Terminal=false
X-MultipleArgs=false
Type=Application
Icon=chromium
Categories=Network;WebBrowser;
MimeType=text/html; text/xml;application/xhtml_xml;x-scheme-handler/http;x-scheme-handler/ <«
https;
StartupwMClass=Chromium
StartupNotify=true

XE—MRAERIIEEE, *.desktop & TEABHFHILT,

SHEFEIRE $XDG_DATA_HOME 1 $XDG_DATA DIRIMETE, #H/MFF, £ GNOME 3 H:
* RigE $XDG_DATA_HOME, (45{ERRKIA{E $HOME/ .local/share, )

+ $XDG_DATA_DIRS #®i&& } /usr/share/gnome:/usr/local/share/:/usr/share/,
EHEBEF (S0 XDG Base Directory Specification ) F1NFTERF BRI TR,

* $HOME/ .local/share/ — $HOME/.local/share/applications/
« /usr/share/gnome/ - /usr/share/gnome/applications/
» /usr/local/share/ — /usr/local/share/applications/

« /usr/share/ - /usr/share/applications/

* . desktop XHEZRBIXNMFEIXL applications BRP#HITES,

R
EEY—TMHAPFPEENXN GUI FEEIN, FETE $HOME/ . local/share/applications/ BFRHRM— *.
desktop X,

Wi
TR, MBREXLEEBR TR autostart BRHPEIL T —1 *.desktop X, M *.desktop XHHIEE
MiEFSEEREMERIN BT, £ Desktop Application Autostart Specification,

R

Mk, WNR7E $SHOME/Desktop ERHEIL T — *.desktop X H B KEMEREE AT IFEEABEIREN
g3INgE, MAEERNIEENEFSWNIT. B/EE, SHOME/Desktop BRMLMRBEMSBEHREE X, &M
xdg-user-dirs-update(1),



https://zh.wikipedia.org/wiki/Command-line_interface
https://zh.wikipedia.org/wiki/Freedesktop.org
https://zh.wikipedia.org/wiki/Graphical_user_interface
http://standards.freedesktop.org/desktop-entry-spec/desktop-entry-spec-latest.html
http://standards.freedesktop.org/basedir-spec/basedir-spec-latest.html
http://standards.freedesktop.org/autostart-spec/autostart-spec-latest.html
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9.3.11 BEX#HBIMIER
—LREFAHS—MEIFENED, TEREEZKTRNAE,
- NAREFRERS:

GNOME3 £f: “i8B" - “&B4” - “F4AEE" - “BANAER"

KDE £ : "K” - ”Control Center $=##:/0»” — "KDE Components 28f4” — ”Component Chooser £H{4E 1% 28"
Iceweasel JB388: “4mig” - “BHEW” - “NARER"

me(1): “/etc/me/mc.ext”

« 5190 “$BROWSER”, “$EDITOR”, “$VISUAL” #1 “$PAGER” XHMIMBLTE (ZM eviron(7))

« BT “editor”, “view”, “x-www-browser”, “gnome-www-browser” F1 “www-browser” XHHIFER
B9 update-alternatives(8) 24t (SWE 147 T)

« “~/.mailcap” # “/etc/mailcap” XHHIAETXETIZFH MIME A (£ mailcap(5) )
« “~/.mime.types” 1 “/etc/mime.types” XHHABXEET MIME LB EHT BE (S0 run-mailcap(1) )

N
update-mime(8) KE#”/etc/mailcap” X, Bile]aFZ"/etc/mailcap.order” X (&M mailcap.order(5)).

N
debianutils #4-EIR{H sensible-browser(1). sensible-editor(1) #1 sensible-pager(1), BRI LAS BT EiH B
MmiEEE. P DIIEFAIMLE N 2R EH RS IERE, HEBIRFIEIBLE shell I,

BR
ATE X Fizi7Hlan mutt THEMEHIE N BREFRENTNEENEER, FRIZGTEBHEEL —N X NA
EEFEHIEE “/usr/local/bin/mutt-term” FA{FEEREINEENBIER,

# cat /usr/local/bin/mutt-term <<EOF
#!/bin/sh

gnome-terminal -e "mutt \$@”

EOF

chmod 755 /usr/local/bin/mutt-term

9.3.12 RIE—NHIE

fEF kill(1) B33 32 1D KRE (KREXZ—MES ) — PNtz
A killall(1) 3% pkill(1) BT # 2 LB FHE B RMEHNERS,

5518 5578 IhEE

1 HUP EERE&TIP#ETE (daemon )
15 TERM T\ kill

9 KILL B kill

Table 9.10: kill SF S ERESHIR



https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
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9.3.13 B R{EHbBYE]%HE

1B1T at(1) S REH— R MR TIF,

$ echo ’"command -args’| at 3:40 monday

9.3.14 THHESLHE

f$£F3 cron(8) RiF1TER{ESZHE, S0 crontab(1) 1 crontab(5).

REEBIE R— N EBRAFPERGIT—M#IE, thil, foo M crontab -e” AL EIE— crontab(5) KIX 4 /var/
spool/cron/crontabs/foo”,

XEBE— crontab(5) XEHFIF,

# use /bin/sh to run commands, no matter what /etc/passwd says
SHELL=/bin/sh

# mail any output to paul, no matter whose crontab this is

MAILTO=paul

# Min Hour DayOfMonth Month DayOfWeek command (Day... are OR’ed)

# run at 00:05, every day

5 0 * ** $HOME/bin/daily.job >> $HOME/tmp/out 2>&1

# run at 14:15 on the first of every month -- output mailed to paul

15 14 1 * * $HOME/bin/monthly

# run at 22:00 on weekdays(1-5), annoy Joe. % for newline, last % for cc:
0 22 * * 1-5 mail -s "It’s 10pm” joe%Joe,%%Where are your kids?%.%%
23 */2 1 2 * echo ”"run 23 minutes after @am, 2am, 4am ..., on Feb 1”
5 4~ * sun echo "run at 04:05 every Sunday”

# run at 03:40 on the first Monday of each month

40 3 1-7 * * [ "$(date +%a)” == "Mon” ] && command -args

"R
WARLLIEIELGITIIR A, LK anacron REBEREMMNITARENTS, HSEBAVEZENNNEET, H
AT B ENRTE)EFE, £ anacron(8) #1 anacrontab(5s).

N

WFENRALEIFHA, REEFELL root IKF ERIEIT, EXEMAMAN/etc/cron.hourly/”, "/etc/cron.
daily/”, "/etc/cron.weekly/”, 8"/etc/cron.monthly/”. XLEMIAAHITRTE, BJLAEL"/etc/cron
tab” #1"/etc/anacrontab” KEl,

9.3.15 Alt-SysRq &

A ZRIFIEINMagic SysRq key” (SAK ) IR TP R AN FERVIEE, 1ZEININTE R Debian AIZRIEAIAME, 3% Alt-SysRq
B, EERTHRPN—E, SMEMRZNHFERS.

R’
1% signal(7), kill(1) 0 sync(1) S PTKIE#E _EmAVHLA,

”Alt-SysRq s”, ”Alt-SysRq u” F1”Alt-SysRq r” BE, BEITFHHEIEIFRIIER, HrIUEREILERANIER TRETH
R,

&Jl”/usr/share/doc/linux-doc-3.*/Documentation/sysrq.txt.gz”.



http://en.wikipedia.org/wiki/Secure_attention_key
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Alt-SysRq Z J5 95 1T R

EXBala, Mraw B kE B
EEFIEHERRTE 0 REDEBRER
kill ZE HriEIERI & LB #iE

&% SIGTERM ZIFFBEHFE, FRFF init(8)
&% SIGKILL ZIFrB# Z, BRF init(8)
sync T8 E2ERNXHFR G R E R EIERIT
SMMRIEAXNEFFMEEEFENXE RS (umount)
reboot 2%, NEIFZEEL

T|IC|lO||D| x| O

Table 9.11: SAK &< #EFIR

VIR

BT TR F ) root AXPRAYINEE, Alt-SysRq $5M4eJEMIA AR L EXBE, E"/etc/rc.local” BEM
AN’echo 0 >/proc/sys/kernel/sysrq” BxfE"/etc/sysctl.conf” BRI AN"kernel.sysrq =0" K
A Alt-SysRq 4514,

W
M SSH LR, {REEBEEIL[E"/proc/sysrq-trigger’ EANERER Alt-SysRq 4514, %140, M root shell 12
RIFiE{T’echo s > /proc/sysrq-trigger;echo u > /proc/sysrq-trigger” 3 syncs #1 umounts B

BEHHNXHRE,

9.4 RFLEIFRIT

9.41 HERKRE?
(RETGBIT FTEN S R BB RELRAE,

- who(1) ERNEERERAEM,

- w(l) BREBRERGER, MIEMMTA.
- last(1) ERAFPREERNTIR,

- lastb(1) ERAFREHERERMIIE,

N
"/var/run/utmp” #1"/var/log/wtmp” FEXHFMEAFER. £M login(1) #1 utmp(5).

9.4.2 ZEEMEA

fRRTBAE FEGIVER wall(l) EERZANE-PMAREER,

$ echo "We are shutting down in 1 hour” | wall
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9.4.3 HEHIRAI

X4F PCI 1% & (AGP, PCI-Express, CardBus, ExpressCard ), —FI8FAERT Ispci(8) (HB1FIN E” - nn” EIN) #1THEHIR

RILEERET,

LS, fRETBAEIE Hi%Z”/proc/bus/peci/devices” BEEBIRNE ML/ sys/bus/pci” FHEHEY B FKh Kt TIEH

03 (ERE 1.2.12 ).

e ATE KA | REA
pciutils V:167,1:992 | 1220 Linux PCI T E.: Ispci(8)
usbutils V:97, 1:862 721 Linux USB T E.: Isusb(8)
pcmciautils V:22, I:52 94 Linux PCMCIA T E.: pccardctl(8)
scsitools V:0, I:4 366 SCSI T EHFEE T EE: Isscsi(8)
procinfo Vi1, 116 186 K*/proc”: Isdev(8) XS A G2
Ishw V39, I:85 671 BHFERERFER: lshw(l)
discover V:39,1:927 | 90 EFFINBIZR SE: discover(8)

Table 9.12: TEHIRFI T EIIFE

9.44 MEHEEE

& GNOME #] KDE ZXEMNEFREHRE, SAXMBOBHHEERNEBEIRNNEFEETRERERE, BHE

—ERECINEMRA, EE—NMFHNES.,

REE RITE X/ | 1HER

console-setup V:450, 1:933 | 437 Linux FHIEFERFMEERITE

ﬁgizserver ) V:364,1:585 | 516 | X BR& T A: xset(1), xmodmap(1)

acpid Vis08, 1:895 | 143 | Brm el EEEFIRIREL (ACP) B RIRETINER
( daemon )

acpi V:38,1:863 | 46 ERACPIZREEENIE

apmd V-0, 1.9 132 BERRBIREE (APM) EFN RNEETIFHE (daemon)

sleepd V:0, 1.0 79 EZLLATHE, FEEARERRESHRESTIPHE (daemon)

hdparm V:238,1:395 | 237 BEIBRRE (EWE 959 )

smartmontools V:112,1:194 | 1716 | A SM.ART EFFEEEFERS

setserial V:5, 1:12 113 EO0BETEE

memtest86+ V:1,1:38 2391 AFEGEEIES

scsitools V0, .4 366 SCSIEHFERETESE

setcd V0, I:1 35 FEIA R

big-cursor 1.0 27 X RARIKEIRAERT

Table 9.13: FE{4ECE T BYIFE

IXE, ACPI 2—'tt APM IR EEIR A AHELS,

R’

MR CPU MKIREINGE, REARMIER acpi_cpufreq EIEHY,

9.4.5

H LR B AIRR 4R (8]

THEIZE R ZNMREERE] 7 : MM/DD hh:mm, CCYY.



https://zh.wikipedia.org/wiki/Peripheral_Component_Interconnect
https://zh.wikipedia.org/wiki/AGP
https://zh.wikipedia.org/wiki/PCI_Express
https://zh.wikipedia.org/wiki/PC卡#CardBus
https://zh.wikipedia.org/wiki/ExpressCard
http://packages.debian.org/sid/pciutils
http://qa.debian.org/popcon.php?package=pciutils
http://packages.qa.debian.org/p/pciutils.html
http://packages.debian.org/sid/usbutils
http://qa.debian.org/popcon.php?package=usbutils
http://packages.qa.debian.org/u/usbutils.html
http://packages.debian.org/sid/pcmciautils
http://qa.debian.org/popcon.php?package=pcmciautils
http://packages.qa.debian.org/p/pcmciautils.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon.php?package=scsitools
http://packages.qa.debian.org/s/scsitools.html
http://packages.debian.org/sid/procinfo
http://qa.debian.org/popcon.php?package=procinfo
http://packages.qa.debian.org/p/procinfo.html
http://packages.debian.org/sid/lshw
http://qa.debian.org/popcon.php?package=lshw
http://packages.qa.debian.org/l/lshw.html
http://packages.debian.org/sid/discover
http://qa.debian.org/popcon.php?package=discover
http://packages.qa.debian.org/d/discover.html
http://packages.debian.org/sid/console-setup
http://qa.debian.org/popcon.php?package=console-setup
http://packages.qa.debian.org/c/console-setup.html
http://packages.debian.org/sid/x11-xserver-utils
http://packages.debian.org/sid/x11-xserver-utils
http://qa.debian.org/popcon.php?package=x11-xserver-utils
http://packages.qa.debian.org/x/x11-xserver-utils.html
http://packages.debian.org/sid/acpid
http://qa.debian.org/popcon.php?package=acpid
http://packages.qa.debian.org/a/acpid.html
http://packages.debian.org/sid/acpi
http://qa.debian.org/popcon.php?package=acpi
http://packages.qa.debian.org/a/acpi.html
http://packages.debian.org/sid/apmd
http://qa.debian.org/popcon.php?package=apmd
http://packages.qa.debian.org/a/apmd.html
http://packages.debian.org/sid/sleepd
http://qa.debian.org/popcon.php?package=sleepd
http://packages.qa.debian.org/s/sleepd.html
http://packages.debian.org/sid/hdparm
http://qa.debian.org/popcon.php?package=hdparm
http://packages.qa.debian.org/h/hdparm.html
http://packages.debian.org/sid/smartmontools
http://qa.debian.org/popcon.php?package=smartmontools
http://packages.qa.debian.org/s/smartmontools.html
https://zh.wikipedia.org/wiki/S.M.A.R.T.
http://packages.debian.org/sid/setserial
http://qa.debian.org/popcon.php?package=setserial
http://packages.qa.debian.org/s/setserial.html
http://packages.debian.org/sid/memtest86+
http://qa.debian.org/popcon.php?package=memtest86+
http://packages.qa.debian.org/m/memtest86+.html
http://packages.debian.org/sid/scsitools
http://qa.debian.org/popcon.php?package=scsitools
http://packages.qa.debian.org/s/scsitools.html
https://zh.wikipedia.org/wiki/SCSI
http://packages.debian.org/sid/setcd
http://qa.debian.org/popcon.php?package=setcd
http://packages.qa.debian.org/s/setcd.html
http://packages.debian.org/sid/big-cursor
http://qa.debian.org/popcon.php?package=big-cursor
http://packages.qa.debian.org/b/big-cursor.html
https://zh.wikipedia.org/wiki/高级配置与电源接口
https://zh.wikipedia.org/wiki/高级电源管理
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# date MMDDhhmmCCYY
# hwclock --utc --systohc
# hwclock --show

Debian & ZERET [B@ E 2R A AHbf(a], {EREHEREESE{EER UTC(GMT) BtiE],

WRFEH (BIOS ) BFE[1&E J UTC Bf(8], B7E “/etc/default/rcS” BMEIRE “UTC=yes’,
TEREHHAE Debian RAFERAM X,

# dpkg-reconfigure tzdata

MRRAHEBITMNEREFH AL E, BEFEM ntp, ntpdate #l chrony XK ERHAY NTP iS5,

B
£ systemd T, ZfEH systemd-timesyncd RKERHITMEREIEY, S0 systemd-timesyncd(8).

SN THAR.

- ¥5TRETE] A0 B EAEIE HOWTO
« NTP NHARSEINE

« ntp-doc &

BR
7E ntp BEM@EM ntptrace(8) REWSIRER NTP RS ERIBIE,

9.4.6 RiFCE
B L ANA MR A FSREE B Z 251 &F0 ncurses(3) BRATNAE,

« “/etc/terminfo/*/*” X (terminfo(5))

« “STERM” IMELE (term(7) )

« setterm(1), stty(1), tic(1) F0 toe(1)

R xterm B9 terminfo ¥¥3E Debian Y xterm RNEERA, MHIRMIEFZZEFEZE] Debian R4ART, REZERTIRIVL

IHER “$TERM”, W “xterm” BLUATHEESZPRAVERA (U0 “xterm-r6” ), ESAETSM “/usr/share/doc/
libncurses5/FAQ”, “dumb” & “$TERM” H@EFRHY,

9.4.7 FEEEMI&HE

BAFIMAED Linux WE FIRZRNIEFH 5% Linux F&{KZ% ( Advanced Linux Sound Architecture, ALSA ) 12,
ALSA Rt THREZAIH AMESE ZR4 (Open Sound System, 0SS ) BIFEHIAETL,

VI
R “cat /dev/urandom > /dev/audio” X speaker-test(1) KiMiXiArEzE (°C =1L ),



https://zh.wikipedia.org/wiki/UTC
https://zh.wikipedia.org/wiki/Network_Time_Protocol
https://zh.wikipedia.org/wiki/Systemd
http://www.tldp.org/HOWTO/TimePrecision-HOWTO/index.html
http://www.ntp.org/
https://zh.wikipedia.org/wiki/ALSA
https://zh.wikipedia.org/wiki/Open_Sound_System
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RHEE ATE PR L
alsa-base 1:463 NOT_FOUBRBPA RfE i EX F
alsa-utils V:379,1:532 [ 2103 | EEEFIfER ALSARTE
oss-compat V:4,1:46 7 7£ ALSA F3&& 0SS, Tifs “/dev/dsp not found” iR
jackd V:3, 1:27 32 JACK Audio Connection Kit. JACK) fR53% (KER )
Iibjacko V:0,1:19 135 JACK Audio Connection Kit. JACK) FE ({K%#iR )
nas V:0, 1.0 240 MEZEE N %2t ( Network Audio System, NAS) fR53ES
Iibaudio2 V:60, 1:562 162 MEEFINZ 2 (Network Audio System, NAS) &
pulseaudio V:358,1:498 | 5858 | PulseAudio AfR532%, BfX ESD
Iibpulse0 V:250, 1:654 | 955 PulseAudio EFimE, & ESD
éfggsueamerl' V:227,1:485 | 4742 | GStreamer: GNOME FSi53| &
libphonon4 1:224 588 Phonon: KDE F&5[Z

Table 9.14: BEEREE
R

MRMBELEREEE, BMrMmERTEERS T — I FEht. IKNEFERAFITSHE., alsa-utils R
BRE) alsamixer(1) P ARIFIECERSHFEIRE.

MARERIREEE A NNERIBRIESIRE, BrlhEd—EinENEERSBRARTIEEN,
BNRITHRENREERE - MERANEESIE, BMINARFERNESESIEEINERERITNENEER

5%

9.4.8 XFIFE=RRIF
RAFRFRF, ERATEHNGS,

785 e

Linux =& setterm -powersave off

X &0 (RXHEFERF) xset s off

X&O (<[] dpms ) xset -dpms

XEO (FEFRIPGUIELE) xscreensaver-command -prefs

Table 9.15: X AIRBFRIFPHSIIR

9.49 X[AEBE

AT AEEB AXRY 17 S 2Rk ISR K AIENB A, 1B pcspkr MIZIRRMIBR, the] CAIEIX &3,
bash(1) FAZIAY readline(3) f2/FF, HiBE|HEFF (ASCII=7) B, Bak4E, TEMNIRERFHELELE,

$ echo "set bell-style none”>> ~/.inputrc

9.4.10 WFEA
WHRRR, XBERMEANAERESERFNERBR,
- “/var/log/dmesg” HHINZBNEEBEE T RIHAFMERE X,



http://packages.debian.org/sid/alsa-base
http://qa.debian.org/popcon.php?package=alsa-base
http://packages.qa.debian.org/a/alsa-base.html
http://packages.debian.org/sid/alsa-utils
http://qa.debian.org/popcon.php?package=alsa-utils
http://packages.qa.debian.org/a/alsa-utils.html
http://packages.debian.org/sid/oss-compat
http://qa.debian.org/popcon.php?package=oss-compat
http://packages.qa.debian.org/o/oss-compat.html
http://packages.debian.org/sid/jackd
http://qa.debian.org/popcon.php?package=jackd
http://packages.qa.debian.org/j/jackd.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/libjack0
http://qa.debian.org/popcon.php?package=libjack0
http://packages.qa.debian.org/libj/libjack0.html
https://zh.wikipedia.org/wiki/JACK_Audio_Connection_Kit
http://packages.debian.org/sid/nas
http://qa.debian.org/popcon.php?package=nas
http://packages.qa.debian.org/n/nas.html
https://zh.wikipedia.org/wiki/Network_Audio_System
http://packages.debian.org/sid/libaudio2
http://qa.debian.org/popcon.php?package=libaudio2
http://packages.qa.debian.org/liba/libaudio2.html
https://zh.wikipedia.org/wiki/Network_Audio_System
http://packages.debian.org/sid/pulseaudio
http://qa.debian.org/popcon.php?package=pulseaudio
http://packages.qa.debian.org/p/pulseaudio.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libpulse0
http://qa.debian.org/popcon.php?package=libpulse0
http://packages.qa.debian.org/libp/libpulse0.html
https://zh.wikipedia.org/wiki/PulseAudio
http://packages.debian.org/sid/libgstreamer1.0-0
http://packages.debian.org/sid/libgstreamer1.0-0
http://qa.debian.org/popcon.php?package=libgstreamer1.0-0
http://packages.qa.debian.org/libg/libgstreamer1.0-0.html
https://zh.wikipedia.org/wiki/GStreamer
http://packages.debian.org/sid/libphonon4
http://qa.debian.org/popcon.php?package=libphonon4
http://packages.qa.debian.org/libp/libphonon4.html
https://zh.wikipedia.org/wiki/Phonon_(KDE)
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« free(1) #l top(1) ERIEEBITHNRAFAFZFEREXER.

TER—MIF.

# grep ‘\] Memory’ /var/log/dmesg
[ 0.004000] Memory: 990528k/1016784k available (1975k kernel code, 25868k reserved, 931k <«
data, 296k init)

$ free -k
total used free shared buffers cached
Mem: 997184 976928 20256 0 129592 171932
-/+ buffers/cache: 675404 321780
Swap: 4545576 4 4545572
fREJBERTEEZT IR “dmesg ZHiF{F free J9 990 MB, T free -k £51F{R free J9 320 MB, X EK T #BiT 600 MB -+

FFEL “Mem:” XITH “used” HARRMEMUKR “free” B/IWME, N, MEEEEBENER TENEAD (ELEH
FlFHE(IR 675404 F0 321780 ),

Y FFHY MacBook, & 1GB=1048576k AT ( B E&R%HAE—LL), HREBEIHUT,

a1 IR

dmesg AP total FIK/\ 1016784k = 1GB - 31792k
dmesg FRY free 990528k

shell A total 997184k

shell FEY free 20256k ({BEBEEYF 321780k )

Table 9.16: REHIRTFKR/N

9411 AZLEELMUNTEMNE

ERNRREIFCIRESREMNRE, SHEWINBIEEER,
WFRALZSHNTEUENKRE, FEENTEXEHSEALA.
« debsums {8, S0 debsums(1) FIZE 2.5.2 15,

« chkrootkit 38, £ chkrootkit(1),

« clamav B K&, S0 clamscan(1) F freshclam(1),

* Debian security FAQ,

* Securing Debian Manual,

TEE—MERNMA, FRARGNEYFETE AR SRHEIR 4R,
# find / -perm 777 -a \! -type s -a \! -type 1 -a \! \( -type d -a -perm 1777 \)

NIy
@ BT debsums RHEBEARMIFIER MD5 5615, ALEWESENE, BAETSHERATS M
TR,

9.5 HIETFERRIS

{3 live CD BX, debian-installer CD LARUEIRIVENREIR L, "ILALIRE R B E (RIENIREMBIRTFE,



http://www.debian.org/security/faq
http://www.debian.org/doc/manuals/securing-debian-howto/
https://zh.wikipedia.org/wiki/MD5
https://zh.wikipedia.org/wiki/Live_CD
http://www.debian.org/releases/stable/debian-installer/
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LRG3 mITE KN T iRER ] _

P = BZGHS SISO EF S
logcheck V12, 114 15 ,;Z}%i;%h (daemon ), BRZHEXHFHIFEEIHS
debsums V:5, .38 120 SCHTER, A MD5 REBN EZRREBHIXXFHTRE
chkrootkit V:7,1:28 951 rootkit & MER &
clamav V:16, .71 874 Unix IR ARESEHERF—a2T5HE
tiger V3, 1:4 2599 | MERFZLZERE
tripwire V3, 1.4 11480 | XHFFHXZEERMER G
john V:3,1:14 449 FHERZREERE TR
aide Vi1, 1.2 2002 | BRAERERN—FRS 3
integrit V:0, I:0 313 X REERITER
crack V:0, 1.0 128 EEENER

Table 9.17: BFRAREMMTEMUMENTER

9.5.1 MERZ[EEAIE
PR E M E AR T L@ mount, coreutils # xdu RHG BB HAIFE R RITA

 mount(8) B RFTBEEHNXEGR S (= ).
- df(1) I|MEX G R R ERIFER T,
« du(l) IREBRMERIER T8,

N
{RETLAYE du(8) RUtEH{EHI4E xdu(1x), RERAENERXRENER, FI “du -k . |xdu”, “sudo du -k -x
/| xdu” &%,

9.5.2 WENXEE

WFEESKBE, RE fdisk® WA NRIENREE, B2 parted®) TETREGEEMN.
5

KB PC ERZBMES|SIEF (Master Boot Record, MBR ) A%, FEENXHEREFESE —1MEEX, BLBA &
X 0 (512 F% )

pE =1
—LeEBR EEYIED ( Extensible Firmware Interface, EFI) 8931 PC, BIEET Intel B9 Mac, A 25—
RRSXER (GUID Partition Table, GPT) A%, BEESXBBEAMREFEE —1TMEEK,

RE fdisk(8) —EREENSXMINET R, {BIFE parted(8) BT E,

B TE X/ [ GPT 5tER

util-Iinux V:879,1:999 | 3558 | A"ZF% SWMAZTEH, B8 fdisk(8) # cfdisk(8)
parted V:340, I:544 | 278 =¥ GNU Parted, RN XIREEF

gparted V25, 1:147 | 6788 | %35 ET Iibparted ) GNOME X ZRiEIzHF
gdisk V16, :471 | 746 =5 AT GPT BEN N X REREF

kpartx V:13,1:28 75 EE] AR XEIREZEEIITER

Table 9.18: RN X EIBREFE



http://packages.debian.org/sid/logcheck
http://qa.debian.org/popcon.php?package=logcheck
http://packages.qa.debian.org/l/logcheck.html
http://packages.debian.org/sid/debsums
http://qa.debian.org/popcon.php?package=debsums
http://packages.qa.debian.org/d/debsums.html
http://packages.debian.org/sid/chkrootkit
http://qa.debian.org/popcon.php?package=chkrootkit
http://packages.qa.debian.org/c/chkrootkit.html
https://zh.wikipedia.org/wiki/Rootkit
http://packages.debian.org/sid/clamav
http://qa.debian.org/popcon.php?package=clamav
http://packages.qa.debian.org/c/clamav.html
http://packages.debian.org/sid/tiger
http://qa.debian.org/popcon.php?package=tiger
http://packages.qa.debian.org/t/tiger.html
http://packages.debian.org/sid/tripwire
http://qa.debian.org/popcon.php?package=tripwire
http://packages.qa.debian.org/t/tripwire.html
http://packages.debian.org/sid/john
http://qa.debian.org/popcon.php?package=john
http://packages.qa.debian.org/j/john.html
http://packages.debian.org/sid/aide
http://qa.debian.org/popcon.php?package=aide
http://packages.qa.debian.org/a/aide.html
http://packages.debian.org/sid/integrit
http://qa.debian.org/popcon.php?package=integrit
http://packages.qa.debian.org/i/integrit.html
http://packages.debian.org/sid/crack
http://qa.debian.org/popcon.php?package=crack
http://packages.qa.debian.org/c/crack.html
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Disk_partitioning
https://zh.wikipedia.org/wiki/Logical_block_addressing
https://zh.wikipedia.org/wiki/Extensible_Firmware_Interface
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Disk_partitioning
http://packages.debian.org/sid/util-linux
http://qa.debian.org/popcon.php?package=util-linux
http://packages.qa.debian.org/u/util-linux.html
http://packages.debian.org/sid/parted
http://qa.debian.org/popcon.php?package=parted
http://packages.qa.debian.org/p/parted.html
http://packages.debian.org/sid/gparted
http://qa.debian.org/popcon.php?package=gparted
http://packages.qa.debian.org/g/gparted.html
http://packages.debian.org/sid/gdisk
http://qa.debian.org/popcon.php?package=gdisk
http://packages.qa.debian.org/g/gdisk.html
http://packages.debian.org/sid/kpartx
http://qa.debian.org/popcon.php?package=kpartx
http://packages.qa.debian.org/k/kpartx.html
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VAV
@ RE parted(8) FHMitBEEAREIEFMIFRE RS, BERAEIFRIFNEINIERMILERENRZSE,
40 mkfs(8) ( mkfs.msdos(8). mkfs.ext2(8). mkfs.ext3(8), mkfs.ext4(8):-- ) #0 resize2fs(8),

B

FTTE GPT #fl MBR Z [k, REZEERIRALMLNRPHAST (S0E 976 T) HEA “parted /
dev/sdx mklabel gpt” B “parted /dev/sdx mklabel msdos” FKiZEBE, & IE, XEFEHAM “msdos”
IEE}EH:.F MBRO

9.5.3 {#F UUID ifla]a X

REEMEE RIS KR BFEN RIEEIRF T RESA 7 X =ERBNRF, BIRFILAMERAR— UUID Kij
BEfl. MRIEFESEEHA B BIOS RBLEN—BBIRERMIE, A UUID BRHEIERE,

« mount(8) A& HA “-U” EINA]AERUUID R —MRIZE, MAMERMBIXERF, Fla “/dev/sdas”,
« “/etc/fstab” (£ fstab(5) ) BJLAER UUID,
- S|EINEFER (5 3.1.2 ) thEJUA{ER UUID,

BR
{RETLAE R blkid(8) SREF —MIFERIZEZAI UUID,

"R
NRF|EVE, RE (GIANAIRBINFMENF ) MNRETKREIAED udev AN EETREFS, B0F 3.3 75

9.54 LVM2

LVM2 22— MNATF Linux AZRZiEEEIESS, A LVM2 I9iE, BEo X UCIZEZES EREXYIEESE,
LVM B FIEK,

+ Linux AZAAYI&ZMETZ3F ( Debian NAZEXIAZIF )
- BFBEXIZR&MEIZHE (1ibdevmapper * 348 )
- BFEENX LVM2 THE (1vm2 3RE8)

15 M T EHAY man FHHAIE T H#E LVM2,

« lvm(8): LVM2 HLBIRIERIZNIR (FIH TEIE LVM2 @<
« lvm.conf(5): LVM2 HECE X4

« lvs(8): MEZEBNEXER

- vgs(8): MEBEMWBXER

- pvs(8): IMEVESMEXER



https://zh.wikipedia.org/wiki/GUID_Partition_Table
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
http://www.reactivated.net/writing_udev_rules.html
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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9.5.5 XHZRALE
3 F extd XERL, e2fsprogs BRI TERMNTE,

« mkfs.ext4(8) BIFRFHY extd X R R

o fsck.ext4(8) IBFEE B ext4 XGRS

« tune2fs(8) BELE extd X R LZHIBLIR

« debugfs(8) RENAVIAIR extd XA L. (EF undel H<KIkE EEMPRIIXH.)

mkfs(8) F fsck(8) ML EH e2fsprogs BIRHN, BEEMXHRAEXEFMFIIRK, (nkfs.fstype F fsck.
fstype). WTF extd XERLS, AR mkfs.ext4(8) F fsck.extd(8) (EAI 1M S 55123 mke2fs(8) F e2fsck(8)).

Linux 2B — I XHERE, BREUNGS.

e ATE X/ | 5ER

e2fsprogs V:418,1:999 | 4022 | ext2/ext3/extd X1FHRZ L H

reiserfsprogs V:5,1:23 893 Reiserfs XERA T H

dosfstools V:83, 1:570 235 FAT X% % T E. (Microsoft: MS-DOS, Windows)
xfsprogs V:18, 1:80 4338 | XFS XHFRZ T HE. (SGI: IRIX)

ntfs-3g V:170,1:564 | 1340 | NTFS XHFZRZA T E. (Microsoft: Windows NT, +)
jfsutils Vi1, 1:13 1533 | JFS XHERZ T E. (IBM: AIX, 0S/2)
reiser4progs V:0, I:5 1657 | Reiserd XHFRZHZTE

hfsprogs V:0, I:9 303 HFS #0 HFS Plus X &G TE. (Apple: Mac OS)
btrfs-tools V:11, I:40 26 Bufs X FRHZ T EH

zerofree V:2, 1:53 25 B ext2/3/4 XF R G EERRRE A ERNER

Table 9.19: X+ R A TR BT

"R
Ext4 XHRAER Linux RAELIANXE RS, BIEFERINXERE, RIEMEHHRIEBRRNMER,

VN
Btrfs X R A TE Linux A#%Z 3.2(Debian wheezy) L7, EWRHIEER extd XFRAZ BT —PNEIAXXHER
Z,

e
FER B S FIARES AN fsck(8) HHERI3| SEIDHEZHHAI, (MNXMIIBTRI LR Bufs X RS,

R’
—&TRa]UAERE Linux RIZZFHIERA T ARXERE (BIE 9.7.2 ).

9.5.6 XHRFELIEMTEMNE

mkfs(8) #£ Linux R LEIEBNXH RS, fsck(8) aFLTE Linux RE LRENX U RATEMMETESINEE,
EXHRGCIZE, Debian MEZKIAREHAERNETT fsck,



https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/e2fsprogs
http://qa.debian.org/popcon.php?package=e2fsprogs
http://packages.qa.debian.org/e/e2fsprogs.html
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/reiserfsprogs
http://qa.debian.org/popcon.php?package=reiserfsprogs
http://packages.qa.debian.org/r/reiserfsprogs.html
https://zh.wikipedia.org/wiki/Reiserfs
http://packages.debian.org/sid/dosfstools
http://qa.debian.org/popcon.php?package=dosfstools
http://packages.qa.debian.org/d/dosfstools.html
https://zh.wikipedia.org/wiki/File_Allocation_Table
http://packages.debian.org/sid/xfsprogs
http://qa.debian.org/popcon.php?package=xfsprogs
http://packages.qa.debian.org/x/xfsprogs.html
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/ntfs-3g
http://qa.debian.org/popcon.php?package=ntfs-3g
http://packages.qa.debian.org/n/ntfs-3g.html
https://zh.wikipedia.org/wiki/NTFS
http://packages.debian.org/sid/jfsutils
http://qa.debian.org/popcon.php?package=jfsutils
http://packages.qa.debian.org/j/jfsutils.html
https://zh.wikipedia.org/wiki/JFS_(file_system)
http://packages.debian.org/sid/reiser4progs
http://qa.debian.org/popcon.php?package=reiser4progs
http://packages.qa.debian.org/r/reiser4progs.html
https://zh.wikipedia.org/wiki/Reiser4
http://packages.debian.org/sid/hfsprogs
http://qa.debian.org/popcon.php?package=hfsprogs
http://packages.qa.debian.org/h/hfsprogs.html
https://zh.wikipedia.org/wiki/Hierarchical_File_System
https://zh.wikipedia.org/wiki/HFS_Plus
http://packages.debian.org/sid/btrfs-tools
http://qa.debian.org/popcon.php?package=btrfs-tools
http://packages.qa.debian.org/b/btrfs-tools.html
https://zh.wikipedia.org/wiki/Btrfs
http://packages.debian.org/sid/zerofree
http://qa.debian.org/popcon.php?package=zerofree
http://packages.qa.debian.org/z/zerofree.html
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Btrfs
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/J\/L,\
EESEHNINXERA LiBIT fsck , —MRALE.

R

7£"/etc/mke2fs.conf” B i& B’enable_periodic_fsck” F# f F"tune2fs -c0® /dev/<partition_na
me>” ixﬁﬂ—k?:ﬁﬂ?j 0, fER]UEEER, ik root XHRABBEERNNMEXGRA L, T2HE1T fsck(8) &
%. 20 mke2fs.conf(5) F tune2fs(8).

VI
MEEIIARHEIEITHY fsck(8) i 4ER, FILATE"/var/log/fsck/" BRTEE,

9.5.7 BUHHAERMAICXERE
“/etc/fstab” HEETEMIRBSNGRALE. HW,

# <file system> <mount point> <type> <options> <dump> <pass>
proc /proc proc defaults 0] 0]
UUID=709chbe4c-80c1-56db-8abl-dbce3146d2f7 / ext4 noatime,errors=remount-ro 0 1
UUID=817bae6bb-45d2-5aca-4d2a-1267ab46ac23 none swap sw O 0
/dev/scd0o /media/cdrom@ udf, is09660 user,noauto O 0]
B
UUID (8% 953 T7) AIUBR—MRARIZEBM (FI “/dev/sdal”, “/dev/sda2” -« ) FiRFI—4
i;&'LREEle

— AR FERIMERERN M P] DA A A RYFERETISREI TR (2L fstab(5) 1 mount(8) ), EFETHIBUT/LR,

ooy

« “defaults” EINFEESMEIAETN: “rw, suid, dev, exec, auto, nouser, async”, (&% )
« “noatime” 3 “relatime” EINM FHILEIZEGAGEEER. (GEE)

- “user” EIMAIF—MNEBEBAPEHNXERE. EINE “noexec, nosuid, nodev” EMASE, (EE, BF
CD 3% usb TF &R &

+ “noexec, nodev, nosuid” EINESHARIGELZ M, (BE)
« “noauto” IEINPREIIER, R ERAMHITEIIREAH#ITESR (B8F)
« BT ext3fs B9 “data=journal” JEINR]CAEE R R IR EREM, Bk —LEENEE,

B

E root XHERZRERKANBEERER, REEQAXRESHSH (ENE 3.1.2 1), tkili% rootflags=
data=journal”’, ¥F lenny k&, BEiIABIHE RN B rootflags=data=ordered”. 3 F squeeze IR 7,
&"rootflags=data=writeback”.



https://zh.wikipedia.org/wiki/Universally_Unique_Identifier
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9.5.8 EITHBIR (superblock) LU EFZRL
— ARG ET LB tune2fs(8) #54 BiT BRI L,

« H1T “sudo tune2fs -1 /dev/hdal” BJUAER “/dev/hdal” FtHINXHRZEBRENE,

« }1f77’sudo tune2fs -c 50 /dev/hdal” i¥%”/dev/hdal” XERFENRE FERNRHIT fsck) SIE K8 50
R

« 1T “sudo tune2fs -j /dev/hdal” REXHRGRIMNBEINGE, B “/dev/hdal” FIXHRGM ext2 Fik
7 ext3, (WREHIXGEFRFX LM, )

« M1T“sudo tune2fs -0 extents,uninit_bg,dir_index /dev/hdal && fsck -pf /dev/hdal”#"“/
dev/hdal” EHEEM ext3 #&1kA extd, (WREHHNALX LM, )

BR
RE tune2fs(8) WBFRIXMH#M, BEERNXEERT ext2 XIG£R4%, tHeERAT ext3 # extd XERA,

9.5.9 MEELL

Ee
TS TRARE 2 81, WIS RAOREIEH 1% hdparam(8) 8 man FMT, EHXEI AN MIEREE
Y CEPN

{RATLAEE “hdparm -tT /dev/hda” RiMid “/dev/hda” WEEMIGIESERE, T —LEER (E)IDE EENER,
{ReJLAER “hdparm -q -c3 -d1 -ul -m16 /dev/hda” REBH “(E)IDE 32 iix#5”. BH “using_dma flag” .
1% E “interrupt-unmask flag” FiRE “multiple 16 sector /O” ( fBE ), MMINERIELZ i50)EE,

{RETLAEE “hdparm -W /dev/sda” KMif “/dev/sda” BEINE NEFINEE, FEJLAMER “hdparm -w 0 /
dev/sda” XHBEANEFINEE,

MAEE CD-ROM IR, {RRILAER”setcd -x 27 B#RERE, KiZEXASH[E4EHY CDROM HE,

9.5.10 REISEEM
ESHEEE (solid state drive, SSD ) BIMEREFIEE BB L@ T A A AL,
« {ERRH Linux A%, (>=3.2)
o RIZEVGER A IVERE A,
— £ /etc/fstab FiZE “noatime” X “relatime” IEFLEIM,
- BE TRIM &%,

- T£ /etc/fstab F A extd XH RS, swap HX. Bufs FiRE discard HEFIED, S0 fstab(5),
- £ /etc/lvm/1lvm.conf FJ LVM i% & “discard” i£lil, S0 lvm.conf(5),
— 7£ /etc/crypttab ) dm-crypt iRE “discard” &I, £ crypttab(5),

« B3H SSD R TN RMEH R,
— 1 /etc/fstab B Brifs i8 8 “ssd” EEHEIN,



https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Solid-state_drive
https://zh.wikipedia.org/wiki/TRIM
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
https://zh.wikipedia.org/wiki/Dm-crypt
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« WFEICHARR, ERAS 10 SHRIFHBIEIER,

- 7£ /etc/fstab FIRE “commit=600" EFiEIN, SN fstab(s),

o =

— iR E pm-utils FRAEICAIRED,, BIETE AC EIJRHET, £0 Debian BTS #659260.

5 A=
s

BRI EIBM— MK 5 BEh 10 S HESBIRRMEN MRS SEA,

9.5.11 {E£H SMART FNfE 2=

{RETLAfEFAFRE SMART Y smartd(8) G &5FHP##2 ( daemon ) SRIEEFNCRIRAVFEE,
1. #£ BIOS H/2F SMART IfjgE,
2. &% smartmontools #4El,
3. BT df(1) 2 HEREFFIRFIEA],
< AEBAMRIS S EEAER R “/dev/hda”,
4. #& “smartctl -a /dev/hda” H9Hilt, & SMART JRERBERHA,
- YNR&%E, @ “smartctl -s on -a /dev/hda” BHEE,

5. BIE R F A HIBIT smartd(8) f[FETHPi#FE ( daemon ),

- jHBR /etc/default/smartmontools” X#H “start_smartd=yes” #JiE%%,

« @it “sudo /etc/init.d/smartmontools restart” EFEE smartd(8) f5&5FIPHFE ( daemon ),

TN

smartd(8) 5 & FIFi##2 (daemon ) FILAEF /etc/smartd.conf XHHITEEX, XMEHRBE THIXMWES,

9.5.12 &t $TMPDIR IEE G ZEE R

RIFfERF—MRTEIGRFAER R “/tmp” TEILIGR XM, MR “/tmp” RERBHIZE, fFFINEL $TMPDIR TE

RAEFETE R TFEE X,

9.5.13 BT LVM ¥ B el HEEZ(E]

TELZAY B3 TE Logical Volume Manager B8 & E 2 (LVM) (Linux 45tf) FHP X, BI1TUBESHET

bR RIS REKRND, MAREESNFMIRE LHITRENEHLE,

BHIT R



http://bugs.debian.org/659260
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/BIOS
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/S.M.A.R.T.
https://zh.wikipedia.org/wiki/Logical_Volume_Manager_(Linux)
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9.5.14 BHIEHSZ NI XERY B BEEZE

MRMBE—AZHRE (FII0 “/dev/sdx” ), fREJLAER mkfs.extd(1) FERIL, FER mount(8) FEZEHIIR
FEEZZTENBEZR, (FEBEFRBHBIEAS. )

sudo mv work-dir old-dir

sudo mkfs.ext4 /dev/sdx

sudo mount -t ext4 /dev/sdx work-dir
sudo cp -a old-dir/* work-dir

sudo rm -rf old-dir

&P BB PP

N
fRUETBLIERIEH — N ERREGE (205F 9.6.5 7)) FRA—MEMHMRE (BIF 9.6.3 ), KFRHVERE
FRE kB SFrF i iERI G AN MmN,

9.5.15 BT “mount --bind” #EH S —NERKY R HEMEZ G
MRBES—IMPEXBEE—NFEIAZTENZER (Fa “/path/to/emp-dir”), {REJLAEBITHE “--bind”
EINEY mount(8), BEEHI —MIFEESZTEME R (HE “work-dir”),

$ sudo mount --bind /path/to/emp-dir work-dir

9.5.16 LR SHHET B AFMEZ(E

N
XR—IEERNTGE. MRFTEEME, FA% 9515 HERE,

MRATE B — A HEEE—MEETAZENZER (FIEN “/path/to/emp-dir” ), {RETLAER In(8) B3 B R
AR
MFSHEE,
$ sudo mv work-dir old-dir
$ sudo mkdir -p /path/to/emp-dir
$ sudo 1n -sf /path/to/emp-dir work-dir
$ sudo cp -a old-dir/* work-dir
$ sudo rm -rf old-dir

@'ﬁ;e%
)

B I R A E TR E (fIgn “/opt”) R “HEEFIER", ZHNEEERRAA LN ITRSKES.

<:::> Ny

—LRUFTRESERT “HHERIBR" MAEERIET.
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9.5.17 {FH overlayfs ¥ R eI H1F{EZ 4]

MRFBES— MO XRFPERIANZIE (FE0, “/path/to/empty” Fl “/path/to/work” ), {REJLATEEAEIT
— MNERHERIGEEZEMIBNBNBE R (B, “/path/to/o0ld”), EiX##M, REZE Linux W% 3.18 I E
¥ ( Debian Stetch 9.0 Z¢E i ) AY OverlayFS,

$ sudo mount -t overlay overlay \
-olowerdir=/path/to/o0ld-dir, upperdir=/path/to/empty,workdir=/path/to/work

“/path/to/empty” 1 “/path/to/work” NiZ{IFeJiEEMSX, NMmEEBEAN “/path/to/old”,

9.6 LMK

BAHEX BiHEHA R R MAVIRIE,

9.6.1 HI{FRAEBE
—ANREHIZE (90, SEA SCSI BT ATA 8% “/dev/sdb” ) BUMLEBESIE “disk.img” BTLAER cp(1)
3% dd(1) B F oA,

# cp /dev/sdb disk.img
# dd if=/dev/sdb of=disk.img

£4 PC I F* IDE EEF—BXWESIZIER (MBR) (SR 952 1) HWHEMEEILAER dd(1) &L T 7
FHNEIL,

# dd if=/dev/hda of=mbr.img bs=512 count=1
# dd if=/dev/hda of=mbr-nopart.img bs=446 count=1
# dd if=/dev/hda of=mbr-part.img skip=446 bs=1 count=66

« “mbr.img”: HFAEHXEN MBR
« “mbr-nopart.img”: R~EHXEN MBR
» “mbr-part.img”: {X MBR B X&E

R {R{ER SCSI XER1T ATA REZENBIER, RBEEMFER “/dev/sda” B “/dev/hda’,
MRMMBEINRREEN—MERZ S XK, RBEEMFEA “/dev/hdal” EEBRX “/dev/hda”,

9.6.2 HESEAEE

HARBRE I “disk.img” RILAEE A RNB AE —MLERNRIRIEFIZE (Fl0, A SCSI&E “/dev/
sdb”,

# dd if=disk.img of=/dev/sdb

MR, RS XBRESE “partition.img” AIBE FIARXNEAZRERNIREHSX (Flw, B4
SCSIig&ME— 157X “/dev/sdbl” ),

# dd if=partition.img of=/dev/sdb1l



https://en.wikipedia.org/wiki/OverlayFS
https://zh.wikipedia.org/wiki/Master_boot_record
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9.6.3 IEFMIEMGIH

FIAEREMREZEIL T ARNERNHAE 22 XREIEERE “partition.img”,

# losetup -v -f partition.img

Loop device is /dev/loop®

# mkdir -p /mnt/loop®

# mount -t auto /dev/loop® /mnt/loop®
.hack...hack...hack

# umount /dev/loop0

# losetup -d /dev/loop0

ATLAREIE AT SR,

# mkdir -p /mnt/loop®

# mount -t auto -o loop partition.img /mnt/loop®
.hack...hack...hack

# umount partition.img

I AMEA BIFRE HHES 2N XMERE “disk.img” WBNMHKX, BERERRE
NEEEL FIARNERREE,

# modinfo -p loop # verify kernel capability
max_part:Maximum number of partitions per loop device
max_loop:Maximum number of loop devices

# losetup -a # verify nothing using the loop device

# rmmod loop

# modprobe loop max_part=16

MERMREFIUEERZIX 16 MK,

# losetup -v -f disk.img
Loop device is /dev/loop0®
# fdisk -1 /dev/loop®

Disk /dev/loop®: 5368 MB, 5368709120 bytes

255 heads, 63 sectors/track, 652 cylinders

Units = cylinders of 16065 * 512 = 8225280 bytes
Disk identifier: ©x452b6464

Device Boot Start End Blocks Id System
/dev/loop0Opl 1 600 4819468+ 83 Linux
/dev/1loopOp2 601 652 417690 83 Linux
# mkdir -p /mnt/loop6pl
# mount -t ext4 /dev/loop@pl /mnt/loopOpl
# mkdir -p /mnt/loopOp2
# mount -t ext4 /dev/loopOp2 /mnt/loopOp2
...hack...hack. . .hack
# umount /dev/loopOpl
# umount /dev/loop0@p2
# losetup -d /dev/loopo

&, (RtBEICAER kpartx BEEIHRY kpartx(8) 37 iR & MEHE ZKIAZEEIRER.

# kpartx -a -v disk.img

# mkdir -p /mnt/loop@p2
# mount -t ext4 /dev/mapper/loopOp2 /mnt/loopOp2

...hack...hack...hack
# umount /dev/mapper/loop0Op2

# kpartx -d /mnt/loop0®

RN E?

2K, EibF



https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
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JES =
Rt e] MERBEMZZ M ARBERMRIT MBR F, REHIRMEBRGHNENDX, EXENESHHE,

9.6.4 EIBMIEMENYE
FERTENAN, — MR disk. img” BEES BRI E B E MR, M— N T I RETRBRE new.

imguo

umount new.img
umount disk.img

# mkdir old; mkdir new

# mount -t auto -o loop disk.img old

# dd bs=1 count=0 if=/dev/zero of=new.img seek=5G
# mount -t auto -o loop new.img new

# cd old

# cp -a --sparse=always ./ ../new/

# cd ..

#

#

MR “disk.img” fIF ext2, ext3 8§ extd, {RHIFTLME T EIBFEER zerofree MG HHY zerofree(8),

# losetup -f -v disk.img

Loop device is /dev/loop3

# zerofree /dev/loop3

# cp --sparse=always disk.img new.img

9.6.5 MHIfF=RIMLEMRIRIHF

N ERYAINER dd(1) , STBARIHE—NK/INA 5GiB FIZEHE R RIS,
$ dd bs=1 count=0 if=/dev/zero of=disk.img seek=5G

BTEMNANERIALIRE, REEBEXNHEERE disk. img” LEIE ext4 XHR L.

# losetup -f -v disk.img
Loop device is /dev/loopl
# mkfs.ext4 /dev/loopl
. .hack. . .hack. . .hack
# losetup -d /dev/loopl
$ du --apparent-size -h disk.img
5.0G disk.img
$ du -h disk.img
83M disk.img

¥ disk.img”, EFIXHR/NZ 5.0 GiB, MELRHEEERNINZE 83MiB. XNEHEFGERAT extd BEEBEHHR
.

R’
B X RS PRi 2 E R R E IR S AmEm,

EIIFRE X IR ERET 1RE J:EFH?'EME’H ME, EXLIRERE 963 TiEHRG, REEBER parted(8)_32fdlsk(8) PRpES
MNEEIRE disk . img” #HITHX, BERZ{ER mkfs.ext4(8), mkswap(8) TE LE IR G R ASE



https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Master_boot_record
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Ext4
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Sparse_file
https://zh.wikipedia.org/wiki/Loop_device
https://zh.wikipedia.org/wiki/Device_mapper
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9.6.6 #I{F 1ISO9660 =531

> RER” FTRYE R ET LB N T FRAY cdrkit 3R #£AY genisoimage(1) 5% RHIE 1S09660 &4, ~cd.iso”,

# genisoimage -r -J -T -V volume_id -o cd.iso source_directory

KUK, BI5|1 5K 1S09660 BRI, “cdboot.iso”, BEASM debian-installer £ B &#f”source_direct
ory” &{E, AT,

# genisoimage -r -o cdboot.iso -V volume_id \
-b isolinux/isolinux.bin -c isolinux/boot.cat \
-no-emul-boot -boot-load-size 4 -boot-info-table source_directory

X B /Y Isolinux boot loader (BIL5E 3.1.2 ) 2B FEoNAY.
BTEMAR, Fe]UEBENARIZEITE mdssum B, FHHIFE 1509660 FHi.

$ isoinfo -d -i /dev/cdrom
CD-ROM is in ISO 9660 format

Logical block size is: 2048
Volume size is: 23150592

# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror | md5sum
# dd if=/dev/cdrom bs=2048 count=23150592 conv=notrunc,noerror > cd.iso

O

Sk g

H
=
RTEIEMRER, RAT/NOEES Linux ISO9600 R 4Tk bug,

9.6.7 HEIEE ANX{&Z| CDIDVD-RIRW

N
$$FH cdrkit 32/ wodim(1) 3Ki#, DVD X2 —NKKJ CD,

{REETS BT U T FrRBIas S 3BT AR &,

# wodim --devices

A IEF =) CD-R A CD BRfg8H BB 1509660 FRIEX A, ~cd.iso” EARRER, GIEIAINTFATRA wodim(1)
BEIES A\B|”/dev/hda” %%,

# wodim -v -eject dev=/dev/hda cd.iso

WNRF CD-RW X& CD-R, AU TFARIGSRER,

# wodim -v -eject blank=fast dev=/dev/hda cd.iso

B
MRFHNREAZBNER CDs, E{ER wodim(l) zBiIELimE®A "sudo umount /dev/hda” HIFHE.



https://en.wikipedia.org/wiki/Cdrkit
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/SYSLINUX
https://en.wikipedia.org/wiki/Cdrkit
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9.6.8 E#; 1S09660 BT

WNR7cd.iso” BE—/ 1S09660 R1&, FTHEHIGSFLEHXMNXHEE]”/cdrom”.

# mount -t is09660 -o ro,loop cd.iso /cdrom

R’
MRKERREBENEH BN, WIF 1S09660 BIVILHI CD(BUE 10.1.7 7).

9.7 IHABIEIE
X, Bl ERR AN R L0 T HRIRIE,

9.7.1 EEMIRIE _SHHILIE

REMYES " #HBIENGERER d -t x1” &%,

RHEE TATE XV ] RER

coreutils V:881,1:999 | 15103 I-D-E-lilc package which has od(1) to dump files (HEX, ASCII, OCTAL,
bsdmainutils V:866, 1:998 | 566 l.l.t.lilty package which has hd(1) to dump files (HEX, ASCII, OCTAL,
hexedit Vi1, 111 61 BN gmE RS (HEX, ASCII)

bless V:0, I'5 973 LI T HEFIZRiEES (GNOME)

okteta V2, 1:22 382 EIEEN T FIZRiESS (KDE4)

ncurses-hexedit | ., ., 126 | Z#tIRIEAI4REE3E (HEX, ASCIIL, EBCDIC)

beav V0, I:1 133 —HEBIN SR F1ZmEEES (HEX, ASCII, EBCDIC, OCTAL, ...)

Table 9.20: EFFECY HEBIBIFHIR G BIIR

‘R

HEX is used as an acronym for hexadecimal format with radix 16. OCTAL is for octal format with radix 8. ASCII is
for American Standard Code for Information Interchange, i.e., normal English text code. EBCDIC is for Extended
Binary Coded Decimal Interchange Code used on IBM mainframe operating systems.

9.7.2 AEHMWBHRIEXGF

BT ARMERBEHMENER FEEXH,

0RER RITE KV | EEH
mtools Vi3, 1114 361 AEFHWERN MSDOS XHETHE
hfsutils V0, 1.9 1842 | ANEZVMAEEHY HES #1 HFS+ X T HE

Table 9.21: NEHMEIRIFXAHIRHAETIR



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon.php?package=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/hexedit
http://qa.debian.org/popcon.php?package=hexedit
http://packages.qa.debian.org/h/hexedit.html
http://packages.debian.org/sid/bless
http://qa.debian.org/popcon.php?package=bless
http://packages.qa.debian.org/b/bless.html
http://packages.debian.org/sid/okteta
http://qa.debian.org/popcon.php?package=okteta
http://packages.qa.debian.org/o/okteta.html
http://packages.debian.org/sid/ncurses-hexedit
http://qa.debian.org/popcon.php?package=ncurses-hexedit
http://packages.qa.debian.org/n/ncurses-hexedit.html
http://packages.debian.org/sid/beav
http://qa.debian.org/popcon.php?package=beav
http://packages.qa.debian.org/b/beav.html
https://zh.wikipedia.org/wiki/Hexadecimal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/Octal
https://zh.wikipedia.org/wiki/Radix
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/Extended_Binary_Coded_Decimal_Interchange_Code
https://zh.wikipedia.org/wiki/IBM_mainframe
http://packages.debian.org/sid/mtools
http://qa.debian.org/popcon.php?package=mtools
http://packages.qa.debian.org/m/mtools.html
http://packages.debian.org/sid/hfsutils
http://qa.debian.org/popcon.php?package=hfsutils
http://packages.qa.debian.org/h/hfsutils.html
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9.7.3 FIETTR

Software RAID systems offered by the Linux kernel provide data redundancy in the kernel filesystem level to achieve high levels
of storage reliability.

There are tools to add data redundancy to files in application program level to achieve high levels of storage reliability, too.

KHE MITE L

par2 V2, I:11 238 Parity Archive Volume Set, for checking and repair of files
dvdisaster V.0, I:2 1743 data loss/scratch/aging protection for CD/DVD media
dvbackup V:0, I:0 412 backup tool using MiniDV camcorders (providing rsbep(1))
vdmfec V:0, I:.0 97 recover lost blocks using Forward Error Correction

Table 9.22: List of tools to add data redundancy to files

9.7.4 Data file recovery and forensic analysis

There are tools for data file recovery and forensic analysis.

e MITE KV | 1HEH

testdisk V:4,1:39 1344 utilities for partition scan and disk recovery
magicrescue V:0, 1:3 220 utility to recover files by looking for magic bytes
scalpel V:0, I:4 82 frugal, high performance file carver

myrescue V:0, I:2 38 rescue data from damaged harddisks
extundelete V:0, I:11 148 utility to undelete files on the ext3/4 filesystem
ext4magic V:0, I:2 232 utility to undelete files on the ext3/4 filesystem
ext3grep V:0, I:3 278 tool to help recover deleted files on the ext3 filesystem
scrounge-ntfs V0, I:3 45 data recovery program for NTFS filesystems
gzrt V:0, I:0 57 gzip recovery toolkit

sleuthkit V:1, 1.8 1114 tools for forensics analysis. (Sleuthkit)

autopsy V:0, I:2 1021 graphical interface to SleuthKit

foremost V:0, 1.7 123 forensics application to recover data

guymager V:0, I.0 1104 forensic imaging tool based on Qt

dcfldd V.0, I:5 94 enhanced version of dd for forensics and security

Table 9.23: List of packages for data file recovery and forensic analysis

"R
You can undelete files on the ext2 filesystem using 1ist_deleted_inodes and undel commands of debugfs(8)
in the e2fsprogs package.

9.7.5 EBAXHZMZ NN
H— P XEARRMAES IR, (RRZEEHNZRIKIEEDE RS NTF 2000MiB BN, FHEHBEXLE/NT
HFEF R BEIX I,

$ split -b 2000m large_file
$ cat x* >large_file



https://zh.wikipedia.org/wiki/RAID
http://packages.debian.org/sid/par2
http://qa.debian.org/popcon.php?package=par2
http://packages.qa.debian.org/p/par2.html
http://packages.debian.org/sid/dvdisaster
http://qa.debian.org/popcon.php?package=dvdisaster
http://packages.qa.debian.org/d/dvdisaster.html
http://packages.debian.org/sid/dvbackup
http://qa.debian.org/popcon.php?package=dvbackup
http://packages.qa.debian.org/d/dvbackup.html
http://packages.debian.org/sid/vdmfec
http://qa.debian.org/popcon.php?package=vdmfec
http://packages.qa.debian.org/v/vdmfec.html
http://packages.debian.org/sid/testdisk
http://qa.debian.org/popcon.php?package=testdisk
http://packages.qa.debian.org/t/testdisk.html
http://packages.debian.org/sid/magicrescue
http://qa.debian.org/popcon.php?package=magicrescue
http://packages.qa.debian.org/m/magicrescue.html
http://packages.debian.org/sid/scalpel
http://qa.debian.org/popcon.php?package=scalpel
http://packages.qa.debian.org/s/scalpel.html
http://packages.debian.org/sid/myrescue
http://qa.debian.org/popcon.php?package=myrescue
http://packages.qa.debian.org/m/myrescue.html
http://packages.debian.org/sid/extundelete
http://qa.debian.org/popcon.php?package=extundelete
http://packages.qa.debian.org/e/extundelete.html
http://packages.debian.org/sid/ext4magic
http://qa.debian.org/popcon.php?package=ext4magic
http://packages.qa.debian.org/e/ext4magic.html
http://packages.debian.org/sid/ext3grep
http://qa.debian.org/popcon.php?package=ext3grep
http://packages.qa.debian.org/e/ext3grep.html
http://packages.debian.org/sid/scrounge-ntfs
http://qa.debian.org/popcon.php?package=scrounge-ntfs
http://packages.qa.debian.org/s/scrounge-ntfs.html
http://packages.debian.org/sid/gzrt
http://qa.debian.org/popcon.php?package=gzrt
http://packages.qa.debian.org/g/gzrt.html
http://packages.debian.org/sid/sleuthkit
http://qa.debian.org/popcon.php?package=sleuthkit
http://packages.qa.debian.org/s/sleuthkit.html
http://packages.debian.org/sid/autopsy
http://qa.debian.org/popcon.php?package=autopsy
http://packages.qa.debian.org/a/autopsy.html
http://packages.debian.org/sid/foremost
http://qa.debian.org/popcon.php?package=foremost
http://packages.qa.debian.org/f/foremost.html
http://packages.debian.org/sid/guymager
http://qa.debian.org/popcon.php?package=guymager
http://packages.qa.debian.org/g/guymager.html
http://packages.debian.org/sid/dcfldd
http://qa.debian.org/popcon.php?package=dcfldd
http://packages.qa.debian.org/d/dcfldd.html
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VIR
ATHLIEXHB R, BRWEEBEEFLX" LRI,

9.7.6 BEENHAB
J T ERENE BN G Z EEHIAS, FEA m) 5SEMRSXE RGBS, ERiXASXHEaTEEE
SBOMITIHRIEEERER, UT BRSNS IERS L,

$ :>file_to_be_cleared

9.7.7 MHFNH

THENEGS IR F M.

$ dd if=/dev/zero of=5kb.file bs=1k count=5
$ dd if=/dev/urandom of=7mb.file bs=1M count=7
$ touch zero.file

$ : > alwayszero.file

R RIM T I,
« »5kb.file”  5KB &,
« *7mb.file” & 7MB [ENEUE,

« ”zero.file” WifFR—1 0 FHHIXM, MBXANXHZRIFATFE, WER mtime ZWEH, MENABTHKE
REAE,

.+ »alwayszero. file’ —ER—1 0 FHXH. MBXDXHZAFE, WEM ntine KHEH, MENABTRR
AT,

9.7.8 IZREERIEE

There are several ways to completely erase data from an entire hard disk like device, e.g., USB memory stick at ”/dev/sda”.

( : ) \Cy
ERITXEM&GRS ZE1, 1RMN1ZE mount(8) As$KEER USB iBIZEMIEFiME, "/dev/sda” I8EINIRE
THER EBENR %N SCSI FEREHE serial-ATA 185,

W T ATREIBETEIEIT 0 A URIEMRER ERTBHIERN,
# dd if=/dev/zero of=/dev/sda

1T 2 ARV EIRES M DV RIERET B IR,
# dd if=/dev/urandom of=/dev/sda

W 2 ARV EUIRES A RS RIEIRTE 81E,
# shred -v -n 1 /dev/sda

E % dd(1) SR L EFZ 7] 5| SAY Linux CDs (140 Debian &£ &2) /Y shell 3815 FERZ R] FARY, (REEBERBRER
@& E, fa”/dev/hda”, ?/dev/sda” FFiRE LIBTHEIRGSRELFRELLTRIVAL,
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9.7.9 Erasing unused area of an hard disk

Unused area on an hard disk (or USB memory stick), e.g. ”/dev/sdb1” may still contain erased data themselves since they are
only unlinked from the filesystem. These can be cleaned by overwriting them.

# mount -t auto /dev/sdbl /mnt/foo

# cd /mnt/foo

# dd if=/dev/zero of=junk

dd: writing to ‘junk’: No space left on device
# sync

# umount /dev/sdb1l

oL ==
=R

: This is usually good enough for your USB memory stick. But this is not perfect. Most parts of erased
filenames and their attributes may be hidden and remain in the filesystem.

9.7.10 ZEELZMBRENIZARITFAEI M

BMEARA/NDIBR T RN, REINHIAR - LENARFAER (E3ES ), RELXXHZRTEERN.
Zid T IAF

$ echo foo > bar

$ less bar

$ ps aux | grep "less[ ]’

bozo 4775 0.0 0.0 92200 884 pts/8 S+ 00:18 0:00 less bar

$ rm bar

$ 1s -1 /proc/4775/fd | grep bar

Ir-x------ 1 bozo bozo 64 2008-05-09 00:19 4 -> 2 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 > 3bar

$ 1s -1

-rw-r--r-- 1 bozo bozo 4 2008-05-09 00:25 bar

$ cat bar

foo

SHIFRKT 1sof MAEBMRR, ERII—MELIRRITUTGHL.

$ 1s -1i bar

2228329 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:02 bar
$ 1lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar

$ rm bar

$ 1lsof |grep bar|grep less

less 4775 bozo 4r REG 8,3 4 2228329 /home/bozo/bar (deleted)
$ cat /proc/4775/fd/4 > bar

$ 1s -1i bar

2228302 -rw-r--r-- 1 bozo bozo 4 2008-05-11 11:05 bar
$ cat bar

foo

9.7.11 EBETHEMENE
BEEENE, BEBER1s -1i” A,




Debian & Fift 188 /260

$ 1s -1i
total @
2738405 -rw-r--r-- 1 root root 0 2008-09-15 20:21 bar
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 baz
2738404 -rw-r--r-- 2 root root 0 2008-09-15 20:21 foo

“baz” #1”foo” MIHEEL K72 (>1), RARMABEEE, TR inode SERE72738404”. ZRRREAN B EIFFRIFENEE
X, MREAREBARITEIMERHESH, RR]IBY inode BRERE. LLINiR, L TEEIANEL"2738404”
# find /path/to/mount/point -xdev -inum 2738404

9.7.12 A ILHiERZSE)EF

FTEFTANXGHRIMNRGE, NAEEEETE, REMINFAEBHREEN du(l) FFEN., XLERMPRAIS AT
Ay, FIAEE FEMARIEH,

# 1lsof -s -X / |grep deleted

9.8 HIRIMZERR

With physical access to your PC, anyone can easily gain root privilege and access all the files on your PC (see 58 4.7.4 7).
This means that login password system can not secure your private and sensitive data against possible theft of your PC. You must
deploy data encryption technology to do it. Although GNU privacy guard (see 38 10.3 T3) can encrypt files, it takes some user
efforts.

dm-crypt and eCryptfs facilitates automatic data encryption natively via Linux kernel modules with minimal user efforts.

ENE) TR A/ | iBH
cryptsetup V:25,1:73 355 utilities for encrypted block device (dm-crypt / LUKS)

utilities for encrypted block device (dm-crypt / LUKS) with focus on
mount/unmount by normal users
ecryptfs-utils V:5,1:8 396 utilities for encrypted stacked filesystem (eCryptfs)

cryptmount V2, 1.4 224

Table 9.24: FiEMNZ T AR

Dm-crypt is a cryptographic filesystem using device-mapper. Device-mapper maps one block device to another.

eCryptfs is another cryptographic filesystem using stacked filesystem. Stacked filesystem stacks itself on top of an existing
directory of a mounted filesystem.

AV
Data encryption costs CPU time etc. Please weigh its benefits and costs.

=z
EE

Entire Debian system can be installed on a encrypted disk by the debian-installer (lenny or newer) using dm-
crypt/LUKS and initramfs.

N
See % 10.3 73 for user space encryption utility: GNU Privacy Guard.
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9.8.1 Removable disk encryption with dm-crypt/LUKS

You can encrypt contents of removable mass devices, e.g. USB memory stick on ”/dev/sdx”, using dm-crypt/LUKS. You
simply format it as the following.

# badblocks -c 1024 -s -w -t random -v /dev/sdx
# fdisk /dev/sdx

Ilnll Ilp" "1" Ilreturnll Ilreturnll "W"
# cryptsetup luksFormat /dev/sdx1

# cryptsetup open --type luks /dev/sdx1l sdx1

# 1s -1 /dev/mapper/

total 0
Crw-rw---- 1 root root 10, 60 2008-10-04 18:44 control
brw-rw---- 1 root disk 254, 0 2008-10-04 23:55 sdx1

# mkfs.vfat /dev/mapper/sdx1i

# cryptsetup luksClose sdx1

Then, it can be mounted just like normal one on to ”/media/<disk_label>”, except for asking password (see 58 10.1.7
79) under modern desktop environment, such as GNOME using gnome-mount(1). The difference is that every data written to it is
encrypted. You may alternatively format media in different filesystem, e.g., ext4 with ”"mkfs.ext4 /dev/mapper/sdx1”.

R
If you are really paranoid for the security of data, you may need to overwrite multiple times (the "badblocks”
command in the above example). This operation is very time consuming though.

9.8.2 Encrypted swap partition with dm-crypt

Let’s assume that your original ”/etc/fstab” contains the following.

/dev/sda7 swap sw 0 O

You can enable encrypted swap partition using dm-crypt by as the following.

aptitude install cryptsetup

swapoff -a

echo "cswap /dev/sda7 /dev/urandom swap” >> /etc/crypttab
perl -i -p -e ”"s/\/dev\/sda7/\/dev\/mapper\/cswap/” /etc/fstab
/etc/init.d/cryptdisks restart

H H K H

swapon -a

3

9.8.3 Mounting encrypted disk with dm-crypt/LUKS

An encrypted disk partition created with dm-crypt/LUKS on ”/dev/sdc5” can be mounted onto ”/mnt” as follows:

$ sudo cryptsetup open /dev/sdc5 ninja --type luks
Enter passphrase for /dev/sdc5: ****

$ sudo 1lvm

lvm> lvscan

inactive "/dev/ninja-vg/root’ [13.52 GiB] inherit
inactive "/dev/ninja-vg/swap_1’ [640.00 MiB] inherit
ACTIVE "/dev/goofy/root’ [180.00 GiB] inherit

ACTIVE "/dev/goofy/swap’ [9.70 GiB] inherit
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lvm> lvchange -a y /dev/ninja-vg/root
lvm> exit

Exiting.
$ sudo mount /dev/ninja-vg/root /mnt

9.8.4 Automatically encrypting files with eCryptfs
You can encrypt files written under ”~/Private/” automatically using eCryptfs and the ecryptfs-utils package.

* Run ecryptfs-setup-private(1) and set up ”~/Private/” by following prompts.
« Activate ”~/Private/” by running ecryptfs-mount-private(1).

» Move sensitive data files to ”~/Private/” and make symlinks as needed.

— Candidates: ”~/.fetchmailrc”, ”~/.ssh/identity”, ”~/.ssh/id_rsa”, ”~/.ssh/id_dsa” and other files
with ”’go-rwx”

» Move sensitive data directories to a subdirectory in ”~/Private/” and make symlinks as needed.
— Candidates: ”~/ .gnupg” and other directories with g0 - rwx”

* Create symlink from ”~/Desktop/Private/” to ”~/Private/” for easier desktop operations.

« Deactivate ”~/Private/” by running ecryptfs-umount-private(1).

* Activate ”~/Private/” by issuing “ecryptfs-mount-private” as you need encrypted data.

R

Since eCryptfs selectively encrypt only the sensitive files, its system cost is much less than using dm-crypt on the
entire root or ”/home” device. It does not require any special on-disk storage allocation effort but cannot keep all
filesystem metadata confidential.

9.8.5 Automatically mounting eCryptfs

If you use your login password for wrapping encryption keys, you can automate mounting eCryptfs via PAM (Pluggable Authen-
tication Modules).

Insert the following line just before ”pam_permit.so” in”/etc/pam.d/common-auth”.

auth required pam_ecryptfs.so unwrap

Insert the following line just at the last line in ”/etc/pam.d/common-session”.

session optional pam_ecryptfs.so unwrap

Insert the following line at first active line in ”/etc/pam.d/common-password”.

password required pam_ecryptfs.so

AL,
e

Configuration errors of PAM may lock you out of your own system. See 5 4 .
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VAV

If you use your login password for wrapping encryption keys, your encrypted data are as secure as your
user login password (see 58 4.3 F3). Unless you are careful to set up a strong password, your data is at
risk when someone runs password cracking software after stealing your laptop (see 28 4.7.4 7).

9.9 A%

Wt F 32 #5H9%84, Debian SRR EIR ST K IERILH Linux RZ.

9.9.1 Linux kernel 2.6/3.x
Linux A%% 2.6/3.x 183 F 2.4, L EEEFEMHE,

- IREH udev RALIE (BILE 33 ).
i£514/8] IDE CD/DVD i&&, AB{ER ide-scsi iR
MLEELTIRINEEER iptables NZIREIR.

Linux hfRZAM 2.6.39 B2 3.0, AMUXB—MEEMFANE, thEFE 20 MEFFLEH

9.9.2 NS
2 Linux 8o R TENA R, BITRZSEREE,

« A%ES &1L bootloader ¥J1R1L (BME 3.1.2 1)
o WHEBH sysfs V5[R]AIAZESEL, FEB{THIEIY sysctl(8) 1828 (BWE 1.2.12 1)
o H—MEREHER, BT modprobe(8) SHKRIGBERIRESH, (BUE 963 1)

2 ll”kernel-parameters.txt(.gz)” # linux-doc-3.* WG EIRHAMWEEME XX (?/usr/share/doc/
linux-doc-3.*/Documentation/filesystems/*”),

9.9.3 RWIZLNXH

7( IR EBREFRIENAZTEAZLG, MRMFEERERAENXREE, EESSRHIFFRM., 7 Debian R4 L,
BIEFRIZAH 1ibc6-dev EE (H glibc JERBEEIER) IZHEY, E”/usr/include/linux” 1”/usr/
include/asm” BRI,

B

W FmiIF— L AZEXMIER, tEaNid MIMNERRA D 4Ri1Z A AZIEIRFD automounter [F&5FIP (daemon ) 2%
(amd), RN B SN RIZL XA RIFRIZE, thil”-1/usr/src/linux-particular-version/include/
", B{FRITS1T. module-assistant(8) (ERVEIFF m-a) BENFHANEF R — P HE S MMM RZRRIZFFLRIR
IR,
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nEE ITE KA T 5ER

build-essential | o, 20 12 Debian X4 EFT U EE: make, gec, -

bzip2 V:238,1:933 | 184 bz2 XHFEGMEER LR

Libneurses5-dev | iy 1150 | 1027 | neurses F & EERISTAS

git V:259,1:420 | 28761 | git: Linux AZERRADHMEAET RS

fakeroot V:32,1:496 | 215 793E root FAF BT B B — ANAIERY root IMIR
initramfs-tools V:151,1:990 | 105 8% initramfs ) T B ( Debian 135 )

dkms V:70, 1:207 282 SR TZIRIRZ F5 dynamic kernel module support (DKMS) (GEF)
devscripts V-10, 1:66 2070 ];I_f;éa;l Package maintainer Debian B2 ZERIEEEIRIZA ( Debian

Table 9.25: Debian RANIZRIFEELT TN TEREEIITR

9.9.4 YRIFAIZAERIELR

Debian B EH CHIA IR IZFAZINERIER,

WRMRES 3.1.2 B{EMA initrd, & — & #i% initramfs-tools(8), update-initramfs(8), mkinitramfs(8) [ initramfs.conf(5)
BREXER.

Z2E
@ E£4%1% Linux RAZBRIBET, EAREMEBEMM"/usr/include/linux” #1”/usr/include/asm” ZJE{TE 4%
(EEg: "/usr/src/linux*”) BEE RS HEHE, (—ETERRISAEEBIGIFER.)

R
S 1% Debian stable R B{miFHZIHY Linux WAZET, FJEER ZEFH —LEI Debian unstable k2 backported [
ERENRMRAN TR,

ES=

dynamic kernel module support (DKMS) S AZIERZ1F B— MR HNIMIIEZS, WIZiTTRAXRAITFENNA
ZIRRERR LD BN AZIER THR, X UETFHEIPRZAERINERERR, XUERARAZE, EFHHE
BREEIEEE R,

9.9.5 #wIFAZIFIG: Debian NIZHFPAHEE
M ERBERZRRBRE MR ZERIE, RN SERRERMI deb-pky” W&,

B BH B BL R LB PR

&

sudo apt-get build-dep linux

cd /usr/src

wget http://www.kernel.org/pub/linux/kernel/v3.11/1linux-<version>.tar.bz2
tar -xjvf linux-<version>.tar.bz2

cd linux-<version>

cp /boot/config-<version> .config

make menuconfig

make deb-pkg
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B
linux-source-<version> #&EE{ER"/usr/src/linux-<version>. tar.bz2" 245 Debian %} T #Y Linux A%
JRICHD,

M Debian RAZBERIBHABMIFSEN HEIE, RN 2{#EA”debian/rules. gen” Bfy”binary-arch_<archi
tecture>_<featureset>_<flavour>” W,

$ sudo apt-get build-dep linux

$ apt-get source linux

$ cd linux-3.*

$ fakeroot make -f debian/rules.gen binary-arch_i386_none_686

HMEREN:
* Debian Wiki: KernelFAQ

» Debian Wiki: DebianKernel

* Debian Linux Kernel Handbook: http://kernel-handbook.alioth.debian.org

9.9.6 MEEIKEHFIE 4
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£ main Xig,

« GPU IRzf)
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« Softmodem JXE})

— martian-modem F[I sl-modem-dkms X4 & (non-free)

B4 2 INFEIRE LA (EEA0iE, CPU microcode, GPU izfTHI;EZRX S, 3 FPGA / CPLD i+ ) BB EHE
= ENBEHNRGEFE, EREZEHERTESESBRABHEE, “HHARNRENBRREEFE.

« firmware-linux-free (main)

« firmware-linux-nonfree (non-free)
« firmware-linux-* (non-free)

» *-firmware (non-free)

« intel-microcode (non-free)

« amd64-microcode (non-free)

iEiE=E non-free contrib B3R B A2 Debian %E%E’J—jﬁ . BEFEA non-free f contrib XigAAEZ
B, E% 214 HEER, FHNEHIERFE 2.1.5 TEMER @Fﬁ non-free # contrib & ESE HE MM,



http://wiki.debian.org/KernelFAQ
http://wiki.debian.org/DebianKernel
http://kernel-handbook.alioth.debian.org
https://zh.wikipedia.org/wiki/Graphics_processing_unit
https://zh.wikipedia.org/wiki/Nouveau_(software)
https://zh.wikipedia.org/wiki/Softmodem
https://zh.wikipedia.org/wiki/Microcode
https://zh.wikipedia.org/wiki/FPGA
https://zh.wikipedia.org/wiki/Complex_programmable_logic_device

Debian & Fift

194 /260

9.10 REHIHLRAS

BIERAEMNRE, BMNEERMELENBITZ MRS,

/.

m
7

&l http://wiki.debian.org/SystemVirtualization.

9.10.1 EHItTER
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SR B Comparison of platform virtual machines SRIR1FAE T & B E LML R R RANFALLRES.

9.10.2 EHMLIER
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- BIEENGRL (B RIHEERER),

- BEMEILA@IE mkdir -p /path/to/chroot” BlE,

- RIAHIRZBME ST EERSER dd(1) BRI (B 9.6.1 THIE 9.6.5 ).
— gemu-img(1) AEFSRIERFNEL QEMU ZH5H0ME B ARG ST

- R1EHAEINFN VMDK X8, BEmSE b EHME TERIEAEE.

« {E /A mount(8) HEHMEMRBGRIXHR L (AIIE).

- WFRBHEMGEHE, IBEEAOIFIRE X 18SMET IREEH. (BN1E 963 ).
- WF QEMU 350952 R1%, ILEA1YE network block device 4ZIRIZZ IR (BWEE 9.10.3 ).

- EENXHRE LREBFENRARIE,

- {#F debootstrap fl cdebootstrap ZEMEFRIDENGIEXNTTE (SWE 9.104 ).
- EEEERAENI R T ERIRMER AT RS,

- EEMEIME FBIT—MER.

— chroot IR EARMENLIME, BB EEEEmMRmIFRER, SITIER AN, B1TE&FHPEF daemon.
- QEMU R EF AR CPU 1&1123.
— QEMU #1 KVM @i hardware-assisted virtualization FE{F4HEN R INESRIZ M 2 THEER ZHIFEHL.

— VirtualBox B] BA7E i386 #1 amd64 L, {FA & A hardware-assisted virtualization FE {381 E I RIZ(H L IhEE
RRIEHL.

9.10.3 FEFEINMLZRG M

WFRIGHEMEX S, SE 9.6 1.

3T EHE R A 2 & ST, 1REEHS FB{E R network block device P481R1& & tMYAY qemu-nbd(8) SRS Hifth ], FH{ERR
ZARIR nbd RIFFHEA].

gemu-nbd(8) 2 #F QEMU Frz #5898 B0 QEMU 2 #F F M E+#& : raw, gcow2, qcow, vmdk, vdi, bochs, cow
(user-mode Linux copy-on-write), parallels, dmg, cloop, vpc, vvfat (virtual VFAT) FIENiZ .

MLEIRIZE BEBRAFMEIFZE —HNARNZIFIX (BIFE 963 1) REBZRTEMNANIEH disk. img” HIFE—
MX.

# modprobe nbd max_part=16

# gemu-nbd -v -c /dev/nbd@ disk.img

# mkdir /mnt/parti
# mount /dev/nbdOpl /mnt/partil

N
{FATLA%S gemu-nbd(8) fEH”-P 1" IR S H disk.img” HIE— MR X.
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9.10.4 Chroot 2%

chroot(8) IRt HRE AN A R RIBIT— M AEM GNU/Linux RELA, FEAEEEREENRE.

AV
TEMFFRIZIBER S chroot REEHZEER CPU 5244,

Rl AR TEMN AR FESEHEIFIER chroot(8), BT 7E script(1) Fi&{T pbuilder(8) 2/,

$ sudo mkdir /sid-root
$ sudo pbuilder --create --no-targz --debug --buildplace /sid-root

{REETEEZ! debootstrap(8) Bk cdebootstrap(1) BUAI7E”/sid-root” FEBE sid IMERMRRLUE.

N
iXLE debootstrap(8) E% cdebootstrap(1) & Debian Z2:28FiK %L 2t Debian Y. XLt a] A FAREARNE A Debian &
ZBNBERAT, A—1NRHKLE Debian, HafABRELTEHRE GNU/Linux &Z1ThR,

$ sudo pbuilder --login --no-targz --debug --buildplace /sid-root

{REIABE|— sid IMERIR LR shell 2U{AIHZ T EAIG X EIER,

1. #OAHEZE ("/etc/hosts”, ”/etc/hostname”, ”/etc/resolv.conf”)
2. H#H/proc” XERS%

3. #E#H/dev/pts” XERY

4. gIE”/usr/sbin/policy-rc.d” BJigFE, 2R 101BH

5. i&{T’chroot /sid-root bin/bash -c ‘exec -a -bash bin/bash’”

IR
—LE7E chroot THIFERF, FZ2AOILLRIFER S LAY pbuilder BEMRMMIXMHFZINESHIXMG. FigN, "/sys”,

"/etc/passwd”, ”/etc/group”, "/var/run/utmp”, ”/var/log/wtmp” F%. HiFEZE{ER bind-mounted B3
n.

B
"/usr/sbin/policy-rc.d” 3X{4FELETE Debian R4 EBHBHMEEFIPIERF, 20" /usr/share/doc/sysv-
rc/README.policy-rc.d.gz".

BR
E MK chroot 348 pbuilder WRIBAE, 2ME— chroot 24, FH7E chroot EEITENRER, ER/—ME
BMARL, sIMAREERGENTREABITEREER, BEASENNHRNEZERIEKBIERENREEPRELE.

RBR
ZEABY schroot BRI LAIR—MXMENER, 7 amd64 BIER S LiE1T 1386 chroot R4%,



http://www.debian.org/releases/stable/installmanual
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9.10.5 ZBEMEARSAR

FBITE Debian 2 E MR EfEM QEMU 33 VirtualBox, XLERGENAEMERATEMEITZ RERS, XEEILIRE
1T Debian NREMRFIMIZAR LN RENAH BRBE S ZHEXEEE X LRIXPL,

ERRA4R QEMU TERIEFEIE, SENRAZF KVM KIRHE, BIERAEXRINE,

BTENAE, BEBEIE—ANTUBTFQEMU B &% Debian RN I MG virtdisk . gcow2”, X4 Debian
RA(ER debian £3E8: /) CDLK,

$ wget http://cdimage.debian.org/debian-cd/5.0.3/amd64/iso-cd/debian-503-amd64-netinst.iso
$ gemu-img create -f gcow2 virtdisk.qcow2 5G
$ gemu -hda virtdisk.qcow2 -cdrom debian-503-amd64-netinst.iso -boot d -m 256

1E Debian wiki: QEWU FIABEEEF S L.

VirtualBox B## Qt B RETAERHEIEENMN, XTENERREMGSITIENMBRETUE VisualBox AP Ff
#0 VirtualBox Fi P Fff (PDF) FE&EE,

RR
TEEMML TFIZ4T Ubuntu 1 Fedora ZEHIEE GNU/Linux £1THR, B— M RBHESIHEERIINGE. HES
BRAFRFHEIUEXA GNU/Linux EIE TRIFANETT.



https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Virtualization
https://zh.wikipedia.org/wiki/QEMU
https://zh.wikipedia.org/wiki/Kernel-based_Virtual_Machine
https://zh.wikipedia.org/wiki/QEMU
http://www.debian.org/distrib/netinst
http://wiki.debian.org/QEMU
https://zh.wikipedia.org/wiki/VirtualBox
https://zh.wikipedia.org/wiki/Qt_(toolkit)
http://www.virtualbox.org/manual/UserManual.html
http://download.virtualbox.org/virtualbox/UserManual.pdf
https://zh.wikipedia.org/wiki/Virtualization
http://www.ubuntu.com/
http://fedoraproject.org/
https://zh.wikipedia.org/wiki/Virtualization
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Chapter 10

HIREIE

PAF X F7E Debian R4 LER HEBIMNXARENTEREEXET.

10.1 HZ=, EIAEH

ot g==

= H

The uncoordinated write access to actively accessed devices and files from multiple processes must not be
done to avoid the race condition. File locking mechanisms using flock(1) may be used to avoid it.

BENZEMENZERXZBUMT/LASGME,

. FRHFRESL
 IEFETFAEA]

- 84l

- BREREAE

- (RHEIERE

o FALERZIZAIST 7]
o RMRZIZRE BN
X LR BB fE A T ARSI,
- FENEETIRE

- ERMEL IR

- MEXHRG

- BEIEFMHEEN

« T2 shell

- INERFR

- RAERIRGE TR

» Hash and cryptographic encryption tools



https://zh.wikipedia.org/wiki/Race_condition
https://zh.wikipedia.org/wiki/File_locking
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10.1.1 EFHEFME4 TR

BAF 2 Debian %4t LRI FRIFHEMIE 4 TR,

RHEE TE NERES wme R
tar V:908,1:999 | 2770 | .tar tar(1) FERTRE TR (FR)
. AR
cpio V:305,1:998 | 720 | .cpio cpio(1) E;lé’éls)yiteﬁ_g‘{%/ ﬁ?*”mmﬁ’ 5
binutils V:177,1:715 | 23348 | .ar ar(1) SIERSENEE TR
fastjar V:5, 1:56 172 .jar fastjar(1) Java AT E (FElzip)
pax V:17, 1:54 170 . pax pax(1) ﬁﬂfopg?éx RIELIR, 17 tar Al
gzip V:877,1:999 | 231 .gz fﬁ;ft’((ll)) GNULZ77 [E4T R ( 2Kk )
baip2(1) Burrows-Wheeler block-sorting [£ 48 T
bzip2 V:238,1:933 | 184 .bz2 bch;t(l)’ | BBEt gip(l) EEMESEE (IR
’ gzip BEMMUMIBEERELLER)
< 2 i =
1zma V4,160 | 126 | .lzma lzma(1) IE’JZ%&%%QE%%E)E e gzip(1) £
xa(1) XZ EF T EBEL bzip2(1) E&H
xz-utils V:322,1:952 | 516 .XZ deec’(l) | EER (E4EEEIET gzip BRLE
’ bzip2 #; LZMA EH T EMNERR)
. o 7zr(1), BEEREHERN 7-zip XEFFEEE
p7zip V:38, I:175 934 .7z p7zip(1) (LZMA [E4 )
. S 72(1), BEE oL A% 7-Zip XFFMEER
p7zip-full V:175,1:527 | 4407 | .7z 72a(1) (LZMA FEEFIE )
LZO EH TEBELE gzip(l) ESHY
1zop V:5, [:44 97 .1zo 1zop(1) [EGFRRELEE (IR gzip BEME
BB EBEERILER)
zip V:47,1:395 | 608 .zip zip(1) InfoZip: DOS IAMEEFMERTE
unzip V:271,1:791 | 534 .zip unzip(1) InfoZIP: DOS MRIEEMMEEHE T E

Table 10.1: FFHEFEHETEYIR

g

o
=R

FERAERERENL, BURERESTAPE" T8, ELNZ tar(l) BT,

P

7]

=z
=)

gzipped tar(1) IAMEEBEATFY EBRBRE". tgz” ;E". tar . gz” BFIXH,

S-=z
EE

xz-compressed tar(l) I3t A T BRBE". txz" %&". tar . xz" X,

=
EE

FOSS TR, it tar(1), FHIERELEFECERMTARIER: gzip - bzip2 - xz

==
EE

cp(1),scp(l) #0 tar(l) TEFTEEFHRNER F—LAFRRI G, cpio(l) TEMEREERESN /Y,



http://packages.debian.org/sid/tar
http://qa.debian.org/popcon.php?package=tar
http://packages.qa.debian.org/t/tar.html
http://packages.debian.org/sid/cpio
http://qa.debian.org/popcon.php?package=cpio
http://packages.qa.debian.org/c/cpio.html
http://packages.debian.org/sid/binutils
http://qa.debian.org/popcon.php?package=binutils
http://packages.qa.debian.org/b/binutils.html
http://packages.debian.org/sid/fastjar
http://qa.debian.org/popcon.php?package=fastjar
http://packages.qa.debian.org/f/fastjar.html
http://packages.debian.org/sid/pax
http://qa.debian.org/popcon.php?package=pax
http://packages.qa.debian.org/p/pax.html
http://packages.debian.org/sid/gzip
http://qa.debian.org/popcon.php?package=gzip
http://packages.qa.debian.org/g/gzip.html
https://zh.wikipedia.org/wiki/LZ77_and_LZ78
http://packages.debian.org/sid/bzip2
http://qa.debian.org/popcon.php?package=bzip2
http://packages.qa.debian.org/b/bzip2.html
https://zh.wikipedia.org/wiki/Burrows-Wheeler变换
http://packages.debian.org/sid/lzma
http://qa.debian.org/popcon.php?package=lzma
http://packages.qa.debian.org/l/lzma.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/xz-utils
http://qa.debian.org/popcon.php?package=xz-utils
http://packages.qa.debian.org/x/xz-utils.html
https://zh.wikipedia.org/wiki/Xz
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip
http://qa.debian.org/popcon.php?package=p7zip
http://packages.qa.debian.org/p/p7zip.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/p7zip-full
http://qa.debian.org/popcon.php?package=p7zip-full
http://packages.qa.debian.org/p/p7zip-full.html
https://zh.wikipedia.org/wiki/7-Zip
https://zh.wikipedia.org/wiki/Lempel-Ziv-Markov_chain_algorithm
http://packages.debian.org/sid/lzop
http://qa.debian.org/popcon.php?package=lzop
http://packages.qa.debian.org/l/lzop.html
https://zh.wikipedia.org/wiki/Lempel-Ziv-Oberhumer
http://packages.debian.org/sid/zip
http://qa.debian.org/popcon.php?package=zip
http://packages.qa.debian.org/z/zip.html
https://zh.wikipedia.org/wiki/Info-ZIP
http://packages.debian.org/sid/unzip
http://qa.debian.org/popcon.php?package=unzip
http://packages.qa.debian.org/u/unzip.html
https://zh.wikipedia.org/wiki/Info-ZIP
https://zh.wikipedia.org/wiki/Free_and_open_source_software
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=z
R

cpio(1) is designed to be used with find(1) and other commands and suitable for creating backup scripts since the

file selection part of the script can be tested independently.

==
EE

Libreoffice #EXHEIAIBLEMR". jar” XF.

1012 SHNEETE
X2 Debian 45 L4958 8 HIF1& 15 T ROOFK,

RHE TR Xph | IR Thie
coreutils V:881,1:999 | 15103 | GNU cp | NE & ("-a” S8EEMWENT )

] I‘JTE"-U-' 3 "'u-', »_ ,‘;‘( ¢\ n‘
openssh-client | V:818,1:996 | 4106 | scp E?Ju“wﬁ” R (B, "-r" SEIR
openssh-server | V:677,1:807 | 883 sshd EFhzim X EFMER (ZfERSER)
rsync V:234,1:595 | 691 - 1-way remote synchronization and backup
unison V4, 1:20 2213 - 2-way remote synchronization and backup
obnam Vi, 1:2 1061 | - (=7%) BMEEMD
rdiff-backup V9, I:18 704 - (=FE) IBEEDN

EE BRI, rsync(8) LEEM T REM TE S KL,

- ENRASRIERS

Table 10.2: EFIFE T THRYIFT

IXRX S EFENBEIRXEZENERED

- REMRERZE BN RERK/NREREIVENR B BELH G

« ”--exclude” #1”- -exclude- from” EINELLF tar(1)

* ”a trailing slash on the source directory” syntax that avoids creating an additional directory level at the destination.

R’

Execution of the bkup script mentioned in 58 10.2.3 33 with the ”-g1” option under cron(8) should provide very
similar functionality as Plan9’s dumpf's for the static data archive.

R’

Version control system (VCS) tools in & 10.11 can function as the multi-way copy and synchronization tools.

10.1.3 3AYiE;

AT RAARRM I EEAHEFBREHEEA”. /source” BRPPINS.

GNU tar(1):

$ tar -cvJf archive.tar.xz

$ tar -xvJf archive.tar.xz

B}E, WTFAR.

./source



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssh-client
http://qa.debian.org/popcon.php?package=openssh-client
http://packages.qa.debian.org/o/openssh-client.html
http://packages.debian.org/sid/openssh-server
http://qa.debian.org/popcon.php?package=openssh-server
http://packages.qa.debian.org/o/openssh-server.html
http://packages.debian.org/sid/rsync
http://qa.debian.org/popcon.php?package=rsync
http://packages.qa.debian.org/r/rsync.html
http://packages.debian.org/sid/unison
http://qa.debian.org/popcon.php?package=unison
http://packages.qa.debian.org/u/unison.html
http://packages.debian.org/sid/obnam
http://qa.debian.org/popcon.php?package=obnam
http://packages.qa.debian.org/o/obnam.html
http://packages.debian.org/sid/rdiff-backup
http://qa.debian.org/popcon.php?package=rdiff-backup
http://packages.qa.debian.org/r/rdiff-backup.html
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$ find ./source -xdev -print@ | tar -cvJf archive.tar.xz --null -F -

cpio(1):

$ find ./source -xdev -print@ | cpio -ov --null > archive.cpio; xz archive.cpio
$ zcat archive.cpio.xz | cpio -1i

10.1.4 E#lE%
MTEREARMNTEEFIRES”. /source” BRPHASR.

« AHEFH: 7. /source” BR - 7/dest” B
 mFEE Gl AMEMN EMY”. /source” BE - “user@host.dom” EH LRI /dest” BR

rsync(8):

# cd ./source; rsync -aHAXSv . /dest
# cd ./source; rsync -aHAXSv . user@host.dom:/dest

You can alternatively use “a trailing slash on the source directory” syntax.

# rsync -aHAXSv ./source/ /dest
# rsync -aHAXSv ./source/ user@host.dom:/dest

&, WTFR.

# cd ./source; find . -print® | rsync -aHAXSv@ --files-from=- . /dest

# cd ./source; find . -print® | rsync -aHAXSv0O --files-from=- . user@host.dom:/dest
GNU cp(1) #0 openSSH scp(1):

# cd ./source; cp -a . /dest
# cd ./source; scp -pr . user@host.dom:/dest

GNU tar(1):

# (cd ./source && tar cf - . ) | (cd /dest && tar xvfp - )

# (cd ./source && tar cf - . ) | ssh user@host.dom ’(cd /dest && tar xvfp - )’
cpio(1):

# cd ./source; find . -print®@ | cpio -pvdm --null --sparse /dest

{REEBTEFTBRES”.” WEIFER”foo” BK”.”, XHEFBIUM”. /source/foo” BREFIXHEZ]”/dest/foo” B

io

You can substitute ”.” with the absolute path ”/path/to/source/fo0” for all examples containing ”.” to drop ”cd ./

source;”. These copy files to different locations depending on tools used as follows.

« ”/dest/f00”: rsync(8), GNU cp(1), #1 scp(1)
« ”/dest/path/to/source/fo00”: GNU tar(1), ¥ cpio(1)

B
rsync(8) 1 GNU cp(1) RJBAR" - u” IR Z2R& 15 5 s _E B RIS,
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10.1.5 BEERXHEENEE

find(1) is used to select files for archive and copy commands (see 58 10.1.3 5 and 58 10.1.4 ¥3) or for xargs(1) (see 58 9.3.9
T3). This can be enhanced by using its command arguments.

AR R find(1) BEFRIEZHELE,

- find FESHEEANMNZNER A,
+ This evaluation stops once its outcome is determined.

- “1B58 OR” (AFRKZEIN”-0” SHIEEMN ) MERMKT B8 AND” (H”-a” SHEENERGZELEENS
e

- 7 1B NOT” (HRMAIER 1 I8E) MERST “1B% AND',
* ”-prune” always returns logical TRUE and, if it is a directory, searching of file is stopped beyond this point.

+ ”-name” matches the base of the filename with shell glob (see 55 1.5.6 T7) but it also matches its initial ”.” with metachar-
acters such as ”*” and ”?”. (New POSIX feature)

« ”-regex” matches the full path with emacs style BRE (see 58 1.6.2 ¥7) as default.

» ”-size” matches the file based on the file size (value precedented with ”+” for larger, precedented with ”-” for smaller)
« 7-newer” SRIMELL SRR PIEEN N EERIX M,

?-print0” 2RERIREZLE TRUE FIFEE XA R (null terminated) FTENEIAR AR HIRE L,

WNTF R find(1) EEERR,

# find /path/to \
-xdev -regextype posix-extended \
-type f -regex ”".*\.cpio|.*~" -prune -o \
-type d -regex ”".*/\.git” -prune -o \
-type f -size +99M -prune -0 \
-type f -newer /path/to/timestamp -print@

XLEGFLSRRITWMTFENE,

—_

& /path/to” FTHFIEXH

2. Globally limit its search within its starting filesystem and uses ERE (see 55 1.6.2 ¥7) instead
3. Exclude files matching regex of ”. *\.cpio” or ”. *~” from search by stop processing

4. Exclude directories matching regex of ”. */\ . git” from search by stop processing

5. Exclude files larger than 99 Megabytes (units of 1048576 bytes) from search by stop processing

6. Print filenames which satisfy above search conditions and are newer than ”/path/to/timestamp”

Please note the idiomatic use of ”-prune -0” to exclude files in the above example.

JES =
¥fF3E Debian &Y Unix-like 24, BLSEETEAK find(1) e T%H, EXMERT, NiZEEIFRELES
EFA-print” BX"-printe”, {RAJEERIFFEERREMBRIGS,



https://zh.wikipedia.org/wiki/POSIX
https://zh.wikipedia.org/wiki/Null_character
https://zh.wikipedia.org/wiki/Unix-like
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10.1.6 JARHIELA

HEBHBEFETH FMHEIRE i, MRZGEEENNERE, WFNENMABESED, BfERREQER CD-R
#1 DVD-R AREERERR. TR, FEkttr, (TUH—RERETEFENTE)

JED=}
PikZE B FRBEAERIUL, XSV ENBIFEFEENTHMIERE, REBRBTFEES M L2bS0
mEzFE N,

ME (EZRRETHNEER ) INEREFETRNRAERS.

« KT 100 &£ : FHE|EKMTERE

« 100 &: }XE7FE (CD/DVD, CD/DVD-R)

« 30 FF: MiTTEE (HIT, WEB)

« 20 FF: HETHEEE (CD-RW)
EAEEHATARSRONMSESESE,

ME (EEREFHNEFERE ) JUEEEENMRNEARNS R,
« KT 250,000 )% : FELIKEES

« XF 10,000 )%: [AF

« 1,000 /X: CD/DVD-RW

« 1,8: CD/DVD-R, &

AV
@ XEBEHFESFBAS R BAEIERN N X ARAEE AT RERIBRNFMEES, SHAMSHRUNISE
F=EAiLER,

"R
&’ CD/DVD-R MBRET—X, ENMRELELETERNEESRHNAEEIEEX, IRMS !

R’
MRMPFBRFREMEMRITRBIRE D, BLoBISEMZERZIIZIREN LAERRFTIMED, FIEERMHE—7]
1TH9757%,

10.1.7 T\[RBINFEIRSE
IR INTEAEIR & TT 82 L T RO o] — 7,

« USB A&
- RERRIRTNEE
. HEIRTNEE



https://zh.wikipedia.org/wiki/Computer_data_storage
https://zh.wikipedia.org/wiki/Safe
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Hard_disk_drive
https://zh.wikipedia.org/wiki/Optical_disc_drive
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« ZRREAEM

- BFERIBEME

AT BGEE A F R A R RE T ER,
- USB

* IEEE 1394 / FireWire

« PCE

& GNOME #[l KDE iX##I A K EIMRRERBTE"/etc/Fstab” XHFFREREZBNE, BEEEiXLEaBig

£=4
EHHo

* udisks BIRMH T STIFHIZFA XK AR R RIEHFEHIXLIRE,
* D-bus creates events to initiate automatic processes.

* PolicyKit provides required privileges.

oUIN
Automounted devices may have the "uhelper="mount option which is used by umount(8).

R’
RBEYHXLRBINIZERBE /ete/fstab” XERIIHE, KREIMETASBNEH,

A REIFE TR SRWIE R/ media/<disk_label>”, ETJLABINTFrRAIKRES,
« FAT SN R4 ER mlabel(1) A<

+ IS09660 R GERTH”-V” iEINAY genisoimage(1) a5
« ext2/ext3/extd NIEERFFEBRTH”-L” AR tune2fs(1) a5 %

"R
HHAMN PR ERMURIGIED (BUF 836 T )

=R
EERRAERSE EBRXARE, FJESBRENNTIRET RGN /dev/sde’, MRGBERBEMNRETR
{RRIZTERRLITRARM LA umount(8) aF < REIFHE,

10.1.8 ERATHZEHRIENXGRE

SPEN ] BHFEIRESEMARD FHRIFENRER, REIZTIEEHRICOBRAHRMERARE FHINERN XM &
%, THRXHRANIIR.

"R
EEF 981 WRREBRTEAREFMENBETLENBELZNER.



https://zh.wikipedia.org/wiki/Universal_Serial_Bus
https://zh.wikipedia.org/wiki/IEEE_1394
https://zh.wikipedia.org/wiki/PC_card
https://zh.wikipedia.org/wiki/D-Bus
https://zh.wikipedia.org/wiki/PolicyKit
https://zh.wikipedia.org/wiki/File_system
https://zh.wikipedia.org/wiki/File_system
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XHRG BAYE R Rl

FAT12 B (<32MiB) EBIEENRERE

FAT16 F/NFEE (<2GiB) EHBFEMNREL =
FEXIELE (<8TiB, #% MS Windows95 OSR2 A ERIIEIERZ J) EBEFERNRE

FAT32 =

NTFS cross platform sharing of data on the large hard disk like device (supported natively on MS
Windows NT and later version, and supported by NTFS-3G via FUSE on Linux)

1S09660 £ CD-R f1 DVD+/-R EMBEFENBISRES =

UDF incremental data writing on CD-R and DVD+/-R (new)

MINIX filesystem space efficient unix file data storage on the floppy disk

ext2 XERGR AXRBEZHlinux RENEE ENBIED =

ext3 XHFZRR ERBEHnx RENEE FNBIENE

extd XERGR ERBRIN linux RAVER FRBER =

Table 10.3: EEUERIHR T A]BENFEIRE ERMXMGRATIR

FAT X RFWERZ BHMNIRIFRAASE, eNTEIAIRMEREHITHRIERRZIEFEERAN.
HIRTVLBES FAT XHERARBEFERIBERZNABINREN, UTRIZRREEINEE,
- FA fdisk(8), cfdisk(8) 3#& parted(8) 5% (£ 9.5.2 1) EENBRAMAREMIES XHWEESHI FIRIS.

— ¥rig/NF 2GB B FAT iR & AFEF67,
— FRBE KM FAT32 iR & AFERF .

« WNTFFIRE A mkfs.vfat(8) SRV LERXHY,

- EMEEZF, #lu”/dev/sdal” F§F FAT161&&
— BAMREINFIERIZE R, FI”-F 32 /dev/sdal” AT FAT32 i%&

L {E FAT 3% 1S09660 XA AN ZEIERN, W TREEIENLZLED,

« A tar(1), B cpio(l) BpLEMXMF, BRANTHREXMNR, [FSHkE, RENXERRMIXEMEERER.
« F split(1) SLIEEBX G D BEETNTF 2GiB BN H, EEBZXXHEHKNBRE,
- MEBEEXHRIPEABTRZRERNETE,

=

EJ9 FAT X RGZE&T, RAMIXEKR/NA (2732 -1) bytes =(4GiB -1 byte), XF—LEE|HAY 32 {iI
ARG THNBEFRMS, BEANXEGEXNEZE /) (2731 -1) bytes =(2GiB -1 byte), Debian ;&HiB%
E&/E]E,

EE

MRARKBFAERINTERIT 200MB B0 X & IRENEE E{EA FAT, t{(189”Overview of FAT, HPFS, and NTFS
File Systems XRXERHER T MR ARG S, MR EERIE, HAT, FHIE Linux RELER
NiZ{EMA extd SRS,

B
BEXXHRZMBLCXERANEZER, BSE Filesystems HOWTO”,



https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/File_Allocation_Table
https://zh.wikipedia.org/wiki/NTFS
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/Windows_NT
https://zh.wikipedia.org/wiki/NTFS-3G
https://zh.wikipedia.org/wiki/Filesystem_in_Userspace
https://zh.wikipedia.org/wiki/ISO_9660
https://zh.wikipedia.org/wiki/Universal_Disk_Format
https://zh.wikipedia.org/wiki/Minix_file_system
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://support.microsoft.com/kb/100108/
http://support.microsoft.com/kb/100108/
http://tldp.org/HOWTO/Filesystems-HOWTO.html
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LB ARSS

HAIF A =mk

SMB/CIFS A Samba FHME X H 2%

B "Microsoft Windows 28" D EXE, 0 smb.conf(5) 1 B
75 Samba 3.x.x 3§ ESF1SZEFM ( The Official Samba 3.x.x HOWTO
and Reference Guide ) % samba-doc ({48!

NFS A Linux RIZEHMEXH RS

B “Unix/Linux PZ&” 5 ZE X, S0 exports(5) FI Linux
NFS-HOWTO

HTTP FR%

£ web RBHEFInZ BN EXH

HTTPS BR%

AENZENZEEER SSL) RBLZEHE (TLS) MNERARS
BFEFPIRPNEXH

FIP fR&

P REE/EFRim2 8 2 X5

Table 10.4: BEMERIZS T o FMMLEIRSTIR

10.1.9 WL LRIBUBRRE

HERMERDFHRIBOIHE, (RRIZERBERMERS, XEF—LRER.

REWTXHAZRG, BEEMEERAXAEFRRENEEGERBEEHEN, EXAJEREALEN, ENNMNEERY

LB YT ATRBIIIE T 2,

« P9 SSL/TLS jnss
« E37 SSH #@&
« #37 VPN i

 Limit it behind the secure firewall

SN%E 6.10 HFIE 6.11 1,

10.2 HFMHMkE

BANESMAMUHENEN LA, HEBTANNBERSEHRARNLERR. SHMNRERERNIINAREEPIE

EEEN—#5, AR —XIRHEMME SR,

BN

RIFHFNENZABETHELZESNMENRE, BENBIRILERANENHENRRETHEZEEENZS,

A 3 MRBIERREKIR S0 E RS,

1 FEREMAMRET 4.

- RECRIBREIEXH: T~/ FTHEIE

- (RMERAMNAREFCIBIBIEXHE: &£”/var/” THIEIE (FRT>/var/cache/”, »/var/run/” #1”/var/

tmp/”)

- RGEREXMH: £7/etc/” THERIE

o AR £ /usr/local/” B{”/opt/” FHIEUE

* System installation information: a memo in plain text on key steps (partition, *+*)

* Proven set of data: confirmed by experimental recovery operations in advance

2. MIEBEFEENHMIRE.



https://zh.wikipedia.org/wiki/Server_Message_Block
https://zh.wikipedia.org/wiki/Samba_(software)
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
http://www.samba.org/samba/docs/man/Samba-HOWTO-Collection/
https://zh.wikipedia.org/wiki/Network_File_System_(protocol)
http://tldp.org/HOWTO/NFS-HOWTO/index.html
http://tldp.org/HOWTO/NFS-HOWTO/index.html
https://zh.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://zh.wikipedia.org/wiki/Https
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/File_Transfer_Protocol
https://zh.wikipedia.org/wiki/Transport_Layer_Security
https://zh.wikipedia.org/wiki/Secure_Shell
https://zh.wikipedia.org/wiki/Virtual_private_network
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« REMBEFME: KIFERTESNRANE
- BEED: BiHNES
* Redundant backup: data mirroring

* Fool proof process: easy single command backup
3. WHEP REIXPEFIRL A,

* Value of data when lost
- BMETENERR: AN, #E, REF, -

+ Failure mode and their possibility

JES =
PRIEMREER MR 4, BUAREEM /proc, /sys, /tmp, # /run BRXRTHAXGRSL (SRE 1.2.12
THE 1.2.13 ), EMfIREXBELTANKIE.

ETREMNHEEFE, BEEVRENZEANINEES X LRIFREANBMMENNGE L, RESXEGRFELENMR
IR, EENBIERIFFHREERES —XEN LFIUW CD/DVD-R RFLEBEEN, (SAE 9.7 T/EHTE shell 21T
BANEFEHEN. GNOME RHEEMIMERIAILFZMABERE: “UE - CD/DVD ZR" KIME NEE, )

==
=)

HENWRIENRER, (RRIREFEELL—ENAREFISTIFHENN MTA (8015 6.3 1),

ES=

RN IZ A Ih N0 3t B A0 FN VR B B 47 IAIEAE X RO BUE X I Ul”/etc/ssh/ssh_host_dsa_key”, "/etc/ssh/
ssh_host_rsa_key”, "~/ .gnupg/*”, "~/ .ssh/*", /etc/passwd”, "/etc/shadow”, "/etc/fetchmailrc”,
"popularity-contest.conf”, "/etc/ppp/pap-secrets” #1”/etc/exim4/passwd.client/”, XLEEIE

FHE-EXHEAEET B RARMARFNFNHREBEN,

ES=
WRIRLAR F#FZR S VAT cron job, RN &S {4 EI"/var /spool/cron/crontabs” BHRXFH BEJE cron(8),
S0% 9.3.14 TRFHKBXTF cron(8) 1 crontab(1) HIEE,

10.2.1 ZHENEHR®

BAF 2 Debian %4 HEFEIRHIAENEFESHRTIR,
#HhTEESENTRNARE.

* Mondo Rescue is a backup system to facilitate restoration of complete system quickly from backup CD/DVD etc. without
going through normal system installation processes.

« shackup #l keep MG BERM T STFEEAFEHAMN GUI iR, BFEH&MAFPKIE, EFEMINAERTIET—4
EERMA (5 10.2.2 T ) F cron(8) KL,

« Bacula, Amanda #1 BackupPC @2INEEMENSLHEY, FTERTHNNEEHED.

5 10.1.1 T 1012 TEANENMTHERETBEXMERBNRASHN. XLEMARINEER] OETIN THT
BRigE,



https://zh.wikipedia.org/wiki/Mondo_Rescue
https://zh.wikipedia.org/wiki/Bacula
https://zh.wikipedia.org/wiki/Amanda
https://zh.wikipedia.org/wiki/Backuppc
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nEe ITE KAV | iEA
dump V1, 1.7 341 4.4 BSD dump(8) #[ restore(8) S T ext2/ext3/ext4 XHFZR G
. 7£ GNU/Linux # IRIX EFH xfsdump(8) F0 xfsrestore(8) fp S K&
xfsdump V.0, I:111 838 HBEIVRE XFS TR S
backupninja V4, I:4 277 Z SRR FEHY meta-backup 2%
sbackup V:0, .0 488 BT GNOME fEHNEEZNEHF
bacula-common V8, I:19 1291 | Bacula: WEBFIEE D, MEMNZE-EINNZEXH
bacula-client I5 157 Bacula: WEEIEEZ R, MENZE-BEF mTkGEE
bacula-console | V1,17 64 Bacula: MEHIER M, MENRE-XFLR
bacula-server I.2 160 Bacula: WEEIEEH, MENRKE-RIZF[iRTRER
amanda-common V:1,1:3 7418 | Amanda: SEZXEAENEREHNTMNBHMEITEEE (FE)
T ODEZREAENS 5 A= BT EES
amanda-client Vi1, 1:2 998 %Iganda' SESRFIRNER PE RS (=
cOE= ASRENEMEEZAE iR
amanda-server V:0, I:0 1046 %m)anda SESAFFTRNSRENCMERRITENE (RS
= E=2y /AN % TIT Y A= SERA TS
backuppc Vid, 15 593 Zﬁa%gpc ERATEL PCHIRE (ETHE) WEEEMEIL
backup-manager | V:1,1:2 543 miTEMIE
backup2l Vil 11 13 Loavsve—(rjl;amtenance backup/restore tool for mountable media (disk

Table 10.5: SLE&Z W IEFEHIIR

« obnam XA ELREBIBE S (IZFE )
* rdiff-backup MH-BEEBILEZ (T2 ),

» The dump package helps to archive and restore the whole filesystem incrementally and efficiently.

N
£”/usr/share/doc/dump/” #1 ”Is dump really deprecated?” 3R 7 fi# dump 2%,

10.2.2 — NRZEZMHRIBIERF

Y Fiz1T unstable EFEINA Debian RERARY, RFBRIPMIARBNXRBYUE. ATEEHEFHIEMN
LR—RZS, FAICEAEZENBIAANELTRENENZNLARERF.

BEAEREMNHARGERTFENNESRMEHA GUI REIEEREE CD/DVD B, UTFEXFXMHIMALF,

#!/bin/sh -e

# Copyright (C) 2007-2008 Osamu Aoki <osamu@debian.org>, Public Domain
BUUID=1000; USER=o0samu # UID and name of a user who accesses backup files
BUDIR="/var/backups”

XDIRO=".+/Mail| .+/Desktop”
XDIR1=".+/\.thumbnails|.+/\.?Trash|.+/\.?[cC]ache]|.+/\.gvfs|.+/sessions”
XDIR2=".+/CVS|.+/\.git|.+/\.svn|.+/Downloads|.+/Archive|.+/Checkout|.+/tmp”
XSFX=".+\.iso|.+\.tgz|.+\.tar\.gz|.+\.tar\.bz2|.+\.cpio|.+\.tmp|.+\.swp|.+~"
SIZE="+99M"

DATE=$(date --utc +"%Y%m%d-%H%M" )

[ -d ”"$BUDIR” ] || mkdir -p ”BUDIR”

umask 077

dpkg --get-selections \* > /var/lib/dpkg/dpkg-selections.list
debconf-get-selections > /var/cache/debconf/debconf-selections

{
find /etc /usr/local /opt /var/lib/dpkg/dpkg-selections.list \



http://packages.debian.org/sid/dump
http://qa.debian.org/popcon.php?package=dump
http://packages.qa.debian.org/d/dump.html
https://zh.wikipedia.org/wiki/Berkeley_Software_Distribution
https://zh.wikipedia.org/wiki/Ext2
https://zh.wikipedia.org/wiki/Ext3
https://zh.wikipedia.org/wiki/Ext4
http://packages.debian.org/sid/xfsdump
http://qa.debian.org/popcon.php?package=xfsdump
http://packages.qa.debian.org/x/xfsdump.html
https://zh.wikipedia.org/wiki/IRIX
https://zh.wikipedia.org/wiki/XFS
http://packages.debian.org/sid/backupninja
http://qa.debian.org/popcon.php?package=backupninja
http://packages.qa.debian.org/b/backupninja.html
http://packages.debian.org/sid/sbackup
http://qa.debian.org/popcon.php?package=sbackup
http://packages.qa.debian.org/s/sbackup.html
http://packages.debian.org/sid/bacula-common
http://qa.debian.org/popcon.php?package=bacula-common
http://packages.qa.debian.org/b/bacula-common.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-client
http://qa.debian.org/popcon.php?package=bacula-client
http://packages.qa.debian.org/b/bacula-client.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-console
http://qa.debian.org/popcon.php?package=bacula-console
http://packages.qa.debian.org/b/bacula-console.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/bacula-server
http://qa.debian.org/popcon.php?package=bacula-server
http://packages.qa.debian.org/b/bacula-server.html
https://zh.wikipedia.org/wiki/Bacula
http://packages.debian.org/sid/amanda-common
http://qa.debian.org/popcon.php?package=amanda-common
http://packages.qa.debian.org/a/amanda-common.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-client
http://qa.debian.org/popcon.php?package=amanda-client
http://packages.qa.debian.org/a/amanda-client.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/amanda-server
http://qa.debian.org/popcon.php?package=amanda-server
http://packages.qa.debian.org/a/amanda-server.html
https://zh.wikipedia.org/wiki/Amanda
http://packages.debian.org/sid/backuppc
http://qa.debian.org/popcon.php?package=backuppc
http://packages.qa.debian.org/b/backuppc.html
https://zh.wikipedia.org/wiki/Backuppc
http://packages.debian.org/sid/backup-manager
http://qa.debian.org/popcon.php?package=backup-manager
http://packages.qa.debian.org/b/backup-manager.html
http://packages.debian.org/sid/backup2l
http://qa.debian.org/popcon.php?package=backup2l
http://packages.qa.debian.org/b/backup2l.html
http://dump.sourceforge.net/isdumpdeprecated.html
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/var/cache/debconf/debconf-selections -xdev -print0
find /home/$USER /root -xdev -regextype posix-extended \
-type d -regex "$XDIRO|$XDIR1” -prune -o -type f -regex "$XSFX” -prune -o \
-type f -size "$SIZE” -prune -o -print0
find /home/$USER/Mail/Inbox /home/$USER/Mail/Outbox -printo
find /home/$USER/Desktop -xdev -regextype posix-extended \
-type d -regex "$XDIR2” -prune -o -type f -regex "$XSFX” -prune -o \
-type f -size "$SIZE” -prune -0 -print0®
} | cpio -ov --null -0 $BUDIR/BUS$DATE.cpio
chown $BUUID $BUDIR/BUS$DATE.cpio
touch $BUDIR/backup.stamp

X2 — N root AR ITHIRIAS G T,

B IWRIRER I T TR E B RFIRATIXANHIA,

s WEXNMHAEEEBRBESIRABNERLIE (SRF 10.1.5 TTFE 102 1),

« F3”find ...-newer $BUDIR/backup.stamp -print@” Z{{"find ...-printe” RELINIEEE%H,

« RRBEE I, R scp(1) 2% rsync(l) @SR BN X G EninsEBIEEN1REE| cD/DVD B, (FH{#EA GNOME £H
GUI R{&5 CD/DVD, 05 12.1.8 TRFEBEZMEER, )

IEEEE R !

oUN
You can recover debconf configuration data with "debconf-set-selections debconf-selections” and
dpkg selection data with "dpkg --set-selection <dpkg-selections.list”.

10.2.3 ATEMNBIRIEHIZA

WF BRI TENBIESR, "cp -a” LRI USLIEMED,

For the set of large non-overwritten static data under a directory tree such as the one under the ”/var/cache/apt/packa
ges/” directory, hardlinks with ”cp -al” provide an alternative to the normal backup with efficient use of the disk space.

MTFE2—MATRIEEMIRN bkup WEFIMZE, EEZRIBRTHIFAEA (non-VCS) XA ERIZIRBRTHIEER
RPHEIZEEN L,

#!/bin/sh -e

# Copyright (C) 2007-2008 Osamu Aoki <osamu@debian.org>, Public Domain
fdot(){ find . -type d \( -iname ”.?*” -0 -iname "“CVS” \) -prune -o -printo;}
fall(){ find . -printo;}

mkdircd(){ mkdir -p ”$1”;chmod 700 ”"$1”;cd "$1”>/dev/null;}
FIND="fdot”;0PT="-a”;MODE="CPIOP"”;HOST="1localhost”;EXTP="$(hostname -f)”
BKUP="$(basename $(pwd)).bkup”; TIME="$(date +%Y%m%d-%H%M%S)" ; BU="$BKUP/$TIME"
while getopts gcCsStrlLaAxe:h:T f; do case $f in

g) MODE="GNUCP”;; # cp (GNU)

c) MODE="CPIOP”;; # cpio -p

C) MODE="CPIOI”;; # cpio -i

s) MODE="CPIOSSH”;; # cpio/ssh

t) MODE="TARSSH”;; # tar/ssh

r) MODE="RSYNCSSH”;; # rsync/ssh

1) OPT="-alv”;; # hardlink (GNU cp)

L) OPT="-av”;; # copy (GNU cp)

a) FIND="fall”;; # find all

A) FIND="fdot”;; # find non CVS/ .7?7?7?/

X) set -x;; # trace

e) EXTP="${OPTARG}”;; # hostname -f
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h) HOST="${OPTARG}"”;; # user@remotehost.example.com
T) MODE="TEST”;; # test find mode
\?) echo "use -x for trace.”
esac; done
shift $(expr $OPTIND - 1)
if [ $# -gt 0 ]; then
for x in $@; do cp $OPT $x $x.$TIME; done
elif [ $MODE = GNUCP ]; then
mkdir -p ”../$BU”;chmod 7600 ”../$BU”;cp $OPT . "../$BU/”
elif [ $MODE = CPIOP ]; then
mkdir -p ”../$BU”;chmod 700 ”../$BU”
$FIND|cpio --null --sparse -pvd ../$BU
elif [ $MODE = CPIOI ]; then
$FIND|cpio -ov --null | ( mkdircd ”../$BU”&&cpio -i )
elif [ $MODE = CPIOSSH ]; then
$FIND|cpio -ov --null|ssh -C $HOST “( mkdircd \"$EXTP/$BU\"&&cpio -i )”
elif [ $MODE = TARSSH ]; then
(tar cvf - . )|ssh -C $HOST ”( mkdircd \"$EXTP/$BU\"&& tar xvfp - )”
elif [ $MODE = RSYNCSSH ]; then
rsync -aHAXSv ./ "${HOST}:${EXTP}-${BKUP}-${TIME}"
else
echo "Any other idea to backup?”
$FIND |xargs -0 -n 1 echo
fi

This is meant to be command examples. Please read script and edit it by yourself before using it.

SN
| keep this bkupinmy”/usr/local/bin/” directory. lissue this bkup command without any option in the working
directory whenever | need a temporary snapshot backup.

"R
For making snapshot history of a source file tree or a configuration file tree, it is easier and space efficient to use
git(7) (see % 10.6.5 7).

10.3 HEXEEM

REZ2EMIRERLENE, MRRENERTENES,

See %8 9.8 7 on dm-crypto and ecryptfs which implement automatic data encryption infrastructure via Linux kernel modules.

10.3.1 GnuPG ZipEIE

WMT R GNUBRMIEL EXNEREERS,

Here is the meaning of the trust code.

TS EEFHAI”10D8D791” N ERZIERAV N AR 287 hkp: //keys . gnupg. net”,

$ gpg --keyserver hkp://keys.gnupg.net --send-keys 1DD8D791

AR N AR 2877~/ . gnupg/gpg. conf” ( IAMINIETE”~/ .gnupg/options”) XHEHRIRE, XEHEES
TUTESR,

keyserver hkp://keys.gnupg.net



https://zh.wikipedia.org/wiki/Dm-crypt
http://ecryptfs.sourceforge.net/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
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RG] mITE X | &% 15BR
gnupg V:652,1:999 | 2088 | gpg(l) GNU F2FATI T - OpenPGP TIZMEZRTHE
gpgv V:874,1:999 | 721 gpgv(1) GNUPREF I -ZTRE/UETH

extract just the secret information out of OpenPGP

paperkey V0, I:1 54 paperkey(1) secret keys

cryptsetup Vi25, 1:73 355 -c-r.yptsetup(S), s;ﬁg;iili(g Izl{r;—(c;ypto block device encryption
ecryptfs-utils | V:5,1:8 396 (.e.c.ryptfs(7), utilities for ecryptfs stacked filesystem encryption
coreutils V:881,1:999 | 15103 | md5sum(l) | iFES#KIE MD5 HERHE

coreutils V:881,1:999 | 15103 | shalsum(l) | iTEERKI SHA1 HERE

openssl V:785, 1:988 | 1255 openssi(1ssl) compute message digest with “openssl dgst”

(OpenSSL)

Table 10.6: #iEZ 2 EM TRYIFR

e iAE

gpg --gen-key R —RIFRFZ N

gpg --gen-revoke my_user_ID AR my_user_ID BJ—H RHEIED
gpg --edit-key user_ID REXNNREZIH, WA help” XKIREHMER
gpg -o file --export EFRENZERmE R HF

gpg --import file X EFENETR

gpg --send-keys user_ID &% user_ID I NFAZI N TARRSS 35
gpg --recv-keys user_ID M2 EEARSS 28 T & user_ID IR
gpg --list-keys user_ID B user_ID FIFFE %A

gpg --1list-sigs user_ID FH user_ID FIZF

gpg --check-sigs user_1ID & & user_ID BIPRF

gpg --fingerprint user_ID & & user_ID FUFELX

gpg --refresh-keys BRI A

Table 10.7: GNU fafA B T 2=iAE B G SR

code description of trust

no owner trust assigned / not yet calculated
trust calculation failed

not enough information for calculation
never trust this key

marginally trusted

fully trusted

ultimately trusted

C|—h 3 S|Q|Dd|

Table 10.8: List of the meaning of the trust code



http://packages.debian.org/sid/gnupg
http://qa.debian.org/popcon.php?package=gnupg
http://packages.qa.debian.org/g/gnupg.html
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
http://packages.debian.org/sid/gpgv
http://qa.debian.org/popcon.php?package=gpgv
http://packages.qa.debian.org/g/gpgv.html
http://packages.debian.org/sid/paperkey
http://qa.debian.org/popcon.php?package=paperkey
http://packages.qa.debian.org/p/paperkey.html
http://packages.debian.org/sid/cryptsetup
http://qa.debian.org/popcon.php?package=cryptsetup
http://packages.qa.debian.org/c/cryptsetup.html
https://zh.wikipedia.org/wiki/Dm-crypt
https://zh.wikipedia.org/wiki/Linux_Unified_Key_Setup
http://packages.debian.org/sid/ecryptfs-utils
http://qa.debian.org/popcon.php?package=ecryptfs-utils
http://packages.qa.debian.org/e/ecryptfs-utils.html
http://ecryptfs.sourceforge.net/
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/openssl
http://qa.debian.org/popcon.php?package=openssl
http://packages.qa.debian.org/o/openssl.html
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The following obtains unknown keys from the keyserver.
$ gpg --list-sigs --with-colons | grep ’'Asig.*\[User ID not found\]’ |\
cut -d ":" -f 5| sort | unig | xargs gpg --recv-keys

There was a bug in OpenPGP Public Key Server (pre version 0.9.6) which corrupted key with more than 2 sub-keys. The newer
ghupg (>1.2.1-2) package can handle these corrupted subkeys. See gpg(1) under ”- -repair -pks-subkey-bug” option.

10.3.2 EXH EfEFH GnuPG

XEBEF-EENMS EER GNU BRI &S+,

e 15t BR

gpg -a -s file sign file into ASCII armored file.asc

gpg --armor --sign file ENS

gpg --clearsign file ERBENEFER

gggmplg%gigswn file[mail foo@ 5% — X EFE foo@example . org
gggapeglsggiﬁggle not-dash clear-sign patchfile

gpg --verify file WAERAS S F

gpg -0 file.sig -b file ER—NABNEFT

gpg -o file.sig --detach-sig -

file =L

gpg --verify file.sig file verify file with file.sig

gpg -0 crypt_file.gpg -r name - public-key encryption intended for name from file to binary
e file crypt_file.gpg

gpg -o crypt_file.gpg -- BLE

recipient name --encrypt file

gpg -o crypt_file.asc -a -r public-key encryption intended for name from file to ASCII armored
name -e file crypt_file.asc

gpg -o crypt_file.gpg -c file symmetric encryption from file to crypt_file.gpg

gpg -o crypt_file.gpg -- B.E

symmetric file

gpg -o crypt_file.asc -a -c symmetric encryption intended for name from file to ASCII armored
file crypt_file.asc

gpg -o file -d crypt_file.gpg - decryption

r name

gpg -o file --decrypt -

crypt_file.gpg [L

Table 10.9: TEX 4 E{ERAR GNU FaFAR TR S YIR

10.3.3 7£ Mutt F{EF GnuPG

Add the following to "~/ .muttrc” to keep a slow GnuPG from automatically starting, while allowing it to be used by typing
”S” at the index menu.

macro index S ”":toggle pgp_verify_sig\n”
set pgp_verify_sig=no



http://sourceforge.net/projects/pks/
https://zh.wikipedia.org/wiki/GNU_Privacy_Guard
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
https://zh.wikipedia.org/wiki/ASCII
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10.3.4 £ vim F{EH GnuPG

The gnupg plugin let you run GnuPG transparently for files with extension ”.gpg”, ”.asc”, and ”. ppg”.

# aptitude install vim-scripts vim-addon-manager
$ vim-addons install gnupg

10.3.5 MD5 #3&F0

md5sum(1) 24 THIFREXHRI—M TR, EfEA rfc1321 BEMANHFREXHE.

$ md5sum foo bar >baz.md5

$ cat baz.md5
d3b07384d113edec49eaa6238ad5ffO0 foo
c157a79031e1c40f85931829bc5fc552 bar
$ md5sum -c baz.md5

foo: OK

bar: OK

- =z
EE

MD5 #RIGFNH CPU HHE38E Lt GNU Privacy Guard (GnuPG) MBS EELM. EEEELT, RENANIEE
XA FENZEZE B RBIRIETEML.

104 FERBEHIE
XEFUZSEREERATE, ITHEHRB BN TE,

10.4.1 MWERKEBXHFEHER

The following procedures extract differences between two source files and create unified diff files ”file.patch@” or file.
patchl1” depending on the file location.

$ diff -u file.old file.new > file.patcho
$ diff -u old/file new/file > file.patchl

10.4.2 Merging updates for source files

The diff file (alternatively called patch file) is used to send a program update. The receiving party applies this update to another
file by the following.

$ patch -po file < file.patcho
$ patch -p1 file < file.patchl

10.4.3 Updating via 3-way-merge

If you have three versions of a source code, you can perform 3-way-merge effectively using diff3(1) by the following.

$ diff3 -m file.mine file.old file.yours > file



http://tools.ietf.org/html/rfc1321
https://zh.wikipedia.org/wiki/MD5
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BREE TR N L]

diffutils V856, 1:978 | 1327 | diff(1) FITEERA A

diffutils V:856,1:978 | 1327 | diff3(1) BITHERMEH=AXHF

vim V:118,1:393 | 2374 | vimdiff(1) £ vim PHEERA T XE

patch V:100, 1:928 | 216 patch(1) BEXXEFITHT

dpatch Vi1, 17 191 dpatch(1) E1E Debian REBMRINF T

diffstat V:20, 1:188 70 diffstat(1) produce a histogram of changes by the diff

patchutils V:19,1:180 | 223 combinediff(1 ;Zetifeg cumulative patch from two incremental

patchutils V:19, 1:180 223 dehtmldiff(1) | extract a diff from an HTML page

patchutils V:19, 1:180 223 filterdiff(1) extract or excludes diffs from a diff file

patchutils V19, 1:180 | 223 | fixcvsdiff(1) | o diff files created by CVS that patch(1)
mis-1nterprets

patchutils V:19, 1:180 223 flipdiff(1) exchange the order of two patches

patchutils V:19, 1:180 93 arepdiff(1) i:;;:f(whlch files are modified by a patch matching a

patchutils V:19, 1:180 223 interdiff(1) show differences between two unified diff files

patchutils V:19, 1:180 223 Isdiff(1) show which files are modified by a patch

patchutils V:19, 1:180 223 recountdiff(1) | recompute counts and offsets in unified context diffs

patchutils V:19, 1:180 223 rediff(1) fix offsets and counts of a hand-edited diff

patchutils V:19, 1:180 223 splitdiff(1) separate out incremental patches

patchutils V:19, 1:180 223 unwrapdiff(1) | demangle patches that have been word-wrapped

wiggle V:0, I:0 166 wiggle(1) apply rejected patches

quilt V:4, 1:44 711 quilt(1) manage series of patches

meld V:13, 1:42 3049 meld(1) compare and merge files (GTK)

dirdiff V:0, 1:3 144 dirdiff(1) d%splay differences and merge changes between
directory trees

docdiff V:0, I:0 573 docdiff(1) compare two files word by word / char by char

imediff2 V:0, 1.0 34 imediff2(1) interactive full screen 2-way merge tool

makepatch V:0, I:0 102 makepatch(1) | generate extended patch files

makepatch V:0, I.0 102 applypatch(1) | apply extended patch files

wdiff V:5, 1:85 643 wdiff(1) display word differences between text files

Table 10.10: JEXBEHIT AR
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http://packages.qa.debian.org/w/wiggle.html
http://packages.debian.org/sid/quilt
http://qa.debian.org/popcon.php?package=quilt
http://packages.qa.debian.org/q/quilt.html
http://packages.debian.org/sid/meld
http://qa.debian.org/popcon.php?package=meld
http://packages.qa.debian.org/m/meld.html
http://packages.debian.org/sid/dirdiff
http://qa.debian.org/popcon.php?package=dirdiff
http://packages.qa.debian.org/d/dirdiff.html
http://packages.debian.org/sid/docdiff
http://qa.debian.org/popcon.php?package=docdiff
http://packages.qa.debian.org/d/docdiff.html
http://packages.debian.org/sid/imediff2
http://qa.debian.org/popcon.php?package=imediff2
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http://qa.debian.org/popcon.php?package=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/makepatch
http://qa.debian.org/popcon.php?package=makepatch
http://packages.qa.debian.org/m/makepatch.html
http://packages.debian.org/sid/wdiff
http://qa.debian.org/popcon.php?package=wdiff
http://packages.qa.debian.org/w/wdiff.html
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10.5 Version control systems

Here is a summary of the version control systems (VCS) on the Debian system.

S-==
=)

If you are new to VCS systems, you should start learning with Git, which is growing fast in popularity.

RG] TE XN | TH VCS type Hadk

CcSscC V:0, I:2 1979 CSsC local clone of the Unix SCCS (deprecated)

rcs V4, 1:24 547 RCS local ”Unix SCCS done right”

cvs V:7,1:60 4574 | CVS ITFE previous standard remote VCS

subversion V:40,1:161 | 4743 | Subversion | ZFE CVS done right, the new de facto
standard remote VCS

git V:259, 1:420 | 28761 | Git distributed | 125t DVCS in C (used by the Linux
kernel and others)

mercurial V:13,1:64 205 Mercurial distributed DVCS in Python and some C

. . DVCS influenced by t1a written in

bzr V:4,1:23 72 Bazaar distributed Python (used by Ubuntu)

darcs V0, 1.7 36373 | Darcs distributed ](21\353 with smart algebra of patches

tla V:0, I:8 1011 GNU arch distributed DVCS mainly by Tom Lord (Historic)

monotone V0, I:.0 5815 Monotone distributed DVCS in C++

tkevs V:0, I:1 1498 | CVS, - ST GUI dlsplay of VCS (CVS, Subversion,
RCS) repository tree

gitk V:9, I:51 1391 Git distributed GUI display of VCS (Git) repository tree

Table 10.11: List of version control system tools

VCS is sometimes known as revision control system (RCS), or software configuration management (SCM).

Distributed VCS such as Git is the tool of choice these days. CV'S and Subversion may still be useful to join some existing open
source program activities.

Debian provides free VCS services via Debian Alioth service. It supports practically all VCSs. Its documentation can be found
at http://wiki.debian.org/Alioth .

There are few basics for creating a shared access VCS archive.

« {EA”umask 002” (BNE 1.2.4 )

» Make all VCS archive files belonging to a pertinent group

+ Enable set group ID on all VCS archive directories (BSD-like file creation scheme, see 38 1.2.3 1)

» Make user sharing the VCS archive belonging to the group

10.5.1 Comparison of VCS commands

Here is an oversimplified comparison of native VCS commands to provide the big picture. The typical command sequence may
require options and arguments.

AV
@ Invoking a git subcommand directly as "git-xyz” from the command line has been deprecated since
early 2006.
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http://qa.debian.org/popcon.php?package=cssc
http://packages.qa.debian.org/c/cssc.html
http://cssc.sourceforge.net/
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/rcs
http://qa.debian.org/popcon.php?package=rcs
http://packages.qa.debian.org/r/rcs.html
https://zh.wikipedia.org/wiki/Revision_Control_System
https://zh.wikipedia.org/wiki/Source_Code_Control_System
http://packages.debian.org/sid/cvs
http://qa.debian.org/popcon.php?package=cvs
http://packages.qa.debian.org/c/cvs.html
https://zh.wikipedia.org/wiki/Concurrent_Versions_System
http://packages.debian.org/sid/subversion
http://qa.debian.org/popcon.php?package=subversion
http://packages.qa.debian.org/s/subversion.html
https://zh.wikipedia.org/wiki/Subversion_(software)
http://packages.debian.org/sid/git
http://qa.debian.org/popcon.php?package=git
http://packages.qa.debian.org/g/git.html
https://zh.wikipedia.org/wiki/Git_(software)
http://packages.debian.org/sid/mercurial
http://qa.debian.org/popcon.php?package=mercurial
http://packages.qa.debian.org/m/mercurial.html
https://zh.wikipedia.org/wiki/Mercurial_(software)
http://packages.debian.org/sid/bzr
http://qa.debian.org/popcon.php?package=bzr
http://packages.qa.debian.org/b/bzr.html
https://zh.wikipedia.org/wiki/Bazaar_(software)
http://www.ubuntu.com/
http://packages.debian.org/sid/darcs
http://qa.debian.org/popcon.php?package=darcs
http://packages.qa.debian.org/d/darcs.html
https://zh.wikipedia.org/wiki/Darcs
http://packages.debian.org/sid/tla
http://qa.debian.org/popcon.php?package=tla
http://packages.qa.debian.org/t/tla.html
https://zh.wikipedia.org/wiki/GNU_arch
http://packages.debian.org/sid/monotone
http://qa.debian.org/popcon.php?package=monotone
http://packages.qa.debian.org/m/monotone.html
https://zh.wikipedia.org/wiki/Monotone_(software)
http://packages.debian.org/sid/tkcvs
http://qa.debian.org/popcon.php?package=tkcvs
http://packages.qa.debian.org/t/tkcvs.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon.php?package=gitk
http://packages.qa.debian.org/g/gitk.html
http://alioth.debian.org/
http://wiki.debian.org/Alioth
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Git CVsS Subversidiy iE

svn
git init cvs init cre create the (local) repository

ate
- cvs login | - login to the remote repository
git clone CVsS co z\én check out the remote repository as the working tree
git pull Ccvs up z\pm update the working tree by merging the remote repository
git add cvs add ;\ég add file(s) in the working tree to the VCS

. svn . . .
git rm CVS rm m remove file(s) in working tree from the VCS
- svn i .

- cvs ci ci commit changes to the remote repository
git commit -a - - commit changes to the local repository
git push - - update the remote repository by the local repository

svn
git status cvs sta display the working tree status from the VCS

status

tus
git diff cvs diff 3\]{2 £ diff <reference_repository> <working_tree>
git repack -a - | ) . . .
d:git prune repack the local repository into single pack
gitk tkcvs tkcvs | GUI display of VCS repository tree

Table 10.12: Comparison of native VCS commands

SUIN

If there is a executable file git-foo in the path specified by $PATH, entring "git foo” without hyphen to the
command line invokes this git-foo. This is a feature of the git command.

N

GUI tools such as tkcvs(1l) and gitk(1) really help you with tracking revision history of files. The web interface
provided by many public archives for browsing their repositories is also quite useful, too.

R’

Git can work directly with different VCS repositories such as ones provided by CVS and Subversion, and provides
the local repository for local changes with git-cvs and git - svn packages. See git for CVS users, and 3 10.6.4

.

VN

Git has commands which have no equivalents in CVS and Subversion: "fetch”, "rebase”, "cherry-pick”, ---

10.6

Git

Git A] AR RMAMFLTIZRCBEENEMER, IBWE, REBERMICTKRABENR, MARUNEMIZIE
CEBEMEER,



http://www.kernel.org/pub/software/scm/git/docs/gitcvs-migration.html
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10.6.1 FE2E Git ZEFiH

fRE]BATE”~/ . gitconfig” BEIRE/LA Git HE FRIJBZEANEF/EE, LLWMRIREIRFHEFHbFHL,

$ git config --global user.name "{#&"
$ git config --global user.email EE-FmR{EihhE

WNRAR=)IREER CVS 8% Subversion %, REIFEEREW T /L NGEH1R,

$ git config --global alias.ci “commit -a”
$ git config --global alias.co checkout

REEBEBELN T ARNRERNEEEE
$ git config --global --list

10.6.2 Git &%
SN THARR.

« man Fff: git(1) (/usr/share/doc/git-doc/git.html)

+ Git P 3 (/usr/share/doc/git-doc/user-manual.html)

. git MAHIE (/usr/share/doc/git-doc/gittutorial.html)

. git MAFFZ: 2P (/usr/share/doc/git-doc/gittutorial-2.html)
« GIT 8—XK 20 NMeERES (/usr/share/doc/git-doc/everyday.html)

« CVS [P M git (/usr/share/doc/git-doc/gitcvs-migration.html)
- WA T EMHEERS, URAMFEENEEM CVs TR Git,

- HERGBRM EFER git FR
- Git - SVN fil {EiR72
— Git A (/usr/share/doc/gitmagic/html/index.html)

git-gui(1) 0 gitk(1) &3S & Git TEIEEBSHFER,

e

AEERESHROFETGE, ME—LTE, 0 gitk(1) RIFFERE, ERERETE git &<,

10.6.3 Git@d

BNMEREY I ERARRRIRAESI RS, £/ git() (FARMEDIIRBIEGRE, DAR—MFNER, B git 7]
BALARTER B LBMEERNERT, SBRINAIRAEMEIN, XEE—L git(l) ERANBNGS,

‘R

With git(1), you work on a local branch with many commits and use something like "git rebase -i master”to
reorganize change history later. This enables you to make clean change history. See git-rebase(1) and git-cherry-
pick(1).



http://www.kernel.org/pub/software/scm/git/docs/git.html
http://www.kernel.org/pub/software/scm/git/docs/user-manual.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial.html
http://www.kernel.org/pub/software/scm/git/docs/gittutorial-2.html
http://www.kernel.org/pub/software/scm/git/docs/everyday.html
http://www.kernel.org/pub/software/scm/git/docs/gitcvs-migration.html
http://git-scm.com/documentation
http://git-scm.com/course/svn.html
http://www-cs-students.stanford.edu/~blynn/gitmagic/
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RHEE ATE NI ES AR
git-doc 1:20 10381 | N/A Git EAXHE
gitmagic 1.2 719 N/A "Git BR”, ZTIERER Git FH
git V259, 1:420 | 28761 | git(7) Git TR, oI E. 2HIBREEZEFRS
gitk V39, I:51 1391 | gitk(1) EHEINEER Git B CEN R a8
git-gui V:3, 1:29 2149 | git-gui(1) Git B2 RE ( LKAEIEE)
git-svn V:2, 1:29 931 gl M Subversion SHEE, SAZR Git
svnimport(1)
git-svn V:2,1:29 931 git-svn(1) 7£ Subversion # Git Z [B]IREXX I IEE
git-cvs V:0, 1:13 1053 | 8¢ M CVS SHEIE, SAZ Git
cvsimport(1)
git-cvs V:0, I:13 1053 gi- export a commit to a CVS checkout from Git
CVSEXpOI‘tCOIIlHllt%(B
git-cvs V:0, 1:13 1053 | 8¢ Git B9 CVS BRS#810138
cvsserver(1)
git-email VO,L13 | 733 ggjﬁ?f)' M Git FRELT HB 14 & i IS B A94h T
stgit V0, I:1 1692 | stg(1) FT3RHAY git (Python)
git- o git- R N
buildpackage V2, I:11 3850 | b dpackage( [)Fﬁ Git BaA%I{E Debian €1
guilt V:0, 1.0 147 guilt(7) 25T git (SH/AWK/SED/-+)
Table 10.13: git X BMH LR
"R

When you want to go back to a clean working directory without loosing the current state of the working directory,

you can use "git stash”. See git-stash(1).

10.6.4 FTF Subversion £EH Git

{REI BAE—NFE”svn+ssh://svn.example.org/project/module/trunk” 8 Subversion & FE H 2 — A ith
B Git B, #/A”./dest” BR, FHIBEXIRZZ[E Subversion ©F, fFI0:

$ git svn clone -s -rHEAD svn+ssh://svn.example.org/project dest

$

$

$

10.6.5

cd dest
. HITIEDR
git commit -a

. BEEAMA git TfF

git svn dcommit

R’

" - rHEAD” BEfSEE 52 fZ A Subversion BERNBNAERZS.

iCRECEH LR Git

fRe]BAER Git TERFTiCREMEEEINFNEERLE, XER—MIF, iLREG3)ICEK"/etc/apt/” AA,

@ BH BB e

cd /etc/apt/

sudo git init
sudo chmod 700 .git
sudo git add .
sudo git commit -a



http://packages.debian.org/sid/git-doc
http://qa.debian.org/popcon.php?package=git-doc
http://packages.qa.debian.org/g/git-doc.html
http://packages.debian.org/sid/gitmagic
http://qa.debian.org/popcon.php?package=gitmagic
http://packages.qa.debian.org/g/gitmagic.html
http://packages.debian.org/sid/git
http://qa.debian.org/popcon.php?package=git
http://packages.qa.debian.org/g/git.html
http://packages.debian.org/sid/gitk
http://qa.debian.org/popcon.php?package=gitk
http://packages.qa.debian.org/g/gitk.html
http://packages.debian.org/sid/git-gui
http://qa.debian.org/popcon.php?package=git-gui
http://packages.qa.debian.org/g/git-gui.html
http://packages.debian.org/sid/git-svn
http://qa.debian.org/popcon.php?package=git-svn
http://packages.qa.debian.org/g/git-svn.html
http://packages.debian.org/sid/git-svn
http://qa.debian.org/popcon.php?package=git-svn
http://packages.qa.debian.org/g/git-svn.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon.php?package=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon.php?package=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-cvs
http://qa.debian.org/popcon.php?package=git-cvs
http://packages.qa.debian.org/g/git-cvs.html
http://packages.debian.org/sid/git-email
http://qa.debian.org/popcon.php?package=git-email
http://packages.qa.debian.org/g/git-email.html
http://packages.debian.org/sid/stgit
http://qa.debian.org/popcon.php?package=stgit
http://packages.qa.debian.org/s/stgit.html
http://packages.debian.org/sid/git-buildpackage
http://packages.debian.org/sid/git-buildpackage
http://qa.debian.org/popcon.php?package=git-buildpackage
http://packages.qa.debian.org/g/git-buildpackage.html
http://packages.debian.org/sid/guilt
http://qa.debian.org/popcon.php?package=guilt
http://packages.qa.debian.org/g/guilt.html
https://zh.wikipedia.org/wiki/Git_(software)
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RXREE, HWiRLXRER,

SR E X HHITIER,

$ cd /etc/apt/

$ sudo git commit -a

RRME, HIBRR, WE(RRTIF,
$ cd /etc/apt/

$ sudo gitk --all

FEEHNEERE,

=z
IE=)

sudo(8) RREMATEEREXH, EEXAHNRNER, WTFEBERAFPNEERE, (FEESM sudo,

S-==
=)

£ EEfIFER chmod 700 .git” aF€, RARMFFPXEBIBEBIHARZZNEZIE,

N
EFNTEWEIRENLIER, BSW etckeeper B: % 9.2.10 1,

10.7 CVS

S TERA.

* cvs(1)

» ?/usr/share/doc/cvs/html-cvsclient”
» ”/usr/share/doc/cvs/html-info”

« ”/usr/share/doc/cvshbook”

e ”info cvs”

10.7.1 Configuration of CVS repository

The following configuration allows commits to the CVS repository only by a member of the ”Src” group, and administration of
CVS only by a member of the ”staff” group, thus reducing the chance of shooting oneself.

# cd /var/lib; umask 002; mkdir cvs
# export CVSROOT=/srv/cvs/project
# cd $CVSROOT

# chown root:src .

# chmod 2775 .

# cvs -d $CVSROOT init

# cd CVSROOT

# chown -R root:staff .

# chmod 2775 .

# touch val-tags

# chmod 664 history val-tags

# chown root:src history val-tags
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"R
You may restrict creation of new project by changing the owner of "$CVSROOT” directory to "root : staff” and its
permission to "3775".

10.7.2 Local access to CVS

The default CVS repository is pointed by ”$CVSROOT”. The following sets up ”$CVSROOT” for the local access.
$ export CVSROOT=/srv/cvs/project

10.7.3 Remote access to CVS with pserver

Many public CVS servers provide read-only remote access to them with account name “anonymous” via pserver service. For
example, Debian web site contents are maintained by webwml project via CVS at Debian alioth service. The following sets up
”$CVSROOT” for the remote access to this CVS repository.

$ export CVSROOT=:pserver:anonymous@anonscm.debian.org:/cvs/webwml
$ cvs login

s
=
Since pserver is prone to eavesdropping attack and insecure, write access is usually disable by server administra-
tors.

10.7.4 Remote access to CVS with ssh

The following sets up ”$CVS_RSH” and ”$CVSROOT” for the remote access to the CVS repository by webwml project with
SSH.

$ export CVS_RSH=ssh
$ export CVSROOT=:ext:account@cvs.alioth.debian.org:/cvs/webwml

You can also use public key authentication for SSH which eliminates the remote password prompt.

10.7.5 Importing a new source to CVS

BINTETREIE~/path/to/modulel” 312 FHIFFAIA R B R,
$ mkdir -p ~/path/to/modulel; cd ~/path/to/modulel

B EERINE]”~/path/to/modulel” FHIFTHIZA IR B R,
Import it to CV'S with the following parameters.

. {RRE: "modulel”

 Vendor tag: "Main-branch” (tag for the entire branch)

* Release tag: "Release-initial” (tag for a specific release)

$ cd ~/path/to/modulel
$ cvs import -m ”Start modulel” modulel Main-branch Release-initial
$ rm -Rf . # optional



http://alioth.debian.org/projects/webwml/
http://alioth.debian.org/projects/webwml/
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10.7.6 File permissions in CVS repository

CVS does not overwrite the current repository file but replaces it with another one. Thus, write permission to the repository
directory is critical. For every new module for “7modulel” in repository at ”/srv/cvs/project”, run the following to
ensure this condition if needed.

# cd /srv/cvs/project

# chown -R root:src modulel
# chmod -R ug+rwX modulel
# chmod 2775 modulel

10.7.7 Work flow of CVS

Here is an example of typical work flow using CVS.
Check all available modules from CVS project pointed by ”$CVSROOT” by the following.

$ cvs rls
CVSROOT
modulel
module2

Checkout “modulel” to its default directory ”. /modulel” by the following.

$ cd ~/path/to
$ cvs co modulel
$ cd modulel

REEBREEINE,
BT RS SREENRT, HFAMBESFER diff -u [repository] [local]”,
$ cvs diff -u

MRENMBCKIFA T file_to_undo” X, MEMMIXEERR TN,
Overwrite »file_to_undo” file with the clean copy from CVS by the following.

$ cvs up -C file_to_undo

Save the updated local source tree to CVS by the following.

$ cvs ci -m “Describe change”

Create and add *file_to_add” file to CVS by the following.

$ vi file_to_add
$ cvs add file_to_add
$ cvs ci -m "Added file_to_add”

Merge the latest version from CVS by the following.
$ cvs up -d

HiDAC filename” FLRYIT, XERE HRMILE,

Look for unmodified code in ”.#filename.version”.

B XA <<<<<<<” F7>>>>>>>7 FIRIGHPRIILEER.
REBERHRBRE,

BT AR — N & HiRE " Release-17,
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$ cvs ci -m "last commit for Release-1”"
$ cvs tag Release-1

PeFIRER I,
BRI FEIRBREHm DX Release-17,

$ cvs tag -d Release-1

Check in changes to CVS by the following.

$ cvs ci -m "real last commit for Release-1"

Re-add the release tag "Release-1” to updated CVS HEAD of main by the following.

$ cvs tag Release-1

Create a branch with a sticky branch tag "Release-initial-bugfixes” from the original version pointed by the tag
”Release-initial” and check it out to ”~/path/to/0ld” directory by the following.

$ cvs rtag -b -r Release-initial Release-initial-bugfixes modulel
$ cd ~/path/to

$ cvs co -r Release-initial-bugfixes -d old modulel

$ cd old

R
Use "-D 2005-12-20" (ISO 8601 date format) instead of "-r Release-initial” to specify particular date as
the branch point.

Work on this local source tree having the sticky tag "Release-initial-bugfixes” which is based on the original version.
MM BE7E"Release-initial-bugfixes” N LT1F... EEIBEMAMAZILES X,
Sync with files modified by others on this branch while creating new directories as needed by the following.

$ cvs up -d

BEEIXXHRERAR,
Check in changes to CVS by the following.

$ cvs ci -m "checked into this branch”

Update the local tree by HEAD of main while removing sticky tag (”-A”) and without keyword expansion (”-kk”) by the
following.

$ cvs up -d -kk -A

Update the local tree (content = HEAD of main) by merging from the ’Release-initial-bugfixes” branch and without
keyword expansion by the following.

$ cvs up -d -kk -j Release-initial-bugfixes
FYRiE2ERARRIPR,
Check in changes to CVS by the following.

$ cvs ci -m "merged Release-initial-bugfixes”
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3 (NG iNCFETELER

$cd ..

$ mv old old-modulel-bugfixes

$ tar -cvzf old-modulel-bugfixes.tar.gz old-modulel-bugfixes
$ rm -rf old-modulel-bugfixes

R
"cvs up” command can take "-d” option to create new directories and "-P” option to prune empty directories.

R
You can checkout only a sub directory of "modulel” by providing its name as "cvs co modulel/subdir”.

option 15EA
-n MR, ZEZM
-t display messages showing steps of cvs activity

Table 10.14: Notable options for CVS commands (use as first argument(s) to cvs(1))

10.7.8 Latest files from CVS

To get the latest files from CVS, use »tomorrow” by the following.

$ cvs ex -D tomorrow module_name

10.7.9 Administration of CVS

Add module alias ”mx” to a CVS project (local server) by the following.

export CVSROOT=/srv/cvs/project

cvs co CVSROOT/modules

cd CVSROOT

echo "mx -a modulel” >>modules

cvs ci -m "Now mx is an alias for modulel”
cvs release -d .

R R T

Now, you can check out “modulel” (alias: “mx”) from CVS to “new” directory by the following.

$ cvs co -d new mx
$ cd new

=z
IE=)

In order to perform above procedure, you should have appropriate file permissions.

10.7.10 Execution bit for CVS checkout

When you checkout files from CVS, their execution permission bit is retained.

Whenever you see execution permission problems in a checked out file, e.g. ”filename”, change its permission in the corre-
sponding CVS repository by the following to fix it.

# chmod ugo-x filename
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10.8 Subversion

Subversion is a recent-generation version control system replacing older CVS. It has most of CVS’s features except tags and
branches.

REELRE subversion, libapache2-svn # subversion-tools R4 ERIEE Subversion AR5 28,

10.8.1 Subversion ZEENEE

subversion R BBEASBNEUFME, FIUGRUAFNERE, FHERTRENUERAE"/srv/svn/
project”,
i INNC N EAVASE

# mkdir -p /srv/svn/project

i3 1 AN ERVEER ()6 )=

# svnadmin create /srv/svn/project

10.8.2 i&iT Apache2 fR532215i5] Subversion

MR R Z A Apache2 AR538817518] Subversion 77, RRAFTIRU TAAIRIERMEERZN T www RS EZ ISR,

# chown -R www-data:www-data /srv/svn/project

7£7/etc/apache2/mods-available/dav_svn.conf” RN (SEUEERF) S0 FE/REVKR L F B B P iAESE)
FEEE.,

<Location /project>
DAV svn
SVNPath /srv/svn/project
AuthType Basic
AuthName ”Subversion repository”
AuthUserFile /etc/subversion/passwd
<LimitExcept GET PROPFIND OPTIONS REPORT>
Require valid-user
</LimitExcept>
</Location>

BT RS eI A P IMEX .

# htpasswd2 -c /etc/subversion/passwd some-username

&3 Apache2,

iBid”http://localhost/project” #1”http://example.com/project” URL 3KiAio] svn(l) A9 Subversion 17
& (RIRIREY web ARS3 2809 URL A”http://example.com/”),

10.8.3 FZZAAiA(] Subversion

WTErREESIAF,LE, BIU0 project, BILAZIIAE]HY Subversion TZ{EREE,

# chmod 2775 /srv/svn/project
# chown -R root:src /srv/svn/project
# chmod -R ug+rwX /srv/svn/project

BT project ARyt A =] Ai50]#E>file: ///1localhost/srv/svn/project” 8 file:///srv/svn/pro
ject” F svn(1) FAJFRF Subversion TFfiEE, {RMNTFE”umask 002” FizfTi&YN svn, svnserve, svnlook 1 svnad
min &<, REE@RAFERIUAE,
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10.8.4 iBid SSH iZ#£i/io] Subversion

P 4ETTLAAE) R Subversion 77 f&ZERY URL J9”example.com:/srv/svn/project”, ZF SSH iflal, {REEGZ7E
svn(1) AFBY”svn+ssh://example.com:/srv/svn/project” URL ih[EE,

10.8.5 Subversion B R4

$+F Subversion Kijft, ¥FZIEFERAEMUINTHERMRFHEN D ZIAIRERTE,

----- modulel
| | -- branches
[ | -- tags
[ | |-- release-1.0
| | ‘-- release-2.0
I I
[ ‘-- trunk
| |-- filel
| |-- file2
[ ‘-- file3
I
‘-- module2
2R
RSTUER"svN copy " I RIFICH ZHIRZE, XH{R Subversion IEFRVICRIXEREN AL RN T & 176E
=[a,

10.8.6 {¥ Subversion E§ A\ — /M HHIE

U AT REIE”~/path/to/modulel” B&1Z T BUFTROAS IR B K,
$ mkdir -p ~/path/to/modulel; cd ~/path/to/modulel

IEXHRINZI"~/path/to/modulel” FHIFRAYAHE B R,
EEZAEZ Subversion FIEHETH B TS,

. {RRA: "modulel”

+ Subversion {ii& URL: "file:///srv/svn/project”

* Subversion B3&: "modulel/trunk”

+ Subversion #73%: "modulel/tags/Release-initial”

$ cd ~/path/to/modulel
$ svn import file:///srv/svn/project/modulel/trunk -m ”Start modulel”

$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <«
-initial

HE, WTAR.

$ svn import ~/path/to/modulel file:///srv/svn/project/modulel/trunk -m ”“Start modulel”
$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <«
-initial

BR
{REEIS A& http:/ /- FI"svn+ssh://. . .7 ZTHIBRH URL RER"file:///" URL,
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10.8.7 Subversion T{E%

X EBLEH{ER Subversion R E[R4EZE i8R T {ERRA,

TN

Client commands offered by the git-svn package may offer alternative work flow of Subversion using the git

command. See £ 10.6.4 T

BEEWN TR URL ”file:///srv/svn/project” $g[EH Subversion IN B A v] FRIEIR,

$ svn list file:///srv/svn/project
modulel
module2

AN TEARIZ H”modulel/trunk” ”modulel” B&.,

$ cd ~/path/to
$ svn co file:///srv/svn/project/modulel/trunk modulel
$ cd modulel

REECREENAE,
BT TAAIRNGSRKQENRE, BEAMEIFMEAdiff -u [repository] [local]”,
$ svn diff

REMBESMIA T”file_to_undo” X, MEMMSIEERZ T,
U0 F ErR~RIF Subversion RRYTF/2EIAREBEE"file_to_undo” X,

$ svn revert file_to_undo

AN T ATRBIEE R EH 7 HAHR B R RTFE] Subversion,

$ svn ci -m ”"Describe change”

AT R RMIEIE file_to_add” XHEFHILERME Subversion,

$ vi file_to_add
$ svn add file_to_add
$ svn ci -m "Added file_to_add”

RINFFrREF LAEFE ILE Subversion FRRIERHTARZA,

$ svn up

HihLA’C filename” F3KHV1T, XBKREHRIINE

BEENXHHRRZ BRI, il filename.r6”, filename. r9” #1”filename.mine” X4,
BRI <<<<<<<” FI7>>>>>>>" RIRIFIHRAILEIER.

BB KRR

BT AR — N & HiRE " Release-17,

$ svn ci -m ”last commit for Release-1”"

$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <«

-1
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R4 AR XA,
RUN TR RBR&E N2 Release-17,
$ svn rm file:///srv/svn/project/modulel/tags/Release-1

HIN T ETRIEER TS Z A\ E Subversion,

$ svn ci -m "real last commit for Release-1”"

RINFFIRTEERHHY Subversion £ FHIEAL EEFHRIN A5 < "Release-17,

$ svn cp file:///srv/svn/project/modulel/trunk file:///srv/svn/project/modulel/tags/Release <«
-1

I FFi/R7E"modulel/tags/Release-initial” BR1ZIEEMRVIMRAEM LB EIE—MN&Z R modulel/
branches/Release-initial-bugfixes” M50, FIEEXHE|"~/path/to/o0ld” BE,

$ svn cp file:///srv/svn/project/modulel/tags/Release-initial file:///srv/svn/project/ «
modulel/branches/Release-initial-bugfixes

$ cd ~/path/to

$ svn co file:///srv/svn/project/modulel/branches/Release-initial-bugfixes old

$ cd old

B
Use "modulel/trunk@{2005-12-20}" (ISO 8601 date format) instead of "modulel/tags/Release-init
ial” to specify particular date as the branch point.

EETRIAMRAR)"’Release-initial -bugfixes” 9 ZHIAHRE Rt £ T 1,
JMBE7E"Release-initial-bugfixes” X ETF... EEIBEHMAMNAZILE S,
BRI T ErRE S B ATELE 9 Sz Eegzhaose s,

$ svn up

REE R AER PR,
HINTETRIERESZ A\ E Subversion,

$ svn ci -m "checked into this branch”

RN T PREF A B R A ETFHRIRE.
$ svn switch file:///srv/svn/project/modulel/trunk

BRI T RBIE &5 "Release-initial-bugfixes” N XA HGRREH AL B R (WE HETFHIRIIRA),

$ svn merge file:///srv/svn/project/modulel/branches/Release-initial-bugfixes

FYmiE 23RN,
U0 F BT R BER T % A\ B Subversion,

$ svn ci -m "merged Release-initial-bugfixes”

3 (NG imNCFETELER

$cd ..

$ mv old old-modulel-bugfixes

$ tar -cvzf old-modulel-bugfixes.tar.gz old-modulel-bugfixes
$ rm -rf old-modulel-bugfixes
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R’
{REEEEAE http: //--" F"svn+ssh://. . .7 IXHENHY URL RER"file:///" URL,

R
®id"svn co file:///srv/svn/project/modulel/trunk/subdir modulel/subdir” &<, {REI
A&t 'modulel” H—NFBEX,

option 15t BR
--dry-run Wi, SRE=m
-V 7R svn ERIIIEAER

Table 10.15: {EfF/EE /Y Subversion A3 LI (EABHE A svn(1) IE—NESE)
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Chapter 11

HIELR IR

TFHERXT Debian 24 LA AMBNEE TEREEXRETRNESR.

Standard based tools are in very good shape but support for proprietary data formats are limited.

111 NAPEERHRTE

MR AEIEERTE,

wHE MATE NES: iE 1iBH

1ibc6 V:933,1:999 | 10679 | Ef5EE text encoding converter between locales by iconv(1)
(fundamental)

recode V5, 1:35 608 charset+eol text encpdmg converter between locales (versatile,
more aliases and features)

konwert V:2,1:58 123 FRAE text encoding converter between locales (fancy)

nkf Vi, I:11 346 FHE character set translator for Japanese

tcs V:0, I:0 479 FHE character set translator

unaccent V:0, I:0 36 FE replace accented letters by their unaccented equivalent
text format converter between DOS and Unix:

tofrodos V:2,1:35 50 eol fromdos(1) and todos(1)

macutils V:0, I:1 208 col text format converter between Macintosh and Unix:
frommac(1) and tomac(1)

Table 11.1: X AR T AR

11.1.1 A iconv s S RIERN A

’R
iconv(1) 2 1libce MHE B —EB5 F EER ATESE Unix FIR % L IRFHFII4RD,

fREETSIBIL YN T AYER < A iconv(1) SREEIR X A HAY4RED,

$ iconv -f encodingl -t encoding2 input.txt >output.txt

MIBERXNNEFERN, BRERKHNZE “-7 f “_", "JUERA “iconv -1" S EXRIFAIRI,
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Ymt3{E Bx
ASCIT ZEEERRINERE, 7 RBAFTEERS
UTF-8 BHTFFEIREFRAANZSESINE
ISO-8859-1 [HROAARRIESinE, ASCII+ EERS
1SO-8859-2 B ZRRRIES fnE, ASCIL+ ER TS
1SO-8859-15 [HI R BT SRIARIES in/E (1SO-8859-1)

code page 850, FATABKIESHITAEX DOS BT BB NFH,
1SO-8859-1 M 1A

CP932 code page 932, Microsoft Windows style Shift-JIS variant for Japanese
code page 936, AT EIFRPXIIFEIKIEERZNXIZR GB2312,

CP850

P95 GBK 3# GB18030 91K
CP949 code page 949, FITEFHIBRIRMIRIEERZLZXIZE) EUC-KR &
Unified Hangul Code F9ZZ{A
CP950 code page 950, FAATFERPXXBIRIRETE R A NIERT Bigs FIZR&K
CP1251 code page 1251, AT HERFENRMIREFERZAGZXIZFIRG
CP125 code page 1252, FIFAARIESHIRERIRERAZXIZE
1SO-8859-15 H9 5K
KOI8-R ATRERFEHEMRE UNIX E
ISO-2022-JP standard encoding for Japanese email which uses only 7 bit codes
old Japanese UNIX standard 8 bit code and completely different from
eucJP .
Shift-JIS
Shift-JIS JIS X 0208 Appendix 1 standard for Japanese (see CP932)
Table 11.2: ZmR3{EFNIAERIFIR
E =)

—LLEBRH ARG, EREMENESTE0E (B 831 ),

& ASCII # 1SO-8859 X ERTRFTHFNE, FHRLBNFNE/LFENRR—4SE.

For character sets with many characters such as JIS X 0213 for Japanese or Universal Character Set (UCS, Unicode, ISO-10646-1)
for practically all languages, there are many encoding schemes to fit them into the sequence of the byte data.

» EUC and ISO/IEC 2022 (also known as JIS X 0202) for Japanese
« Unicode B9 UTF-8, UTF-16/UCS-2 1 UTF-32/UCS-4 4&f3

WFCA B, FREMFHRILGZEIRERENX,

The code page is used as the synonym to the character encoding tables for some vendor specific ones.

R

Please note most encoding systems share the same code with ASCII for the 7 bit characters. But there are some
exceptions. If you are converting old Japanese C programs and URLs data from the casually-called shift-JIS
encoding format to UTF-8 format, use "CP932" as the encoding name instead of "shift - JIS” to get the expected
results: @x5C — "\” and Ox7E - "~". Otherwise, these are converted to wrong characters.

R=
recode(1) th e BE#E {EE A FH B ARXIXZ iconv(l), fromdos(1), todos(1), frommac(1l) 1 tomac(1) IHEERILES., 18
ERIF[ESER, HEN"info recode’,
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https://zh.wikipedia.org/wiki/Code_page_950
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https://zh.wikipedia.org/wiki/Shift_JIS
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11.1.2 Hiconv iBENXHR N E UTF-8 frig

{REEMBEIL I T AL A iconv(l) SKIEE— M AXGZAZH UTF-8 fwigH,
$ iconv -f utf8 -t utf8 input.txt >/dev/null || echo "non-UTF-8 found”

-UIN
£ LI FHER"- -verbose” SERILEIFE— non-UTF-8 F1¥,

11.1.3 Converting file names with iconv

Here is an example script to convert encoding of file names from ones created under older OS to modern UTF-8 ones in a single
directory.

#1/bin/sh

ENCDN=1is0-8859-1

for x in *;

do

mv "$x” "$(echo "$x” | iconv -f $ENCDN -t utf-8)”
done

The "$ENCDN?” variable specifies the original encoding used for file names under older OS as in & 11.2.

For more complicated case, please mount a filesystem (e.g. a partition on a disk drive) containing such file names with proper
encoding as the mount(8) option (see 55 8.3.6 T7) and copy its entire contents to another filesystem mounted as UTF-8 with ”cp
-a” command.

11.1.4 EOL conversion

The text file format, specifically the end-of-line (EOL) code, is dependent on the platform.

platform EOL code control| decimal hexadecimal
Debian (unix) LF ~J 10 0A

MSDOS and CR-LF M3 | 1310 0D 0A
Windows

Apple’s Macintosh CR "M 13 0D

Table 11.3: List of EOL styles for different platforms

The EOL format conversion programs, fromdos(1), todos(1), frommac(1), and tomac(1), are quite handy. recode(1) is also useful.

ES—
Some data on the Debian system, such as the wiki page data for the python-moinmoin package, use MSDOS
style CR-LF as the EOL code. So the above rule is just a general rule.

R
Most editors (eg. vim, emacs, gedit, ---) can handle files in MSDOS style EOL transparently.

R

Theuseof"sed -e ’"/\r$/!s/$/\r/’"instead of todos(1) is better when you want to unify the EOL style to the
MSDOS style from the mixed MSDOS and Unix style. (e.g., after merging 2 MSDOS style files with diff3(1).) This
is because todos adds CR to all lines.
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11.1.5 TAB 5

XEBH ik TAB KBHELT A,

IhgE bsdmainutils coreutils
EFRIRTT BR=HE "col -x” expand
NE=TRT BRGIRT *col -h” unexpand

Table 11.4: bsdmainutils # coreutils BB FiEi TAB G STIER

indent BHAY indent(1) L EEWBE IR NL C BFHIITIE,

90 vim ¥ emacs XM GRIB A ] A#E BRI B TAB, FAZ vim Kijit, {REE2IZINFEMAN":set expandtab”
F”:%retab” ¥ RY B TAB, {RBEJLARRIRFEA %set noexpandtab” FI”:%retab” L RER,

11.1.6 B EMNERINEEN RIS
18 vim XIS ES BedmiE SRR 2 AR X B BB Y 3 B A 3 M IR 3 2R G LA R AT Al ST K, R TE 245 UTF-8
YRIDEIEEI & EHTE UTF-8 IME T EAIX LRI SR A B R IR A,

A latinl ( is0-8859-1) 4mAL7ZAiEHIIHFEERIBESHY Unix XANX Y, “u-file.txt”, BEETUW FTF/RAOA vim 258
YmiE,

$ vim u-file.txt

X RTRERIE Jo vim B4 4mEE B oA ML B FERE X2 UTF-8 4wtd, MREW T, MWEREER latinl frid,
BA latin2 (iso-8859-2 ) fRIBTFAiEAYIHR=1E/Y Unix XAXH, “pu-file.txt”, BEBITUNTFAT/RAIA vim 48,

$ vim '+e ++enc=latin2 pu-file.txt’

An old Japanese unix text file, ”ju-file. txt”, stored in the eucJP encoding can be edited with vim by the following.

$ vim ’'+e ++enc=eucJP ju-file.txt’

An old Japanese MS-Windows text file, >jw-file.txt”, stored in the so called shift-JIS encoding (more precisely: CP932)
can be edited with vim by the following.

$ vim ’"+e ++enc=CP932 ++ff=dos jw-file.txt’
When a file is opened with ”++enc” and ”++ff” options, ”:w” in the Vim command line stores it in the original format and

overwrite the original file. You can also specify the saving format and the file name in the Vim command line, e.g., ”:w ++enc=
utf8 new.txt”.

Please refer to the mbyte.txt “multi-byte text support” in vim on-line help and & 11.2 for locale values used with ”++enc”.

The emacs family of programs can perform the equivalent functions.

11.1.7 Plain text extraction

The following reads a web page into a text file. This is very useful when copying configurations off the Web or applying basic
Unix text tools such as grep(1) on the web page.

$ w3m -dump http://www.remote-site.com/help-info.html >textfile

B, (RETLAERIN TR T EMNE MR AR,
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RG] ATE X | XEiE Ihge
35 _ 3 N ‘\ x
w3m Vi212,1:813 | 2294 | html - text ?; wam -dump” 8538 HTML 5t 33X ARYFe IR
html2text V:21,1.74 258 html - text advanced HTML to text converter (ISO 8859-1)
35 _ 5 AN 3 E
1ynx Vi32,1:104 | 1901 | html text fﬁgéy”x dump” 85715 HIML {6 33X AR
B2 3 _ 2 N “ K
elinks V:14,1:32 | 1587 | html - text ?;};;glnks dump” &35 HIML 35t J3 XX A
» 4 - E N “ A
links Vi17,1:46 | 2149 | html— text ;?e%élnks dump” #5215 HTML $&fE 0 XX AR
» 4 _ 1y NN ‘\ £
links2 V2, 1:17 5392 | html - text ?;};;;ksz dump” 85715 HIML 32t J3 XX A
antiword V:6, 1:14 623 MSWord - text, B& ¥ MSWord X EIZE 3T A5} ps X5
catdoc V:27,1:45 676 MSWord — text, ¥&X, MSWord X & 2 ZE 3 A~8%, TeX X 15
pstotext V4, 1.7 126 ps/pdf —text | extract text from PostScript and PDF files
unhtml V:0, 1.0 42 html - text M—4~ HTML XHFEEMFRRiCine
odt2txt V:3,1:6 53 odt - text MRABS BRI B A BN RFEN R

Table 11.5: A FRENAX AR T RIIER

11.1.8 SEFIENICA S ARLIE
{RET BT N F BT RE SRS = A S SR SR,

11.2 XML #3iE

The Extensible Markup Language (XML) is a markup language for documents containing structured information.

See introductory information at XML.COM.

* "What is XML?”

* "What Is XSLT?”

* "What Is XSL-FO?”
* "What Is XLink?”

11.2.1 Basic hints for XML

XML text looks somewhat like HTML. It enables us to manage multiple formats of output for a document. One easy XML system
is the docbook - xs1 package, which is used here.

Each XML file starts with standard XML declaration as the following.

<?xml version="1.0" encoding="UTF-8"?>

The basic syntax for one XML element is marked up as the following.

<name attribute="value”>content</name>

XML element with empty content is marked up in the following short form.

<name attribute="value”/>



http://packages.debian.org/sid/w3m
http://qa.debian.org/popcon.php?package=w3m
http://packages.qa.debian.org/w/w3m.html
http://packages.debian.org/sid/html2text
http://qa.debian.org/popcon.php?package=html2text
http://packages.qa.debian.org/h/html2text.html
http://packages.debian.org/sid/lynx
http://qa.debian.org/popcon.php?package=lynx
http://packages.qa.debian.org/l/lynx.html
http://packages.debian.org/sid/elinks
http://qa.debian.org/popcon.php?package=elinks
http://packages.qa.debian.org/e/elinks.html
http://packages.debian.org/sid/links
http://qa.debian.org/popcon.php?package=links
http://packages.qa.debian.org/l/links.html
http://packages.debian.org/sid/links2
http://qa.debian.org/popcon.php?package=links2
http://packages.qa.debian.org/l/links2.html
http://packages.debian.org/sid/antiword
http://qa.debian.org/popcon.php?package=antiword
http://packages.qa.debian.org/a/antiword.html
http://packages.debian.org/sid/catdoc
http://qa.debian.org/popcon.php?package=catdoc
http://packages.qa.debian.org/c/catdoc.html
http://packages.debian.org/sid/pstotext
http://qa.debian.org/popcon.php?package=pstotext
http://packages.qa.debian.org/p/pstotext.html
http://packages.debian.org/sid/unhtml
http://qa.debian.org/popcon.php?package=unhtml
http://packages.qa.debian.org/u/unhtml.html
http://packages.debian.org/sid/odt2txt
http://qa.debian.org/popcon.php?package=odt2txt
http://packages.qa.debian.org/o/odt2txt.html
https://zh.wikipedia.org/wiki/XML
http://xml.com/
http://www.xml.com/pub/a/98/10/guide0.html
http://xml.com/pub/a/2000/08/holman/index.html
http://xml.com/pub/a/2002/03/20/xsl-fo.html
http://xml.com/pub/a/2000/09/xlink/index.html
https://zh.wikipedia.org/wiki/HTML
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REE TR WNES: L 1iBH

. . T Vim MACRO to convert source code to HTML with
vim-runtime V20, 1:433 27580 | =5 ”:source $VIMRUNTIME/syntax/html.vim”
cxref V0, 1:0 1174 | c—html K C T2 2] latex 1 HTML FU3EIREE (C1ES )
src2tex V:0, 1.0 622 ST ERITZRERBE TeX (CES
source- convert many source codes to HTML, XHTML,
highliaht V1, 1.7 2008 =25 LaTeX, Texinfo, ANSI color escape sequences and

ghiig DocBook files with highlight (C++)
- - T — BT ZERBIF A= E R HTML,
highlight Vi1, 116 N7 &R XHTML, RTF, LaTeX, TeX or XSL-FO X, (C++)
grc V:0, I:2 104 text — color generic colouriser for everything (Python)
txt2html V:0, [:4 296 text — html XAZE] HTML %28 (Perl)
markdown V:0, 1.7 56 text - html Errl)e:;ll()down text document formatter to (X)HTML
asciidoc V0, I:14 63 text  any AsciiDoc text document formatter to XML/HTML
(Python)

pandoc V4, 1:26 69422 | text—any general markup converter (Haskell)

pyt hor_1 - Vi1, 1:569 1725 text - any ReStructured Text document formatter to XML

docutils (Python)
document conversion from text to HTML, SGML,

txt2tags V0, I:1 951 text — any LaTeX, man page, MoinMoin, Magic Point and
PageMaker (Python)

udo V:0, 1:0 569 text  any universal document - text processing utility (C
language)

stx2any V:0, 10 264 text » any document converter from structured plain text to other
formats (m4)

restoweb V:0, 1:0 596 text » html document converter from ReStructured Text to html
(Python)

aft V:0, I:0 235 text —» any ”free form” document preparation system (Perl)

yod1 V:0, 1:0 547 text  any pre-document language and tools to process it (C
language)

sdf V:0, I:0 1445 text — any simple document parser (Perl)

sisu V:0, 1:0 5338 text  any document structuring, publishing and search

framework (Ruby)

Table 11.6: ERAXALIFENTRIIE



http://packages.debian.org/sid/vim-runtime
http://qa.debian.org/popcon.php?package=vim-runtime
http://packages.qa.debian.org/v/vim-runtime.html
http://packages.debian.org/sid/cxref
http://qa.debian.org/popcon.php?package=cxref
http://packages.qa.debian.org/c/cxref.html
http://packages.debian.org/sid/src2tex
http://qa.debian.org/popcon.php?package=src2tex
http://packages.qa.debian.org/s/src2tex.html
http://packages.debian.org/sid/source-highlight
http://packages.debian.org/sid/source-highlight
http://qa.debian.org/popcon.php?package=source-highlight
http://packages.qa.debian.org/s/source-highlight.html
http://packages.debian.org/sid/highlight
http://qa.debian.org/popcon.php?package=highlight
http://packages.qa.debian.org/h/highlight.html
http://packages.debian.org/sid/grc
http://qa.debian.org/popcon.php?package=grc
http://packages.qa.debian.org/g/grc.html
http://packages.debian.org/sid/txt2html
http://qa.debian.org/popcon.php?package=txt2html
http://packages.qa.debian.org/t/txt2html.html
http://packages.debian.org/sid/markdown
http://qa.debian.org/popcon.php?package=markdown
http://packages.qa.debian.org/m/markdown.html
http://packages.debian.org/sid/asciidoc
http://qa.debian.org/popcon.php?package=asciidoc
http://packages.qa.debian.org/a/asciidoc.html
http://packages.debian.org/sid/pandoc
http://qa.debian.org/popcon.php?package=pandoc
http://packages.qa.debian.org/p/pandoc.html
http://packages.debian.org/sid/python-docutils
http://packages.debian.org/sid/python-docutils
http://qa.debian.org/popcon.php?package=python-docutils
http://packages.qa.debian.org/p/python-docutils.html
http://packages.debian.org/sid/txt2tags
http://qa.debian.org/popcon.php?package=txt2tags
http://packages.qa.debian.org/t/txt2tags.html
http://packages.debian.org/sid/udo
http://qa.debian.org/popcon.php?package=udo
http://packages.qa.debian.org/u/udo.html
http://packages.debian.org/sid/stx2any
http://qa.debian.org/popcon.php?package=stx2any
http://packages.qa.debian.org/s/stx2any.html
http://packages.debian.org/sid/rest2web
http://qa.debian.org/popcon.php?package=rest2web
http://packages.qa.debian.org/r/rest2web.html
http://packages.debian.org/sid/aft
http://qa.debian.org/popcon.php?package=aft
http://packages.qa.debian.org/a/aft.html
http://packages.debian.org/sid/yodl
http://qa.debian.org/popcon.php?package=yodl
http://packages.qa.debian.org/y/yodl.html
http://packages.debian.org/sid/sdf
http://qa.debian.org/popcon.php?package=sdf
http://packages.qa.debian.org/s/sdf.html
http://packages.debian.org/sid/sisu
http://qa.debian.org/popcon.php?package=sisu
http://packages.qa.debian.org/s/sisu.html
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The ”attribute="value”” in the above examples are optional.
The comment section in XML is marked up as the following.

<!-- comment -->

Other than adding markups, XML requires minor conversion to the content using predefined entities for following characters.

predefined entity character to be converted into
&quot; 1 quote

&apos; ": apostrophe

&1t; <: less-than

&gt; > : greater-than

&amp; & : ampersand

Table 11.7: List of predefined entities for XML

@ VIR

"<” or "&” can not be used in attributes or elements.

IR
When SGML style user defined entities, e.g. "&some-tag:”, are used, the first definition wins over others. The
entity definition is expressed in "<!ENTITY some-tag "entity value”>".

R

As long as the XML markup are done consistently with certain set of the tag name (either some data as content or
attribute value), conversion to another XML is trivial task using Extensible Stylesheet Language Transformations
(XSLT).

11.2.2 XML processing

There are many tools available to process XML files such as the Extensible Stylesheet Language (XSL).

Basically, once you create well formed XML file, you can convert it to any format using Extensible Stylesheet Language Trans-
formations (XSLT).

The Extensible Stylesheet Language for Formatting Objects (XSL-FO) is supposed to be solution for formatting. The fop
package is new to the Debian main archive due to its dependence to the Java programing language. So the LaTeX code is usually
generated from XML using XSLT and the LaTeX system is used to create printable file such as DVI, PostScript, and PDF.

Since XML is subset of Standard Generalized Markup Language (SGML), it can be processed by the extensive tools available
for SGML, such as Document Style Semantics and Specification Language (DSSSL).

-UN
GNOME's yelp is sometimes handy to read DocBook XML files directly since it renders decently on X.



https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/Extensible_Stylesheet_Language
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Transformations
https://zh.wikipedia.org/wiki/XSL_Formatting_Objects
https://zh.wikipedia.org/wiki/Java_(programming_language)
https://zh.wikipedia.org/wiki/SGML
https://zh.wikipedia.org/wiki/Document_Style_Semantics_and_Specification_Language
https://zh.wikipedia.org/wiki/GNOME
https://zh.wikipedia.org/wiki/DocBook
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B TATE NES: 1G] 1iBH
docbook-xml 1:530 2131 xml XML document type definition (DTD) for DocBook
) . XSLT command line processor (XML - XML,
xsltproc V:15, 1:120 149 xslt HTML, plain text, etc.)
docbook-xs1 V:15,1:231 | 14998 | xml/xslt XSL stylesheets for processing DocBook XML to
various output formats with XSLT
xmlto V:3, 1:37 126 xml/xslt XML-to-any converter with XSLT
dbtoepub V:0, I:1 71 xml/xslt DocBook XML to .epub converter
dblatex Vi6, 1:25 4639 <ml/xslt convert Docb.ook files to DVI, PostScript, PDF
documents with XSLT
fop V:3, I:53 64 xml/xsl-fo convert Docbook XML files to PDF
Table 11.8: List of XML tools
ERES) ATE NES: iE L]
openjade Vi3, 1:36 988 dsss] ISO/IEC 10179:1996 standard DSSSL processor
(latest)
openjade1.3 V:0, 1:0 NOT_FOUEND iir?e/il)ic 10179:1996 standard DSSSL processor (1.3.x
jade V:0, I:111 NOT_FOtrNdD James Clark’s original DSSSL processor (1.2.x series)
docbook-dsssl Vi2, 1:39 2604 <ml/dsss] DSSSL stylesheets for processing DocBook XML to
various output formats with DSSSL
utilities for DocBook files including conversion to
docbook-utils V1, 1:27 281 xml/dsssl other formats (HTML, RTF, PS, man, PDF) with
docbook2* commands with DSSSL
sgm12x V:0, 1:0 90 SGML/dsssl converter from SGML and XML using DSSSL
stylesheets
Table 11.9: List of DSSSL tools
BRES) TATE NES: L 1iBA
Wy V6, 1:9 717 MSWord  any document converter from Microsoft Word to HTML,
LaTeX, etc.
texi2html V:0, I:10 1832 texi — html converter from Texinfo to HTML
man2html V:0, .3 141 manpage — htmlconverter from manpage to HTML (CGI support)
tex4ht V1, 1:22 36 tex o html converter between (La)TeX and HTML
unrtf V2, I:4 145 rtf - html document converter from RTF to HTML, etc
info2www V:3, 1.4 156 info - html converter from GNU info to HTML (CGI support)
T converter from OpenOffice.org SXW documents to
0o002dbk V0, I:.1 217 sxw — xml DocBook XML
WordPerfect 5.0 and 5.1 files to TeX, LaTeX, troff,
wp2x V:0, I:0 215 WordPerfect | AN 11 and HTML
doclifter V:0, I.0 457 troff - xml converter from troff to DocBook XML
Table 11.10: List of XML data extraction tools
ERES TATE NES: 1G] 1iBH
libxml2-utils | V:24,1:318 | 177 | xmlehtmlo xht?ﬁfnma“d fine XML tool with xmilint(1) (syntax
check, reformat, lint, -**)
tidy V2, 1:17 83 xml o html  xh#iI'ML syntax checker and reformatter

Table 11.11: List of XML pretty print tools



http://packages.debian.org/sid/docbook-xml
http://qa.debian.org/popcon.php?package=docbook-xml
http://packages.qa.debian.org/d/docbook-xml.html
http://packages.debian.org/sid/xsltproc
http://qa.debian.org/popcon.php?package=xsltproc
http://packages.qa.debian.org/x/xsltproc.html
http://packages.debian.org/sid/docbook-xsl
http://qa.debian.org/popcon.php?package=docbook-xsl
http://packages.qa.debian.org/d/docbook-xsl.html
http://packages.debian.org/sid/xmlto
http://qa.debian.org/popcon.php?package=xmlto
http://packages.qa.debian.org/x/xmlto.html
http://packages.debian.org/sid/dbtoepub
http://qa.debian.org/popcon.php?package=dbtoepub
http://packages.qa.debian.org/d/dbtoepub.html
http://packages.debian.org/sid/dblatex
http://qa.debian.org/popcon.php?package=dblatex
http://packages.qa.debian.org/d/dblatex.html
http://packages.debian.org/sid/fop
http://qa.debian.org/popcon.php?package=fop
http://packages.qa.debian.org/f/fop.html
http://packages.debian.org/sid/openjade
http://qa.debian.org/popcon.php?package=openjade
http://packages.qa.debian.org/o/openjade.html
http://packages.debian.org/sid/openjade1.3
http://qa.debian.org/popcon.php?package=openjade1.3
http://packages.qa.debian.org/o/openjade1.3.html
http://packages.debian.org/sid/jade
http://qa.debian.org/popcon.php?package=jade
http://packages.qa.debian.org/j/jade.html
http://packages.debian.org/sid/docbook-dsssl
http://qa.debian.org/popcon.php?package=docbook-dsssl
http://packages.qa.debian.org/d/docbook-dsssl.html
http://packages.debian.org/sid/docbook-utils
http://qa.debian.org/popcon.php?package=docbook-utils
http://packages.qa.debian.org/d/docbook-utils.html
http://packages.debian.org/sid/sgml2x
http://qa.debian.org/popcon.php?package=sgml2x
http://packages.qa.debian.org/s/sgml2x.html
http://packages.debian.org/sid/wv
http://qa.debian.org/popcon.php?package=wv
http://packages.qa.debian.org/w/wv.html
http://packages.debian.org/sid/texi2html
http://qa.debian.org/popcon.php?package=texi2html
http://packages.qa.debian.org/t/texi2html.html
http://packages.debian.org/sid/man2html
http://qa.debian.org/popcon.php?package=man2html
http://packages.qa.debian.org/m/man2html.html
http://packages.debian.org/sid/tex4ht
http://qa.debian.org/popcon.php?package=tex4ht
http://packages.qa.debian.org/t/tex4ht.html
http://packages.debian.org/sid/unrtf
http://qa.debian.org/popcon.php?package=unrtf
http://packages.qa.debian.org/u/unrtf.html
http://packages.debian.org/sid/info2www
http://qa.debian.org/popcon.php?package=info2www
http://packages.qa.debian.org/i/info2www.html
http://packages.debian.org/sid/ooo2dbk
http://qa.debian.org/popcon.php?package=ooo2dbk
http://packages.qa.debian.org/o/ooo2dbk.html
http://packages.debian.org/sid/wp2x
http://qa.debian.org/popcon.php?package=wp2x
http://packages.qa.debian.org/w/wp2x.html
http://packages.debian.org/sid/doclifter
http://qa.debian.org/popcon.php?package=doclifter
http://packages.qa.debian.org/d/doclifter.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon.php?package=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
http://packages.debian.org/sid/tidy
http://qa.debian.org/popcon.php?package=tidy
http://packages.qa.debian.org/t/tidy.html
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11.2.3 The XML data extraction

You can extract HTML or XML data from other formats using followings.

Fornon-XML HTML files, you can convert them to XHTML which is an instance of well formed XML. XHTML can be processed
by XML tools.

Once proper XML is generated, you can use XSLT technology to extract data based on the mark-up context etc.

11.3 HEhR

Unix E#Y troff IRFRYIZHE AT&T KB RN, sJARAMEREHR, NAERARCEFMIL

Donald Knuth & BAfY Tex 2IEFE @ AAHER TR B 2L R L8945 E, =YIZ2H Leslie Lamport FF &8 LaTex {15
B] AR A5 EIIR A Tex BY5EKINEE,

RER MITE KAV | xHEiE )]
texIlive V6, 1:69 68 (La)TeX BHTHIR, FARFIFTENR TeX 25
groff V7, 1:151 9362 | troff GNU woff X XX EER

Table 11.12: HERR TE/ZIR

11.3.1 roff HERR

BRENX L, roff  Unix EXFBHIXALIEBR G, S0 roff(7), groff(7), groff(1), grotty(1), troff(1), groff_mdoc(7),
groff_man(7), groff_ms(7), groff_me(7), groff mm(7) #1”info groff~,

You can read or print a good tutorial and reference on ”-me” macro in ”/usr/share/doc/groff/” by installing the groff
package.

B
"groff -Tascii -me -" produces plain text output with ANSI escape code. If you wish to get manpage like
output with many "H” and ”_", use "GROFF_NO_SGR=1 groff -Tascii -me -"instead.

"R
To remove "H” and ”_" from a text file generated by groff, filter it by "col -b -x".

11.3.2 TeX/LaTeX

The TeX Live software distribution offers a complete TeX system. The tex1ive metapackage provides a decent selection of
the TeX Live packages which should suffice for the most common tasks.

XEBIFZFIAR TeX #l LaTeX ISEHEH,

* The teTeX HOWTO: The Linux-teTeX Local Guide
 tex(1)

* latex(1)

* texdoc(1)



https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://packages.debian.org/sid/texlive
http://qa.debian.org/popcon.php?package=texlive
http://packages.qa.debian.org/t/texlive.html
http://packages.debian.org/sid/groff
http://qa.debian.org/popcon.php?package=groff
http://packages.qa.debian.org/g/groff.html
https://zh.wikipedia.org/wiki/Roff
https://zh.wikipedia.org/wiki/Macro_(computer_science)
https://zh.wikipedia.org/wiki/转义序列
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX_Live
https://zh.wikipedia.org/wiki/TeX
https://zh.wikipedia.org/wiki/LaTeX
http://www.tldp.org/HOWTO/TeTeX-HOWTO.html

Debian &% Fif} 238/ 260

* texdoctk(1)
+ ”The TeXbook”, fEZ& Donald E. Knuth, (Addison-Wesley)
« ”LaTeX - A Document Preparation System”, {fE& Leslie Lamport, (Addison-Wesley)

+ ”The LaTeX Companion”, fE# Goossens, Mittelbach, Samarin, (Addison-Wesley)

This is the most powerful typesetting environment. Many SGML processors use this as their back end text processor. Lyx
provided by the 1yx package and GNU TeXmacs provided by the texmacs package offer nice WYSIWYG editing environment
for LaTeX while many use Emacs and Vim as the choice for the source editor.

B HE4RREFE,

» TEX Live Guide - TEX Live 2007 (*/usr/share/doc/texlive-doc-base/english/texlive-en/live.html”)
(texlive-doc-base &)

« Latex/Lyx By— M B $E35|

« £ LaTeX #1TXFAIE

- teTeX/LaTeX HYASHIFH F155|

When documents become bigger, sometimes TeX may cause errors. You must increase pool size in ”/etc/texmf/texmf.
cnf” (or more appropriately edit ”/etc/texmf/texmf.d/95NonPath” and run update-texmf(8)) to fix this.

EE
The TeX source of "The TeXbook” is available at http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex.
This file contains most of the required macros. | heard that you can process this document with tex(1) after com-
menting lines 7 to 10 and adding "\input manmac \proofmodefalse”. It's strongly recommended to buy this
book (and all other books from Donald E. Knuth) instead of using the online version but the source is a great

example of TeX input!

11.3.3 EXRIFTENFARDT

REEBAIMN TERE— e STEITEIN LiZ= A TENFM T,

$ man -Tps some_manpage | lpr
$ man -Tps some_manpage | mpage -2 | lpr

The second example prints 2 pages on one sheet.

11.3.4 €IEFMni

RERL woff ZXNEFMIT (manpage ) AJEER), XEXRZE—LIHBMEFEATLIZFMIL,

11.4 OJENRIAYEIE

Printable data is expressed in the PostScript format on the Debian system. Common Unix Printing System (CUPS) uses Ghostscript
as its rasterizer backend program for non-PostScript printers.



https://zh.wikipedia.org/wiki/Standard_Generalized_Markup_Language
https://zh.wikipedia.org/wiki/Lyx
https://zh.wikipedia.org/wiki/GNU_TeXmacs
https://zh.wikipedia.org/wiki/WYSIWYG
https://zh.wikipedia.org/wiki/LaTeX
https://zh.wikipedia.org/wiki/Emacs
https://zh.wikipedia.org/wiki/Vim_(text_editor)
http://www.stat.rice.edu/~helpdesk/howto/lyxguide.html
http://www-h.eng.cam.ac.uk/help/tpl/textprocessing/latex_basic/latex_basic.html
http://supportweb.cs.bham.ac.uk/documentation/LaTeX/lguide/local-guide/local-guide.html
http://tug.ctan.org/tex-archive/systems/knuth/dist/tex/texbook.tex
https://zh.wikipedia.org/wiki/Troff
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
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RHEe TR NNRIES: G L]

docbook-to-man V:1,1:18 179 ;Gﬂl;}/[ ;_) man - nverter from DocBook SGML into roff man macros
text —» man = i e = A

help2man V:0, I:9 454 M BT --help S BEMNEMFHRIIN TR

. info - man o= om

info2man V:0, 1:0 134 EWE #1% GNU info 2l POD X F M DTIRV4E 128
text — man w . &

txt2man V0, I:1 65 EWF IBLnRER) ASCI XAEE(L A FMTIR

Table 11.13: EIEZFMIIMTHEIIR

ERES] MATE XV | EHEA

ghostscript V:123,1:686 | 225 GPL Ghostscript PostScript/PDF f##% 25

ghostscript-x V:25,1:76 211 GPL Ghostscript PostScript/PDF f#35zs-X B/~ 5

libpoppler64 V:45, 1:109 3214 PDF rendering library forked from the xpdf PDF viewer

éigggppler - Vi233,1:525 | 435 | PDFB%E (EF Glib WHERE)

poppler-data V:96, 1:669 12123 | CMaps for PDF rendering library (for CJK support: Adobe-*)

Table 11.14: Ghostscript PostScript f#FE 28713

11.4.1 Ghostscript

REIE T ENRIRY KB AYAZ I Ghostscript PostScript fEF%28, EBETERM MBI,

The latest upstream Ghostscript from Artifex was re-licensed from AFPL to GPL and merged all the latest ESP version changes
such as CUPS related ones at 8.60 release as unified release.

SN

"gs -h" BEfEE /R Ghostscript WEEEEE,

11.4.2 EHE PS 5 PDF &

{REETS{EFD Ghostscript FAY gs(1) SREFH A PostScript(PS) BRI BIEN1H1&I (PDF) X4,

S -q -dNOPAUSE -dBATCH -sDEVICE=pswrite -sOutputFile=bla.ps -f fool.ps foo02.ps
S -q -dNOPAUSE -dBATCH -sDEVICE=pdfwrite -sOutputFile=bla.pdf -f fool.pdf foo2.pdf

JES=}
PDF RRERI MBEFEArIENRIMEBIERIN, EARLRFTE —LEIMFUENT RBIEYE T8 PS 1824,
R

WFaRLITRIL, psmerge(l) F psutils BHREMGHSERIE PostScript XM 2EBRAM, pdftk B2H/
pdftk(1) 7E4LIE PDF XHERIEHERIERRIF AR,

11.4.3 RIEFJENRIFGEI TR
T RAERTENRISIEM TSR,



http://packages.debian.org/sid/docbook-to-man
http://qa.debian.org/popcon.php?package=docbook-to-man
http://packages.qa.debian.org/d/docbook-to-man.html
http://packages.debian.org/sid/help2man
http://qa.debian.org/popcon.php?package=help2man
http://packages.qa.debian.org/h/help2man.html
http://packages.debian.org/sid/info2man
http://qa.debian.org/popcon.php?package=info2man
http://packages.qa.debian.org/i/info2man.html
http://packages.debian.org/sid/txt2man
http://qa.debian.org/popcon.php?package=txt2man
http://packages.qa.debian.org/t/txt2man.html
http://packages.debian.org/sid/ghostscript
http://qa.debian.org/popcon.php?package=ghostscript
http://packages.qa.debian.org/g/ghostscript.html
https://zh.wikipedia.org/wiki/Ghostscript
http://packages.debian.org/sid/ghostscript-x
http://qa.debian.org/popcon.php?package=ghostscript-x
http://packages.qa.debian.org/g/ghostscript-x.html
http://packages.debian.org/sid/libpoppler64
http://qa.debian.org/popcon.php?package=libpoppler64
http://packages.qa.debian.org/libp/libpoppler64.html
http://packages.debian.org/sid/libpoppler-glib8
http://packages.debian.org/sid/libpoppler-glib8
http://qa.debian.org/popcon.php?package=libpoppler-glib8
http://packages.qa.debian.org/libp/libpoppler-glib8.html
http://packages.debian.org/sid/poppler-data
http://qa.debian.org/popcon.php?package=poppler-data
http://packages.qa.debian.org/p/poppler-data.html
http://zh.wikipedia.org/wiki/CJK_characters
https://zh.wikipedia.org/wiki/Ghostscript
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/PostScript
https://zh.wikipedia.org/wiki/Portable_Document_Format
https://zh.wikipedia.org/wiki/Portable_Document_Format
https://zh.wikipedia.org/wiki/PostScript
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WHE TR WNIES: i tFR
e ] ] pdfps,text, | PDF THE: pdftops, pdfinfo, pdfimages,
poppler-utils V:53, 1:488 526 pdftotext, pdffonts
psutils V:11,1:199 219 ps - ps PostScript X F3ER T H
poster V:0, I.7 49 pPS—PpsS create large posters out of PostScript pages
- 2 i g
enscript Va2, 1:27 o111 | ext=ps, 12714 ASQH N A& Z] PostScript, HTML, RTF 8%
html, rtf Pretty-Print
azps V:3, 1:28 3624 text - ps ’ Anything to PostScript’ converter and pretty-printer
pdftk V:8, .57 3873 | pdf pdf PDF MXi53% T E: pdftk
mpage V:0, I:5 141 text,ps — ps print multiple pages per sheet
html2ps V:0, I:5 320 html - ps JKXHTML 21 PostScript %% 1R 28
gnuhtml2latex V0, I:1 53 html - latex | A html Z] latex F95E 23
. %1 LaTeX SRR Microsoft Word 12EXEY

latex2rtf V0, I.7 475 latex — rtf RTF $&3tH S0

— - ;
ps2eps V7, 1:113 94 DS eps N PogsgtScrlpt 2 EPS ( Encapsulated PostScript ) BY

$eIRzE
e2ps V:0, 1:0 112 text - ps Text to PostScript converter with Japanese encoding
support
impose+ V:0, I:1 180 ps - ps PostScript TH
. E=RFTENFZJEFER (C, C++, Java, Pascal, Perl
. . IRIC A ) ) ] ] )

trueprint V:0, 10 138 | text-ps Pike, Sh, &/l Verilog ) &l PostScript, (C i&)
pdf2svg V0, I:5 27 ps —svg PDF EIa] A AT E EE A8 R
pdftoipe V:0, 1:0 63 ps — ipe I PDF [ IPE ‘s XML &\ R4E#R2E

Table 11.15: & IBRTENRIEIBRM T E IR

11.4.4 F CUPS #TE

Unix BAFTENZRLE (CUPS) HRY Ip(1) # lpr(1) dp L EIR B T B E XFTENEHRAVEIL,
{RE] AMER T Ias < B —NRITEND 3 B RITTIBAIX 4,
$ 1p -n 3 -0 Collate=True filename

$ lpr -#3 -0 Collate=True filename

{RBERZIEIE”-0 number-up=2”, ”-0 page-set=even”, ”-o page-set=odd”, -0 scaling=200~, ”-o natu
ral-scaling=200" FHFFTENVLIEDTRKE —ZEHIFTEINIRIE, FMRIXASS I e S 1TFTENFNIELN,

11.5 HREEIEEE IR

N OUBBA ERIEASHRAR (A BLIRIR T T AVEREX,

wEE mATE K| XEiE 15
sharutils V8, I:117 1385 S shar(1), unshar(1), uuencode(1), uudecode(1)
mpack V:2,1:25 91 MIME YmrSFNRERS MIME {52 mpack(1) 0 munpack(1)
. 2B MIME BF3EE!”application/ms-tnef”, ZI&I\

tnef V:6, I:11 98 ms-tnef 1 Ey PR 155

: o T AN gmaE 22 FNAFAB RS uuencode, xxencode,
uudeview V0, 15 97 B BASE64, quoted printable F BinHex
readpst I:1 21 PST Y 5EREY Outlook PST S 2] mbox 183k

Table 11.16: BB T B LB IRBVR T BLTIR



http://packages.debian.org/sid/poppler-utils
http://qa.debian.org/popcon.php?package=poppler-utils
http://packages.qa.debian.org/p/poppler-utils.html
http://packages.debian.org/sid/psutils
http://qa.debian.org/popcon.php?package=psutils
http://packages.qa.debian.org/p/psutils.html
http://packages.debian.org/sid/poster
http://qa.debian.org/popcon.php?package=poster
http://packages.qa.debian.org/p/poster.html
http://packages.debian.org/sid/enscript
http://qa.debian.org/popcon.php?package=enscript
http://packages.qa.debian.org/e/enscript.html
http://packages.debian.org/sid/a2ps
http://qa.debian.org/popcon.php?package=a2ps
http://packages.qa.debian.org/a/a2ps.html
http://packages.debian.org/sid/pdftk
http://qa.debian.org/popcon.php?package=pdftk
http://packages.qa.debian.org/p/pdftk.html
http://packages.debian.org/sid/mpage
http://qa.debian.org/popcon.php?package=mpage
http://packages.qa.debian.org/m/mpage.html
http://packages.debian.org/sid/html2ps
http://qa.debian.org/popcon.php?package=html2ps
http://packages.qa.debian.org/h/html2ps.html
http://packages.debian.org/sid/gnuhtml2latex
http://qa.debian.org/popcon.php?package=gnuhtml2latex
http://packages.qa.debian.org/g/gnuhtml2latex.html
http://packages.debian.org/sid/latex2rtf
http://qa.debian.org/popcon.php?package=latex2rtf
http://packages.qa.debian.org/l/latex2rtf.html
http://packages.debian.org/sid/ps2eps
http://qa.debian.org/popcon.php?package=ps2eps
http://packages.qa.debian.org/p/ps2eps.html
http://packages.debian.org/sid/e2ps
http://qa.debian.org/popcon.php?package=e2ps
http://packages.qa.debian.org/e/e2ps.html
http://packages.debian.org/sid/impose+
http://qa.debian.org/popcon.php?package=impose+
http://packages.qa.debian.org/i/impose+.html
http://packages.debian.org/sid/trueprint
http://qa.debian.org/popcon.php?package=trueprint
http://packages.qa.debian.org/t/trueprint.html
http://packages.debian.org/sid/pdf2svg
http://qa.debian.org/popcon.php?package=pdf2svg
http://packages.qa.debian.org/p/pdf2svg.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/pdftoipe
http://qa.debian.org/popcon.php?package=pdftoipe
http://packages.qa.debian.org/p/pdftoipe.html
https://zh.wikipedia.org/wiki/Common_Unix_Printing_System
http://localhost:631/help/options.html
http://packages.debian.org/sid/sharutils
http://qa.debian.org/popcon.php?package=sharutils
http://packages.qa.debian.org/s/sharutils.html
http://packages.debian.org/sid/mpack
http://qa.debian.org/popcon.php?package=mpack
http://packages.qa.debian.org/m/mpack.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/tnef
http://qa.debian.org/popcon.php?package=tnef
http://packages.qa.debian.org/t/tnef.html
https://zh.wikipedia.org/wiki/MIME
http://packages.debian.org/sid/uudeview
http://qa.debian.org/popcon.php?package=uudeview
http://packages.qa.debian.org/u/uudeview.html
https://zh.wikipedia.org/wiki/Uuencoding
https://zh.wikipedia.org/wiki/Xxencode
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Quoted-printable
https://zh.wikipedia.org/wiki/BinHex
http://packages.debian.org/sid/readpst
http://qa.debian.org/popcon.php?package=readpst
http://packages.qa.debian.org/r/readpst.html
https://zh.wikipedia.org/wiki/Personal_Folders_(.pst)_file
https://zh.wikipedia.org/wiki/Mbox
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R’
NREREZ Fime] AECEER IMAP4 BR5328, THEXMIER UMY hRA 4 (IMAP4) BRS38% (B 6.7 T7) aJBA
FRICHMF N T BEMF R AEEB LR,

11.5.1 MR BUEERL

HR{F (SMTP) BB ZZ RS0 7 A BUEFS, T3 EIBUEF 8 13X A LHEFE A Multipurpose Internet Mail Extensions
(MIME) GEXM Z &R R FIIEEMNFRAERIBE 7 (g, (BRE 83.1 %).

RERBREZAEE R mbox, EE#XIE RFC2822 (B RFC822 F#7) KA. S mbox(5) (A mutt {4 ER1H).
WFEGMIES, HTF8E 4 8 iIF &, "Content-Transfer-Encoding:quoted-printable” il ISO-8859-1
FREEERATHYE, MBENXAZHRIG R UTF-8, AF/LFELE 7 (i iE, #EM”Content-Transfer-
Encoding:quoted-printable” th&i&EM,

WFHIE, E4H Content-Type:text/plain;charset=IS0-2022-JP” & & # F F HR {4 KR 5 SXATE 7 i,
ERENWRRAARELEFANIER T ERA Shift-JIS K& EZRMH, NRBIEBEXAZA UTF-8 HiE, HFEEFS 8
fi#iE, (EF Base64 BSiEM, HELMES HELEMUERH.

pEy=1
WERARAYIE Unix BB SURE T LLBE —MNE &0 IMAP4 BRZ B RIIE Debian EFUFAE], {Re] LB IEITIRI
IMAP4 RSB RIGHBIF LR L. (BIE 6.7 T).

IR
MRIFERETERHFMERN, F—CIEENBINE mbox BRI, & mutt(l) XS INEENE P IRTEF T
ERERYTEMUIX SEIRIE,

{RB] LA{E A procmail(1) 1 formail(1) EHBFE RS 73 FF AL & — FTHBA.
B—HHMFEETSEARE mpack A ELRY munpack(l) < (EEHFHTE ) KikE MIME HRIEAE,

11.6 EFHIETER

MTFRXTEFARERR, RENEENTAE,

N
£ aptitude(8) (&E5 2.2.6 T5) PHIEMNRANX ~Gworks-with: :image” REXESHERITE,

S21% gimp(l) IHMNERREEFRIEEEAN, B imagemagick(l) XHMNHLTTRETAMNABNLAERER
B = 1RB AL,

SRR _ERYEABARN A ER R FT SRR MR SR TU(EXIF), XMIENZEE JPEG BR8N LRI — LT BURIRE,
EREBRFIEMBE. WEFENZENES.

The Lempel-Ziv-Welch (LZW) ZTHEIBEEHEERNEZTE T, A LZzw E4H N8 BRZR G4 (GIF) TREIER]
BA7E Debian 2% FBEH{ERT.

PN
R B R BIE R R BEN ST AR T BAZE Linux LilBid USB 751N R TIE, BN EBIEHEIX
HREZTNFEER FAT XERE, 5% 10.1.7 7,



https://zh.wikipedia.org/wiki/Internet_Message_Access_Protocol
https://zh.wikipedia.org/wiki/Simple_Mail_Transfer_Protocol
https://zh.wikipedia.org/wiki/MIME
https://zh.wikipedia.org/wiki/MIME
http://tools.ietf.org/html/rfc2822
https://zh.wikipedia.org/wiki/Base64
https://zh.wikipedia.org/wiki/Exchangeable_image_file_format
https://zh.wikipedia.org/wiki/JPEG
https://zh.wikipedia.org/wiki/Lempel-Ziv-Welch
https://zh.wikipedia.org/wiki/Graphics_Interchange_Format
https://zh.wikipedia.org/wiki/USB_flash_drive
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/Design_rule_for_Camera_File_system
https://zh.wikipedia.org/wiki/File_Allocation_Table
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wHE MITE NNRIES: G L]
gimp V:91,1:507 | 16278 | B (i) | GNU EIEREIERE T
imagemagick V:142,1:538 | 192 B (ZE) | EEAEER
graphicsmagick | V:7,I:15 4821 | B (uE) | BB EFRER (imagemagick jJk=E E3KHY)
xsane V:22, 1:191 909 m (f2E) GTK+-based X11 frontend for SANE (Scanner Access
Now Easy)
netpbm V29, 1:541 | 4302 | EE (lulEl) | AR EREEHRTIE
icoutils V8, 1:80 191 png  ico(bitmha onvert MS Wlndgws icons and cursors to and from
G formats (favicon.ico)
scribus vi13,129 | 19136 | PPAUSVE/ | s ibus DTP 4sg s
i ice- B —
Libreoffice vi320, 1478 | 8970 | B2 (R | ipreOffice MABHE-AE
draw =)
1 . . ﬂ:z ( 9E 4 = =4\ R4S 58
inkscape V:141,1:354 | 129840 2) SVG ( AR X EER) i s
dia-gnome V:5, 1:10 20 ;;9 (% ElR4miE2S (GNOME )
=~
dia V:25, :41 3881 ;g’ (X EIRImMIERE (Gtk)
=177 — - - -
xfig V:12, 1:19 1795 }:;, (x ;alcllhty for Interactive Generation of figures under
3 - AA ek = E
pstoedit V:13, 1339 | 667 gpdf 1mage(££&n>st8crlpt # PDF X2 e] fmiE R R EE AR 1R
=) &5 (SVG)
libwmf-bin V:13,1:359 | 104 Windows/imag,eel\\/]é%fgrys metafile (vector graphic data) conversion
fig2sxd V:0, 1.0 149 fig - sxd(vectdr & XFig X7 OpenOffice.org A EIIET
unpaper V:2, .16 453 image — image| post-processing tool for scanned pages for OCR
tesseract-ocr V:4,1:28 558 image - text | BT Biml OCR 5[ZF &% OCR &
tesseract-ocr- 1:29 37486 | image - text OCR engine data: tesseract-ocr language files for
eng English text
gocr V1, .23 477 image - text | %% OCR &
ocrad Vi1, 1.7 299 image — text | 5% OCR &
eog V:95,1:329 | 10582 | image(Exif) | Eye of GNOME BB iz/T
gthumb V:15, 1:26 3269 | image(Exif) | EI&NI5i5e ( GNOME )
geeqie V16, 1:24 1588 | image(Exif) | ETF GTK+ FIEIBKRINIRES
shotwell V:15,1:126 | 5762 | image(Exif) | SR EE 28 (GNOME )
gtkam V0, 1.7 1079 image(Exif) ?glﬁgit)lon for retrieving media from digital cameras
gphoto2 V1, 14 969 image(Exif) | gphoto2 RER G ST AN EIEREHEVIFNTE
gwenview V:29,1:104 | 4509 | image(Exif) | BIF X% 2§ (KDE)
kamera V:3, 1:104 230 image(Exif) | KDE ERVZ AN BOR AR
digikam V4, 117 1760 | image(Exif) | FiF KDE REINEIBFRF I8N A
exiv2 V:5, .71 247 image(Exif) | EXIF/IPTC o iIERIETH
exiftran V:2,1:25 71 image(Exif) | transform digital camera jpeg images
jhead Vi1, 1113 105 image(Exif) mgn}pulate the non-lmage part of Exif compliant JPEG
(digital camera photo) files
exif V1, 1:10 236 image(Exif) | E/R JPEG XHHHI EXTF EEMGLITLE
exiftags V:0, I:4 288 image(Exif) | utility to read Exif tags from a digital camera JPEG file
exifprobe V:0, I:3 482 image(Exif) | AEBEFR FP1EETERE
dcraw V:3, 1:24 384 image(Raw) — pprrode raw digital camera images
findimagedupes | V:0, L:1 79 image - fingerpdREIFEIHEE B R
ale V:0, I.0 753 image — image| merge images to increase fidelity or create mosaics
imageindex V:0, 1.0 144 image(Exif) - htgeherate static HTML galleries from images
outguess V0, I:1 216 jpeg,png universal Steganographic tool
librecad Vi1, 1:18 8039 | DXF CAD BiE%wiE=% (KDE)
blender Vi4,1:31 101399 blend, TIFF, 3D content editor for animation etc
VRML, ---
mm3d V:0, 1:0 5314 gff“_l’_ bk | = OpenGL 9 3D HERIRIE
open-font- a » N P
deslg n- toolklt 1.U IT L, pPs, HITdPdURdEE TOI UOPTIT TUIIL UTSIEIT
fontforge V:1,1:10 91 ttf, ps, - FTF PS, TrueType # OpenType FIF R IRiE 2T
xgridfit V:0, I:0 898 ttf program for gridfitting and hinting TrueType fonts



http://packages.debian.org/sid/gimp
http://qa.debian.org/popcon.php?package=gimp
http://packages.qa.debian.org/g/gimp.html
http://packages.debian.org/sid/imagemagick
http://qa.debian.org/popcon.php?package=imagemagick
http://packages.qa.debian.org/i/imagemagick.html
http://packages.debian.org/sid/graphicsmagick
http://qa.debian.org/popcon.php?package=graphicsmagick
http://packages.qa.debian.org/g/graphicsmagick.html
http://packages.debian.org/sid/xsane
http://qa.debian.org/popcon.php?package=xsane
http://packages.qa.debian.org/x/xsane.html
http://packages.debian.org/sid/netpbm
http://qa.debian.org/popcon.php?package=netpbm
http://packages.qa.debian.org/n/netpbm.html
http://packages.debian.org/sid/icoutils
http://qa.debian.org/popcon.php?package=icoutils
http://packages.qa.debian.org/i/icoutils.html
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/ICO_(icon_image_file_format)
https://zh.wikipedia.org/wiki/Favicon
http://packages.debian.org/sid/scribus
http://qa.debian.org/popcon.php?package=scribus
http://packages.qa.debian.org/s/scribus.html
https://zh.wikipedia.org/wiki/Scribus
http://packages.debian.org/sid/libreoffice-draw
http://packages.debian.org/sid/libreoffice-draw
http://qa.debian.org/popcon.php?package=libreoffice-draw
http://packages.qa.debian.org/libr/libreoffice-draw.html
http://packages.debian.org/sid/inkscape
http://qa.debian.org/popcon.php?package=inkscape
http://packages.qa.debian.org/i/inkscape.html
https://zh.wikipedia.org/wiki/Scalable_Vector_Graphics
http://packages.debian.org/sid/dia-gnome
http://qa.debian.org/popcon.php?package=dia-gnome
http://packages.qa.debian.org/d/dia-gnome.html
http://packages.debian.org/sid/dia
http://qa.debian.org/popcon.php?package=dia
http://packages.qa.debian.org/d/dia.html
http://packages.debian.org/sid/xfig
http://qa.debian.org/popcon.php?package=xfig
http://packages.qa.debian.org/x/xfig.html
http://packages.debian.org/sid/pstoedit
http://qa.debian.org/popcon.php?package=pstoedit
http://packages.qa.debian.org/p/pstoedit.html
http://packages.debian.org/sid/libwmf-bin
http://qa.debian.org/popcon.php?package=libwmf-bin
http://packages.qa.debian.org/libw/libwmf-bin.html
http://packages.debian.org/sid/fig2sxd
http://qa.debian.org/popcon.php?package=fig2sxd
http://packages.qa.debian.org/f/fig2sxd.html
http://packages.debian.org/sid/unpaper
http://qa.debian.org/popcon.php?package=unpaper
http://packages.qa.debian.org/u/unpaper.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr
http://qa.debian.org/popcon.php?package=tesseract-ocr
http://packages.qa.debian.org/t/tesseract-ocr.html
https://zh.wikipedia.org/wiki/Optical_character_recognition
http://packages.debian.org/sid/tesseract-ocr-eng
http://packages.debian.org/sid/tesseract-ocr-eng
http://qa.debian.org/popcon.php?package=tesseract-ocr-eng
http://packages.qa.debian.org/t/tesseract-ocr-eng.html
http://packages.debian.org/sid/gocr
http://qa.debian.org/popcon.php?package=gocr
http://packages.qa.debian.org/g/gocr.html
http://packages.debian.org/sid/ocrad
http://qa.debian.org/popcon.php?package=ocrad
http://packages.qa.debian.org/o/ocrad.html
http://packages.debian.org/sid/eog
http://qa.debian.org/popcon.php?package=eog
http://packages.qa.debian.org/e/eog.html
http://packages.debian.org/sid/gthumb
http://qa.debian.org/popcon.php?package=gthumb
http://packages.qa.debian.org/g/gthumb.html
http://packages.debian.org/sid/geeqie
http://qa.debian.org/popcon.php?package=geeqie
http://packages.qa.debian.org/g/geeqie.html
http://packages.debian.org/sid/shotwell
http://qa.debian.org/popcon.php?package=shotwell
http://packages.qa.debian.org/s/shotwell.html
http://packages.debian.org/sid/gtkam
http://qa.debian.org/popcon.php?package=gtkam
http://packages.qa.debian.org/g/gtkam.html
http://packages.debian.org/sid/gphoto2
http://qa.debian.org/popcon.php?package=gphoto2
http://packages.qa.debian.org/g/gphoto2.html
http://packages.debian.org/sid/gwenview
http://qa.debian.org/popcon.php?package=gwenview
http://packages.qa.debian.org/g/gwenview.html
http://packages.debian.org/sid/kamera
http://qa.debian.org/popcon.php?package=kamera
http://packages.qa.debian.org/k/kamera.html
http://packages.debian.org/sid/digikam
http://qa.debian.org/popcon.php?package=digikam
http://packages.qa.debian.org/d/digikam.html
http://packages.debian.org/sid/exiv2
http://qa.debian.org/popcon.php?package=exiv2
http://packages.qa.debian.org/e/exiv2.html
http://packages.debian.org/sid/exiftran
http://qa.debian.org/popcon.php?package=exiftran
http://packages.qa.debian.org/e/exiftran.html
http://packages.debian.org/sid/jhead
http://qa.debian.org/popcon.php?package=jhead
http://packages.qa.debian.org/j/jhead.html
http://packages.debian.org/sid/exif
http://qa.debian.org/popcon.php?package=exif
http://packages.qa.debian.org/e/exif.html
http://packages.debian.org/sid/exiftags
http://qa.debian.org/popcon.php?package=exiftags
http://packages.qa.debian.org/e/exiftags.html
http://packages.debian.org/sid/exifprobe
http://qa.debian.org/popcon.php?package=exifprobe
http://packages.qa.debian.org/e/exifprobe.html
http://packages.debian.org/sid/dcraw
http://qa.debian.org/popcon.php?package=dcraw
http://packages.qa.debian.org/d/dcraw.html
http://packages.debian.org/sid/findimagedupes
http://qa.debian.org/popcon.php?package=findimagedupes
http://packages.qa.debian.org/f/findimagedupes.html
http://packages.debian.org/sid/ale
http://qa.debian.org/popcon.php?package=ale
http://packages.qa.debian.org/a/ale.html
http://packages.debian.org/sid/imageindex
http://qa.debian.org/popcon.php?package=imageindex
http://packages.qa.debian.org/i/imageindex.html
http://packages.debian.org/sid/outguess
http://qa.debian.org/popcon.php?package=outguess
http://packages.qa.debian.org/o/outguess.html
https://zh.wikipedia.org/wiki/Steganography
http://packages.debian.org/sid/librecad
http://qa.debian.org/popcon.php?package=librecad
http://packages.qa.debian.org/libr/librecad.html
http://packages.debian.org/sid/blender
http://qa.debian.org/popcon.php?package=blender
http://packages.qa.debian.org/b/blender.html
http://packages.debian.org/sid/mm3d
http://qa.debian.org/popcon.php?package=mm3d
http://packages.qa.debian.org/m/mm3d.html
http://packages.debian.org/sid/open-font-design-toolkit
http://packages.debian.org/sid/open-font-design-toolkit
http://qa.debian.org/popcon.php?package=open-font-design-toolkit
http://packages.qa.debian.org/o/open-font-design-toolkit.html
http://packages.debian.org/sid/fontforge
http://qa.debian.org/popcon.php?package=fontforge
http://packages.qa.debian.org/f/fontforge.html
http://packages.debian.org/sid/xgridfit
http://qa.debian.org/popcon.php?package=xgridfit
http://packages.qa.debian.org/x/xgridfit.html
https://zh.wikipedia.org/wiki/Hinting
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11.7 ANEMEMBIEZERTA

XEFFZHihBATHIRERMNTE, 7£ aptitude(8) (BE5 2.2.6 77 ) BRIEMRIAN"~Guse: :converting”” 3
BRI TG,

RHEE TR WNES: & L]
alien V4, 1:64 166 rpm/tgz — deb | EIFSREVIRFEIFETR A Debian REFE
| converter from ”Electric Book” (popular in Japan) to a

freepwing V0, I:0 421 EB - EPWING single JIS X 4081 format (a subset of the EPWING V1)
calibre V:8,1:36 49341 | any~EPUB | BFPERENESE

Table 11.18: RNEIFMEMHIEZEIR T EYIR

fREENSEIT YN T AYER < M RPM 8T AY B IR BUEIE.

$ rpm2cpio file.src.rpm | cpio --extract



http://packages.debian.org/sid/alien
http://qa.debian.org/popcon.php?package=alien
http://packages.qa.debian.org/a/alien.html
http://packages.debian.org/sid/freepwing
http://qa.debian.org/popcon.php?package=freepwing
http://packages.qa.debian.org/f/freepwing.html
http://ja.wikipedia.org/wiki/JIS_X_4081
http://ja.wikipedia.org/wiki/EPWING
http://packages.debian.org/sid/calibre
http://qa.debian.org/popcon.php?package=calibre
http://packages.qa.debian.org/c/calibre.html

Debian &% Fif} 2441260

Chapter 12

Jmiz

XERLA L —L Debian RAEPIER, BPFIIREVADITERRNL, TEARESXENREEN S ZIT N
X,

RHE8 ATE NI

autoconf V:29,1:226 1868 B autoconf-doc BIEHERE) “info autoconf”

automake V:27,1:220 1707 | H automakel.10-doc BIE{HAEY “info automake”

bash V:853,1:999 | 5799 | H bash-doc BiEHE) “info bash”

bison V:10, [:113 2061 i bison-doc BiEf#AEY “info bison”

cpp V:394,1:806 | 41 H cpp-doc BEEMER “info cpp”

ddd Vi1, 113 3965 | H ddd-doc BEHER “info ddd”

exuberant-ctags V:7,1:38 333 exuberant-ctags(1)

flex V:10, I:101 1174 | A flex-doc BIEHREY “info flex”

gawk V:355,1:478 | 2199 | H gawk-doc BIIRHEE “info gawk”

gcc V:148,1:606 | 43 H gcc-doc BEMER “info gcc”

gdb V:21, 1:140 7983 | H gdb-doc BREHER “info gdb”

gettext V:53,1:367 | 7076 | H gettext-doc BEME “info gettext”

gfortran V:20, 1:63 16 i gfortran-doc BIEH#f) “info gfortran” (Fortran 95 )
fpc I:4 113 fpc(1) F1E fp-docs BEMEE html 3X#5 (Pascal )

glade Vi1, 112 2209 | 3@ UI Builder B EHEAIH

1ibcé V:933. 1999 | 10679 il;i;ifcglibc—doc #0 glibc-doc-reference IRHEM “info
make V:154, 1:622 | 1211 1B make-doc BIEHER “info make”

xutils-dev V:2, 1:18 1466 | imake(1), xmkmf(1) 5,

mawk V:371,1:997 | 183 mawk(1)

verl V610, 1:996 | 651 [*)\elrl(l) CAR%@id perl-doc #0 perl-doc-html EHEM html 3X
python V:683,1:.988 | 648 python(1) A& python-doc BRAERY html X1

tcl8.4 V:3,1:50 NOT_FOuNB) CAEIE tcl8.4-doc BEENEFMAFMIIXIE
tk8.4 V1, 31 NOT_FOW@) AR BT tk8. 4-doc IR E EAIF IS
ruby V:103,1:321 | 38 ruby(1) IREE ri BREMNREXNEZEFMH

vim V:118,1:393 | 2374 | @2 vim-doc BIIEHAIEEEN (F1) RE

susv2 1.0 15 @ “BE— UNIX J5B (FRA 2) 7 3RBX (R=iBXHE )

susv3 I:0 15 BT “E— UNIX #E (hRA3) 7 FREX (RIEXHE)

%2 manpages ¥ manpages-dev 825, sIETIE!T “man &7
BEMMEXXHEEZE, FJUBTIET “info BFEH EFSEXHN.

Table 12.1: FBNRIZFVIRMHBLIFH

EEFMIIHMESEEE, ERXKTGNU L
HLE GFDL MYXBIX S5 DFSG HAETE,


http://packages.debian.org/sid/autoconf
http://qa.debian.org/popcon.php?package=autoconf
http://packages.qa.debian.org/a/autoconf.html
http://packages.debian.org/sid/automake
http://qa.debian.org/popcon.php?package=automake
http://packages.qa.debian.org/a/automake.html
http://packages.debian.org/sid/bash
http://qa.debian.org/popcon.php?package=bash
http://packages.qa.debian.org/b/bash.html
http://packages.debian.org/sid/bison
http://qa.debian.org/popcon.php?package=bison
http://packages.qa.debian.org/b/bison.html
http://packages.debian.org/sid/cpp
http://qa.debian.org/popcon.php?package=cpp
http://packages.qa.debian.org/c/cpp.html
http://packages.debian.org/sid/ddd
http://qa.debian.org/popcon.php?package=ddd
http://packages.qa.debian.org/d/ddd.html
http://packages.debian.org/sid/exuberant-ctags
http://qa.debian.org/popcon.php?package=exuberant-ctags
http://packages.qa.debian.org/e/exuberant-ctags.html
http://packages.debian.org/sid/flex
http://qa.debian.org/popcon.php?package=flex
http://packages.qa.debian.org/f/flex.html
http://packages.debian.org/sid/gawk
http://qa.debian.org/popcon.php?package=gawk
http://packages.qa.debian.org/g/gawk.html
http://packages.debian.org/sid/gcc
http://qa.debian.org/popcon.php?package=gcc
http://packages.qa.debian.org/g/gcc.html
http://packages.debian.org/sid/gdb
http://qa.debian.org/popcon.php?package=gdb
http://packages.qa.debian.org/g/gdb.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon.php?package=gettext
http://packages.qa.debian.org/g/gettext.html
http://packages.debian.org/sid/gfortran
http://qa.debian.org/popcon.php?package=gfortran
http://packages.qa.debian.org/g/gfortran.html
http://packages.debian.org/sid/fpc
http://qa.debian.org/popcon.php?package=fpc
http://packages.qa.debian.org/f/fpc.html
http://packages.debian.org/sid/glade
http://qa.debian.org/popcon.php?package=glade
http://packages.qa.debian.org/g/glade.html
http://packages.debian.org/sid/libc6
http://qa.debian.org/popcon.php?package=libc6
http://packages.qa.debian.org/libc/libc6.html
http://packages.debian.org/sid/make
http://qa.debian.org/popcon.php?package=make
http://packages.qa.debian.org/m/make.html
http://packages.debian.org/sid/xutils-dev
http://qa.debian.org/popcon.php?package=xutils-dev
http://packages.qa.debian.org/x/xutils-dev.html
http://packages.debian.org/sid/mawk
http://qa.debian.org/popcon.php?package=mawk
http://packages.qa.debian.org/m/mawk.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon.php?package=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/python
http://qa.debian.org/popcon.php?package=python
http://packages.qa.debian.org/p/python.html
http://packages.debian.org/sid/tcl8.4
http://qa.debian.org/popcon.php?package=tcl8.4
http://packages.qa.debian.org/t/tcl8.4.html
http://packages.debian.org/sid/tk8.4
http://qa.debian.org/popcon.php?package=tk8.4
http://packages.qa.debian.org/t/tk8.4.html
http://packages.debian.org/sid/ruby
http://qa.debian.org/popcon.php?package=ruby
http://packages.qa.debian.org/r/ruby.html
http://packages.debian.org/sid/vim
http://qa.debian.org/popcon.php?package=vim
http://packages.qa.debian.org/v/vim.html
http://packages.debian.org/sid/susv2
http://qa.debian.org/popcon.php?package=susv2
http://packages.qa.debian.org/s/susv2.html
http://www.unix.org/version2/
http://packages.debian.org/sid/susv3
http://qa.debian.org/popcon.php?package=susv3
http://packages.qa.debian.org/s/susv3.html
http://www.unix.org/version3/
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FrLAReIBERETE main EEFREE contrib # non-free ABE FHHALREEL .

=R

ZR “test” FRETMITHMEXERIRF, EX shell PREE “test” &<,

S g

Ny
@ {RET B MER B RIFEEINIEFEIEME| “/usr/local” 8 “/opt” BR, IHTUNERESRAER
EE,

®R
“FREh: 99 HERRE" RIFCRDRGIFT NS IRIB B SEH S MBS R EA,

12.1 Shell fijZ&

Shell fi#s 2iEB &1 FEANA AT RITHX A,
#1/bin/sh

SB—1TIREA TIRENF A TIX /NS EY shell fEFEES.

1R1E shell fIAMRFDERKEMRE UNIX RARWFEI TIEN, XEHE—L shell mIENIRR. BF “Shell H#
i®” ( http://www.greenend.org.uk/rjk/2001/04/shell.html ), B]UAMEEIRPES],

& shell REART (BUE 15 THE 1.6 1), shell HASINEERSH. FHNELSE,

12.1.1 POSIX shell #& 4

ZBEPRF Z HIAER ST LAET £ A POSIX shell (BT 1.13) KH1T. RAIEKIA shell  “/bin/sh”, EEEAL
FR shell F2FFAY5EE,

« ¥ lenny SAEZBHIR KA, ER bash(l)
« ¥ squeeze EFMBIRLAKIE, ER dash(1)

Avoid writing a shell script with bashisms or zshisms to make it portable among all POSIX shells. You can check it using
checkbashisms(1).

Good: POSIX Avoid: bashism

if [ "$foo” ="$bar” ] ;then -- if [ "$foo” =="$bar” ] ;then -
diff -u file.c.orig file.c diff -u file.c{.orig,}

mkdir /foobar /foobaz mkdir /foo{bar,baz}

funcname() { -} function funcname() { -}

octal format: ”"\377” hexadecimal format: ”\xff”

Table 12.2: List of typical bashisms

The ”echo” command must be used with following cares since its implementation differs among shell builtin and external
commands.



http://www.99-bottles-of-beer.net/
https://zh.wikipedia.org/wiki/Shell_script
http://www.greenend.org.uk/rjk/2001/04/shell.html
https://zh.wikipedia.org/wiki/POSIX
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* Avoid using any command options except ”-n”.

* Avoid using escape sequences in the string since their handling varies.

==
=)

Although ”-n" option is not really POSIX syntax, it is generally accepted.

N

Use the "printf” command instead of the "echo” command if you need to embed escape sequences in the output

string.

12.1.2 Shell &

Y55RRY shell S ETE shell lIAEEWHAE,

shell %%

B

$0 shell 5% shell RIAR)Z 7

$1 FE— shell 5

$9 5B 9 /N shell B

$# NESREE

TEET "$1 $2 $3 $4 7

II$@” II$1" II$2" ”$3" H$4II _nn
$? il — R e SRR RS
35 XA shell FIZAE PID

$1 REARIEEES PID

Table 12.3: shell S#471F&

Basic parameter expansions to remember are as follows.

parameter expression form

value if var is set

value if var is not set

${var:-string} ”$var” ”string”

${var:+string} ”string” ”null”

${var:=string} ”$var” ”string” (and run var=string”)
${var:2string} sgvar” echo ”string” to stderr (and exit with

error)

Here, the colon ”:” in all of these operators is actually optional.

Table 12.4: List of shell parameter expansions

» with ”:” = operator test for exist and not null

» without ”:” = operator test for exist only

12.1.3 Shell conditionals

Each command returns an exit status which can be used for conditional expressions.

* Success: 0 (*True”)
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parameter substitution form result

${var%suffix} remove smallest suffix pattern
${var®%bsuffix} remove largest suffix pattern
${var#prefix} remove smallest prefix pattern
${var##prefix} remove largest prefix pattern

Table 12.5: List of key shell parameter substitutions

* Error: non 0 (*False”)

EE
"0" in the shell conditional context means "True”, while "0” in the C conditional context means "False”.

=z
=)

"["is the equivalent of the test command, which evaluates its arguments up to "]” as a conditional expression.

Basic conditional idioms to remember are the following.

e ”<command> && <if_success_run_this_command_too> || true”
e ”<command> || <if_not_success_run_this_command_too> || true”

A multi-line script snippet as the following

if [ <conditional_expression> ]; then
<if_success_run_this_command>

else
<if_not_success_run_this_command>

fi

Here trailing ”| | true” was needed to ensure this shell script does not exit at this line accidentally when shell is invoked with
”-e” flag.

TRIAT RENZE BRI G

-e <file> <file> 777

-d <file> <file> FEFER—THEHXR

-f <file> <file> FEFER— N EBXHF

-w <file> <file> FEFHEITS

-x <file> <file> FEFETRIT

<filel> -nt <file2> <file1> is newer than <file2> (modification)

<filel> -ot <file2> <file1> is older than <file2> (modification)

<filel> -ef <file2> <file1> #0 <file2> I FHARAEE EFEH BRI inode &S

Table 12.6: FEFRHRANPHITHFLLR

%*%;ﬂﬂgtt;&;&%{q:iﬁﬁqj%”_eqn’ n_ne»’ ”‘lt”, »_len, n_gt» *u»_ge”o

12.1.4 shell &%

XEFJLMB] BT POSIX shell HEMHFZH,
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12.1.5 shell %

TRIAN IEIEEHEFEEEE’Jmf’-“F
-Z <str> <str> FIKE
-n <str> <str> E’\kai*ﬂ(?g%

<stril> =<str2>

<str1> # <str2> 1

<stril> !=<str2>

<strl> Fll <str2> ANEEE

<stril> < <str2>

<stril> > <str2>

<str1> HEFITE <str2> Z g1 (BURTFIBS IR )
<str1> HEFITE <str2> Z2fa (BURFEBE IR )

”for x in fool foo2 ---

and”,
"while condition ;do

“until condition ;do

Table 12.7: FEFRHRANPHITFIFHLLR

;do command ;done”, ZEW &% fool foo2 -

" RFLE X FM1T°comm

command ;done”, H”condition” BHER, REEMIT command”,

command ;done”, H”condition” ARET, SEEMIT command”,

“break” B] LAFRIR H &R,
“continue” RJLAFREM AT —RIEL.

R’

The C-language like numeric iteration can be realized by using seq(1) as the "fool foo2 ---” generator.

RBR
205 9.39 T,

TR IE IR+

shell RE(LA TR RAEIE — B,

shell 1ZEX—1T,

The shell groups a part of the line as one token if it is within ”---" or

shell J&I F I A RAF TR

I H}

- TFEF: <> | & ()

shell 2MEBEF— MR UTF "

— X¥E¥F: if then elif else fi for in while unless do done case

shell BT 7" 8% ' ..
shell BN TF =" 8% ' ..

-7~ o HEIAPHRBZR

HEERD 57 BREE tokens,

B < Z=#&> <tab> <7 >

L. B token FREY XBFRIFBERIITA.

- o=
R RRE.

— ”~<user>” - <user> HEBER

shel FAMLTF " ... " FHY?

- TE: "$PARAMETER” §

TERANENE

8,"${PARAMETER}”

esac



https://zh.wikipedia.org/wiki/C语言

Debian & Fift 249/ 260

o shell RAARMITF /... I S5k,

- ”$( command )” - “command” B9t
— »" command *” - ”command” B9%iH

o shell EARALTF 7---" 3 ' ...  HfY glob FRIZEH AILEERIXER,
- * L EAEF

-? o —NFEF

- (] - T R
- shell WTFBUNLSEEH B4 FHMT,

- BRENX
- RE&GS
- “$PATH” HRIRTHIITXC M

« shell BI{EF—1T, FRBIMIRAFMELBREITLIE
5| SR RE| SRRBMR,

7E shell FHIT “set -x" BifEFA “-x" RIS shell FTBALL shell REABHRITNG S, ENFERIZZIEES
(E:

12.1.6 F3TF shell AR ARERF
7T fEREY shell F2/FTE Debian R4t EReIgEM BB BIEY, MNZRER LENRAEMEHINNABER,

- "aptitude search ~E”, 7t HERREE,
- »dpkg -L <package_name> |grep '/man/man.*/’”, 3l <package_name> (R4 EFTIR AT man FHf,

LIRESD)] MITE XAV | HER

coreutils V:881,1:999 | 15103 | GNU &b LE
debianutils V:934,1:999 | 213 FiTF Debian &M THE
bsdmainutils V:866, :998 | 566 XH FreeBSD B3I THESR
bsdutils V:851,1:999 | 238 KB 4.4BSD-Lite EM T E
moreutils V:4,1:19 201 ENSMY Unix TH

Table 12.8: 1T shell BIAHYNEL N FAIZ R RV E

BN
RE& moreutils FIEERTFFE Debian Z4h, (BERME T —EHBIV/IERF, RIEFEEHI—12Z sponge(8), H1K
MESFEROXMAR, ERIFEETFA,

12.1.7 shell BIANHEE
— /ANEEY shell FRFEMBAARET, echo ll read SOMREMR AN —IE, RelERWHEREFSREA LT,



http://packages.debian.org/sid/coreutils
http://qa.debian.org/popcon.php?package=coreutils
http://packages.qa.debian.org/c/coreutils.html
http://packages.debian.org/sid/debianutils
http://qa.debian.org/popcon.php?package=debianutils
http://packages.qa.debian.org/d/debianutils.html
http://packages.debian.org/sid/bsdmainutils
http://qa.debian.org/popcon.php?package=bsdmainutils
http://packages.qa.debian.org/b/bsdmainutils.html
http://packages.debian.org/sid/bsdutils
http://qa.debian.org/popcon.php?package=bsdutils
http://packages.qa.debian.org/b/bsdutils.html
http://packages.debian.org/sid/moreutils
http://qa.debian.org/popcon.php?package=moreutils
http://packages.qa.debian.org/m/moreutils.html
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RHEE WATE KA | RER

x11-utils V:305, 1:635 | 637 xmessage(1): E— P BHRER—FBEIEED (X)

whiptail V:415,1:995 | 68 K shell IARERAFP XTI IERE (newt )

dialog V:29, T:151 1111 | A shell IARRERAFAIFRINIERE (ncurses )

zenity V:112, 1:425 | 362 M shell 1A ERERITIERE (gtk2.0)

ssft V:0, 10 129 S}.lell Scripts Frontend Tool (wrapper for zenity, kdialog, and dialog
with gettext)

gettext V:53,1:367 | 7076 “/usr/bin/gettext.sh”: BNF¥EE

Table 12.9: AR EEFIIR

12.1.8 zenity 9 shell BiIZ<Z 15|

TER—NEHEMEIA, B3&id dvdisaster(1) BIE T H B RS02 #MFEEIEY 1SO BRE,

#!/bin/sh -e
# gmkrs@2 :
#set -x
error_exit()
{
echo "$1" >&2
exit 1
}
# Initialize variables
DATA_ISO="$HOME/Desktop/iso-$$.img”
LABEL=$(date +%Y%m%d -%H%M%S -%Z)
if [ $# '= 0 ] & [ -d ”"$1” ]; then
DATA_SRC="$1"
else
# Select directory for creating ISO image from folder on desktop
DATA_SRC=$(zenity --file-selection --directory \
--title="Select the directory tree root to create ISO image”) \
|| error_exit "Exit on directory selection”
fi
# Check size of archive
xterm -T ”"Check size $DATA_SRC” -e du -s $DATA_SRC/*
SIZE=$(($(du -s $DATA_SRC | awk ’{print $1}’)/1024))
if [ $SIZE -le 520 ] ; then
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is good for CD backup:\\n $SIZE MB”
elif [ $SIZE -le 3500 ]; then
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is good for DVD backup :\\n $SIZE MB”
else
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="The data size is too big to backup : $SIZE MB”
error_exit "The data size is too big to backup :\\n $SIZE MB”
fi
# only xterm is sure to have working -e option
# Create raw ISO image
rm -f "$DATA_ISO” || true
xterm -T ”genisoimage $DATA_ISO” \
-e genisoimage -r -J -V "$LABEL” -o "$DATA_IS0” "$DATA_SRC”
# Create RS02 supplemental redundancy
xterm -T "dvdisaster $DATA_ISO0” -e dvdisaster -i ”“$DATA_ISO” -mRS@2 -c
zenity --info --title="Dvdisaster RS02” --width 640 --height 400 \
--text="IS0/RS02 data ($SIZE MB) \\n created at: $DATA_IS0”
# EOF

Copyright (C) 2007 Osamu Aoki <osamu@debian.org>, Public Domain

Rl B EREEIR—NRENRR, HPMN&HSIRENEM “/usr/local/bin/gmkrse2 %d” HIFZT,



http://packages.debian.org/sid/x11-utils
http://qa.debian.org/popcon.php?package=x11-utils
http://packages.qa.debian.org/x/x11-utils.html
http://packages.debian.org/sid/whiptail
http://qa.debian.org/popcon.php?package=whiptail
http://packages.qa.debian.org/w/whiptail.html
http://packages.debian.org/sid/dialog
http://qa.debian.org/popcon.php?package=dialog
http://packages.qa.debian.org/d/dialog.html
http://packages.debian.org/sid/zenity
http://qa.debian.org/popcon.php?package=zenity
http://packages.qa.debian.org/z/zenity.html
http://packages.debian.org/sid/ssft
http://qa.debian.org/popcon.php?package=ssft
http://packages.qa.debian.org/s/ssft.html
http://packages.debian.org/sid/gettext
http://qa.debian.org/popcon.php?package=gettext
http://packages.qa.debian.org/g/gettext.html
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12.2 make

Make B —MEPEFENTE, —BE1T make(1), make 1BV 4 Makefile, BN ERBIRXEHIELE,
MRB X EFRBMPIBERIXGEETRE, BLMSEHBEMRXE, HEBMXEUARTFE, BLAXEXEEHFIES
FER &5,

L SZERDBIEW R FR,

Bin: [HXXHE ...]

[TAB] @d1

[TAB] -&$2 # ZRREIR

[TAB] @&<3 # ZIEEE

Here ”[ TAB]” is a TAB code. Each line is interpreted by the shell after make variable substitution. Use *\” at the end of a line
to continue the script. Use ”$$” to enter ”$” for environment values for a shell script.

BiRRAER A the] OB RN s, fIg0, S0TFAR.

%.0: %.c header.h

EXE, BB T % FH (REETHMINE "), »% FAEBLERNBEFXAHEREE—NMEENFE,
BRXARFER%" RRBENREHS B HEIIBRRD,

BLE =

$@ EEIEE

$< ERREES 4]

$? FTERMPIERXHAF

$” PREMEXXHF

$* ”%” matched stem in the target pattern

Table 12.10: BEhT 2T

TETRE 1 AH

fool :=bar —RETRE
foo2 =bar BRATRE
foo3 +=bar EH0

Table 12.11: TEH EMTIFT

iz{7’make -p -f/dev/null” L REBRNIBENLEIFN,

123 C

fREJBAEI R I AR EE HRIMRERRIFER C HiZIESHERIERF.

# apt-get install glibc-doc manpages-dev libc6-dev gcc build-essential

libc6-dev 348, BDGNUC &, RMtT CHERE, EBET C wIZESFERRSSUFTIESIE,
SEERWT.

« “info libc” (C EREEE)

« gee(1) 1 “info gec”

* each_C_library_function_name(3)

s —

« Kernighan & Ritchie, “C f2FFi&iH1ES", % ZhR ( Prentice Hall )



https://zh.wikipedia.org/wiki/Make_(software)
https://zh.wikipedia.org/wiki/C语言
https://zh.wikipedia.org/wiki/C_standard_library
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12.3.1 {88 C 2 (gce)
— N EIEHIFF “example.c” FILAEEMITARF “libm” E—EHIFHTHITIZEF “run_example”,

$ cat > example.c << EOF
#include <stdio.h>
#include <math.h>
#include <string.h>

int main(int argc, char **argv, char **envp){
double x;
char y[11];
x=sqrt(argc+7.5);
strncpy(y, argv[0], 10); /* prevent buffer overflow */
y[10] = '\0’; /* fill to make sure string ends with ’'\@’ */
printf(”%5i, %5.3f, %10s, %10s\n”, argc, x, y, argv[1]);
return 0O,

X
EOF

$ gcc -Wall -g -o run_example example.c -1m
$ ./run_example
1, 2.915, ./run_exam, (null)
$ ./run_example 1234567890qwerty
2, 3.082, ./run_exam, 1234567890qwerty

A TER sqrt(3), WAMER “-1m” §5ERE 1libce BREEHIE “/usr/1ib/1ibm. so”, SEFRRIESEAITF “/1ib/
T, X#ERHR “libm.so.6”, ERFEME “libm-2.7.s0” H—MEEHE,
BE—THEXAMRE—FR., BMEERET “%10s”, BXIABLET 10 MFEF,

The use of pointer memory operation functions without boundary checks, such as sprintf(3) and strcpy(3), is deprecated to prevent
buffer overflow exploits that leverage the above overrun effects. Instead, use snprintf(3) and strncpy(3).

12.4 it
il REFPREEN—I5. EEMEKIARTIEFESIER Debian FERAENMR, e MEBEEXNBERIRS

12.4.1 EAH) gdb FERAGHES

Debian E/RIERIIFIAZERE gdb(1), EREILIRERFMITHIRHEICEIZF,
IEBATEI I ARG SRER gdb REEXIER.
# apt-get install gdb gdb-doc build-essential devscripts

gdb BIFAVEFER"info gdb” IR SE T AEMN LAV E it 53KE], AT gdb(1) 77 R w8”7-9” EIRiF
AR SR LRI ER,

$ gdb program

(gdb) b 1 # EE—ITIREMS
(gdb) run args # wEREITIER
(gdb) next # WATF—

(gdb) step # BEEN

£56b) p parm # $TEN parm HYE
&cllt.ib) p parm=12 # IE{EIgR 12

(gdb) quit



https://zh.wikipedia.org/wiki/Debugger
http://www.unknownroad.com/rtfm/gdbtut/gdbtoc.html
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RBR
¥Z gdb(l) SRS EBEEIRMES ., Tab 3 RIRTE shell —1#¥#&BRET1E,

12.4.2 ifix Debian {4+ E

Since all installed binaries should be stripped on the Debian system by default, most debugging symbols are removed in the normal
package. In order to debug Debian packages with gdb(1), corresponding * - dbg packages need to be installed (e.g. 1ibc6-
dbg in the case of 11bc6).

If a package to be debugged does not provide its * - dbg package, you need to install it after rebuilding it by the following.

mkdir /path/new ; cd /path/new

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install fakeroot devscripts build-essential
sudo apt-get build-dep source_package_name

apt-get source package_name

cd package_name*

@B BH B BL R PRSP

Fix bugs if needed.

Bump package version to one which does not collide with official Debian versions, e.g. one appended with ”+debug1” when
recompiling existing package version, or one appended with ”~prel” when compiling unreleased package version by the fol-
lowing.

$ dch -1i

Compile and install packages with debug symbols by the following.

$ export DEB_BUILD_OPTIONS=nostrip,noopt
$ debuild

$cd ..

$ sudo debi package_name*.changes

You need to check build scripts of the package and ensure to use "CFLAGS=-g -Wall” for compiling binaries.

12.4.3 Obtaining backtrace
When you encounter program crash, reporting bug report with cut-and-pasted backtrace information is a good idea.
The backtrace can be obtained by the following steps.
* Run the program under gdb(1).
* Reproduce crash.
— It causes you to be dropped back to the gdb prompt.
+ Type ”bt” at the gdb prompt.

In case of program freeze, you can crash the program by pressing Ctr1-C in the terminal running gdb to obtain gdb prompt.

‘R

Often, you see a backtrace where one or more of the top lines are in "malloc()” or "g_malloc()”. When this
happens, chances are your backtrace isn’t very useful. The easiest way to find some useful information is to set
the environment variable "$MALLOC_CHECK_" to a value of 2 (malloc(3)). You can do this while running gdb by
doing the following.

$ MALLOC_CHECK_=2 gdb hello
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1244 5% gdb &<
e < AR HEIA
(gdb) thread apply all bt get a backtrace for all threads for multi-threaded program
(gdb) bt full get parameters came on the stack of function calls
(gdb) thread apply all bt full ﬁgtﬁi lIj);'icktrace and parameters as the combination of the preceding
(gdb) thread apply all bt full get a backtrace and parameters for top 10 calls to cut off irrelevant
10 output
(gdb) set logging on write log of gdb output to a file (the default is ”gdb . txt”)
Table 12.12: &% gdb &F$ 3R
12.4.5 Debugging X Errors

If a GNOME program previewl has received an X error, you should see a message as follows.

The program ’'previewl’ received an X Window System error.

If this is the case, you can try running the program with ”- - sync”, and break on the ”gdk_x_error?” function in order to
obtain a backtrace.

12.4.6

e EEAREE

Use 1dd(1) to find out a program’s dependency on libraries by the followings.
$ 1dd /bin/1s

librt.so.1 => /lib/librt.so.1 (0x4001e000)

libc.so0.6 => /1lib/libc.so0.6 (0x40030000)
libpthread.so0.0 => /lib/libpthread.so0.0 (0x40153000)
/1ib/1d-1inux.so0.2 => /1lib/1d-1linux.so0.2 (0x40000000)

For 1s(1) to work in a “chroot ed environment, the above libraries must be available in your “chroot’ed environment.

See 8 9.3.6 1.

12.4.7

AfFtREN TR

Debian -5 —LEr]AIAE RSN TR,

wHeE MITE K] HER

libc6-dev V:269, 1:615 | 15628 | mtrace(1): malloc debugging functionality in glibc
valgrind V:8, .56 70463 | memory debugger and profiler

kmtrace V:1,1:18 351 KDE memory leak tracer using glibc’s mtrace(1)
alleyoop V:0, I:1 655 GNOME front-end to the Valgrind memory checker
electric-fence V:0, I:6 70 malloc(3) debugger

Teaktracer V0, 122 56 C++ 12 AT 55 IR b en

libdmalloc5 V0, 1:3 360 AFSEEER

Table 12.13: AfE RSN TERFIZR



http://packages.debian.org/sid/libc6-dev
http://qa.debian.org/popcon.php?package=libc6-dev
http://packages.qa.debian.org/libc/libc6-dev.html
http://packages.debian.org/sid/valgrind
http://qa.debian.org/popcon.php?package=valgrind
http://packages.qa.debian.org/v/valgrind.html
http://packages.debian.org/sid/kmtrace
http://qa.debian.org/popcon.php?package=kmtrace
http://packages.qa.debian.org/k/kmtrace.html
http://packages.debian.org/sid/alleyoop
http://qa.debian.org/popcon.php?package=alleyoop
http://packages.qa.debian.org/a/alleyoop.html
http://packages.debian.org/sid/electric-fence
http://qa.debian.org/popcon.php?package=electric-fence
http://packages.qa.debian.org/e/electric-fence.html
http://packages.debian.org/sid/leaktracer
http://qa.debian.org/popcon.php?package=leaktracer
http://packages.qa.debian.org/l/leaktracer.html
http://packages.debian.org/sid/libdmalloc5
http://qa.debian.org/popcon.php?package=libdmalloc5
http://packages.qa.debian.org/libd/libdmalloc5.html

Debian & Fift 255/ 260

wHe MITE XV | 5HBA

splint V:0, I:5 1889 tool for statically checking C programs for bugs

flawfinder V0, I:1 175 tool to examine C/C++ source code and looks for security weaknesses
perl V:610,1:996 | 651 interpreter with internal static code checker: B::Lint(3perl)

pylint V:6, 1:15 945 Python code static checker

weblint-perl V:0, 1.2 34 syntax and minimal style checker for HTML

linklint V0, I:1 343 fast link checker and web site maintenance tool

libxml2-utils V:24,1:318 177 utilities with xmllint(1) to validate XML files

Table 12.14: FFSAB L TEMSIR
12.4.8 FESNKELHTIEAE

There are lint like tools for static code analysis.

12.4.9 LR _#AFIFEF

You can disassemble binary code with objdump(1) by the following.
$ objdump -m 1386 -b binary -D /usr/lib/grub/x86_64-pc/stagel

==
EE

gdb(1) may be used to disassemble code interactively.

12.5 Flex —MNEHY Lex

Flex is a Lex-compatible fast lexical analyzer generator.
Tutorial for flex(1) can be found in ”info flex”.

You need to provide your own “main()” and ”yywrap()”. Otherwise, your flex program should look like this to compile
without a library. This is because that ”yywrap” is a macro and *%option main” turns on ”%option noyywrap” implic-
itly.

%option main
%%
.|\n ECHO ;

%%

Alternatively, you may compile with the ”-1f1” linker option at the end of your cc(1) command line (like AT&T-Lex with ”-
11”). No *%option” is needed in this case.

12.6 Bison —a better Yacc

Several packages provide a Yacc-compatible lookahead LR parser or LALR parser generator in Debian.
Tutorial for bison(1) can be found in ”info bison”.

You need to provide your own ”main( )” and ”yyerror ()”. "main()” calls ?yyparse()” which calls ?yylex( )”, usually
created with Flex.

%%

%%



http://packages.debian.org/sid/splint
http://qa.debian.org/popcon.php?package=splint
http://packages.qa.debian.org/s/splint.html
http://packages.debian.org/sid/flawfinder
http://qa.debian.org/popcon.php?package=flawfinder
http://packages.qa.debian.org/f/flawfinder.html
http://packages.debian.org/sid/perl
http://qa.debian.org/popcon.php?package=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/pylint
http://qa.debian.org/popcon.php?package=pylint
http://packages.qa.debian.org/p/pylint.html
http://packages.debian.org/sid/weblint-perl
http://qa.debian.org/popcon.php?package=weblint-perl
http://packages.qa.debian.org/w/weblint-perl.html
http://packages.debian.org/sid/linklint
http://qa.debian.org/popcon.php?package=linklint
http://packages.qa.debian.org/l/linklint.html
http://packages.debian.org/sid/libxml2-utils
http://qa.debian.org/popcon.php?package=libxml2-utils
http://packages.qa.debian.org/libx/libxml2-utils.html
https://zh.wikipedia.org/wiki/Lint_programming_tool
https://zh.wikipedia.org/wiki/List_of_tools_for_static_code_analysis
https://zh.wikipedia.org/wiki/Flex_lexical_analyser
https://zh.wikipedia.org/wiki/Lex_programming_tool
https://zh.wikipedia.org/wiki/Lexical_analysis
https://zh.wikipedia.org/wiki/Yacc
https://zh.wikipedia.org/wiki/LR_parser
https://zh.wikipedia.org/wiki/LALR_parser
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wHe MITE K] HER

bison V:10, I:113 2061 GNU LALR parser generator

byacc V:0, I:7 160 Berkeley LALR parser generator

btyacc V:0, 1.0 207 backtracking parser generator based on byacc

Table 12.15: List of Yacc-compatible LALR parser generators

12.7 Autoconf

Autoconf is a tool for producing shell scripts that automatically configure software source code packages to adapt to many kinds
of Unix-like systems using the entire GNU build system.

autoconf(1) produces the configuration script >configure”. configure” automatically creates a customized "Makefile”
using the "Makefile.in” template.

12.7.1 RmFALRER

Debian "&7E”/usr/local” 3" /opt” BR FEIEXH, NRMGAEEREBRIFER, IBELREE"/usr/local/” B
xF, AAXHFASZME Debian,

$ cd src

$ ./configure --prefix=/usr/local

$ make

$ make install # X—¥ RIEXHEREZGZL

[

==
=

R X RFFNIEFNME, FRAEBERANM.

-

12.7.2 ENEHEF

WMNMRIFEIREFH EEEA autoconf(1)/automake(1), INIRIREEICHFMEEHLEEERNIE, MITUTHGSKREEIER,
$ ./configure "all-of-the-options-you-gave-it”

# make uninstall

HE, MR+ HORETRHIIZIEXEEMIET/usr/local/” THEAXBRHTLEENRA, MalBTTH
BYRBREMBHIAE,

# find /usr/local -type f -print® | xargs -0 rm -f

If you are not sure where files are installed, you should consider using checkinstall(8) from the checkinstall package, which
provides a clean path for the uninstall. It now supports to create a Debian package with ”-D” option.

12.8 Perl short script madness

Although any AWK scripts can be automatically rewritten in Perl using a2p(1), one-liner AWK scripts are best converted to
one-liner Perl scripts manually.

Let’s think following AWK script snippet.



http://packages.debian.org/sid/bison
http://qa.debian.org/popcon.php?package=bison
http://packages.qa.debian.org/b/bison.html
https://zh.wikipedia.org/wiki/GNU_bison
http://packages.debian.org/sid/byacc
http://qa.debian.org/popcon.php?package=byacc
http://packages.qa.debian.org/b/byacc.html
http://packages.debian.org/sid/btyacc
http://qa.debian.org/popcon.php?package=btyacc
http://packages.qa.debian.org/b/btyacc.html
https://zh.wikipedia.org/wiki/Autoconf
https://zh.wikipedia.org/wiki/AWK
https://zh.wikipedia.org/wiki/Perl
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awk ' ($2=="1957") { print $3 }' |

This is equivalent to any one of the following lines.

perl -ne ’'@f=split; if ($f[1] eq ”“1957"”) { print ”"$f[2]\n"}’ |
perl -ne ’'if ((@f=split)[1] eq ”1957”) { print ”"$f[2]\n"}’ |
perl -ne '@f=split; print $f[2] if ( $f[1]==1957 )’ |

perl -lane ’‘print $F[2] if $F[1] eq "1957"' |

perl -lane ‘print$F[2]if$F[1]eq+1957" |

The last one is a riddle. It took advantage of following Perl features.

*» The whitespace is optional.

+ The automatic conversion exists from number to the string.

See perlrun(1) for the command-line options. For more crazy Perl scripts, Perl Golf may be interesting.

12.9 Web

Basic interactive dynamic web pages can be made as follows.

* Queries are presented to the browser user using HTML forms.

+ Filling and clicking on the form entries sends one of the following URL string with encoded parameters from the browser to
the web server.

— ”http://www.foo.dom/cgi-bin/program.pl?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- ”http://www.foo.dom/cgi-bin/program.py?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”
- 7http://www.foo.dom/program.php?VAR1=VAL1&VAR2=VAL2&VAR3=VAL3”

* £ URL BE%nn” Z2ERA—1 16 #HEIF/HFHY nn ERE,

« BT EIRE N "QUERY_STRING="VAR1=VAL1 VAR2=VAL2 VAR3=VAL3"”.

+ CGI program (any one of ”program. *”) on the web server executes itself with the environment variable “$QUERY_STR
ING”.

* CGI 270 stdout &RiXEINBIRE, 1FRREXRIENZ web TIHRER.
For security reasons it is better not to hand craft new hacks for parsing CGI parameters. There are established modules for them

in Perl and Python. PHP comes with these functionalities. When client data storage is needed, HTTP cookies are used. When
client side data processing is needed, Javascript is frequently used.

EZES, Sl BAMXEN, Apache REEE R, Fll JavaScript.

Searching ”CGI tutorial” on Google by typing encoded URL http://www.google.com/search?hl=en&ie=UTF-8&q=CGI+tutorial
directly to the browser address is a good way to see the CGI script in action on the Google server.

12.10 SR{CREEEHR

RO ASIRIZFF,



http://perlgolf.sourceforge.net
https://zh.wikipedia.org/wiki/HTML
https://zh.wikipedia.org/wiki/Uniform_Resource_Locator
https://zh.wikipedia.org/wiki/通用网关接口
https://zh.wikipedia.org/wiki/PHP
https://zh.wikipedia.org/wiki/HTTP_cookie
https://zh.wikipedia.org/wiki/JavaScript
https://zh.wikipedia.org/wiki/通用网关接口
https://zh.wikipedia.org/wiki/Apache软件基金会
https://zh.wikipedia.org/wiki/JavaScript
http://www.google.com/search?hl=enamp;ie=UTF-8amp;q=CGI+tutorial
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RHEE ATE NINRIES G 1iBA
perl V:610,1:996 | 651 AWK - PERL| fEJRCHE N AWK 583& 75 PERL: a2p(1)
f2c V0, I.7 433 FORTRAN -, ¢ fEE{CRE K FORTRAN 77 3R} C/C++: f2c(1)
intel2gas V-0, I:0 174 intel - gas FA NASM (Intel #83X) 38Rk GNU JLZRTZEF (GAS)
Table 12.16: JR{ICIE4E# T AR
12.11 #I{F Debian &
WMR(FAEHIE— Debian €, FETEHAR.

- B2 EEMEANBEEERS
« 35 2.7.13 PIEMEAMNBIETIE

*+ 58 9.10.4 IRFEEARY chroot XA
+ debuild(1), pbuilder(1) 1 pdebuild(1)

© 55 1242 TYmIFFFREE
* Debian Fi4EIFETES| fFA—MEIZ (maint-guide B)
+ Debian A2 & SEFM (developers-reference &)
+ Debian FEIEFM (debian-policy )
« Debian 43P#&$E5| (debmake-doc £1)

debmake, dh-make, dh-make-perl FiRH&E, WREHEITEILE, tHEREN,



http://packages.debian.org/sid/perl
http://qa.debian.org/popcon.php?package=perl
http://packages.qa.debian.org/p/perl.html
http://packages.debian.org/sid/f2c
http://qa.debian.org/popcon.php?package=f2c
http://packages.qa.debian.org/f/f2c.html
http://packages.debian.org/sid/intel2gas
http://qa.debian.org/popcon.php?package=intel2gas
http://packages.qa.debian.org/i/intel2gas.html
http://www.debian.org/doc/manuals/maint-guide/
http://www.debian.org/doc/manuals/developers-reference/
http://www.debian.org/doc/debian-policy/
http://www.debian.org/doc/manuals/debmake-doc/
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Appendix A

B3

rXHEHER

A.1 Debian *=

Linux AR — M EEMETEVNINEBANWITET S, A, FIERENEIPINEEFIESSE, ERAIF PostScript
FIFTENHLECE LPR $TEDHIPAGY, BARAMIFHIF. (BMERH CUPS RANFNLRAZ LG, MABRBREIE, )

E—KTEMFERAMEM M “SOURCE CODE” , EIFE EWENIEIERE, TE—LSEHI| HOWTO F1 mini-
HOWTO, B 15T, BEREHTASHETRMEIATIETAARE, ATERAENSGS, HERNEEKKN HOWTO
Rk EFXK,

HBAEEEA “Debian SEFM (FHR )" H7E Debian X EEEMIN, RIE—NMFHIFFIAIESI,

A2 fRWASE

Debian & F M HF ( Osamu Aoki<osamu at debian dot org> ) &2, FEHEA—IMNPARKEEREEIL, EFNFSA
BEBEFi MDebian A FEREEFIZRFNE fth Debian 8K FIRIXEMINZR,

RN T 3RE Josip Rodin fEIYZ 5 (Josip Rodin ZEDebian SX#4ITE (DDP ) HIEEEEK ), “Debian SEFM (5
—HhR, 2001-2007 )" AY 73T DDP XH4HI—5,

6 Ff5, HEIREIRFKH “Debian EEZFM (F—HR ) WABMKIA, EHBREHRESAR, kY “Debian SEFM (F
ZhR ) 1E 2008 £ &,

HIEMERMNRZ, JUBE FTENASRER.
« ”Linux F§ P F}” Larry Greenfield (1996 £ 12 B)
— Z I EREY (Debian 37E) BUL
« ”Debian #{#£” Havoc Pennington (1998 ££ 12 B 11 H)

— B4 H Oliver Elphick, Ole Tetlie, James Treacy, Craig Sawyer #[ Ivan E. Moore II $5
— ZX PGSR (Debian GNU/Linux: ZERFEAFMY BUL

+ ”Debian GNU/Linux: & 2&F1{F FM” John Goerzen 1 Ossama Othman (1999)
- ZXHE# (Debian EEFM (F—hk )Y BUX

WA RN — LR RN R, ER%ET T ERRERER,



http://lists.debian.org/debian-user/
http://www.debian.org/doc/ddp
http://www.ibiblio.org/pub/Linux/docs/linux-doc-project/users-guide/user-beta-1.pdf.gz
http://www.debian.org/doc/manuals/debian-tutorial/
http://archive.debian.net/woody/debian-guide

Debian &% Fif} 260/ 260

« ”Debian FAQ” (2002 £ 3 BhRk7s, ZEtREH Josip Rodin £3P)
HEATH—LEFMREZ, BB TENAETRER.
» "Debian & Ffff (35— hR)” Osamu Aoki (2001-2007)
- HIXMNifY Debian £EF M (558 =hk)” BUR
5ER18 “Debian SEFM (F—HR)" BIFSTMECIE,

« Thomas Hood @ MEREF BN FEANSTTEE

* Brian Nelson 3R TI#A 7 X F X 1 VCS BIHERER

« Jens Seidel WA RMIAFIF S ABTHIEIERRME TER

« David Sewell #1T 7 KERIRIT

- REFIEE. TTEAEM bug MEENITS T8

Debian 2R ZMEHTIENEETEEARFAZINMNXENEESE. £ EEENEF LHERT AFER
MMPEFS 7, LEHZHGSHE X, HETEORIRE, DOUENIXEENAE RASAEREESR .

gdb IFIXBIAVIEIAE R T H BDebian EERFRIEIER LR, X2 Ari Pollak, Loic Minier, 1 Dafydd Harries EEHY.
BRT LEREIAY, “Debian SEFM (FTIR ) WABHIATEHBECH I, XL EEEH.

fF#& Osamu Aoki FEULRBIFIBEXEBEIFTIER B4 THREIA,

A3 XHEET

RN RIRXEEX BRI R{ER AsciiDoc XAXHRBE, AsciiDoc EHERIEEER, ERTLLEEFFH XML,
BALLERY, HEBIEFEMNA A ZIFRE, (REILAAA XML §l PO XFREIEMIENX &, WBITMERA, thi]
#EEIRAY DocBook XML &2, BlF-EMNEBIESWIEN, FRM— &2 Docbook XML &, 1XMEx£HY Docbook
XML JEX 4 BEAS #R 45 pY HTML, epub, 4324, PostScript, #1 PDF. (R R RIAHE, SERRIBHIEN, )



http://www.debian.org/doc/manuals/debian-faq/
http://packages.debian.org/search?keywords=debian-referenceamp;searchon=sourcenamesamp;exact=1amp;suite=allamp;section=all
https://zh.wikipedia.org/wiki/Fair_use
http://wiki.debian.org/HowToGetABacktrace
http://packages.debian.org/search?keywords=asciidoc
http://packages.debian.org/search?keywords=asciidoc
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